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BiGuard 10 iBusiness Security Gateway Small-Office

Introduction

BiGuard 10 is a rack-mountable device integrated with cutting-edge security technology
including VPN and Firewall that enable you to connect your network to the Internet securely
without worrying about intruders attack. BiGuard 10 is for small office network to connect with
headquarter and tele-workers. It meets business demand for application-based network
solutions at low-capital investment and is perfectly for the needs of small sized business. A rich
feature set in one compact unit makes BiGuard 10 the best and most affordable choice for small
offices.

Package Contents

BiGuard 10 iBusiness Security Gateway Small-Office
Bracket x 2 (For rack-mounted)

Screw x 4 (For rack-mounted)

CD-ROM containing the manual

Quick Start Guide

AC-DC power adapter (12V DC, 1A)
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Do not use the same power source for the BiGuard 10 as other
equipment.
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Do not use the BiGuard 10 in high humidity or high temperatures.
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v' Do not open or repair the case yourself. If the BiGuard 10 is too
Warning hot, turn off the power immediately and have it repaired at a
qualified service center.
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Place the BiGuard 10 on a stable surface.

AN

Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage the router.
Attention
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The Front LEDs
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LED Meaning
Power A steady light indicates connection to power source
Status A blinking light indicates device is writing flash

Light when connect to an Ethernet device.
10/100M : Light when link for 100Mbps otherwise for 10Mbps

WAN Link/ACT : Lit when device connected and blinking when data is
transmitted/received.
Light when connect to an Ethernet device.

LAN 10/100M : Light when link for 100Mbps otherwise for 10Mbps

1x — 8x Link/ACT : Lit when device connected and blinking when data is

transmitted/received.
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The Rear Ports
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RESET -0
Port Meaning
After the device is powered on, press it to reset the device or restore to
factory default settings.
1 RESET 0-3 seconds: The Status LED will light
6 seconds above: restore to factory default settings (this is used when
you cannot login to the router. E.g. forgot the password)
LAN
Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one of the eight
1X — 8X : .
2 LAN ports when connecting to a PC or an office/home network of
(RJ-45 10Mb 100Mb
connector) ps or pS.
3 WAN WAN 10/100M Ethernet port (with auto crossover support); connect
xDSL/Cable modem here.
4 DC12v Connect DC power adapter here.(DC12V Power)
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Connecting Your Router

1. Connect the Router to a LAN (Local Area Network) & WAN (Connect to Cable or ADSL
modem).
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2. Power on the device.
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3. Make sure the Power LED is light steadily and that the WAN and relevant LAN LED is light.

BILLION T et Sl BiGuard 10




BiGuard 10 iBusiness Security Gateway Small-Office

Configuring PC in Windows XP

1. Goto Start/ Control Panel (in Classic View).  [SSliEs EEIES
In the Control Panel, double-click on Network e 0 i
Connections. Dot - Q) - [ P seast [ roers | [

address | Control Panel B

L% -

Phone and  Power Options
Modern ...

2. Double-click Local Area Connection.

i Control Panel

G‘ Switch to Category Yiew o 5
See Also = Q ﬁ

) Printers and  Regional and  Scanners and
Q Windows Update Faxes Language ... Cameras

9 Help and Support: A -
5 9 g

Scheduled  Sounds and Speech
Tasks Audio Devices

3. Inthe Local Area Connection Status = Local Area Connection Status
window, click Properties. General | Support
Conrection
Stabus: Connected
Druration: 00:19:32
Speed: 100.0 Mbps
Auchiseiby
Sent 3&1 Fieceived
Fackets: 27 u}
< Froperties )I Dizable

4. Select Internet Protocol (TCP/IP) and click e

General |Authent|cat|on Advanced

Propertles' Conmect using:
| =8 ASUSTek/Broadcom 440x 10100 Integrated Controller |
This connection uzes the fallowing items:
18 Client for Microsoft Metworks
S Filz and Printer Sharing for Microzoft Networks
4=l QoS Pack heduler
Internet P 2l [TCPAIP)
Install... f Froperties
Drescription ~—
Transmizsion Control Pratocal/Alnternet Pratacol. The default
wide area nebwork protocaol that provides communication
across diverse interconnected networks.
[] Show icon in notification area when conmected
[ (5].8 ] [ Cancel ]
5 Select the Obta| n an IP ad d ress Internet Protocol {TCP/IP) Properties

automatically and the Obtain DNS server erereral | R
“rou can get IP settings assigned automatically if your network. supports

ad d res S au to m ati C al |y radio buttons . thiz capability. Othernwize, pou need to ask pour network. adrinistrator far

N the appropriate |F settings.
6. Click OK to finish the configuration. 2 BEE R (Pl ey 3ol

("1 Use the following IP address:

N [
(=) Obtain DMS server address automatically

() Use the following DMS server addresses:

]
. - ]

[ Ok ] [ Cancel ]




Quick Start Guide

Configuring PC in Windows 2000

1. Goto Start / Settings / Control Panel. In the
Control Panel, double-click on Network and
Dial-up Connections.

2. Double-click Local Area Connection.

3. Inthe Local Area Connection Status window
click Properties.

4. Select Internet Protocol (TCP/IP) and click
Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

1 Netwark and Dial-up Connections =3
Fle Edt Yiew Favortes Tooks Advanced Help |

FBack + - ‘ Qzearch CFolders €3| EIxm | Hr

Adress (8] etwork and Cizkup Comnictons j PGU
-l = ']
(| = L

- Make Mew
Network and Dial-up  Comedtion
Connections

Local Area Connection
Type: LN Cornection
Stahus: Enabled

ASLSTek Broadeom 440x 10/100
Integrated Contraller

Local Area Connection Status ?| X|

General

— Connection

Status: Connected
Diuration: 0E:16: 26
Speed: 100.0 Mbps
— Auctivit
iy = :
Sent — =1 —— Received
L 4
Packets: 12.215 | 109,427
Gopem Dizable I
~—

Local Area Connection Properties ?l XI

General I

Connect using:

I ASUSTeK/Broadocom 440: 104100 Integrated Contraller

Components checked are uzed by thiz connection:

Client for Microzoft Metworks
™, File and Printer Sharing far Microsoft Metworks
Internet Fro [TCPARF]

— Diezcription

Transmiszion Contral Protocol/intemet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

I Show icon in taskbar when connected

Ok I Catcel I

“ou can ast IP settings assigned automatically if wour network supports
\'\is capability. Dtherwise, you need ta sk your network. administrator for

Internet Protocol {TCP/IP} Properties e B |

General |

the appropriate [P settings.

= Dbtain an IP address automatically
—1 Use the following IP address:

IF address: I .
Subnet mask: I .
Default gateway I .

= DObtain DNS server address automatically

—1" Uss the following DNS server addresses:

Preferred DS semer: I a a o
Alternate DHNS semvern I a a o

Acvanced |
oK | Cancel |
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Configuring PC in Windows 98/Me

1. Go to Start / Settings / Control Panel. In the il — ==l
Control Panel, double-click on Network and Certiustion | 1gentiioation | acosss Conirl|
choose the Configuration tab.

2. Select TCP/IP ->
NE2000 Compatible, or the name of your
Network Interface Card (NIC) in your PC.

T he fallowing network, components are installed:

Ficrozoft Family Logon AI

S ASI1STek ABroadcom 440: 10100 Integrated Controller

B5 Dial-Up Adapter

T TCPAAR -» ASUST ek /Broadcomn 440= 104100 Integrated
3

4 TCPAF -» Dial-Up Adapter

41 |

Add... I Remowe

Primary Metwork. Lagon:

IMiclosoft Family Logaon

File and FPrint Sharing... I

D escription
TCRAIF i= the protocol you use o connect to the Intermet and
wide-area networks.

Ok I Cancel I
3. Select the Obtain an IP address LB Propurtee “
automatically radio button. — [

L IP address can be automatically assigned ko this computer.
If pour networke doesz not automatically assign IF addrezzes, ask
pour nebwork administrator for an address, and then bppe it in

\he zpace below.

i+ Obtain an [P address automaticalive

& Specify an IP address:

[Flfsddiess; | i I ! |

Subrel kMasts | n ol . |

'TI Cancel I
4. Then select the DNS Configuration tab.

Bindings | Advanced | MetBIOS |

5. Select the Disable DNS radio button and click ~ ™&* C'f,"ff?”f"tf?'f,,,! Gateway | WINS Configuration | IP Address
OK to finish the configuration. o ;

& Enable DNS

Hi=st: I [ aErmait: I

S Senren Seanct Wrder,
[ I I I | EaE|

ot SffizSearch W rder

| Ao

| Femawe I

Ok, I Cancel
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Configuring PC in Windows NT4.0

1. Goto Start / Settings / Control Panel. In the
Control Panel, double-click on Network and
choose the Protocols tab.

2. Select TCP/IP Protocol and click Properties.

3. Select the Obtain an IP address from a
DHCP server radio button and click OK.

Identication | Senices Piotocols | Adapbers | Bindng: |
Hatwork Protocole

W MetBELN Protocol
T MW Link ISP Compatible Tranapon
T Nwilink NotBIDS

st | _Bewove |CRopered) v |

Crescripstion:

Tianzport Cordrol ProtocolAinlemest Protocol The delsull wads
i nebwork. probocol that provides commnic stion oot
diverse interconnecied nelwonks

I (114 I Canicel

Microsoft TCP/IP Properties HE3

IP address | DNS | wiINS Address | Routing |

An IP address can be automatically azzigned to this network, card
by a DHCP zerver. I pour network does not have a DHCF zerver.
azk pour network. administrator for an addrezz. and then twpe it in
the zpace below.

L Obtain an IF addiess from a DHCP zerver

— { Specify an IP address

|Eiddress: I
Subnet Masks I
[Fefaulb Eateray !

Advanced... I

Ok I Cancel I Ll
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Configuring Your iBusiness Security Gateway Small-Office

” . To configure this device, you must have IE 5.0/
o7¢, Netscape 4.5 or above installed

B Verifying Your Local Network Connection with the Device

To see if this Router is visible on ;11 =]
the local network, go to Start /

Run. In the Run dlalog box, type Type the name of a program, folder, document. or Internet
“ ping 192.168.1.254" then rezource, ahd YWWindows will open it far o,

presses OK. Oper:  [ping 192.168.1.254 =]

| k. I Cancel Browsze. .. |

A command prompt window Will — JEaReRy i1 IieL; farge e rs s
pop out. If your ping is
successful which means your (T TERLERIT Rt R ErE T A TT

local network is able to reach to

; Reply from 192.168.1.25%4: hytes=32 time<lms TIL=155
the deVICe.’ then th.e command Reply from 192.168.1.25%4: bytes=32 time<ims TTL=155
prompt _WmeW (W VI 1, £yon 192.168.1.254: hytes=32 time<ims TTL=155
automatically.

Connection fails, when you see
“‘Request timed out” in the
command prompt window. You

may need to check your set up.  LENUCEARSLELRETIS
Reguest timed out.
Reguest timed out.

Pinging 192.168.1.25%4 with 32 bytes of data:
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B Connecting to the Router

Open the web browser and type Enter Network Password [ 7] %]
http://192.168.1.254 in the
browser’s address box. This ? Pleasa type your user name and password,
number is the default IP address i
: Sie: 192 169.1.254
for this router. Press Enter.
Realm

A user name and password
window will appear. The default
User Name and Password are Password [ admin
“admin” and” admin”. Press
OK to logon to the router

Uszr M ame || admin

[~ Save this password in your passweord fist

QK I Cancel

10.
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Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in the User’s Manual.
If you cannot resolve the problem with the Troubleshooting chapter, please contact the dealer
where you purchased this product.

Contact Billion
WORLDWIDE

http://www.billion.com/

Mac OS is a registered Trademark of Apple Computer, Inc.
Windows 98, Windows NT, Windows 2000, Windows Me and Windows XP are registered Trademarks of Microsoft

Corporation.
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