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Chapter 1: Introduction

Introduction to your Router

Welcome to the 3G/VolP/ (802.11g) ADSL2+ (VPN) Firewall Router. The router is an “all-in-one”
ADSL router, combining an ADSL modem, ADSL router and Ethernet network switch functionalities,
providing everything you need to get the machines on your network connected to the Internet over
your ADSL broadband connection. With features such as an ADSL Quick-Start wizard and DHCP
Server, you can be online in no time at all and with a minimum of fuss and configuration, catering for
first-time users to the guru requiring advanced features and control over their Internet connection
and network.

Features
@ Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24
Mbps with ADSL2/2+, 8Mbps with ADSL. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time
audio much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413,
Issue 2; G.dmt (ITU G.992.1); G.lite (ITU G.992.2); G.hs (ITU G994.1); G.dmt.bis (ITU G.992.3);
G.dmt.bis.plus (ITU G.992.5)).

@ 3G

With 3G-based Internet connection (requires an additional 3G USB modem), user can access
internet through 3G - whether you're seated at your desk or taking a cross-country train trip.

@ EWAN

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a

WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online.

@ Dual WAN

Dual WAN is a new way of getting connected to the internet which is to use each two of the
3G/ADSL/EWAN to deal with the unexpected case and balance traffic load. That is a way of
improving greatly the robustness.

@ 802.11g Wireless AP with WPA Support (Wireless Router only)

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and easy
access among wired network, wireless network and broadband connection (ADSL) with single
device simplicity, and as a result, mobility to the users. In addition to 54 Mbps 802.11g data rate, it
also interoperates backward with existing 802.11b equipment. The Wi-Fi Protected Access
(WPA-PSK and WPA2-PSK) and Wired Equivalent Privacy (WEP) supported features enhance the
security level of data protection and access control via Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or crossover cable can be used
directly for auto detection.

@ Multi-Protocol to Establish a Connection



It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
overATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

@ Quick Installation Wizard

It supports a WEB GUI page to install this device quickly. With this wizard, end users can enter the
information easily which they get from their ISP, then surf the Internet immediately.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and
PCs from many different vendors. It makes network simple and affordable for users. UPnP
architecture leverages TCP/IP and the Web to enable seamless proximity networking in addition to
control and data transfer among networked devices. With this feature enabled, users can now
connect to Net meeting or MSN Messenger seamlessly.

@ Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such
as web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and
others.

@ SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker
pattern-filtering protection. It can automatically detect and block Denial of Service (DoS) attacks.
The router is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed
through the firewall to the private LAN.

@ Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router’s IP address,
every DNS conversion request packet from the PC to this router will be forwarded to the real DNS
in the outside network.

=) Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hosthame. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported

@ Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by the
router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by source IP address, destination IP address, protocol, and port. You can throttle
the speed at which different types of outgoing data pass through the router, to ensure P2P users
don’t saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In
addition, or alternatively, you can simply change the priority of different types of upload data and let
the router sort out the actual speeds.

@ Virtual Server (“port forwarding”)


http://www.yahoo/�
http://www.dyndns.org/�
http://www.dyndns.org/�

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer
to handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

@ Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter
packets from and to the Internet, and also provides a higher level of security control.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

@ Static and RIP1/2 Routing

It has routing capability and supports easy static routing table or RIP1/2 routing protocol.
@ Simple Network Management Protocol (SNMP)

It is an easy way to remotely manage the router via SNMP.

@ Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.

@ Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.
@ Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users
can use terminal applications through the console port to configure and manage the device, or
Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.

@ Virtual Private Network (VPN) (BiPAC 7404V(G)OX only)

It allows user to make a tunnel with a remote site directly to secure the data transmission among
the connection. User can use embedded PPTP and L2TP client/server, IKE and IPSec which are
supported by this router to make a VPN connection or users can run the PPTP client in PC and the
router already provides IPSec and PPTP pass through function to establish a VPN connection if
the user likes to run the PPTP client in his local computer.



Chapter 2: Installing the Router

Important note for using this router

(

Warning

Do not use this router in a high humidity or high temperature
environment.

Do not apply the same power source for this router to other types of
equipments.

® Do not open or repair the case yourself. If the device becomes too

hot, turn it off immediately and have it repaired at a qualified service
center.

@ Avoid using this product and all its accessories outdoor.

L

O

Attention

Place the router on a stable surface.

Only use the power adapter that comes with the package. Using a
different voltage rating power adapter may damage the router.

Package Contents
3G/VolP/(802.11g) ADSL2+ (VPN) Firewall Router

CD-ROM containing the online manual
RJ-11 ADSL/telephone Cable
Ethernet (CAT-5) Cable

Console kit

Power adapter

A detachable antenna

Quick Start Guide
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LED Meaning

Both red and green LEDs lit together when power is ON.
Lit red means system failure. Restart the device or contact support.
Lit green when the device is ready.

1 Power

Lit when one of LAN ports is connected to an Ethernet device.

Lit green when the speed of transmission hits 100Mbps; Lit orange
when the speed of transmission hits 10Mbps.

Blink when data is being Transmitted / Received.

Ethernet Port
2 [1X-4X
(RJ-45 connector)

Lit when the router is connected to a USB device.

3 usB Flash when data is received / transmitted.

Lit green when a wireless connection is established.
Flash when the device is sending/receiving data.
Flash once per second while Wi-Fi protected setup is in progress.

4 | Wireless

Phone 1x-2x . .
3 (RJ-11 connector) Lit green when phone is off hook.

Line

6 | (Router with LINE Lit when the inbound and outbound calls are transmitted through
port only) PSTN.
Lit green when phone 1 has registered successfully.
7 VoIP 1x-2x Lit orange when phone 2 has registered successfully.
(RJ-11 connector) | If both phone 1 & 2 have succeeded in registration, both green and
orange LEDs will lit together.
8 |psL Lit Green when the device is successfully connected to an ADSL
DSLAM. (“line sync”).
9 | Internet Lit red when WAN port fails to get IP address.

Lit green when WAN port gets IP address successfully.
Lit off when the device is in bridge mode or when WAN connection is
absent.




The Rear Ports

=  DSL Linu Na
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uss Rosat Power

CITTIT e

Ethernet JLOFF

” 07- f;' Ethernet # 4 can be used as a console port. You need a special console tool which is

~

included in the package to connect with the LAN.

Port Meaning
Antenna )
1 , Connect the detachable antenna to this port.
(Wireless Router only)
2 | psL Connect this port to the ADSL/telephone network with the RJ-
11 cable (telephone) provided.
3 Line Connect this port to the telephone jack on the wall with RJ-11
(Router with LINE port only) | cable.
Phone . .

4 Connect this port to an analog phone set with RJ-11 cable.

1X-2X (RJ-11 connector)

5 | USB Connect the USB cable to this port.

Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of
Ethernet the LAN ports when connecting to a PC or an office/home

6 | 1X-4X network of 10Mbps or 100Mbps.

(RJ-45 connector) Caution: Port 4 can be either a LAN or Console port at a
time but not both.

7 | WPS Push WPS button for less than 5 sec to trigger Wi-Fi Protected
Setup function; push WPS button for more than 5 sec to
enable/disable WLAN Service.

To be sure the device is being turned on press RESET button
for:

1-3 seconds: quick reset the device.

6 seconds and above, power off, power on the device: restore

8 | RESET to factory default settings. (Cannot login to the router or forgot

your Username/Password. Press the button for more than 6

seconds).

Caution: After pressing the RESET button for more than

6 seconds, to be sure you power cycle the device again.
9 | Power Connect it with the supplied power adapter.

Power Switch

Power ON/OFF switch




Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables.

Make sure that all devices (e.g. telephones, fax machines, analogue modems) connected to the same
telephone line as your router have a line filter connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter installed by a qualified and licensed electrician),
and that all line filters are correctly installed in a right way. If line filter is not installed and connected
properly, it may cause problem to your ADSL connection or may result in frequent disconnections.



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 7/
98/NT/2000/XP/Me/Vista, etc. The product provides an easy and user-friendly interface for
configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

- ~

” 07 5' Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.




Connecting Your Router

1. Connect this router to a LAN (Local Area Network) and the ADSL/telephone (ADSL)
network.

2. Power on the device.
3. Make sure the Power LED lit steadily and that the LAN LED is lit.
4. Connect your router to the telephone jack on the wall with RJ-11 cable.

5. Connect the USB 2.0 cable.

DSL Line

| D S |

Phone Cable
Ethernet Cable

USB Connection

Phone Phone

3G Moden



Network Configuration

Configuring PC in windows 7

1. Go to Start. Click on Control Panel.

Then click on Network and Internet.

2. When the Network and Sharing Center
window pops up, select and click on
Change adapter settings on the left
window panel.

3. Select the Local Area Connection,
and right click the icon to select Properties.

10

(=S B =5y
)

ERE

QQ [+ control Panel »

Adjust your computer’s settings

@y  System and Security
\9 Review your computer's status
& Bsck up your computer

3
Find and fix problems

3

why: Category ¥

Appearance and Persanalization
Chenge the theme

Network and Internet

hange desktop background

Choose hamegroup and sharing options Adjust screen resolution

T Tarourare ano soung
.\

g Clock Language, and Region
devices and printers Ik ¥
i Change keyboards or sther input methods
(cY) ,

& device

commonly used mobility settings

Ease of Access

¢ Programs
e ‘AJ Uninstall & program
(==
[E= Hem =)
@U"* <« Network and Internet » Network and Sharing Center <[4 5= 3
@

Control Panel Home

View your basic network information and set up connections

P = See full map
v 5 ¢
W TEST-PC BGSLON-CHC Internet
(This computer]
seftings _
View your active networks Connect or disconnect
Accesstyper  Internet

F==r BGSI0N-CNC

Public network Connections:

ireless Network Connection

Change your netwarking settings

g Setupzne
=" Set up s wireless, broadband, disl-up, ad hoc, or VPN connection; or set up a router or access
point.

connection or network

‘§. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

N = 3 B
@U" I « Network and Internet ¥ Network Connections » - ‘J,H S

Rename this connection  »

Organize »

Disable this network device  Diagnose this connection

| Area Connection " Network Extender
a
W Disable . Disconnected

su Network Extender SSLVPN Adapter
Status

-0 0

@ Standalone Network Extender

=
l’i. Disconnected
a‘ Standalone Network Extender SSL...

s Network Connection 3
Diagnose

'?:!.‘ . crosoft Virtual WiFi Minipert A..

Create Shortcut
Delete

W Rename

'?:," Properties




4. Select Internet Protocol Version 4
(TCP/IPv4) then click Properties.

5. In the TCP/IPv4 properties window,

select the Obtain an IP address automatically
and Obtain DNS Server address automatically
radio buttons. Then click OK to exit the setting.

6. Click OK again in the Local Area Connection

Properties window to apply the new
configuration.

11

P

4 Local Area Connection Properties

Metworking | Sharing

Connect using:

l_-'l'* Broadcom 570k Gigabit Integrated Contraller

This connection uses the following items:

% Cliert for Microsoft Metworks

QQDS Packet Scheduler

.@ File and Printer Sharing for Microsoft Netwaorks

b [ntemet Protocol Version & (TCP/IPvE)

S ntemet Protocol Version 4 (TCP/IPv4) |

i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Responder

Description

Transmisgion Cortrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Uninstall

[ oK ] [ Cancel

)

Internet Protocol Version 4 (TCP/IPw4) Properties

General | Alternate Configuration |

=

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically

{7 Use the following IP address:
IP address:

Subnet mask:

Defaulk gatewary:

i@ Obtain DNS server address automatically
{7 Use the following DMS server addresses:

Preferred DMNS server:

flternate DMS server:

Validate settings upon exit

[ K ] l Cancel

]

.




Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network
connections on the left window
column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

This computer is not connected to a network. Click to connect...

Name Category Workg

P Network location

Favorite Links

[E| Documents

[E Pictures

B Music

% Recently Changed
B Searches

4 Public

@c L% <« Network and Intem

e

et » Network and Sharing Center

Network and Sharing Center

View computers and devices

Connect to a network

Set up a connection or network i&}' -
. —x—

Manage network connections
TESTL-WHQL Internet
Diagnose and repair (This computer)

5.« Not connected

You are currently not connected to any networks.
Connect to a network

~ Disable this network device |4 Lagnos

Marme Status Device Mame Connectivity Metwork Cate

Dial-up (2) -
.- .@ Metwork Extender .:__ Standalone NMetwork Extende
s, -«-.L:?*;h_ Disconnected y -.._"‘:ﬂ._ Disconnected

£ Metwork Extender SSLVPN A, g 15DN WAN Device

LAM er High-5peed Internet (1)

-—

! Local Area Connection
» L |'|J sirmel rable simnliiovrymel
® & In Disable
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

12
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5. Select Internet Protocol Version 4

: . " Local Area Cannection Properties e )
(TCP/IPv4) then click Properties.

m

MNetworlcing |

Connect using:
I_TI'* Irtel(R) 825660M Gigabit Metwork Connection

| Corfigure...

. This connection uses the following items:

& Cliert for Microsoft Networks

] .@GUS Packet Scheduler

.@. Filz and Printer Sharing for Microsoft Networks

W s Intemet Protocol Version & (TCP/PvE)

il intcmet Protocol Version 4 (TCP/IPv4) |

¥l s Link-Layer Topology Discovery Mapper /0 Driver
Wl -a Link-Layer Topology Discovery Fesponder

| Imstall... | Unimstall Properties

Diescription

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || cCancet |
- " |

Internet Protocol Version 4 (TCP/IPvd) Properties M

6. In the TCP/IPv4 properties window,
select the Obtain an IP address —
automatically and Obtain DNS General | Alternate Configuration |
Server address aUtomatlca”y radio ¥ou can get IP settings assigned automatically if your network supports

buttons. Then click OK to exit the this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

setting.
7. Click OK again in the Local Area il e e il
Connection Properties window to () Use the following IP address:

apply the new configuration. IF address:

(@) Obtain DNS server address automatically

(7 Use the following DNS server addresses:

Advanced...

[_ Ok ][ Cancel ]

13



Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections.

¥ Control Panel
File Edit WView Favorites Tools Help

€] © - T Oseach [ Foders [~

Address | @k Control Panel

2. Double-click Local Area Connection.

ﬂ’ Control Panel =

G\- Switch to Category Yiew

See Also

L e

Printers and Regional and Scanners and
Faxes Language ... Cameras

L ‘windows Update
L] Help and Support

S 9 &

Scheduled Sounds and Speech
Tasks Audio Devices

3. In the Local Area Connection Status O ol A rr e Yo eI
window, click Properties. “General | Support|
Connection ‘
Status: Connected
Duration: 00:19:32
Speed: 100.0 Mbps
Activity =
set — NP1 —  Received
L L8
Packets: 27 | o

|_Propetties | [ Disable |

4. Select Internet Protocol (TCP/IP) and

-4 Local Area Connection Properties

click Properties. General | Authertication | Advanced

Connect using:
=S ASUSTekK /Broadcom 440x 104100 Integrated Controller

This connection uses the following items:
() Chert for Microsoft Networks
i~ File and Printer Sharnng for Microsoft Networks
» 4= 0oS Packet Scheduler
]

Description

Trar izsion Control P P The default
wide area natwonk protocol !hal Drcw-des communication
across diverse interconnected networks.

[] Show icon in notification area when connected

, C ) ( ]
5. Select the Obtain an IP address _ —_— ——
i i Internet Protocol (TCP#IP) Properties
automatically and the Obtain DNS Gonorai | Akemats Configusation
server address automatically radio T Sy Gineres 5o reei 10 Sok otk rateor S i 1o

buttons. ® Obtain an 1P ackirace muscematicaty
2 Use the following IP address:
6. Click OK to finish the configuration.

&) Obtain DNS server addiess automatically
) Use the following DMS server addresses:
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Configuring PC in Windows 200

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an I[P address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

0

15

[4 Network and Dial-up Connections

Fle Edt Yiew Favorites Tools Advanced Help

Back = = - | Qsearch [ Folders ®| Bx o ‘ -

Address I hetwork and Dial-up Connections

WMalig Hew
Connection

J '
H

s
Network and Dial-up
Connections

Local Area Connection

Type: LAN Connection

Status: Enabled

A3L5Tek{Broadcom 440x 10/100
Integrated Controller

Local Area Connection Staktus 2] =l
General I
— Connection
Status: Connected
D uration: 06:16:26
Speed: 100.0 Fbps
— &chivik
* = :
Sent —— =1 Received
[
Fackets: 12215 I 103,427
FProperties I Disable I

Local Area Connection Properkics

Gieneral |

Connect using:

I EHE ASUSTek Broadoom 440x 10100 Integrated Controlles
Comporents checked are used by this conmection:

| [ =1 Chient for Microsolt Metworks

[ = File and Printer Sharing for Microsoft MNetworks
R it Proiocol (TCRAP) ]

Install. . |

D escrption
Transmission Control Protocolsdnternet Protocol. The default
weide area network Protocol that prowvides comamunication
actoss diverse interconmected nebwarks

Umninstall | Properties |

M Show icon in taskbar when connected

oK |

Internet Protocol (TCP/IP) Properties

General |

Cancel |

Zl=

You can get IP settings assigned automatically if pour netvaork supports
this capability. Dthenvise. you need to ask wour network. administrator for
the appropriate I[P ssttings.

= Obtain an IF address automatically
T Use the following IP address:
IP address

S

7 Obtain DMNS server address automatically
" Use the following DMNS server addr

Preferred DRSS o I
Alternate DMS I
Advanced... |
| o | Cancel |




Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel. e ]
In the Control Panel, double-click on Configuration | Identifcation | Acces: Cantiai |
Network and choose the Configuration The tollowinn netwok: componerts are instalied

] Microsolt Famiy Logon &I

IF 4SS Te /Broadcom 440x 100100 Integr ated Contioller
15 Dhial- Llp Adaples
Y TCPAP -> ASUS TekK/Broadcom 440x 104100 Integrated
L -
| »

tab.

2. Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface

. A | ] | [C_Fropeie:
Card (NIC) in your PC. =
[ Micrazomt Family Logon ~1
Eile and Print Sharng |
| Chemsaripiteces
TCP/IP is the protocol yoc wss to connect Lo the Intemet and
wade-area networdk s
oK |  cencel |
3. Select the Obtain an IP address TCP/IP Propertios = B
automatically radio button. Ending: | Advenced |  newos |
DNS Configuration | Gateway | WINS Configuration 1P Address

An P address can be automatically asagned fo this competer.
If yovm netveork dices not sutomatically szsipn |P addresses ask
your retwork. admerestrator for an addrezz. and then tbpe it in
the space below

= [fibrain an 1P sddvess matomalcay]
™ Speciy an 1P addeess —

[ ]
L |

[ ok ] cComeo |
4. Then select the DNS Configuration tab. [TCP/IP Properties ______ EE3|
i |
5. Select the Disable DNS radio button DNS mﬂ@ | aw:»d‘iﬁs Wmdm"]"'ﬂl‘fmnl
and click OK to finish the configuration. @ DisbieDNS
Enable DNS

16



Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel. Network 53 B3
In the Control Panel, double-click on Identification | Services Protocols | Adapters | Bindings |
Network and choose the Protocols tab. histicns Eromook:

W NetBEUI Protocol
W NWLink IP</SFX Compatible Transport

2. Select. TCP/IP Protocol and click ¥~ NwLink NetBIOS
Properties.

a0t | momowe e
Description: 1
Transport Control Protocol/internet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected networks.

[ oK. | Cancel |
3. Select the Obtain an IP address from
a DHCP server radio button and click e | orls 1S Addimes | st |

An IP address can be automatically assigned to this network card

OK by a DHCP server. If your network does not have a DHCP server.
aszk yvour network. administrator for an address, and then type it in
the space below.

!' Dbtain an IP address from a DHCP server
O Specify an IP address

17




Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

k= Username: admin
B Password: admin

If you ever forget the login password, please press the reset button for more than 6 seconds to restore

) the factory default setting.
Attention

. o~

The default username and password are “admin” and “admin” respectively.

Device LAN IP settings
P [P Address: 192.168.1.254
B Subnet Mask: 255.255.255.0
ISP setting in WAN site
= PPPoOE

DHCP server

= DHCP server is enabled.
B Start IP Address: 192.168.1.100
B |P pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the table.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function I1588t|>llaeddd ’?hna\?\llidNto arLtJtom?_ticall%/_ get
addresses continuin € port contiguration
Ib> addresses for from 192,168 1100 through. from the ISP.
istribution to PCs 192 168.1.199
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/NCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE(RFC2516) | Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, Username, Password and
PPPoA(RFC2364) | Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

MPoA(RFC1483/
RFC2684)

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask,
IPOA(RFC1577) Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

Pure Bridge VPINCI, VC / LLC-based multiplexing to use Bridged Mode.

19



Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and
password are “admin” and “admin” respectively. (See Figure 3.14)

Connect to 192.168.1.254

= X

L
Webadmin
ser narne: |ﬁ adrmin v|
Password! | senes |

[ ]remember my passwaord

[ Ok, l[ Cancel ]

Figure 3.14: User name & Password Prompt Window

Congratulations! You are now successfully logon to the 3G/VolP/(802.11g) ADSL2+ (VPN)
Firewall Router!

20



Chapter 4: Configuration

At the configuration homepage, the left navigation column provides you the link to each configuration
page. The category of each configuration page is listed as below.

@ Status

ADSL Table
3G Status
EWAN Status
iBurst Status
ARP Table
DHCP Table
Routing Table
NAT Sessions
UPnP Portmap
PPTP Status
IPSec Status
L2TP Status
VolIP Status
VolIP Call Log
Event Log
Error Log

IDS Log

Diagnostic

@ Quick Start

@ Configuration

LAN

WAN

System
Firewall

VPN

VolP

QoS

Virtual Server
Wake on LAN
Time Schedule

Advanced
@ Language (provides user interface in English and French languages)

22



Status

ADSL Status

This section displays the ADSL overall status, which shows a number of helpful information such
as DSP firmware version.

ISlmus

YADSL Status
Parameters

DEP Firmware Version
Connected

Cperational Mode

Annex Type

Lipstream

Cowenstream

Elapsed Time

SHR Margin{Upstream)
SNR Margin{Downstreamm)
Line Attenuation{Upstream)
Line Attenuation{Downstreamm)
CRC Errors{lpstrearm)
CRC Errors{Downstream)
Latency(lUpstrear)

Latency(Downstream)

E.25.41.85 A
true

E.0mt
Annexa
1024000
a000000

0 day0hr0mind9 sec
7 dB
14.5dB
0.0dB
0.04dB

2

0

Interleave

Interleave

23
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3G Status

This section displays the 3G Card’s overall status, which shows you a number of helpful
information such as the current signal strength and statistics on current and total bytes transferred

and received.

I Status

N N

¥ 3G Status

Parameters

Status e 315 Card not found
Signal Strength Y
Metwaork Name MIA

Card Mame MIA

Card Firmware MIA

Card IME MIA

Card IMS MIA

Current TX Bytes | Packets o/
Current RX Bytes | Packets o/ o

Total TA Bytes [ Packets 0/ 0

Total RX Bytes | Packets oA
Current Connecticn Time 0:00:00s
Total Connection Time 0:00:00s

3G usage allowance

Amount used T
Billing period Day. ?

[ Refresh || Clear |

Status: The current status of the 3G card.

Signal Strength: The signal strength bar indicates current 3G signal strength.

Network Name: The network name that the device is connected to.

Card Name: The name of the 3G card.

Card Firmware: The current firmware for the 3G card.
Card IMEI: the IMEI (International Mobile Equipment Identity) of the 3G card.

Current TX Bytes / Packets: The statistics of transmission, count for this call.

Current RX Bytes / Packets: The statistics of receive, count for this call.

Total TX Bytes / Packets: The statistics of transmission, count from system ready

Total RX Bytes / Packets: The statistics of receive, count from system ready

Current Connection Time: The duration for the current connection.

Total Connection Time: The cumulative connection time.
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Amount used: Show the traffic or hours has been used.

Billing period: The day from which the fee is charged.

Note: Only after you have checked to enable Usage Allowance!, the following information will be

shown.

3G usage allowance

Amaount used
0 of 2000MB

Billing period Day. ?

Refresh ] [ Clear ]

EWAN Status

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster

method to connect to the internet will provide users more flexibility to get online.

Ia‘lmus u\‘ .
_ E .

*EWAN Status
Parameters

Total T Bytes § Packets 07Mr 1177

Total Bx Bytes / Packets 0.2mMr 1178

Total TX Bytes / Packets: The statistics of total data transmission in bytes / packets since system
ready.

Total RX Bytes / Packets: The statistics of total data received in bytes / packets since system
ready.

25


http://192.168.1.254/configuration/3G_usage.html�
http://192.168.1.254/configuration/3G_usage.html�

iBurst Status

Displays additional information of the 3G status when iBurst function is enabled in the 3G
configuration such as its signal strength, card name, connection status and port class Ethernet.

ISlmus u\‘ .
) L5

*iBurst USB status

Parameters

Yersion 1.00
Fort Class Ethernet true
Modem Attached false
Caonnected false
Card Mame T8,
Sighal Strength iR
Status » iBurst Card not found
T AC 00:04:ed:85:64:5h
T Error Packets 1]
R Error Packets a
Current TA Bytes [ Packets arao
Current R Bytes f Packets arao
Total T Bytes [ Packets nrn
Total Bx Bytes / Packets asao
ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’s Firewall
— MAC Address Filter function. See the Firewall section of this manual for more information on this
feature.

I Status u\t .
A -

*ARP Table

Wired

IP Address mMAC Address Interface Static
192.168.1.110 18:29:05:38:04:03 inlan na
Wireless

IP Address MAC

IP Address: A list of IP addresses of devices on your LAN (Local Area Network).

MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP Address connects to.

Static: Static status of the ARP table entry:

@ “no” for dynamically-generated ARP table entries.

@ “yes” for static ARP table entries added by the user.
26



DHCP Table

T DHCP Table

Leased p Expired » Fermanent

Leased: The DHCP assigned IP addresses information.

Expired: The expired IP addresses information.

Permanent: The fixed host mapping information.

Leased Table

Leased Table
IF Address MAC Address Client Host Mame

192.168.1.100 00:05:5d:71:92:69 jasminelee

IP Address: The IP address that assigned to client.
MAC Address: The MAC address of client.
Client Host Name: The Host Name (Computer Name) of client.

Expiry: The current lease time of client.

27

Expiry

11 hours



Routing Table

. A\
Status L
i L=

¥ Routing Table

Routing Table

Valid Destination Metmask Gateway/interface Cost
v 0.0.0.0 0.000 0.0.0.0f ipwan |

RIP Routing Table
Destination Metmask Gateway Cost

0.0.0.0 0.0.0.0 0.0.0.0 1

Routing Table

Valid: It indicates a successful routing status.

Destination: The |IP address of the destination network.

Netmask: The destination Netmask address.

Gatewayl/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.

RIP Routing Tabl

Destination: The IP address of the destination network.
Netmask: The destination Netmask address.
Gateway: The IP address of the gateway that this route will use.

Cost: The number of hops counted as the cost of the route.
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal
(LAN).

IStm‘us 1 m; .
A _

THNAT Sessions

Mo actiwe MAT sesszions between interfaces of twvpes external and internal.

Refresh

UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

I Status \. .
i Q - -

TUPNP Portinap
UPnP Portmap Table
Marme Protocal Esternal Port Redirect Port IP Address Duration(s)
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PPTP Status

This shows details of your configured PPTP VPN Connections.

ISlmus “1\': .
Y & -

TPPTP Status

VPNPPTP for Remote Access Application
Tunnel Call

Marme Type Enable Active R Eornaciad Encryption
VPN/PPTP for LAN-to-LAN Application

. Tunnel Call )
Marne Type Enahle Active Ry A Encryption

Name: The name you assigned to the particular PPTP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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IPSec Status

This shows details of your configured IPSec VPN Connections.

I Status

TIPSec Status
VPN Tunnels

Name Active Cuonnection State Statistics Local Subnet Remuote Subnet

Name: The name you assigned to the particular VPN entry.

Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.

Local Subnet: The local IP Address or Subnet used.

Remote Subnet: The Subnet of the remote site.

Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

L2TP Status

This shows details of your configured L2TP VPN Connections.

I Status

TL2TP Status
WVPHNLZTP for Remote Access Application

= Tunnel Call
MNarrie Type Enable HEIE Connected Connected
VPNLZTP for LAN-to-LAN Application
) Tunnel Call
MNarne Type Bl A Connected connected

Name: The name you assigned to the particular L2TP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).
Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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VoIP Status

This table shows the status of the phone ports after they are being used for the VolP feature. It

will display some information such as domain name, display name & phone number of the VoIP
device.

I Status “}g .
i -

*VolP Status

Profile List

Frofile Mame Fhone Mumber Ll=ser Domain/Realm Display Mame Reagistered
FPhone port 1 Lunknown
Fhone port 2 Lunknown

VoIP Call Log
= u

*VoIP Call Log

Phone Fort 1w Fhone Fort 2 »

Phone Port 1

Dialed Calls List

Index Date & Time Phaone Mumber Start Time End Time Duration

Received Calls List

Index Date & Time Phone Mumber Start Time End Time Duration

Missed Calls List

Index Date & Time Phaone Mumber Start Time End Time Duration
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Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such

as when the router’s ADSL connection is disconnected, as well as Firewall events when you have
enabled Intrusion or Blocking Logging in the Configuration — Firewall section of the interface.
Please see the Firewall section of this manual for more details on how to enable Firewall logging.

ISiaius Q.}-t- .
& ——

¥ Event Log

——————————— zyztem log buffer head —————-
Jan 01 00:00:13 home. gateway:im:none: Changed iplan IP address to 192, 168.1. 254
Jan 03 00:00:01 home. gateway:im:none: Reset SHMF community to factory default

zettings

I Refresh ] [ Clear ] I Save I

Click Refresh button to get the latest event log information.

Click Clear button to clear the log information.

Click Save button to backup the event log information to your computer. Click Save button, you will
enter page as follows to save the backup to your computer.

Event Log Save

Save event log to your computer,

Save | Return ¥
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Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this
window.

I‘Stmus “}C‘ .
i _—

TError Log
Eiror Log (tirmes are in secomds since fastreboof

When Process Errar Log

IDS Log

Any records about hacker attacks and intrusion attempts from the Internet are logged to this
window.

I Status WC‘ .
i -

TIDS Log

Mum Source IF Destination [P Protocol Fort  Duration Time Time Remaining

Diagnostic
It tests the connection to computer(s) which is connected to the LAN ports and also the WAN Internet

connection. If PING www.google.com is shown FAIL and the rest is PASS, you ought to check your
PC’s DNS setting is correct.

ISmms Q‘t \"' .
B -

*Diagnostic

LAN Connection

Testing Ethernet LAN connection PASS
Testing Wireless LAMN connection PASS
WAN Connection

Testing ADSL Synchronization PASS
Testing WWAN connection FAIL
Ping Prirmary Domain Natme Serer FAIL
PING v google.com FAIL
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Quick Start

1. Click Quick Start. Select the connect mode you want. There are 2 options to choose from: ADSL
or 3G. Select ADSL mode from the drop down menu and click Continue.

Ii}uich Stant m[‘! !
i -

 WANPort (WAN = Wireless = YolP )
Select WAN Port
Connect Mode ,"ADSL v|

[ Continue ][ Jump to Wireless setting ]

2. If your ADSL line is not ready, you need to check your ADSL line has been set or not.

\ |

~ WAN Port [ VIAN = Wirsless = ValP )

ADSL Line |s Not Ready Please Check your ADSL Line and wait for a while.

[ Jump to Wireless =efting ]

3. If your ADSL line is ready, the screen appears ADSL Line is Ready. Choose Auto radio button
and click Apply. It will automatically scan the recommended mode for you. Manually mode
makes you to set the ADSL line by manual. (If you choose Manually, you will directly go to step
5.)

I Quick Start “\}E_ .
i e

*WANPort  (WAN = Wireless = VaolP)
ADSL Line Is Ready.

Auto Scan @ puto O Manually

I Quick Start m&' .
A -

¥ WAN Port  (WAN = Wireless = YolP)
ADSL Line Is Ready..

Scanning

Please wait for 9 | seconds

4. The list below has different mode applied for your choice. Choose 0/33/PPPoE (Recommended)
and click Apply.

IGuick Start u\- .
) - s

T Auto Scan

1. 0133/PPPoE
2. 0/33/RFC1483 SNAP/LLC Bridged
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5. Please enter “Username” and “Password” as supplied by your ISP (Internet Service Provider)
and click Apply to continue.

Ii')uicl-\ Start u\. .
& E .

> WANPort (WAN = Wireless = YolP)

Connection
Proiile Part ADSL v
Protocol PPPOE ( RFC2516, PPF aver Ethernet) v
YRIVCI g i35
LIsername
FPassword
Service Name
Auth Protocol | Chapihuta) |
MTU 11492
IP Address g -
{'0.0.0.0' means ‘Obtain an IP address automatically)
Obtain DNS autamatically Enable
Primary DHSISecaondary DNS i

AN Please note: This change will clear aif seltings that related to WAN inferface, ke Viual Sener iTvou want to keep the selting, please switch to Advanced mode.

Profile Port: Select the connection mode. There is ADSL.
Protocol: Select the protocol mode. The default mode is PPPoOE.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information.

Authentication Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP Address: Your WAN |P address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Obtain DNS automatically: Click to activate DNS and to enable the system to automatically
detect DNS.

Primary DNS / Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the netmask.
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6. Configure the Wireless LAN setting.

Ii')uiclx Start “}; .
'Y =

~ Wireless (\WaAN > Wireless = YolP )

Parameters

WLAMN Service (@ Enable O Disable
ESSID [wian-ap

ESSID Broadeast (& Enable ) Disahle
Regulation Daomain Australia  »

Channel 1D Cha_nngH (2412 GHz) v:

Security Parameters

Security Mode Disable |w

Apply | Cancel

WLAN Service: Default setting is set to Enable. If you want to use wireless, both 802.11g and
802.11b device in your network, you can select Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security propose, change to a unique ID name to the AP which is already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the ESSID as the device, in order to get connected to your
network.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enable.

@® Enable: When Enable is selected, you can allow anybody with a wireless client to be able to
locate the Access Point (AP) of your router.

® Disable: Select Disable if you do not want broadcast your ESSID. When select Disable, no
one will be able to locate the Access Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the ID channel that you would like to use.

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.
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7. Set up VoIP.

ICJLlic'H Start imt‘ .

T VolP (WAMN = Wireless = VolP)

SIP [l Enable Region
Setting for Phone Port 1

SIP Senvice Provider [Manual " Fhone Mumber lsername
Fassword Display Mame

Registrar Address(or [ | User [ Cuthound Proxy
Hostname) DomainRealm | | Address
Setting for Phone Port 2 [ ] same as Phone Port 1

SIP Service Provider IManual L Fhone Mumber sername
FPasswaord Display Mame

Reqistrar Address(or Llser | Cuthound Proxy
Hostname) Domain/Realm Address
-_!\:au: o The VolP configuration will take effect only when you apply the changes, save configuration and restart the
device

Apply Cancel

SIP: To use VolIP SIP as VolP call signaling protocol. Default is set to Disable.

Region: This selection is a drop-down box, which allows user to select the country for which the
VolIP device must work. When a country is selected, the country parameters are automatically
loaded.

SIP Service Provider: This section allows you to select the service provider. When the selection is
done, respective parameters below are automatically displayed.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.
Username: If the username is same as the Phone Number, leave it blank. Otherwise, fill in the
space with your username given by your VolP provider.

Password: This parameter holds the password used for authentication within VolP SIP registrar.
Display Name: This parameter will be appeared on the Caller ID.

Registrar Address (or Hostname): Indicate the VolP SIP registrar IP address.

User Domain/Realm: Set a different domain name for the VolP SIP proxy server.

Outbound Proxy Address: Indicate the VolP SIP outbound proxy server IP address. This
parameter is very useful when VolIP device is behind a NAT.

8. Wait for the configuration.

IClui-:H Start w; .
a e

¥ WAN Port  (\WAN >=Wireless > VolP
Save configuration.
Save Config to FLASH. Please wait for 5 seconds.
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I Cuick Start

T WAN Port (WAl =Wireless > VolP )
Process finished
Success.

The Quick Start process is finished. Your device has been successfully configured.

9. When ADSL is synchronic, it will appear “check”.

I Status 1

* Device Information

-
L

¥ Physical Port Status

Model Mame BiPAC 7404VGOX Ethernet e
System Lip-Time 03:20:35s EWAN *
Hardware Version  Solos-W USBIADSL-MANGNCS v1.00 ADSL v
Software Version 6.04c Wireless » b
3G b 4
Phone Port 1 b4
Phone Port 2 x

* WAN

Port Protocol VPINVCI Connection I[P Address Subnet Mask Default Gateway Primary DNS
ADEL PFPoE 8 /35  IncorrectUsername or Fassword  0.0.0.0 0.00.0 0.00.0
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your ADSL router.

LAN, WAN, System, Firewall, VPN, VoIP, QoS, Virtual Server, Wake on LAN, Time Schedule
and Advanced

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client
Filter, Wireless, Wireless Security, Wireless Client Filter, WPS, Port Setting and DHCP

Server.

Bridge Interface

I Configuration

TBridge Interface
Parameters
Bridge Interface
ethernetr
etherneti
ethernet

ethernet3
Device Management

Management Interface

VLAN Fart

Pt P2 [FPra P4
P1 P2 P3 Ipa
P1 Pz P3 IP4
pr Clprz Clpa Cips

@ ethernet

ne

You can setup member ports for each VLAN group under Bridge Interface section. From the example,

two VLAN groups need to be created.

Ethernet: P1 (Port 1)

Ethernet1: P2, P3 and P4 (Port 2, 3, 4). Uncheck P2, P3, P4 from Ethernet VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in

this order.

Bridge Interface

VLAN Port (Always starts with)

ethernet P1/P2/P3/P4
ethernet1 P2/ P3/P4
ethernet2 P3 /P4
ethernet3 P4

Management Interface: To specify which VLAN group has possibility to do device management,

like doing web management.

Note: NAT/NAPT can be applied to management interface only.
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Ethernet
ICnnfiaJlll ation A “:\E .

~ Ethernet

Primary IP Address

IP Address 192|168 |11 | 254

Subnet Mask [285 |[z285 |[55 |[o

RIP COrIPvt [ RIPv2 [ RIF v2 Multicast
Apply

Prim IP Addr
IP Address: The default IP on this router.

Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

IP Alias

This function creates multiple virtual IP interfaces on this router. It helps to connect two or more local
networks to the ISP or remote node. In this case, an internal router is not required.

I Configuration u’\rf .
Y = ——

~IP Alias
Parameters
IP Address Netmask Security Interface
- Internél “
Add
Edit IP Address Subnet Mask Security Interface Delete

IP Address: Specify an IP address on this virtual interface.
SubNetmask: Specify a subnet mask on this virtual interface.
Security Interface: Specify the firewall setting on this virtual interface.

@ Internal: The network is behind NAT. All traffic will do network address translation when
sending out to Internet if NAT is enabled.

@ External: There is no NAT on this IP interface and connected to the Internet directly. Mostly
it will be used when providing multiple public IP addresses by ISP. In this case, you can use

public IP address in local network which gateway IP address point to the IP address on this
interface.

® DMZ: Specify this network to DMZ area. There is no NAT on this interface.
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Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to
manage your network control to accept traffic from specific authorized machines or can restrict
unwanted machine(s) to access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet
your requirements.

I Configuration Q}; .
A E

~Ethernet Client Filter
Filtering Rules

Ethernet Client Filter & Disable O aAllowed O Blocked

MAC Address List  Candidates »
(MAC Address Format I8 yooooadesox)

Ethernet Client Filter: Default setting is set Disable.

@  Allowed: check to authorize specific device accessing your LAN by insert the MAC
Address in the space provided or click the Candidate button. Make sure your PC’s MAC is
listed.

®  Blocked: check to prevent unwanted device accessing your LAN by insert the MAC
Address in the space provided or click the Candidate button. Make sure your PC’s MAC is
not listed.

The maximum client is 16.The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon (:) must be included.
Candidates: automatically detects devices connected to the router through the Ethernet.

Click the Candidate button to access the Active PC in LAN window.
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ff' Active PC in LAN - Windows Internet Explorer [ZI |E|g|
£ | htip:192.168.1 254/ tatosfmactable himl N

Active PCin LAN

IF Address MAC Address
[1192.188.1.12 00:05:5d:71:92:50
Add

Active PC in LAN: Active PC in LAN displays a list of individual Ethernet device’s IP Address
&MAC Address which connecting to the router.

You can easily by checking the box next to the IP address to be blocked or allowed. Then, Add to
insert to the Ethernet Client Filter table. The maximum Ethernet client is 16.
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Wireless
ICDnﬂgura{icn

T Wireless
Parameters
WLAN Senvice
Mode

ESSID

ESSID Broadcast
Regulation Domain
Channel ID

Tx PowerLevel
Connected

AP MAC address

AP Firmware Versicn

Enable v

(80211b +g |

wlan-ap

® Enable ) Disahle
M.AMmerica v

Channel 1 (2. 412 GHz} |»

127 | (1~127)
frue

00:04:2d:45:91:74

217330

W2

WV {)Enable (¥ Disahle
Wireless Distribution System (WD 5)
WDS Service (O Enable & Disahble

1.Peer WDs MAC address 00:00:00:00:00:00

2. Peer WDis MAC address |00:00:00:00:00:00
3.Peer WDSs MAC address |00:00:00:00:00:00

4 Peer WDis MAC address 00:00:00:00:00:00

[i‘-.pply] [ Cancel ]

Parameters
WLAN Service: Choose Disabled/Enable/TimeSlot from the drop-down list.

Mode: The default setting is 802.11b+g (Mixed mode). If you do not know or have both 11g and
11b devices in your network, then keep the default in mixed mode. From the drop-down manual,
you can select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security purpose, change the default wlan-ap to a unique ID name to the AP already
built-in to the router’s wireless interface. It is case sensitive and must not excess 32 characters.
Make sure your wireless clients have exactly the ESSID as the device, in order to get connected to
your network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enabled.

@ Disable: If you do not want broadcast your ESSID. Any client uses “any” wireless setting
cannot discover the Access Point (AP) of your router.
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@ Enable: Any client that using the “any” setting can discover the Access Point (AP).

Regulation Domain: There are seven Regulation Domains for you to choose from, including North
America (N.America), Europe, France, etc. The Channel ID will be different based on this setting.

Channel ID: Select the wireless connection ID channel that you would like to use.

Note: Wireless performance may degrade if select ID channel is already being occupied by
other AP(s).

TX PowerlLevel: It is a function that enhances the wireless transmitting signal strength. User may
adjust this power level from minimum 1 up to maximum 127.

Note: The Power Level maybe different in each access network user premises environment
and choose the most suitable level for your network.

Connected: Representing in true or false. That it is the connection status between the system
and the build-in wireless card.

AP MAC Address: It is a unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.

WMM: This feature works concurrently with QoS that enables the system to prioritize the flow of
data packets according to 4 categories: Voice, Video, Best Efforts and Background.

@ Enable: Click to activate WMM feature.

® Disable: Click to deactivate WMM feature
Wirel Distri ion m (WD

It is a wireless access point mode that enables wireless link and communication with other access
point. Itis easy to be installed simply to define peer’'s MAC address of the connected AP. WDS takes
advantages of cost saving and flexibility which no extra wireless client device is required to bridge
between two access points and extending an existing wired or wireless infrastructure network to
create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be
the same for both access points.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this function.

1. Peer WDS MAC Address: It is the associated AP’'s MAC Address. It is important that your
peer’s AP must include your MAC address in order to acknowledge and communicate with each
other.

2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’'s MAC Address.
4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.

Note: For MAC Address, Semicolon (: ) must be included.
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Wireless Security

You can disable or enable with WPA or WEP for protecting wireless network.

The default mode of wireless security is disabled.

Iiimn‘iuul ation A “‘\[‘ .

TWireless Security
Parameters
Security Mode | Disahle .
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WPA-PSK /| WPA2-PSK

I Configuration u\: .
_ E -

TWireless Security

Parameters

Security Mode WRAPSK v
WPA Shared Key

Group Key Renewal |BO0 seconds

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

WPA Algorithms: There are two types of the WPA-PSK, WPA-PSK and WPA2-PSK. The WPA-
PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates
Message Integrity Code (MIC) to provide protection against hackers. The WPA2-PSK adapts
CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES (Advanced
Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 600 seconds.

WEP

I Configuration

*Wireless Security

Parameters

Security Mode | WEP A

WEP Authentication . Qpen System v'

S @wWEPss OWEP128 Hex v
Passphraze

Cefault Used WEPR Key 1 {1~4)

Key 1 |00noooooo0

Key 2 |00oooaoooa
Key 3 ooaooooooa

Key 4 |onoooaooon
HIMNT: Input 10 hexadecimal digits (0-9, a-f in Key.

Apply | [ Gancel

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are two options to select from: Open System, Share key.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted over

the network, the router offers highly secure data encryption, known as WEP. If you require high

security for transmissions, there are two alternatives to select from: WEP 64 and WEP 128. WEP
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128 will offer increased security over WEP 64.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX style, 10 and 26 HEX codes are required for WEP64
and WEP128 respectively.
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Wireless Client /| MAC Address Filter

The MAC Address supports up to 16 wireless network machines and helps you manage your network
control to accept traffic from specific authorized machines or to restrict unwanted machine(s) to
access your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your
requirements.

Iqjﬂnfh (uratien A “\t‘ .

*Wireless Client { MAC Address ) Filter

Filtering Rules
Filter Action (% Disable O Allowed O Blocked

MAC Address List Candidates » .
(WA Address Format Is oo [

Wireless Client Filter: Default setting is set to Disable.

@ Allowed: To authorize specific device accessing your LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is listed.

@ Blocked: To prevent unwanted device accessing the LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xX:XX:XX:XX:XX. Semicolon (: ) must be included.

Candidates: It automatically detects devices connected to the router through the Wireless feature.

Click the Candidate button to access the Associated Wireless Client window.

3 htip:/192.168.1 254 - Associated .. E]|E|@

Associated Wireless Clients

[l o0:18:de:0d:9d:ee
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Associate Wireless Client: Displays a list of individual wireless device’s MAC Address that currently
connects to the router.

You can easily by checking the box next to the MAC address to be blocked or allowed. Then, Add to
insert to the Wireless Client (MAC Address) Filter table. The maximum Wireless client is 16.

WPS

WPS feature is follow Wi-Fi Alliance WPS standard and it easily set up security-enabled Wi- Fi
networks in the home and small office environment. It is reduced by half the user steps to
configure a network and supports two methods that are familiar to most consumers to configure a
network and enable security.

I Configur ation Q}u .
i T —

“WPS

Parameters

Rale () Registrar O Enrallee
WPS PIM 90932489

Enrollee's PIM

| start| | cancel |

Set up of security-enabled Wi-Fi network
Step 1: Note down the AP’s PIN from Web (Ex: 90932489).

Step 2: Open wireless client's WPS utility (Ex: Atheros Jumpstart WPS utility), select “Configure a
wireless network” and apply “next” button.
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Step 3: Enter AP’ s PIN into the utility and click on the “next” button.

Step 4: These are two ways to trigger AP as Enrollee role, you can choose one to do it.

E Jumpstart Wi-Fi Frotected Setnp

Welcome to Jumpstart Wi-Fi Protected Setup
Thiz application will gide yon theough the wireless networls confignration process.

That do won want o do?
‘ () Join a wireless network

() Configure a wireless network |

{ ) Add another device to my wireless network

JUMPSTART
LFOR WIRELESS |

E Jumpsztart Wi-Fi Protected Setnp

Configure a Wireless Network
Tumpstart is prepanng to configure your wireless network.

What 15 the PIN value for your access point?
‘ Access Point PIN: | opga2489

JUMPSTART

B utomaticaily welect the network: [w]

@ Push AP’s WPS button 1 second and release it. Or

@ In the AP’s WPS configuration page, change Role to “Enrollee” and apply “Start” button.

Ii:ouﬁsjm ation

“WPs
Parameters

Raole
WPS PIN

hode

O Registrar & Enrollee
50932489

PN

52

A

W



Step 5: Jump start WPS utility search WPS AP.

E Jumpstart Wi-Fi Frotected Setup

Detecting network device...

Searching for a network

[ERanaannnn )

Current PIN; 90932489

Step 6: SSID and security will be generated automatically (You can change it) and apply
“‘next” button.

E Jumpstart Wi-Fi Frotected Setop

Network Settings
Enter the network settings which wour netuwork will be configired 0.

What will the wireless network name GEI0Y be?

TWhich security type do you want to nze?
('Wone
{*) Secure

Enter a WPAMNEPAZ pazsphraze (8 to 63 ASCIT or 64 hex characters)
i********#*******#*********
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Step 7: WPS set up complete. And you have set up security-enabled Wi-Fi networks.

E Jumpsztart Wi-Fi Frotected Setnp

Jumpstart for Wireless Configuration Successfully Done

Configuration Information :
iSSID o WirelemNetwork 1 820

Set up of security-enabled Wi-Fi network using WCN in Vista
Step 1: Note down the AP’s PIN from Web (Ex: 90932489).

Step 2: In Vista’s Control Panel, select Network and Internet and choose View network
computers and devices. Double click the “ADSL Firewall Router” icon and enter the AP’s PIN code

then click “Next”.

EErrE

£
oF
ﬁ
o

C}'\,:P,J | ¥ o PMetwork b

S Adda annter l"' .ﬂ.l:::l'-:u wireless -:h.;.'ir!

&) Orpaniz= = o0 Views = (%7 Metworkand Sharing Center g

L

Faiarte Link Mame Category Warkgroup Mebwork becation
K Documents Sy ADSL Firewsll Router _Lh FAE-PC
B Pictures - el el SRR TR i
B Music (.-} Configure a WCN desi
= ure a evice
Mare # i =
i-uue Type the PIN for the selected devi
e TNe FiiN Tor e selecte evice
B Dechtep i
m FAE 1 Te configure this device for use en your netwark, type the PR, You can find the PEN in the
1 Public infermaticn that carre with the device o an 2 sticker on the device.
M Computer
& Metwork
M FAE-PC FIM:
! FERLIM
. 909324349
E Control Panel
18] Recycle Bin [¥] Ciisplay characters
{_MNex | | Cancel
"“';'i ADSL Farewall Router
'

Categones: Mebwork Infrastructure
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Step 3: Enter the AP SSID and apply “Next” button.

@ Configure a3 WCH device

Give your network a name

Choose a name that pecple who connect to your network will recognize

Metwork name (551070

wips_test

You can type up to 32 letters or numbers,

i- IMext ]I Cancel

Step 4: Enter the Passphrase and apply “Next” button.

@ Configure a WCN device

Help make your network more secure with a passphrase
Windows will use the passphrase provided below to generate 2 WPA security key for you, The first

time that pecple connect to this netwerk, they will need the passphrase,

Passphrase:

ndhWkrIFUP30FcEzvry55

The passphrase must be at least & characters and cannot begin or end with a space.

[¥] Display characters

Create 3 different passphrase for me

Show advanced network securiby options

[_ Mext ]l Cancel
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Step 5: WCN set up complete. And you have set up security-enabled Wi-Fi networks.

U Configure 3 WCH device

Configured the selected device for wps_test
If thiz can be used wirelessly, you can disconnect the cable,

To use this with other network computers, you might need to install the appropriate drivers first,

Cloze

Adding a new WPS device (wireless client) to a network - Use PBC Method

Step 1: Push AP’s WPS button more than one second and you will see AP’s WLAN led will flashing
per second.

Step 2: Open wireless client's WPS utility, select “Join a wireless network” and apply “next” button.
Note: After you push AP’s WPS button, below steps should be completed between 2 minutes.

E Jumpstart Wi-Fi Frotected Setnp

Welcome to Jumpstart Wi-Fi Protected Setup
Thiz application will gude wou through the wireless netwrork configuration process.

That do wou weant to da?
‘ (%) Jom a wireless network

i) Configure a wireless network

() Add another device to my wireless network

JUMPSTART
LFOR WIRELESS |
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Step 3: Select “Push the button on my access point” and apply “next” button.

E Jumpstart Wi-Fi Protected Setup

Join a Wireless Network
Tumpstart i3 preparing fo join wour computer o a vwireless network.

TWhich setup method do yon want to nze?

{(%)Fush the butlon on my access point
' Enter a PIN inio my access point or a registrar
{1 Enter the PIN from my access point

Fush the button on wour access point and click Hext to comntinne.

Avtomatically select the network

Step 4: New WPS device have join into the wireless network.

E Jumpstart Wi-Fi Frotected Setup

Jumpstart for Wireless Confiruraton Successfully Done

Configuration Information :
SRID - WirelessNetwork1880
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Adding a new WPS device (wireless client) to a network - Use PIN Method

Step 1: Open wireless client’'s WPS utility, select “Join a wireless network” and apply “next” button

E Jumpstart Wi-Fi Protected Setup

Welcome to Jumpstart Wi-Fi Protected Setup
Thiz application will guide wou through the wireless network configuration process.

What do wow want to do?
‘ % Join a wireless network:
) Configure a wireless network
{3 Add another device to my wirelezs network

JUMPSTART
[FOR WIRELESS

Step 2: Note down the wireless client’'s PIN (Ex: 41538142) and apply “Start” button for active
wireless client WPS PIN method.

E Jumpsztart Wi-Fi Protected Setop

Join a Wireless Network
Tampatart i preparing to join your compiter o & wireless networlk.

Which setop method do won weant to nze?
{2 Puzh the button on my access point
(+)Enter a FIN inio my access point or a regizirar
i) Enter the PIN from my access point

Enter the PIN 41538142 into your access point or external registrar and click Wext o
corrhme.

Antomatically select the network
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Step 3: Enter wireless client’s PIN into “Enrollee’s PIN” of Web and apply “Start” button.

IConﬁulu ation k“\é— -
*WPS

Parameters

Role @ Registrar ) Enrolles
WES PIM 909324849
Enrollee's PIN |41538142

Step 4: New WPS device have join into the wireless network.

Ea Jumpstart Wi-Fi Frotected Setup

Jumpstart for Wireless Confiruraton Successfully Done

Configuration Information :
SRID - WirelessNetwork1880
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some
of the compatibility problems that may be encountered while connecting to the Internet, as well
allowing users to tweak the performance of their network.

I Configuration \ Il \., .
i -

TPort Setting

Parameters

Fort1 Connection Type Auto v
Por2 Connection Type [Auto v
Pon3 Connection Type Auto v
Fortd Connection Type Auta R
IP4 TOS Friority Control O Enable @ Disahle

Set High Priarity TOS

Oez ez 61 Oeo Csa[Cse Cs7 Cae Cas O 54 Cs3 sz Os1 Clso Cl4a [ aa
CJarae a5 [Cae ez ez a1 Cao Cas a3 Oar Ca2e [Has [za a3z [az
O Oacze 028 O2r 026 25 024 2322021 O20 O O18 017 C1e
ChsOaCz002zOnnCo0s 00706 0s 0403020100

Port # Connection Type: There are Six options to choose from: Auto, disable, 10M half-duplex,
10M full-duplex, 100M half-duplex, 100M full-duplex and Disable. Sometimes, there are Ethernet
compatibility problems with legacy Ethernet devices, and you can configure different types to
solve compatibility issues. The default is Auto, which users should keep unless there are specific
problems with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2nd octet of an IP
packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow
first and will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the

router's Ethernet switch will check the 2"d octet of each IP packet. If the value in the TOS field
matches the checked values in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router’s DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

II.‘.nnﬁulu ation | u\r‘ .
A =

TDHCP Server
) Disable
DHCP Server Mode (5 DHCP Server
) DHCP Relay Agent

I end

DHCP Server Status
Allow Bootp true
Allow Unknowen Clients true
Enable true
Subnet Definitions
SubnetWalue 192.168.1.0
Subnet Mask 255.255.255.0
Maximum Lease Time 86400 seconds
Default Lease Time 43200 seconds
Use local host address as DS server true
Lize local host address as default gatewsay true
Get subnet frorm IP interface iplan

IP Range {82.168.7.1- {92.7168.1.20

Qption domain-name-senvers= 0000

To disable the router’'s DHCP Server, check Disabled and click Next, then click Apply. When the
DHCP Server is disabled you will need to manually assign a fixed IP address to each PCs on your
network, and set the default gateway for each PCs to the IP address of the router (by default this is
192.168.1.254).

To configure the router’'s DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to
be allocated to PCs on your network), lease time for each assigned IP address (the period of time
the IP address assigned will be valid), DNS IP address and the gateway IP address. These details
are sent to the DHCP client (i.e. your PC) when it requests an IP address from the DHCP server.
Click Apply to enable this function. If you check “Use Router as a DNS Server”, the ADSL Router will
perform the domain name lookup, find the IP address from the outside network automatically and
forward it back to the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the
DHCP server which will assign an IP address back to the DHCP client in the LAN. Use this function
only if advised to do so by your network administrator or ISP.

Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and

the Internet. Here are the items within the WAN section: WAN Interface, WAN Profile and ADSL
Mode.

WAN Interface

Iijmrfi.uul ation \ ‘ I\.& -

TWAN Imerface
WAN Imterface

Wain Port | ADEL | (Current Main Port ADSL)

ADSL Mode
The default setting for Connection Mode is ADSL and for Protocol is PPPoE.

I Configur ation A “}[‘ !

*WAN Imerface
WAN Interface

Main Port :ADBL w | (Current Main Port ADSL)

3G Mode

Choose 3G as main mode represents that user will use 3G to connect to Internet.

ICDnﬂguratinn u\- .
i L= =

*VWAH Interface
VAN Interface

Main Port 3G * |Current Main Port: ADSL)
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EWAN

EWAN is another way of getting connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online. When the above
two mode is not valid, the way can be adopted.

I Configuration

TWAN Interface
WAN Interface
Main Port

Dual WAN

EviiAn ¥ | (Current Main Port ADSL)

N N

In dual wan mode, it supports failover function. When WANT1 fails, it will switch to WAN2, and when
WAN1 is OK, it will switch to WAN1 again.

I Configuration

TWAN Interface
WAN Interface
hfain Port

hode
Parameters

YAN1

VAN 2

Time Schedule

Keep Backup Interface Connected
Connectivity Decision

Failover Probe Cycle

Fallback Probe Cycle

Cetect Rule (either one)

Apply

Main Port: Select Dual WAN.
Mode Failover: Set to trigger ADSL / 3G failover function ready.

| Dual WAN s | (Current Main Port ADSL)

& Failover

|ADSL{pwan) ¥ | ADSL ¥
[3Glpwan? |z »

' Always On  »

[JEnable
Mat in service when probing failed after |5
Every |12 seconds

Every 3 | seconds

1. ADSL Down
2. Ping Fail

(O Mo Ping
® Ping Gateway
) Ping Host

WAN1: Select “ADSL” “EWAN” or “3G” mode for WANT1.
WAN2: Select the left WAN mode for WAN2 as backup port.

Time Schedule: A self defined time period. You may specify a time schedule for failover/failback

functioning. For setup and detail, refer to Time Schedule section.

u: N

consecutive times.

Keep Backup Interface Connected: Select Enable this function, the backup port WAN2 will be

connected all the time.
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Connectivity Decision: Set how many times of probing failed to switch backup port.
Failover Probe Cycle: Set the time duration for the Failover Probe Cycle to determine when the
router will switch to the backup connection (backup port) once the main connection (main port) fails.
Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by connection Decision amount (e.g. From the
image above it will be 60 seconds multiplied by 5 consecutive fails).
Failback Probe Cycle: Set the time duration for the Failback Probe Cycle to determine when the
router will switch back to the main connection (main port) from the backup connection (backup port)
once the main connection is communicating again.
Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by Connection Decision amount (e.g. From the
image above it will be 60 seconds multiplied by 5 consecutive fails).
Detect Rule:
Rule 1. ADSL Down
Rule 2. Ping Fail
@ No Ping: It will not send any ping packet to determine the connection. It means to disable
the ping fail detection.
® Ping Gateway: It will send ping packet to gateway and wait response from gateway in every
“Probe Cycle”.

@ Ping Host: It will send ping packet to specific host and wait response in every “Probe Cycle”.

The host must be an IP address.
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WAN Profile

ADSL

PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services

using PPP.

ICr;nﬂgur'a{iDn

*WAN Connection

PPPoE Routed

Profile Port  [ADSL v

Pratocal | PPPOE ( RFC2516, PPP over Ethernet )

Description [PPFOE WAN Link | VPIvCI E 35
Ilzername Fassword

NAT Enable IP (0.0.0.0: Aute) [0.0.0.0
Connection . Always On w | |[dle Timeout 0 .min[sj:
RIP O rRiPv1 [ RIPvZ [ RIP w2 Multicast

g;;:uﬂng [ 1Enable

Obtain DNS Automatic Primary

Default Route [#] Enable

|4dd|| EditDelete |

Edit Mame Ciescription Creator

(= wanlink PPFPoE WaN Link Factory Defaults

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for the connection.

VPI/VCI: Ente

r the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

e

W

ATM Class UBR |

Senvice Mame

Auth. Protocol ..C|'|:3|JI.-':'-:L.It-:I:I v
T 1482

TCP MSS Clamp [¥] Enahble

Secondary

YP1 VCl Delete

oo
Lad
£n

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply

“username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the

information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
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through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.

Connection:

@ Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

@® Connect on Demand: If you want to establish a PPPoA session only when there is a packet
{ﬁqueftingt?ccess to the Internet (i.e. when a program on your computer attempts to access
e Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

@ Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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PPPoA Connection

ICDnﬂgura{iDn \ Q\{ .

*WAMN Connection
PPPoA Routed
Profile Port | ADSL |

Protacol | PPPoA ( RFC2364, PPP over AALS ) >

Description F'F'F'-:urf-. Routed | YRIMCI B :?:‘ ATM Class _ LJEIE ¥
Usermame . Password

MAT [¥] Enable IF [III.III.EI.IZI:Autn:-.EI.EI.EI.EI Auth. Protocol “.Jhapn'.#.ut.c: W
Connection Always on v Idle Timeout :IZI minis) MTL 1500

RIP O riPvt [ RIPv2 [ RIP v2 Multicast E:;:gss [¥] Enable
Obtain DNE  [v] Automatic Primary _ Secondary

Default Route [#]Enable

Add EditDelets

Edit Mame Cescription Creator YPI WCI Delete
&) wanlink FPPoE WaM Link Factory Defaults a 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0: Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

® Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.
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® Connect on Demand: If you want to establish a PPPoA session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts to
access the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

@ Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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MPoA Connection

ICanigur'a{iDn LWE .

T WAHN Connection

RFC 1423 Routed

Frofile Port ADSL w

Frotocol r.1Pc.5. { RFC1483/RFC2634, r.lultiprl:ut-:u:-:ul E-ncapsulaticn aver ~~LE ) v'

Description HFC 1483_ r_-:_nute_d mode YPINCI _B 35 | ATM Class _ LJEIR v
MAT [¥]Enable Encap. Method | LLC Bridged v: MTU 11500 '
A i 0.0.0.0 Metrmask 0.0.0.0 Gateway

Auto) — ] — :

RIP O riPvt O RIPv2 [ RIP v2 Multicast E:;:-gss [V Enable
MAC Spocfing  [1Enable | oo ] 4|

Cbtain DME [¥] Automatic Frimary Secondary

Default Route  [¥]Enable

|4dd|| EditDelete |

Edit Mame Description Creator VPI 1y Delete
@) wanlink FFPFoE WaM Link Factory Defaults g 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or
routed packet.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0: Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.
Type the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
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TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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IPoA Connection

ICanigur'a{iDn 1“}‘6 .

T VWAN Connection

IPoA Routed

Fraofile Port ADSL |w

Pratocal |IPoA { RFC1577, Classic IP and ARP over ATH ) v

Description _IF'-::L. _rpute_l:l | VPIACI _E= :.-:3:' ATM Class Q.IE_R i |
MAT Enable MTU 1500

IP (0.0.0.0: Auto) IZI.IZI.'III.III Metmask [0.0.0.0 Gateway

RIP O rRip vt O rRIPv2 [ RIP v2 Multicast TCP MSS Clamp  [#]Enable
Qbtain DME Automatic Frimary Secondary

Default Route [¥] Enable

Add Edit'Delets

Edit Mame Ciescription Creator YPI Wl Delete
(O} wanlink FPFoE War Link Factory Defaults g 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0: Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128. Type
the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
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addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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Pure Bridge

I Configuration

*WAN Connection

RFC 1483 Bridged

Profile Part ADSL |

Protocol ' Fure Bridge |

Description _RFC 1483 bri_d_g_n_ed mnd; YRIMVC] 8 n3as | ATM Class _ U_EIR w
Encap. Method LLC Bridged | » Acceptable Frame Type acceptall v Filter Type All hd
Edit Mame Description Creator YR Wil Delete

O] wanlink PPPaE WaAM Link Factory Defaults g 35

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for this connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

Encap. mode: Choose
routed packet.

whether you want the packets in WAN interface as bridged packet or

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or

only VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.
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Multiple Session with PPPoE pass-through

ICnnﬂgura{iDn A “}E .

*WAHN Connection
* PPPoE Routed
Profile Port | ADSL » |

Frotocol :-[.-'ILIItiIIJIE Séssi-:nn v.

Description ._f.'ILII_t?F_II_E_EESEE_i-:!I'! -.f_u'i_th F' WPIACI _E 3:‘ ATM Class I_,_IE,!.H ¥
lsername Fassword : Senvice Mame

NAT [ Enable IP (0.0.0.0: Auta) [0.0.0.0 Auth. Pratacol | ChapiAuto) |
Connection | Always On v idle Timeout [0 it MU 1492

RIP O rievt O riPv2 [ RIP v2 Multicast TCP M58 Clamp [“]Enable
Obtain DME  [#] Automatic Frimary [ 0.0 Secondary

Default Route [] Enable

k Multipe Session-5econd Session [] Enable
F Multipe Session-Third Session [ 1 Enable
F Multipe Session-Fourth Session [] Enable

Edit Mame Diescription Creator VPl VI Celete
= wanlink PPPoE WARN Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.
Protocol: The Multiple Session protocol will be used in the device.
Description: A given name for this connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.
Username: Enter the username provided by your ISP. You can input up to 128 alpha-numeric
characters (case sensitive).
Password: Enter the password provided by your ISP. You can input up to 128 alpha-numeric
characters (case sensitive).
NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.
IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.
Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

Always on: If you want the router to establish a PPPoA session when starting up and to

Automatically re-establish the PPPoA session when disconnected by the ISP.
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Connect on Demand: If you want to establish a PPPoA session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet).
Idle Timeout: Auto-disconnect the router when there is no activity on the line for a predetermined
period of time.
MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.
Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.
Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
Multiple Session Second Session / Multiple Session Third Session / Multiple Session Forth

Session: Check Enable to activate the second/third/forth session.
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3G
IConﬂguratiDn l“‘"\é

VAN Connection

Parameters

Profile Port 33 V

iBurst [ClEnable

Usage Allowance » E‘.\EEnahle

Time Schedule | Always on v

Mode | UNITS first B
TEL Ne. [r99-+12
APN [internet

Usermame

Passwaord !

Auth. Protocal | ChapiAuto) v |

LCP Echo Period Every |10 |seconds (0 means disabled )
MTU [1500 i
FIN

Cennection _—I_ma;s on v
Keep Alive [1Enable

MAT [¥]Enable

Obtain DNS automatically Enahle

Primary DNS/Secondary DNS ,f

*Warning: Entering the wrong PIM code three times will lock the SIM

Profile mode: Select 3G as the profile port.
iBurst: Check the check box to determine whether to enable the iBurst function.
Usage Allowance: Check to enable usage allowance function.

Click Usage Allowance+ to continue the detailed configuration.

ICDnl‘iguratiDn i“}[‘l

¥ 3G Usage Allowance

Parameters
& volume-based
;-_':-"."-|?_{.ij"3"'f‘*'”.|'.3'3-é - v 2':”:”:' | MB data volume per maonth included
Maode O Time-based
. :hDLIFS per month included
The billing period always begins on |:IE|';.-’3_-_1 _-_f-:uf a maonth.
Over usage allowance action i_Disccnnect _t
Save the statistics to ROM f-_E"'v-er_f_-:une_hcur_ v

In order to query online time or volume used, you can set the following options.
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Mode: Two methods are provided, that is, Volume-based and Time-based.
Volume-based: The volume amount you can use per month.

Only Download: Only make statistics of Download Traffic.
Only Upload: Only make statistics of Upload Traffic.
Download and Upload: Make statistics of both Download and Upload Traffic.

Time-based: The hours you can use per month.

Over usage allowance action: If the online time or traffic you have used exceeds the usage
allowance you set. The system will do the followings operations.

E-mail Alert and Disconnect
E-mail Alert

E-mail Alert and Disconnect

Disconnect

Save the statistics to ROM: Choose the time interval for saving statistics. You can choose to save
for Every one hour or Disable the function.

Time Schedule: Specify time duration for your 3G WAN connection.
Mode: select your wanted mode of 3G operation from the drop-down menu.

TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may provide by your
mobile service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
service provider is able to attach anything to an APN to create a data connection, requirements for
APN’s to be assigned varies between different service providers. Most service providers have an
internet portal which they connect a DHCP Server to, giving you access to the internet i.e. Some 3G
operators use the APN ‘internet’ for their portal. The default value of APN is “internet”.

Username: Enter the username provided by your service provider.
Password: Enter the password provided by your service provider.

Authentication Type: Default is None. Manually specify CHAP (Challenge Handshake
Authentication Protocol) or PAP (Password Authentication Protocol) if you know which type the
server is using (when acting as a client), or else the authentication type you want clients connecting
to you to use (when acting as a server). When using PAP, the password is sent unencrypted, whilst
CHAP encrypts the password before sending, and also allows for challenges at different periods to
ensure that an intruder has not replaced the client.

LCP Echo Period: Set the interval time (seconds) to determine how often the router needs to send
a LCP Echo packet to the peer, and when the peer is still alive, it will answer with a LCP Reply
packet to identify the connection, but after some time’s not responding actions, the router could
come to the conclusion that the 3G connection is disconnected.

For example, if set to 10, that means the router is allowed to send LCP Echo packet out every 10
seconds to the peer to identify the connection.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

77



PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the
SIM card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3
times in a row, then the SIM card will be blocked and you will require a PUK code from your
network/service provider.

Connection: select the connection method you want.

@ Always On: The router will make UMTS/GPRS call when starting up. Enabling Always On,
will give you an option of Keep Alive.

Caonnection Always On -

Keep Alive [JEnable

Keep Alive: Set Enable to allow the router automatically reconnects the connection when ISP
disconnects it.

® Connect to Demand: If you want to make UMTS/GPRS call only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet). In this mode, you must set Idle Timeout value at same time. Enabling Connect on Demand
will give you an option of Idle Timeout.

Cannection Connecton Demand |«

Idle Timeout 10 rrings)

Idle Timeout: Auto-disconnect the connection when there is no activity on this call for a
predetermined period of time. The default value is 10 seconds.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the subnet mask.

Note: If you don’t know how to set these values and please keep them untouched.
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EWAN

Ii_‘.nufi_ajul ation Y n'}[‘! -

TWAN Connection

PPPoE Routed

Frofile Port EWiAN v

WA Port |EthemetPort1 v |

Protocol FPFoE

e Cbtain an IP Address Automatically L .- ] e

Fixed [P Address

IP {0.0.0,0; Auto) i uth. Protacol Chapiauto) » |
Pure Bridge SEERE T
Connection Alvways On v |dle Timeout | mings) WL [1482
MAC Spoofing [ClEnakle || |- [or |- [oi | |.] .
Obtain DS [¥] autormatic Primary § . Secondary
Apply

Obtain an IP Address Automatically

ICDnﬂguratiDn \ “‘}[A_ .

T VWAN Connection
Obtain an IP Address Automatically
Profile Port EWAN [

WAN Port | EthernetPort1 v |

Frotocol :Ohta_i.r] an IF .f..ddr.e.s.s_ "f.Lllt::.uma"t.il:_:alll;:' ¥

M&C Spoofing [lEnable [ ) :

Obtain DNS [+] Automatic Primary  |0.0.0.0 | Secondary

Profile Port: Select the profile port as EWAN.

WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable
Modems and fiber optic lines.

Protocol: Select Obtain an IP Address Automatically.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers.

The DNS servers are passed to the DHCP clients along with the IP address and the subnet mask.
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Fixed IP Address

Select this option to set static IP information. You will need to enter the Connection type, IP address,
netmask, and gateway address, provided to you by your ISP. Each IP address entered in the fields
must be in the appropriate IP form, which are four IP octets separated by a dot (x.x.x.x). The Router
will not accept the IP address if it is not in this format.

I Configuration u}l- .
4 E =

T WAHN Connection

Fixed IP Address

Profile Port [EWAN (v

WAN Port | EtnernetFort 1 |

Frotocol . Fixed IP i.d;'re_ss ¥

P (0.0.0.0: Auta)  [0.0.0.0 Netmask [0.0.0.0 Gateway

MAC Spoofing [1Enable .

Ohtain DMS Automatic Primary :III.EI.IZI.EI secondary  |0.0.00

Profile Port: Select the profile port as EWAN.

WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable
Modems and fiber optic lines.

Protocol: Select Fixed IP Address.

IP: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your ISP.
Netmask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the
netmask assigned to you by your ISP (if given).

Gateway: You must specify a gateway |IP address (supplied by your ISP).

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the |IP addresses of the DNS servers. The DNS servers are

passed to the DHCP clients along with the IP address and the subnet mask.
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PPPoOE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up
services using PPP.

I Configuration Q—\# .
4

TWAN Connection

PPPoE Roted

Profile Part |EWiAN v

YWAN Part | Ethemet Port1 »

Protacol [PPPoE v

Lsername | Passwiard | Service Mame

1P (0.0.0.0; Auto) 'D.D.D.D Auth. Protocol Chap(Auto_) A

Cannection 'Alwa\,rs on w Idle Timeaout 1] min(s) MTL 11492
MAC Spoofing [JEnanle ' ' ' ' _ '

Obtain DNS [¥] automatic Primary - Secondary

Profile Port: Select EWAN as the profile port.
WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable
Modems and fiber optic lines.
Protocol: Select PPPoE.
Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”’.
Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).
Service Name: Enter a name for this connection.
IP: Your WAN |IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your
ISP.
Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.
Connection:
@ Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoE session when disconnected by the ISP.
@® Connect on Demand: If you want to establish a PPPoE session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet).
Idle Timeout: Auto-disconnect the router when there is no activity on the line for a predetermined
period of time.
MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific

headers) that IP will attempt to send through the interface.
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MAC Spoofing: Select Enable and enter a MAC address that will temporarily change your router’s
MAC address to the one you have specified in this field. Leave it as Disabled if you do not wish to
change the MAC address of your router.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are

passed to the DHCP clients along with the IP address and the subnet mask

Pure Bridge

ICOIIﬁlJIII ation A Q:\[‘ .

TWAN Connection

Pure Bridge

Profile Fort | VAN v |

YWAN Port Ethemet Port 1 +

Protocal FPure Bridge w

Acceptahle Frame Type acceptall | Filter Type 'AII w

Profile Port: Select EWAN as the profile port.

WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable
Modems and fiber optic lines.

Protocol: Select Pure Bridge.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or
only VLAN tagged.

Filter Type: Specify the type of Ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
PPPoE Allows only PPPoE types of ethernet packets through the port.
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ADSL Mode

Il.“.nnﬁajllmtimn Q‘\r‘ .
4 =

TADSL Mode
Parameters

Connect Mode All W

Modulation G.Dmt.EIisPIusALito b
Frofile Type Pl Al W
Activate Line frue  |»

Coding Gain gutu w

Ty Attenuation Ris_0DA v
Elapsed Time 0 day 0 hr 56 min 3 sec

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2,
AnnexM2 and AnnexM2+, ADSL, All. Please keep the factory setting unless ADSL is detected as
the symptom of synchronization problem.

Modulation: It will automatically detect capability of your ADSL line mode. Please keep the factory
setting unless ADSL is detected as the symptom of synchronization problem.

Profile Type: Please keep the factory settings unless ADSL is detected as the symptom of low link
rate or unstable problems. You may need to change the profile setting to reach the best ADSL line
rate, it depends on the different DSLAM and location.

Activate Line: Aborting (false) your ADSL line and making it active (true) again for taking effect
with setting of Connect Mode.

Coding Gain: It reduces router’'s transmit power which will effect to router's downstream
performance. Higher the gain will increase the downstream rate but it sometimes causes unstable
ADSL line. The configurable ADSL coding gain is from 0 dB to 7dB, or automatic.

Tx Attenuation: It is the ADSL transmission power that the modem is using. The lower the power
the better performance in router’s upstream. Configurable value is between 0~12.

Elapsed Time: the time since ADSL connection is established.
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System

Here are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart ,User Management and Mail Alert.

Time Zone
ICMIﬁ!JHh‘lTiMI \ u\}g -

*Time Zone

Parameters

Time Zone @ Enable O Disable

Time Zone List @ By City O By Time Difference

Local Time Zone (+-GMT Time) _.gGMT_+1 D_:DD_)_(_)an_berrg, r-nel_buume_, S}f_d_ng_\,r v
1.|0.au.pool.ntp.org 2 [1.au.pool.nip.org

SMTP Server [P Address .
3. |2.au.poolntp.org 4 [3.au.poolntporg

Daylight Saving [CEnahled

Resync Period 1440 mings)

i

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone, click Enable and click the Apply button. After a successful connection to the Internet,
the router will retrieve the correct local time from the SNTP server you have specified. If you prefer
to specify an SNTP server other than those in the list, simply enter its IP address as shown above.
Your ISP may provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days.
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Remote Access

Iiinmigln ation A m&’ .

TRemote Access

You may temporarily permit remote administration of this network device

Allow Access for |30 [minutes. {0 means allowed ahways )

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time
period the router will permit remote access for and click Enable. You may change other configuration
options for the web administration interface using Device Management options in the Advanced
section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minute.

Firmware Upgrade

Ii.‘.nnfiuln ation A u\? .

T Firmware Upgrade

You may upgrade the system software on your network device

Mew Firmware Image | 1? Bl

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time
this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgrading while
it is still in process. Improper operation could damage the router.
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Backup / Restore

I Configuration \ Ii \4 .
i .

~BackupRestore

Allows you to backup the configuration settings to your computer,
of restore configuration from your computer.

Backup Configuration

Backup canfiguration to wour camputer.
Backup

Restore Configuration
Canfiguration File [ B

"Restare" will avanrite the currant canfiguration and rastart the dewvice. If ol want to keep the current configuration, plegse Use "Backupn” first to save current
configuration.

Restare

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore a previously saved backup. This is useful if you wish to experiment with different settings,
knowing that you have a backup handy in the case of any mistakes. It is advisable to backup your
router’s settings before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also change the
name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files that have
been generated by the Backup function, and that were created when using the current version of the
router’s firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the
router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

ICOIIﬁiJIII ation A “\‘? .

¥ Restart Router

After restarting, please wait for a few seconds for system to come up.if you would like to reset all configuration to factory default settings, please select the
"Factory Default Settings™ option.

@& current Seftings

Restart Router with
C‘Factory Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power
cycle the device again.
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User Management

I Configuration Q\u .
4 E —

¥ User Management

Current Defined Users

Valid Llser Comment Password Confirm Passwaord Login Mode
Fi Basic v
Add

Edit Yalid Llser Comment Delete

@ true admin

Default admin user

In order to prevent unauthorized access to your router’s configuration interface, it requires all users
to login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Add new users who are able to access the device’s
configuration interface. Once you have clicked on Edit, you are shown the following options:

e

ICr;nﬂgur'a{iDn

¥ User Management

Current Defined Users

YValid Llser Comment Fasswaord Confirm Password Login Mode
admin Cefault admin use ey y’ P—— Basic W
|4ad| | Edit/Delete

Edit Walid l=er Comment Delete

(O} true admirt

Default admin user

You can change the user’s password, whether their account is active and valid, as well as add a
comment to each user account. Click Edit/Delete button to save your revise. You cannot delete
the default admin account, if you do you will be log out. However, you can delete any other created
accounts by clicking Delete when editing the user. You are strongly advised to change the password

on the default “admin” account when you receive your router, and any time you reset your configuration
to Factory Defaults.

I Configuration u}u .
4 E —_

¥ User Management

Current Defined Users

Valid User Comment Fasswaord Confirm Passwaord Lagin Mode
F Basic v
Add

Edit Walid Llser Comment Delete

@ true admirt

Cefault admin user
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When you create a user account, check Valid box and fill in the respective information for User,
Comment, Password and Confirm Password in the blanks provided. Then click the Add button to

add your new user account.
ICDnringratiDn

¥ User Management
Current Defined Users

Valid User

Comment
_.Te =t Test
Add
Edit Yalid User
P true admit

Passwaord

Comment

Default admin user

W N

Canfirm Password Lagin Mode

;----l | Basic W

Celete

To delete a user account, click on the Delete radio button on the right column of the account you
wish to delete and then click the Edit/Delete button on the top to confirm your deletion.

ICDnriguratinn

¥ User Management

Current Defined Users

Valid User Comment
O

|Add| | Edit/Delete

Edit Valid User

@ true admin

£ true Test

Fasswaord

Comment
Default admin user
Test
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occured to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may
have arisen so that the server can be properly maintained.

I Configur ation u\f .
3 -

~Mail Alert

Server Information

Profile Port ADSL w | applythe same settings to (136G ] EwaN
SMTF Server '

Usetname

Fassward |

Sendet's E-mail :Must be oy o2

Failover | Fallback

Recipient's E-mail jMust he @y Zz2

Recipient's E-mail .Must be woti@yy. 2

WAN IP Change Alert
Recipient's E-mail .Mugt he @y 22

Apphy Cancel

SMTP Server: Enter the SMTP server that you would like to use for sending emails.

Username: Enter the username of your email account to be used by the SMTP server.

Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

Recipient’s Email (Failover / Failback): Enter the email address that will receive the alert message
once a computer / network server failover occurs.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert

message once an WAN IP change has been detected.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access
from your LAN, as well as helping to prevent attacks from hackers. Besides, when using NAT, the
router acts as a “natural” Internet firewall, as all PCs on your LAN will use private IP addresses that
cannot be directly accessed from the Internet.

el —

i

ce® — .}
Internet

m—
Router Firewall

|
Access Caontrol

- NAT
- Packetffilter ;
. : - Packetfilter = Unautharized users &
; ;’p”;:;—l':tgt?u”rf:d users & i WRAI?f‘;:::t:rr - Intrusion Detection | _ipiications
wE i ek K - Blacklisting - Malicious attacks

ACCESS

Firewall & Filter

Firewall: Prevent outsiders from accessing your local network. The router provides three levels of
security support:

( )

”07‘5' When using Virtual Servers your PCs will be exposed to the degree
specified in your Virtual Server settings provided the ports specified are

opened in your firewall packet filter settings.

. J

NAT natural firewall: This masks LAN users’ IP addresses which are invisible to users on the
Internet, thus making it more difficult for a hacker to target a machine on your network. This natural
firewall is turned on when NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to
prevent unauthorized computers or applications to access your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevent access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to
prevent unauthorized computers or applications from accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.
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Listed are the items under the Firewall section: General Settings, Packet Filter, Intrusion Detection,
URL Filter, IM/P2P Blocking and Firewall Log.

General Settings

You can choose not to enable Firewall and still able to access to URL Filter, Intrusion Detection and
IM/P2P Blocking or enable the Firewall using preset filter rules and modify the port filter rules as
required. The Packet Filter is used to filter packets based-on Applications (Port) or IP addresses.

Illonﬁglu ation A u\i"’ .

~General Settings
Firewall Security
Security () Enable (® Disable
All blockedfUser-defined
Palicy High security level
Medium security level

Loy security |evel

n;-_!\If aome applications cannol work after enabiing Firewall please check the Packet Filter esnecially For Filler rlies. For example, adding (TCR 443 outbaund
allowed) will let HTTPS data go thwough Firewall)

Block WA Request O Enable & Disahle

(£Y\ Enabie for preventing any ping test from (nternet such as hacirer attack.)

SIP ALG @ Enable O Disahle
FTP ALG @ Enable O Disable
Apply

There are four options when you enable the Firewall, they are:

@ All blocked/User-defined: no pre-defined port or address filter rules by default, meaning that
all inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked. Users
have to add their own filter rules for further access to the Internet.

@® High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is
the same for all levels; it is only the list of preset port filters that changes between each setting. For
more detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved
even and do not need to re-configure the rules again if you disable or switch to other firewall level.

The “Block WAN Request” is a stand-alone function and not relate to whether security enable or
disable. Mostly it is for preventing any scan tools from WAN site by hacker.

’
” 07- 5 Any remote user attempting to perform this action may result in blocking all accesses to
configure and manage the device from the Internet.
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Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is
chosen (All blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must
modify accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for
more detail information.

IConﬂguration

N N

~ Packet Filter

Parameters
Rule Mame Helper == | —3Select- b
Time Schedule Always On
Source IP Addressies) f'D.D.D.D MNetmask |0.0.0.0
Destination IP Address(es) i.D.D.D.D Metmask 0.000
Type "TCP vj Frotocel Mumber
Source Port |0
Destination Port o
Inbound Alow w
Outhound Allow |
: ) Source IP [ Metmask Source port(s) Inbound
Edit Order Fule Mame Time Schedule — Frotocol T Delete
Destination IP / Metmasik Destination port(s) Cutkound
= i ) 0.0.0.0/0.0.0.0 0 ~ 65535 Block
[GE & mei_http Always On TCP J
0.0.0.0/0.0.0.0 80~ 80 Allow
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Example: Predefined Port Filters Rules

The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules
yourself. No predefined rule is being preconfigured.

Table 1: Port . . . . .
Predefined Number Firewall - Low |Firewall - Medium| Firewall — High
Port Filter |Protocol

Start | End |Inbound |Outbound|Inbound |Outbound | Inbound |Outbound
Abpbplication
HTTP(80) | TCP(6) | 80 | 80 NO YES NO YES NO YES
DNS (53) |UDP(17)| 53 | 53 NO YES NO YES NO YES
DNS (53) TCP(@®6) | 53 | 53 NO YES NO YES NO YES
FTP(21) TCP®G) | 21 | 21 NO YES NO YES NO NO
Telnet(23) | TCP(6) | 23 | 23 NO YES NO YES NO NO
SMTP(25) | TCP(6) | 25 | 25 NO YES NO YES NO YES
POP3(110) | TCP(6) | 110 | 110 NO YES NO YES NO YES
NEWS(NNTP)

(Network | +opgy | 119 |119| NO | YES | NO | YES | NO | NO
News Transfer

Protocol)

RealAudio/

RealVideo |UDP(17)|7070|7070| YES YES YES YES NO NO

(7070)

PING ICMP(1)| N/A | NJA| NO YES NO YES NO YES
H.323(1720) | TCP(6) 1720|1720 YES YES NO YES NO NO
T.120(1503) | TCP(6) |1503|1503| YES YES NO YES NO NO

SSH(22) TCP(6) | 22 | 22 NO YES NO YES NO NO
NTP /SNTP |UDP(17)| 123 | 123 NO YES NO YES NO YES
HTTP/HTTP

Proxy (8080) TCP(6) |8080|8080| NO YES NO NO NO NO
HTTPS(443) | TCP(6) | 443 | 443 NO YES NO YES N/A N/A
ICQ (5190) | TCP(6) |5190|5190| YES YES N/A N/A N/A N/A
MSN (1863) | TCP(6) |[1863|1863| YES YES N/A N/A N/A N/A
MSN (7001) |UDP(17)|7001|7001| YES YES N/A N/A N/A N/A
MS(NQ%%?'O TCP(6) [9000(9000| NO | YES | NA | NA | NA | NA
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Inbound: Internet to LAN
Outbound: LAN to Internet
YES: Allowed

NO: Blocked

N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter

IC-}nﬂgLu'a!_ion _ W\E .
& .

T Packet Filter
Parameters

Rule Mame Helper <= | —-Select- b
Time Schedule Always On  w
Source |IP Address(es) 0.000 Metmask 'D.D.D.D

Destination IP Addressies) 10.0.00 . MNetmask 0.0.0.0

Type _TCF' | Protocol Number
Source Port 0 -|65535

Destination Port 0 -|65535

Inbound Allow s

Outbound Allow [

Rule Name Helper: Users-define description to identify this entry or click “Select” drop-down
menu to select existing predefined rules. The maximum name length is 32 characters.

Time Schedule: It is self-defined time period. You may specify a time schedule you're your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range
you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single |IP address, enter that IP address as the Host IP Address
and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Add: Click this button to add a new packet filter rule and the added rule will appear at the bottom
table.

Edit: Check Edit next to the item you wish to edit, and then change parameters as desired.

Complete it by press “Edit/Delete”.
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Delete: Check Delete next to the item you wish to delete, and press “Edit/Delete” to remove this rule.
Reorder: Be aware that packet filtering parameters appear in priority order i.e. the first one takes

precedence over all other rules. There is a sort function next to the Rule Name column, you can
move the rule to higher or lower priority by clicking the Order arrow, and press “Reorder” to save the

new priority.

Click Add button to apply your changes.
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Packet Filter — Add Raw IP Filter

Go to “Type” drop-down menu, select “Use Protocol Number”.

IC-}ntigura!ion A Q‘\C‘ .

¥ Packet Filter

Parameters

Rule Mame Helper | .<< _—Select—- v.

Time Schedule i.lwa;: & O_n b

Source IP Address(es) 0.0.0.0 Il Metmask :U.D.D.U
Destination IP Address(es) [0.000 ' Netmask [0.0.0.0
Type | Use Protocol _Nunjhe_r | Protocol Number .
Source Port

Destination Port

Inbound [now |+

Outbound [Allow [s]

Rule Name Helper: Users-define description to identify this entry or choosing “Select” drop-down
menu to select existing predefined rules.

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range
you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP
Address and use a Host Subnet Mask of “255.255.255.255”.

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number, i.e. GRE 47.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click the Add button to apply your changes.
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Example: Configuring your firewall to allow a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is
set to a high, medium or low security level. To setup a web server located on the local network when
the firewall is enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through
HTTP to your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the
Internet.

~ Packet Filter

Parameters

Rule Name Helper «|-Select-

Time Schedule Always On  |s

Source IP Addressies) :D.D.D.D Metmask .D.D.D.El
Destination IP Address(es) [0.0.00 Netmask 0.0.00
Type [TcP v Pratocol Number '

Source Port

Destination Fort

Inbound
Cutbound
Rearder

x Source P/ Metmask Source pori(s) Inbound
Edit  Order Rule Mame Time Schedule Protocol Celete
Crestimatiom P etmTast Crestimatiom poTii=T CrattroTTd
: 0.0.0.0/0.0.0.0 0 ~ 65535 Block o
o 3+ mei_http Always On TCP | @)
0.0.0.0/0.0.0.0 80~ 80 Allow
= , 0.0.0.0/0000 0~ 65535 Blaock
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Configuring Packet Filter:

1. Click Packet Filters. You will then be presented with the predefined port filter rules screen (in
this case for the low security level), shown below:

Note: You may click Edit the predefined rule instead of Delete it. This is an example to show
to how you add a filter on your own.

T Packet Filter

Parameters
Rule Mame Helper =z | —3elect-- v
Time Schedule 'ﬂ.l'-.-w'a;.-'s on v
Source IP Address(es) 0.0.0.0 ' Netmask [oo0o0
Destination IP Address(es) 0.0.0.0 ' Netmask [oooo
Type TCP s Protocaol Mumber
Source Port e
Destination Port |TCR/UDP
|Use Protocol Number
Inbaund Allow
Qutbound .i.lll:l".'\f v

2. Choose the radio button you want to delete the existing HTTP rule. Click Edit/Delete button to
delete the existing HTTP rule.

T Packet Filter

Parameters

Rule Mame Helper mei_http | ==| —Select— v

Time Schedule Always On v:

Source IP Address(es) __D_.IJ._D.D Metmask D._D.D.D_
Destination IP Address(es) 0.0.0.0 | Metmask 0000
Type 'T'CP" bl Frotocol Mumber '
Source Part o |-|e5535

Destination Port 80 |-[e0

Inbound [Block w

Quthound Allow ¥

[ Edit/Delete | [ Rearder

Zource P/ Metmask Source port(s) Inbound

Edit Order Fule Mame Time Schedule = Frotocol s Delete

Destination IF / MNetmask Destination portis) Quthound
) 0.0.0.0/0.0.0.0 0~ 65535 Block

& mei_http Always On TCP @]
0.0.00/0.000 30 ~80 Allow
0.0.0.0/0.0.0.0 0 ~ 65535 Block

O t3 mei_msntep Always On ' TCP O
0.0.00/0000 1863 ~ 1863 Allow

3. Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,
Inbound and Outbound.
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Example:

Application: Cindy HTTP
Time Schedule: Always On
Source / Destination IP Address(es): 0.0.0.0 (I do not wish to active the address-filter, instead

| use the port-filter)

Type: TCP (Please refer to Table1: Predefined Port Filter)

Source Port: 0-65535 (I allow all ports to connect with the application)
Redirect Port: 80-80 (This is Port defined for HTTP)
Inbound / Outbound: Allow

IConﬂguration

~ Packet Filter
Parameters

Fule Mame Helper

Time Schedule

Source IP Addressies)
Destination IP Address(es)
Type

Source Port

Destination Port

Inkound

Outbound

[ Edit/Delete | [ Reorder |

[cingy_nttp

so  |-[ao
[Block v/

| Allow |s |

1. The new port filter rule for HTTP is shown below:

o 4 Cindy_http

0.0.0.0/0.0.00
0.0.0.0/0.0.0.0

Always On

| == | —Select— vi

W

Netmask [00.00
Netmask [0000
Protocol Mumber [

0~ 65535

TCP
80~ 80

Block
Allow

O

2. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests
on port 80 will be forwarded to the PC running your web server:

”

”075' For how to configure the HTTP in Virtual Server, please refer to the Add Virtual Server

sub-section under the Virtual Server section for detail.

I Configuration

~ Port Forwarding

Virtual Server Entry

Application
Protocol :-TCIJ "
External Port frgmiﬂ

Internal IP Address

Edit  Application
) Hitp_Server

Time Schedule
Always On

;«;—_—Seled— _\:;
Time Schedule
'_;m :_-9 _' Redirect Port
""" ke[ -Select- v
Protacal External Port Redirect Port
tcp g0-80 20-80

98

IR

Always On  »

from |0 ta |0
IP Address Interface
192.168.1.102 ipwan

Delete
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Intrusion Detection

Ilic-nﬂguraslon ““\E .
i =

¥ Intrusion Detection

Parameters

Intrusion Detection O Enable & Disable
Victim Protection Block Duration 800 \seconds
Scan Attack Block Duration 86400 seconds
DOS Attack Block Duration 1800 lseconds
Maximum TCP Gpen Handshaking Count 100 per second
Maximum Ping Count .15 |per secend

Maximum ICMP Count 100 \per second

[ cClearBlackiist || Blackist || whitelist

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion
attempts from the Internet. If the IDS function of the firewall is enabled, inbound packets are
fitered and blocked depending on whether they are detected as possible hacker attacks,
intrusion attempts or other connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be
added to the Blacklist. Any further attempts using this IP address will be blocked for the time
period specified as the Block Duration. The default setting for this function is false (disabled).
Some attack types are denied immediately without using the Blacklist function, such as Land
attack and Echo/CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.

Block Duration:

®  Victim Protection Block Duration: This is the duration for blocking Smurf attacks.
Default value is 600 seconds.

@ Scan Attack Block Duration: This is the duration for blocking hosts that attempt a
possible Scan attack. Scan attack types include X’'mas scan, IMAP SYN/FIN scan and
similar attempts. Default value is 86400 seconds.

® DoS Attack Block Duration: This is the duration for blocking hosts that attempt a
possible Denial of Service (DoS) attack. Possible DoS attacks this attempts to block
include Ascend Kill and WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood
attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is
occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not.
Default value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

Clear Blacklist: Clear the current blacklist.
Blacklist: Show the blacklist information.
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Whitelist: User can authorize some intrusion applications to the system by entering the specified ones’
IPs and names. With this, users can define some specified allowed monitor applications to check the
information of the system with permission.

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log.
It cannot protect against such attacks.

Table 2: Hacker attack types recognized by the IDS

Type of Block

Drop

Intrusion Name Detect Parameter Blacklist . Show Log
Duration Packet
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP Port
WinNuke 135, Src IP DoS Yes Yes
137~139, Flag:
URG
ICMP type 8 -
Smurf Des IP is Dstip | _ Victim Yes Yes
Protection
broadcast
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port and Yes Yes
Scan CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan | TCP Flag: X’'mas Src IP Scan Yes Yes
TCP Flag: SYN/
FIN DstPort:
IMAP IMAP(143)
SYN/FIN Scan SrcPort: 0 or Src IP Scan Yes Yes
65535
TCP,
No Existing session
SYN/FIN/RST/ACK And Scan Hosts more| SrcIP Scan Yes Yes
Scan )
than five.
TCP
No Existing
session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346,
3456
UDP, DstPort
Back Orifice Scan = Orifice Port SrclP Scan Yes Yes
(31337)
Max TCP Open
Handshaking
D ltee Count (Default Yes
100 c/sec)
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Max ICMP
Count (Default

ICMP Flood 100 c/ sec) Yes
Max PING Count
ICMP Echo (Default 15 c/sec) Yes
Max ICMP Count
ICMP Flood (Default 100 c/ sec) Yes
ICMP Echo Max PING Count Yes

(Default 15 c/sec)

Src IP: Source IP

Src Port: Source Port
Dst Port: Destination Port
Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or http://
www.example.com) filter rules allow you to prevent users on your network from accessing particular
websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to meet
your requirements.

ICr:nﬂgura{iDn \ “% .

* URL Filter

Configuration

URL Filtering (O Enable @ Disable
Block Mode |Always on s |[ NULL w || nuLL w [ NULL v
Kevwards Filtering [] Enable Details ¥

[] Enable Details *

[] Disable all WEB traffic except for Trusted Domains
[] Block Java Applet

[] Block surfing by IP address

Domains Filtering

Restrict LIRL Features

[ﬁ.ppl;.-J [ Cancel JE.:':_:g:n.::ﬂ List

Enable/Disable: To enable or disable URL Filter feature.

Block Mode: It can support up to 4 timeslots.

@ Disabled: No action will be performed by the Block Mode.

@ Always On: Action is enabled. URL filter rules will be monitoring and checking all hours of the
day.

@ TimeSlot1 ~ TimeSlot16: It is self-defined time period. You may specify the time period to
check the URL filter rules, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather than having
to specify a complete URL (e.g. to block any image called “advertisement.gif’). When enabled, your
specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword
“abcde” occurs in the URL.
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http://www.abcde.com/�
http://www.example.com/�
http://www.example.com/�
http://www.abc.com/abcde.html�

Configuration u 3
A E -

T Keywords Filtering

Create

Keyward

Block VEB URLs which contain these keywords

Mame Keyward Delete
Return »

Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed
against your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)

or dropped (Forbidden). For this function to be activated, both check-boxes must be checked. Here
is the checking procedure:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.

2. If not, check if it is listed in the forbidden list. If yes, then the connection attempt will be
dropped.

3. If the packet does not match either of the above two items, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For example
to block traffic to www.google.com.au, enter “www.google” or “www.google.com”

In the example below, the URL request for www.abc.com will be sent to the remote web server
because it is listed in the trusted list, whilst the URL request for www.google or www.google.com
will be dropped, because www.google is in the forbidden list.

I Configuration u\‘ .
A =

* Domains Filtering
Domain Name

Camain Mame

Type Faorbidden Domain »
Delete

Trusted Domain

MName Damain Delete
itermn 1 www.abc (]
Forbidden Domain

MName Domain Delete

iterm0 wiww.google )
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Example:

Andy wishes to disable all WEB traffic except for ones listed in the trusted domain, which would
prevent Bobby from accessing other web sites. Andy selects both functions in the Domain Filtering
and thinks that it will stop Bobby. But Bobby knows this function, Domain Filtering, ONLY disables
all WEB traffic except for Trusted Domain, BUT not its IP address. If this is the situation, Block
surfing by IP address function can be handy and helpful to Andy. Now, Andy can prevent Bobby

from accessing other sites.

Restrict URL Features: This function enhances the restriction to your URL rules.

@ Block Java Applet: This function can block Web content that includes the Java Applet. It is
to prevent someone who wants to damage your system via standard HTTP protocol.

@ Block surfing by IP address: Preventing someone who uses the IP address as URL for skip-
ping Domains Filtering function. Activates only and if Domain Filtering enabled.
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IM / P2P Blocking

IM, short for Instant Message, is required to use client program software that allows users to
communicate, in exchanging text message, with other IM users in real time over the Internet. A
P2P application, known as Peer-to-peer, is group of computer users who share file to specific
groups of people across the Internet. Both Instant Message and Peer-to-peer applications make
communication faster and easier but your network can become increasingly insecure at the same
time. Billion’s IM and P2P blocking helps users to restrict LAN PCs to access to the commonly used
IM, Yahoo and MSN, and P2P, BitTorrent and eDonkey, applications over the Internet.

Il_‘.nnﬁuluminn u\rf .
A =

TIMP2P Blocking

Configuration

Instant Message Blocking Dizahled »
Yahoo Messenger [ Block

MEM Messenoer [ Black
Feerto Peer Blocking Disabled  w
BitTarrent (BifTorrent, BitComet) [ Black
eDonkey (eDonkey, edule) [ Block

Instant Message Blocking: The default is set to Disabled.

@ Disabled: Instant Message blocking is not triggered. No action will be performed.
@ Always On: Action is enabled.

@® TimeSlot1 ~ TimeSlot16: This is the self-defined time'J)eriod. You may Sf)ecify the time
period to trigger the blocking, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

Yahoo/MSN Messenger: Check the box to block either or both Yahoo or/and MSN Messenger. To
be sure you enabled the Instant Message Blocking first.

® Peer to Peer Blocking: The default is set to Disabled.
@ Disabled: Instant Message blocking is not triggered. No action will be performed.
@ Always On: Action is enabled.

TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time period to
trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule section.

BitTorrent / eDonkey: Check the box to block either or both Bit Torrent or/and eDonkey. To be
sure you enabled the Peer to Peer Blocking first.
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Firewall Log

Il:nnﬁqul ation 4 QEL[‘ .

~Firewall Log

Event will be shown in the Status - Event Log

Filtering Log ) Enable @ Disahle
Intrusion Log ) Enable & Disable
URL Blocking Log ) Enable @ Disahle
Apply

Firewall Log display log information of any unexpected action with your firewall settings.

Check the Enable box to activate the logs.

Log information can be seen in the Status — Event Log after enabling.
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VPN - Virtual Private Networks

Virtual Private Networks is ways to establish secured communication tunnels to an organization’s
network via the Internet. Your router supports three main types of VPN (Virtual Private Network):
PPTP, IPSec and L2TP.

PPTP (Point-to-Point Tunneling Protocol)

There are two types of PPTP VPN supported; Remote Access and LAN-to-LAN (please refer
below for more information). Click Configuration/VPN/PPTP.

Edit Active Mame Caonnection Type Type Delete
Test remoteaccess dialout

Name: A given name for the connection.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Connection Type: It informs your PPTP tunnel connection condition.

Type: This refers to your router operates as a client or a server, Dialout or Dialin respectively.

PPTP Connection - Remote Access

I Configuration

N N

TPPTP

Parameters

Marme _ Canneaction Type ;Remmeﬂccess v

Type Dial out Server I Address(or Domain Name) |

lzername Passwoard . Auth. Type | ChapfAuto)
Data Encryption Auto “ key Length _Autu:u » Mode stateful  »

Active as defaultroute [ Enable

Edit Artive Mame Connection Type Type Delete

€ il Test rermoteaccess dialout £l

Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote
VPNserver, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Domain Name)
you wish to connect to.

When configuring your router as a server, enter the Private IP Address assigned to the Dial in User.
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Sever IP Address (or Domain Name): Enter the Server IP Adress or Domain Name.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger encryption
than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Click Edit/Delete button to save your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

A company’s office establishes a PPTP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN
,-""_'_'“"xﬂ__
E':'::EI:ELI‘EH 192.168.1.254 Py E_,I_-'
" o r

— — -
Server Router " T—__...

Encryption Diata
PPTP Servel —aissssssssssseeeeeeeeeeenniime. PP TP Clicit

VPN Connection

192168, 1.0:24

PPTP VPN-Remote Access (Dial-out)
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Configuring the PPTP VPN in the Office

Click Configuration/\VPN/PPTP. Choose Remote Access from Connect Type drop-down menu. You
can either input the IP address (69.1.121.33 in this case) or hostname to reach the server.

I Configur ation

*PPTP
Parameters
MNarne YEN_PPTP Connection Type :Remote ACCESS W
Type ' Dial out » Server IP Addressior Domain Mame) 69121133
Username |username Fasswaord :..ooo.o. Auth. Type lCDap(Aut_n)_ ¥
Data Encryption Auto v Key Lenoth fAuto v Mode stateful  »
Active as default route [JEnanle
Add
Edit Active Mame Connection Type Type Celete
) L Test remoteaccess dialout (@)
Function Description
Name VPN_PPTP Given name of PPTP connection
Connection Remote Access | Select Remote Access from the Connection Type drop-down
Type menu
Type Dial out Select Dial out from the Type drop-down menu
IP Address (or |69.121.1.33 An Dialed server IP
Domain name)
Username Username A given username & password
Password 123456
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful
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PPTP Connection - LAN to LAN
Click Configuration/VPN/PPTP. Choose LAN to LAN from Connect Type drop-down menu.

I Configur ation w; .
A

~PPTP

Parameters

Mame YPN_PPTP Connection Type | LA to LAN v

Type Cial out Server IP Addressior Domain Mame) :59.1 211 .?;3

Peer Netwark IP ' Netmask '

Username username | Passward [sosnss Auth. Type Chapifuto)
[Data Encryption At w key Length :Auto w Mode stateful
Active as default route Enahle

Edit Active Mame Connection Type Type Delete

O F Test remoteaccess diglout O

Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote
VPN server, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Domain Name)
you wish to connect to.

When configuring your router as a server, enter the Private IP Address assigned to the Dial in
User.

Sever IP Address(or Domain Name):Enter the Server IP Adress or Domain Name.
Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you
are a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type
to use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is
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Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger encryption
than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Click Edit/Delete button to save your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office
Pullic IP
192.168.0.24 69.121.1.33  192.168.1.24
Rowuter Router

Encryption Dat
PPTP Cliell  —emie e PPTP Server

WPHN Connection

192.168.0.0:24 192.168.1.0/24
PPTP VPN-LAN to LAN

C Both office LAN networks must be in different subnet with the LAN-LAN application.

Attention
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Configuring the PPTP VPN in the Head Office

The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please
make sure this IP is not used in the head office LAN.

I Configuration

*PPIP
Parameters
MNarne HeadOffice Connection Type :LAN to LAN v
Type [Dialin v Private IP Address Assigned ta Dialin user [192168.1.200 |
Peer Network [P :192._168_@.[.!. MNetmask .25“5.25“5.25__5.[3
Username username Fassword :.ooo.o Auth. Type .Chap(Auto) v
Data Encryption Auto L Key Length éAUtD v Mode | stateful v
Active as default route Enahle
Add
Edit Active Marme Connection Type Type Celete
© il Test remoteaccess dialout ©
Function Description
Name HeadOffice Given name of PPTP connection
Connection LAN to LAN Select LAN to LAN from the Connection Type drop-down
Type menu
Type Dial in Select Dial in from the Type drop-down menu
IP Address 192.168.1.200 |IP address assigned to branch office network.
Peer Network 192.168.0.0 Branch office network
IP
Netmask 255.255.255.0
Username Username A given username & password to authenticate branch office
twork.
Password 123456 networ
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful
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Configuring the PPTP VPN in the Head Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

I Configur ation

W N

*PPTP
Parameters
Marme BranchOffice Connection Type [ AR to LAR w
Type . Dial out v. Server IP Addressior Domain Mame) |69.121.1.33
Peer Metwark IP |182.168.1.0 | Metmask 255.255.255.0
llsername username Passward |ossnee Auth. Type | ChapfAuto) »
Diata Encryption Auto w key Length :A.utc: | Mode stéteful b
Active as default route Enable
Add
Edit Artive MHarme Connection Type Type Delete
Function Description
Name HeadOffice Given name of PPTP connection
Connection LAN to LAN Select LAN to LAN from the Connection Type drop-down
Type menu
Type Dial out Select Dial out from the Type drop-down menu
IP Address (or |[69.121.1.33 IP address assigned to branch office network.
Domain Name)
:Taeer Network 192.168.1.0 Head office network
Netmask 255.255.255.0
Username Username A given username & password to authenticate branch office
Password 123456 network.
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful
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IPSec (IP Security Protocol)
IC-}nﬂgura'.ion ;u\t‘ .

*IPSec
Parameters

MName
Local Metwork Single Address IP Address

Remote Secure Gateway IP

Remaote Metwoaork Single.i...d.d-ress W IP Address
IKE Mode Main il Fre-shared Key
Local ID Type Default | |DContent
Remate ID Type Default v | IDContent |
Hash Function o5 v: Encryption 3DES v DH Group MODP1024 (DH2)
IPSec Proposal ESP Authentication . MD5 |» . Encryption | 30ES ~ '
CaH Authentication _ r.1D5 ¥
FPerfect Forward Secrecy MODP1024 (DHZ2) »
Phase 1 (IKE)SA Lifetime .-45?0 M phase 2 (PSec) &0 | min(s)
MAT-Traversal [ Enable Keepalive Frequency :sec-Jnl:!S[D-dED sec)

PING to the [P

(0.0.0.0:NEVER) Interval (10 seconds *

PING for keepalive MNone |«

Disconnection Time after no 180 )
traffic seconds (180 at least)

Recennecticn Time 3 min(s} (3 at least)

VPN Tunnels
Edit Active MName Local Subnet Remuote Subnet Femuote Gateway IPSec Proposal Delete

Active: This function activates or deactivates the IPSec connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Name: This is a given name of the connection.
Local Subnet: Displays IP address and subnet of the local network.
Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or Domain Name of the remote VPN device that is
connected and established a VPN tunnel.

IPSec Proposal: This is selected IPSec security method.
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IPSec VPN Connection

ICon!igura:il}n | u% .
L -

v IPSec
Parameters

Mame
Laocal Network Single Address |» IP Address

Remaote Secure Gateway IP

Remote Network Single.i'...d.d.ress - IP Address
IKE Mode Iain w Pre-shared Key
Local ID Type Default w | |DContent
Femote ID Type Defau!t w | |DContent |
Hash Function D& v: Encrypticn 3ADES v OH Group MQDP1024 (DHZ) &
IPSecProposal ESP Authentication [wps [ Encryption [3DES ¥
CJaH Authentication [ r.1D5 ¥
Perfect Forward Secrecy MODP1024 (DH2) »
Phase 1 (IKE)SA Lifetime .-fu MIN phase 2 (IPSec) &0 | min(s)
MAT-Traversal [Enakle Keepalive Frequency :sec-:nnds[mﬁn sec)

PING to the IP - T -
FIMNG for keepalive Mone hal (0.0.0.0:NEVER) Interval 10 seconds

Disconnection Time after no

Tame 180 seconds (180 at least)
Reccnnection Time 3 min{s} (3 atleast)
Mote * : (0-2600, 0 means NEVER

Add

VPH Tunnels
Edit Active Mame Local Subnet Remote Subnet Remote Gateway IPSec Proposal Delete

Name: A given name for the connection (e.g. “connection to office”).
Local Network: Set the |IP address, subnet or address range of the local network.

@ Single Address: The IP address of the local host.

@ Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1
through to 192.168.1.254).

® IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end
IP: 192.168.1.10.

Remote Secure Gateway Address (or Domain Name): The IP address or hostname of the
remote VPN device that is connected and establishes a VPN tunnel.

Remote Network: Set the IP address, subnet or address range of the remote network.

IKE (Internet key Exchange) Mode: Select IKE mode to Main mode or Aggressive mode. This
IKE provides secured key generation and key management.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Local ID:
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@ Content: Input ID’s information, like domain name www.ipsectest.com.
Remote ID:

@ Identifier: Input remote ID’s information, like domain name www.ipsectest.com

Hash Function: It is a Message Digest algorithm which coverts any length of a message into a
unique set of bits. It is widely used MD5 (Message Digest) and SHA-1 (Secure Hash Algorithm)
algorithms. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MDS5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash

Encryption: Select the encryption method from the pull-down menu. There are several options,
DES, 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase latency.

@ DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

E) 3DEhS:dStands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

@ AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Diffie-Hellman Group: It is a public-key cryptography protocol that allows two parties to establish
a shared secret over an unsecured communication channel (i.e. over the Internet). There are three
modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular
Exponentiation Groups.

IPSec Proposal: Select the IPSec security method. There are two methods of checking the
authentication information, AH (authentication header) and ESP (Encapsulating Security Payload).
Use ESP for greater security so that data will be encrypted and authenticated. Using AH data will
be authenticated but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

@ MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash

Encryption: Select the encryption method from the pull-down menu. There are several options,
DES, 3DES, AES (128, 192 and 256) and NULL. NULL means it is a tunnel only with no encryption.
3DES and AES are more powerful but increase latency.

@ DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

@ 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during thigg second phase of VPN negotiation. This function


http://www.ipsectest.com/�
http://www.ipsectest.com/�

cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP
1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before
new encryption and authentication key will be exchanged. There are two kinds of SAs, IKE and
IPSec. IKE negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

@ Phase 1 (IKE): To issue an initial connection re%uest for a new VPN tunnel. The range can
be from 5 to 15,000 minutes, and the default is 480 minutes.

® Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be from 5
to 15,000 minutes, and the default is 60 minutes.

A short SA time increases security by forcing the two parties to update the keys. However, every
time the VPN tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

NAT-traversal: This directive enables use of the NAT-traversal IPSec extension (NAT-T). NAT-T
allows one or both peers to reside behind a NAT gateway (i.e., performing address or port
translation).

Keep Alive: Type the interval time (0-60 seconds) to send packets periodically for keeping the
NAT-trasversal alive.

PING for Keep Alive:

® None: The default setting is None. To this mode, it will not detect the remote IPSec peer has
been lost or not. It only follows the policy of Disconnection time after no traffic, which the
remote IPSec will be disconnected after the time you set in this function.

@ PING: This mode will detect the remote IPSec peer has lost or not by pinging specify IP
address.

@ DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

PING to the IP: It is able to IP Ping the remote PC with the specified IP address and alert when
the connection fails. Once alter message is received, Router will drop this tunnel connection.
Reestablish of this connection is required. Default setting is 0.0.0.0 which disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection
status. Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, O
second disables the function.

Ping to the IP Interval (sec) Ping to the IP Action
0.0.0.0 0 No
0.0.0.0 2000 No
XXX.XXX.XXX.XxX (A valid IP Address) 0 No
XXX XXX XXX. XXX (A valid IP Address) 2000 Yes, %ctivate it in every 2000
second.

Disconnection Time after no traffic: It is the NO Response time clock. When no traffic stage time
is beyond the Disconnection time set, Router will automatically halt the tunnel connection and
reestablish it base on the Reconnection Time set. 180 seconds is minimum time interval for this
function.

Reconnection Time: It is the reconnecting time interval after NO TRAFFIC is initiated. 3 minutes
is minimum time interval for this function. 119



Click Edit/Delete to save your changes.
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Example: Configuring an IPSec LAN to LAN VPN Connection

EBranch Office Haad Office

Public IP Pubic IP
192.168.0.254 69.121.1.30 6912113 192.168.1.2¢

Encryption Data

VPN C onnection

192.168.0.0:24 192.168.1.0/24
IPSec VPN-LAN to LAN

Table 3: Network Configuration and Security Plan

Branch Office Head Office
192.168.0.0/24 192.168.1.0/24
69.1.121.30 69.1.121.3
192.168.1.0/24 192.168.0.0/24
69.1.121.3 69.1.121.30
12345678 12345678
Tunnel mode Tunnel mode
ESP: MD5 with AES ESP: MD5 with AES

Both office LAN networks must be in different subnet with the LAN-LAN application.

Functions of Pre-shared keys, VPN Connection Type and Security Algorithm must
Attention be identically setup on both sides.
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Configuring IPSec VPN in the Head Office

IC.}nﬂgurazicn

~*|PSec
Parameters

Narme

Local Metwark

Remote Secure Gateway IP
Remote Network

IKE Mode

Lacal ID Type

Remoate ID Type

Hash Function

IFSec Proposal

Ferfect Forward Secrecy
Phase 1 (IKE)SA Lifetime
MAT-Traversal

PING for keepalive

Disconnection Time after ne
traffic

Reconnection Time

Mote * : (0-360

IPSec_HeadOffice

Subnet v IP Address
69121130

Suhngt ¥ IF Address
IMain v: Fre-shared Key
Default v| IDContent
Default ~| IDcontent
NMD5 (& Encryption
ESP Authentication
JaH Authentication

MODP1024 (DHZ) [ |

0 miN phage 2 (PSec)
15}
[ClEnable Keepalive Frequency
N 3 FIMNG to the IP
one g (0.0.0.0:NEVER)
180 seconds (180 at least)
a

3 min(s) (3 at least)

3600, 0 means MEVER)

192.168.1.0 | Metmask 255.255.255.0
192.168.0.0 ' Metmask |2556.255.255.0
12345678

3DES ¥ DH Group MODP1024 (DH2) &
MD5  |» Encryption 30ES “

MD5 | w

60 min{s)

seconds(0~50 sec)

Interval 10 seconds *

VPN Tunnels
Edit Active Mame Local Subnet Remote Subnet Remaote Gateway IPSec Proposal Delete
Function Description
Name IPSec_HeadOffice Give a name of IPSec Connection
Local Network Subnet Select Subnet from Local Network drop-down
menu.
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
Remote Secure 69.121.1.30 IP address of the head office router (in WAN
Gateway IP (or side)
Hostname)
Remote Network Subnet Select Subnet from Remote Network drop-
down menu
IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
Pre-shared Key 12345678 Security plan
Authentication MD5
Encryption 3DES
Prefer Forward None
Security
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Configuring IPSec VPN in the Branch Office

ICenﬁgurazion

TIPSec
Parameters

MName

Local Metwark

Femote Secure Gateway [P
Remaote MNetwork

IKE Mode

Local ID Type

Remote |D Type

Hash Function

IPSec Proposal

Ferfect Forward Secrecy
FPhase 1 (IKE)SA Lifetime
MAT-Traversal

PING for keepalive

Disconnection Time after no
traffic

Reconnection Time

Mote *

IPSec_BranchOffice

Subnet v IP Address
8912113

Suhngt ¥ IP Address
Main ] Pre-shared Key
Default | IDContent
Default ~| IDContent
MD5 » Encryption
ESP Authentication
[aH Authentication

MODP1024 (DHZ) v |

4.80 min Fhase 2 (IPSec)
(s)
[ClEnable Keepalive Frequency
N 3 FING to the IP
one gl (0.0.0.0:NEVER)
180 seconds (180 at least)
2

0-3600, 0 means MEVER)

min{s) (3 at least)

192.168.0.0 | Netmask 255.255.255.0
192.168.1.0 .Netmask |255.255.265.0
12345678

3DES (v DH Group MODP1024 (DH2) »
MD5  |» Encryption 3DES »

MD5 |»

50 min(s)

seconds(0~60 sec)

Interval 10 .sec-:nnds =

VPN Tunnels
Edit Artive Mame Local Subnet Remaote Subnet Femote Gateway IPSec Proposal Celete
Function Description
Name IPSec_BranchOffice Give a name of IPSec Connection

Local Network

Subnet

Select Subnet from Local Network drop-down
menu.

IP Address 192.168.0.0 Branch office network

Netmask 255.255.255.0

Remote Secure 69.121.1.3 IP address of the head office router (in WAN

Gateway IP (or side)

Hostname)

Remote Network Subnet Select Subnet from Remote Network drop-
down menu

IP Address 192.168.1.0 Head office network

Netmask 255.255.255.0

Pre-shared Key 12345678 Security plan

Authentication MD5

Encryption 3DES

Prefer Forward None

Security
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Example: Configuring an IPSec Host to LAN VPN Connection

Head Office

Public IP Public IP
69.121.1.30 69.121.1.3 192.168.1.2

—(ED— & —
Windows XP Router
Encryption Data
IPSec s IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN
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Configuring IPSec VPN in the Office

ICenﬂgurazicn

~IPSec
Parameters
Mame IPSec
Local Metworlk Subnet b IP Address 192.168.1.0 Metmask .255.255.255.0
Remuote Secure Gateway IP §9.121.1.30
Remate Network Single Address | IP Address |59.121.1.30
IKE Mode IMain v: Pre-shared Key 12345678
Local ID Type Default | IDContent
Remote |D Type Default v| IDContent
Hash Function MD5 & Encryption 30ES v CH Group MODP1024 (DHZ2)
IF:=2ec Froposal [l ESP Authentication MD5  |» Encryption 30ES w
aH Authentication MDS |«
Perfect Forward Secrecy MODP1024 (DHZ) + |
Phase 1 (KE)SALifetime | *2° MiN Phase 2 (IPSec) &0 min(s)
(5)
MAT-Traversal IEnahle Keepalive Frequency seconds(0~60 sec)
PING for keepalive Mone | ::'D”S;l‘JtDJ:TEJER | Interval 10 .Se[;.jndg =
Disconnection Time after no 180 1 ) .
trafiic seconds (180 at least)
Reconnection Time 3 min(s} (3 at least)
Mote *: (0-3600, 0 means MEVER)
VPH Tunnels
Edit  Active MName Local Subnet Remote Subnet Remote Gateway IPSec Proposal Delete
Function Description
Name IPSec Give a name of IPSec Connection
Local Network Subnet Select Subnet from Local Network drop-down
menu.
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
Remote Secure 69.121.1.30 IP address of the head office router (in WAN
Gateway IP (or side)
Hostname)
Remote Network Single Address Select Single Address from Remote Network
drop-down menu
IP Address 69.121.1.30 Remote worker's IP address
Pre-shared Key 12345678 Security plan
Authentication MD5
Encryption 3DES
Prefer Forward None
Security
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L2TP (Layer Two Tunneling Protocol)
I Configuration L u\t. .

vL2TP

Parameters

Mame [ Connection Type | Remote Access v

Type Diail out Server IP Addressior Domain Name)

Uzermname Password 1 auth, Type ChapiAuta)
Tunnel Authentication [C1Enabie Secret J Active as default route ] Enable
Remote Host Mame(Optional) Local Host Mame(Optianal

IPSet [IEnahle Authentication Encryption

FPerfect Forward Secrecy Pre-shared Key

Edit Active Mame Connection Type Type Delete

0 "] test rermoteaccess dialout 2]

Two types of L2TP VPN are supported Remote Access and LAN-to-LAN (please refer below for
more information.). Fill in the blank with information you need and click Add to create a new VPN
connection account.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Name: This is a given name of the connection.
Connection Type: Displays the condition of your L2TP tunneling connection.

Type: This refers to your router whether it operates as a client or a server, Dial-out or Dial-in
respectively.

L2TP Connection-Remote Access

I Configuration u\f .
3 :

TL2TP

Parameters

Marne [ Connection Type | Remote Access w

Type Diail aut w Server IP Addressior Domain Name)

Uszername Password 1 aumn, Type ChaplAuta) »
Tunnel Authentication [IEnakle Secret | Active as defaultroute [ Enahble
Femaote Host Mamei{Optional) Local Host Mame(Cptional)

IPSec [Enahle Authentication Encryption

FPerfect Forward Secrecy Pre-shared Key

Edit Active Mame Connection Type Type Delete

(@) il test rermoteaccess dialout (3]
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Connection Type: Remote Access or LAN to LAN
Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Hostname) you
wish to connect to.

When configuring your router as a server, enter the Private IP Address Assigned to the Dial in
User.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier
from the Remote VPN device matches with the Remote hostname provided. If remote hostname
matches, tunnel will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes
a VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
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@ SHAA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES,
3DES, AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are
more powerful but increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

@ 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

@ AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during the second phase of VPN negotiation. This function
will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a public-key
cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP
1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN
Adapter (included with Windows XP/2000/ME, etc.). The router is installed in the head office,
connected to a couple of PCs and Servers.

Office LAN

Public 1P
61,546,158, 112 192.168.1.254

Femote Warker

5D

Eneryption Data
L2TP Client i L2 TP Server
VPH Connection
R EE A EE R EE R EERE R EE R l'
Dial-in

192.168.1.0/24
L2TP VPN-Remote Access (Dial-in)
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Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this
IP is not used in the Office LAN.

I Configuration

TL2TP

Parameters

Narme VPN _LZTF Connection Type Remote Access w
Type Dialin = Private IP Address Assigned to Dialin user (1921681 .EiZID
Username Username Fassword TIIIT Auth. Tvpe | Chaplauto)
Artive as
Tunnel
Authentication [ClEnahle Secret default Enahle
route
Remote Host
KName Local Host Mame(Optional)
(Optinnal)
IPSec [“lEnakle Authentication MDE Encryption | 3DES  w
Ferfect J
Fomward MHone w | Pre-shared Key 12345678
Secrecy 1 ]
Add
Edit Active Marne Connection Type Type Delete
Function Description
Name VPN _L2TP Give a name of L2TP Connection
Connection Type Remote Access Select Remote Access from the Connection Type
drop-down menu
Type Dial in Select Dial in from the Type drop down menu
IP Address 192.168.1.200 An |P assigned to the remote client
Username username Enter the username and password to
Password 123456 authenticate a remote client
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection

A company’s office establishes a L2TP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP
G 121.1.33 192 1681254
lﬁ@m@ :
£
SeEre| Faoumed - t..--
Encryption Dala
LZTP Sense —-—— LZTP Cheen
VPN Connection
e, TR : v/
Dial-out =

192 168.1.0°24
L2ZTP VPN-Remote Access (Dial-out)
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Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this
IP is not used in the Office LAN.

I Configuration

W N

TL2TP
Parameters
Marme WPRMN_LZTP Cannection Type Femote Access «
Type | Dial out + | Server IP Address(or Domain Name) (69.121.1.200 |
Usernarme \username Passward sesnee | Auth. Type | ChapiAuto) |
lﬂ?hneer:ticatinn [l Enable . | ﬂgfi:ﬁl?rsnute [ClEnable
E:mgi%;‘t?;;an Local Host Mame{Optional)
IPSec [¥] Enahle Authentication mMOa Encryption IDES W
gggf;:f”mrd hone v | Pre-shared Key 12345678
Edit Artive Marme Connection Type Type Delete
Function Description
Name VPN_L2TP Give a name of L2TP Connection
Connection Type Remote Access Select Remote Access from the Connection Type
drop-down menu
Type Dial out Select Dial out from the Type drop down menu
IP Address (or 69.121.1.33 A Dialed Server IP
Hostname)
Username username An assigned username and password
Password 123456
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5S Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678

Example: Configuring your Router to Dial-in to the Server

Currently, Microsoft Windows operation system does not support L2TP incoming service.
Additional software may be required to set up your L2TP incoming service.
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L2TP Connection - LAN to LAN

Il.‘.nnfi_ajlu ation ) u\“t‘ .
5 -

TL2TP

Parameters

Mame Connection Type _LAN to LA w

Type . Dial out v. Server IP Addressior Domain MName) .

Peer Metwark IP _ Netmask |

Username _ Passwoard ' Auth. Type 'Chap(AutD) 4
Tunnel Authentication [Enable Secret Active ag default route Enable
Femote Host Mame{COptional) Local Host Mame{Cptional) .

IFSec [l Enable Authentication Encryption

Perfect Forward Secrecy Pre-shared Key

Add

Edit Active Mame Connection Type Type Delete

L2TP VPN Connection
Name: A given name for the connection
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In to have it operate as a VPN server.

When configuring your router to establish a connection to a remote LAN, enter the remote Server
IP Address (or Hostname) you wish to connect to.

When configuring your router as a server to accept incoming connections, enter the Private IP
Address assigned to the Dial in User.

Peer Network IP: Enter Peer network |P address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that the client has not
been replaced by an intruder.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.
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Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier
from the Remote VPN device matches with the Remote hostname provided. If remote hosthame
matches, tunnel will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes
a VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

@ MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES,
3DES, AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are
more powerful but increase latency.

@ DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during the second phase of VPN negotiation. This function
will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a public-key
cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP
1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Branch Office Heaad Office

Puldic IP
192.168.0.254 69.121.1.33  192.168.1.24

%{;:»p ﬁ%

Router Router

E tion Dat
L2TP Client -%—- L2TP Server

VPN Connection

192.168.0.024 192.168.1.0/24
L2TP VPN-LAN to LAN

Both office LAN networks must be in different subnet with the LAN-LAN application.

Functions of Pre-shared keys, VPN Connection Type and Security Algorithm must
Attention be identically setup on both sides.
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Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please

make sure this IP is not used in the head office LAN.

I Configuration

*L2TP

Parameters

Marme HeadOffice Cannection Type LAM to LAR o
Type Dialin | Private IP Address Assigned to Dialin user 192.158.1.2tltl
IF;_EEfNE““’”rk 192.166.0.0 Metrmask
llzername Username Password sssses Auth. Tyvpe | ChapfAuto) o«
Active as
lﬂ?hneer:ticatinn [IEnanle Secret default Enable
route
Femote Host
Mame Local Host Mame(Qptional)
(Optional)
IPSec ¥l Enahle Authentication MO5  w Encryption | 3DES W
Ferfact J
Forward Mone | Pre-shared Key 12345678
Secrecy ] ]
Add
Edit Active MHame Connection Type Type Delete
Function Description
Name HeadOffice Give a name of L2TP Connection
Connection Type LAN to LAN Select LAN to LAN from the Connection Type
drop-down menu
Type Dial in Select Dial in from the Type drop down menu
IP Address 192.168.1.200 IP address assigned to branch office network
Peer Network IP 192.168.0.0 Branch office network
Username username An assigned username and password to
Password 123456 authenticate branch office network
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678
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Configuring L2TP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

Iliontigul ation \ i\a .
A r

TL2ZTP

Parameters

Name BranchOffice Connection Type LAM 1o LAMN W
Type Dial out Server IP Addresstor Domain Name) 68121 1.33
Peer Netwark [P 192.168.1.10 MNetmask 1255.255.255.0
Username usermame Password ssssse Auth, Type Chapifuto)
Tunnel Authentication [JEnable Secret Active as default route Enable
Remote Host Name{Optional) Local Host Mame(Dptional)
IPSec [ Enable Authentication [MDs = Encryption Er=E
Perfect Forward Secrecy _ N_Dne ¥ Pre-shared key _1 234__55_?8
Edit Active Marne Connection Type Type Delete
Function Description
Name BranchOffice Give a name of L2TP Connection
Connection Type LAN to LAN Select LAN to LAN from the Connection Type
drop-down menu
Type Dial out Select Dial out from the Type drop down menu
IP Address (or 69.121.1.33 IP address assigned to branch office network
Hostname)
Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
Username username An assigned username and password to
Password 123456 authenticate branch office network
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678

137



VoIP - Voice over Internet Protocol

VoIP enables telephone calls through existing Internet connection instead of going through the
PSTN (Public Switched Telephone Network). It is not only cost-effective, especially for a long
distance telephone charges, but also toll-quality voice calls over the Internet.

- ™

@ After completing VolIP configuration, remember to apply the changes. SAVE CONFIG
and restart to activate your VolIP.
Attention
7

Here are the items within the VolP section: SIP Device Parameters, SIP Accounts, Phone Port,
PSTN Dial Plan, VoIP Dial Plan, Call Features, Speed Dial and Ring &Tone.
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SIP Device Parameters

This section provides easy setup for your VoIP service. Phone port 1 and 2 can be registered to
different SIP Service Provider.

Il_‘.nnﬁgm ation 3 WE .
A -

TSIP Device Parameters

Parameters

SIP @ Enable O Disahle

Silence Suppression (VAD) O Enable & Disable

Echa Cancellatian & Enable ) Disahle

RTP Port _51EIU

Region EAustraIi.a w

Yoice QoS, DSCP Marking 'Premium w

VolP Advanced Settings

YnlP through IP Interface ipwan v

Yoice Frame Size : 20ms v

Dial Plan Priority Mode 2 |w Hint®

FSTM Auto-fallback |l Enable, when receive the specified SIP codes  Edit®
T.38 Fax Relay [] Enable, Max Bit Rate: | 14400 bps |+

PSTH Ernvironment Adjustment
PSTN Yoltage Configuration OMNHOOK Yoltage: |18 | OFFHOOK Yaltage: | 4 Hirt*
O Ensure your phone is ONHOOWK, click | CheckLevel | vaueis .

O Ensure your phone is OFFHOOK, click | Checklevel | vajueis |

LY\ Cautiont The VoiP canfigiration will take effect only wheh ou apniy the changes, save canfiguration and restart the device

Check your PSTR Yoltage Levels

IP Device Parameter
SIP: To use VoIP SIP as VolIP call signaling protocol. Default is set to Disable.

Silence Suppression (VAD): Voice Activation Detection (VAD) prevents transmitting the nature
silence to consume the bandwidth. It is also known as Silence Suppression which is a software
application that ensures the bandwidth is reserved only when voice activity is activated. Default is
set to Enable.

Echo Cancellation: G.168 echo canceller is an ITU-T standard. It is used for isolating the echo
while you are on the phone. This helps you not to hear much of your own voice reflecting on the
phone while you talk. Default is set to Enable.

RTP Port: Provide the based value from the media (RTP) ports that are assigned for various
endpoints and the different call sessions that may exist within an end-point. (Range from 5100 to
65535, default value is 5100)

Region: This selection is a drop-down box, which allows user to select the country for which the
VoIP device must work. When a country is selected, the country parameters are automatically
loaded.

Voice QoS, DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the
ToS byte. DSCP Marking allows users to assign specific application traffic to be executed in priority
by the next Router based on the DSCP value. See Table 4. The DSCP Mapping Table:

Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS netvilsogrk.



Advanced — Parameters

VolP Advanced Settings

VolP through IP Interface ipwan «

Yoice Frame Size 20ms w

Dial Plan Priority Maode 1 | » Hint *

PETM Auto-fallback [ Enable, when receive the specified SIP codes  Editr
T.38 Fax Relay [ Enanle, Max Bit Rate: | 14400 bps

VolIP through IP Interface: IP Interface decides where to send/receive the voip traffic; it includes:
ipwan and iplan. Easy way to select the interface is to check the location of the SIP server. If it
locates some where in the Internet then select ipwan. If the VolP SIP server is on the local
Network then select iplan.

Voice Frame Size: Frame size is available from 10ms to 60ms. Frame size meaning how many
milliseconds the Voice packets will be queued and sent out. It is ideal to have the same frame size
in both of Caller and Receiver.

Dial Plan Priority: Define the priority between VolP and PSTN dial plan.

PSTN Auto-fallback: Whenever VoIP SIP responses error and error code matching with the codes
in the Edit section, the VoiP calls will automatically fallback to PSTN. In the other word, the call
will be called via the PSTN when VoIP SIP returns an error code.

Click the Edit to add or remove the responses code. To be sure the code is separated by a comma

(,)-

For more information about SIP responses codes, please check "€ to link to http://voip-info.
org/wiki/view/sipt+response+codes where you can get to know the meaning of each error code.

T.38 Fax Relay: It allows the transfer of facsimile documents in real-time between two standard
Group 3 facsimile terminals over the Internet or other networks using IP protocols. It will only
function when both sites are support this feature and enabled.

Ad | — PSTN Envi Adjust I
PSTN Environment Adjustment options will help you to adjust the onhook and offhook voltage
detection values for your environment. You should use these if the default values are incorrect and
result in PSTN calls not being detected properly, e.g. calls being terminated within 5 seconds of
being answered. The actual levels are determined by your environment including the number and
type of telephones used.

PSTH Environment Adjustment
OK Voltage: |4 Hint*
(2 Ensure your phone is ONHOOK, click . valugis .
(O Ensure your phone is OFFHOOK, dlick . valueis .

F3TH Valtage Configuration OMHCOK Voltage: | 18 OFFHO

Checkyour PSTH Voltage Levels

Apply Cancel

Note: ONHOOK means hung up.
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To take your phone OFFHOOXK, lift the receiver then press Hook/Flash until you hear your normal
PSTN dialtone, not your VolIP dialtone. Wait several seconds and then press Check Level.

You should check the OFFHOOK value for each telephone you have connected to this device. Set

the OFFHOOK voltage to the lowest setting registered for all your telephones, e.g. if your
telephones return values of 4, 5 and 7 then you should set your OFFHOOK voltage to 4.

Note: The detected values will not automatically be set by the Check Level function; you
must enter the lowest level detected after testing all your telephones.
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SIP Accounts

This section reflects and contains basic settings for the VolP module from selected provider in the
Wizard section. Fail to provide correct information will halt making calls out to the Internet.

Il:ﬂllﬁqlll ation Q\r‘ .
i 2 .

*SIP Accounts

SIP Setting

Frofile Mame Registrar Addressior Hostname) Registrar Port |5060
Expire{secaonds) BGDD User DomainiRealm Cuthound Proxy Address

Outhound Prowy Port | 5060 | Phone Murmiber 1 uUsemarme

Password | Cisplay Mame Cirectin Dial Mone b
[ad]

Edit Profile Mame Registrar Address Fhone Mumber Delete

@ Phone Port 1

@) Phone Port 2

Profile Name: User-defined name is for identifying the Profile.
Registrar Address (or Hostname): Indicate the VolP SIP registrar IP address.

Registrar Port: Specify the port of the VolP SIP registrar on which it will listen for register requests
from VolIP device.

Expire: Expire time for the registration message sending.
User Domain/Realm: Set different domain name for the VolP SIP proxy server.

Outbound Proxy Address: Indicate the VolP SIP outbound proxy server IP address. This
parameter is very useful when VolP device is behind a NAT.

Outbound Proxy Port: Specify the port of the VolP SIP outbound proxy on which it will listen for
messages.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.
Username: Same as Phone Number.

Password: This parameter holds the password used for authentication within VolP SIP registrar.
Display Name: This parameter will be appeared on the Caller ID.

Direct in Dial: Select the ringing port when getting an incoming VolIP call.
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Phone Port

This section displays status and allows you to edit the account information of your Phones. Click
Edit to update your phone information.

I Configuration u\_\; .
¥ =

TPhone Port 1

Fort Phone Part1 |+

Special Digit Sequences

*54 Return Call Enable
*20 enable 'Dont Disturh'/ *80 disable 'Don't Disturh’ Enahle
*Aly. Blind Call Transfer Enahle
w# Speed Dial ¢ 2..9) Enahle
## Redial Enahle
*Td=yw==nurmhber=# Setthe nurmber of Speed Dial Code =x= { 2.9) Enahle
*B7 Ananymaus Call 1 Enakle
Fhone number +#pound key) Immediate Call Out Service [ Enable
Codec Preference

Priority 1 3729 v Friority 2 POMUGTIT u-Law) » Priority 3 PCMA (G711 A-Law) w
Friarity 4 . Mon-used W DTMF Method RFC 2833 »

Apply | valume Control *

Port: It allows you to change the phone port setting for specify FXS port.
*69 (Return Call): Dial *69 to return the last missed call. It is only available for VoIP call(s).

*20 (Do not Disturb ON): Dial *20 to set the No Disturb on. Your phone will not ring if someone
calls.

*80 (Do not Disturb OFF): Dial *80 to set the No Disturb off. Your will be able to hear ring tone
when someone calls.

*90x (Blind Call Transfer): Dial *90 + phone-number to translate a call to a third party. This
feature is enabled by default.

x# Speed Dial (x:2..9): Refer to Phone Port section in the Web GUI. Set up your Speed Dial
phone book first before accessing the Speed Dial feature. It is enabled by default.

## Redial: Press ## to redial the latest number you dialed. This feature is enabled by default.

*74<x><number>#: Use your phone key pad to insert a phone number to the Speed Dial phone
book. Or you can update your Speed Dial phone number manually. Refer to the Phone Port
section in the Web GUI for details.

*67 Anonymous Call: Hide the own phone number for each call and it will not be displayed on the
remote site. It is only applied to the next call when you enter this control character. The detailed
operation procedure is “Off Hook -> *67 -> On Hook -> Off Hook -> Dial”. This feature is disabled
by default.

Phone Number + #: This is the fast dial which you can dial out a phone number immediately
without waiting.

Note: Refer to Special Dial Code section in this Manual for more details.
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Codec Preference

Codec is known as Coder-Decoder used for data signal conversion. Set the priority of voice
compression; Priority 1 owns the top priority.

G.729: It is used to encoder and decoder voice information into a single packet which reduces the
bandwidth consumption.

G.711u-LAW: |t is a basic non-compressed encoder and decoder technique. y-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 14-bit linear sample.

G.711A-LAW: It is a basic non-compressed encoder and decoder technique. A-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 13-bit linear sample.

G.726-32: It is used to encoder and decoder voice information into a single packet which reduces
the bandwidth consumption. Currently only supports bit rate with 32Kbps.

DTMF Method: The Inband, RFC 2833 and SIP INFO (RFC 2976) are supported.

Volume Control

Ii.‘. onfiguration M',_‘ .

*Phone Port 1 - Volume Control
Parameters
Microphone |_J

Speaker |:]

Return »

(]

Volume control helps you to adjust the voice quality of telephone to the best comfortable listening
level.

(131

Press “-“, the minus sign, to reduce either microphone or/both speaker’s level of your telephone.

Press “+“, the plus sign, to increase either microphone or/both speaker’s level of your telephone.
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PSTN Dial Plan (Router with LINE port only)

This section enables you to configure “VolP with PSTN switching” on your system. You can define
a range of dial plans to make regular call from VolP switching to PSTN line. Prefix numbers is
essential key to make a distinguishing between VolP and Regular phone call. If actual numbers
dialed matches with prefix number defined in this dial plan, the dialed number will be routed to the
PSTN to make a regular call. Otherwise, the number will be routed to the VoIP networks.

Reminder! In order to utilize this feature, you must have registered and connected to your
SIP Server first.

I Configuration \ i\‘ .
4 '

*PSTN Dial Plan
Parameters

Frefix

Mumber of Digits (0.15)
Action Dial with Prefix R
Edit Prefix Murmber of Digits Action Delete

£y ooo i] dial_with_prefix @

) 106 i] dial_with_prefix P

Prefix: Specify number(s) for switching to a PSTN call.
Number of Digits: Specify the total number of digits wish to dial out. Maximum digit number is 15.
Action: Specify a dialing method you wish to make PSTN call(s).

@ Dial with Prefix: The dialed number with prefix will be sent call through the PSTN.

Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.

@ Dial without Prefix: The dialed number will be sent call through the PSTN without prefix.
Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.

@ Dial at Timeout: The dialed number will be sent call through the PSTN with the prefix when

timeout starts. This timeout activates when no more digits are dialed in a specific duration.
Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
Digits filed.

@ Dial at Timeout no Prefix: The dialed number will be sent call through the PSTN without
prefix when timeout starts. This timeout activates when no more digits are dialed in a specific
duration.

Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
Digits filed.
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Phone port 1 & 2 will automatically reply to PSTN line when:

= Power is down
Internet service fail. i.e. lost of WAN IP address
SIP option is disabled. See VolP General Settings section.
Calls match with rule(s) defined in the PSTN Digit Plan.
SIP service is not accessible. This exclude when:

= User manually disable Registration

= User insert a wrong authentication username or password

= User dials a wrong SIP number, only and if the PSTN

= auto-fallback function is not enabled. See VolP General

Settings / Advance for more information.

Attention

PSTN Dial Plan Examples:
1. Dial with Prefix

ICanﬁguration . - \‘ .
A Q T =

* PSTH Dial Plan

Parameters

Prefix [01223

Number of Digits B ko.15)

sction [ Dial with Prefix v|

Edit/ Delete

Edit Prefix Number of Digits Action Delete

If you dial 01223 707070, number 01223707070 will be dialed out via FXO to make a regular phone
call.

2. Dial without Prefix

ICaniguralil}n ‘ i\. .
i r =

» PSTH Dial Plan
Parameters

Prefix

w| [w@

Mumber of Digits (0..15)

Action Dial without Prefix w

Edit/Delete

Edit Frefix Mumber of Digits Action Delete

If you dial 9102, the number 102 will only be dialed out via FXO port to make a regular phone call.
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3. Dial at Timeout

IC-)nfiguration \ \ i\‘ .
4 =

» PSTN Dial Plan

Parameters

Prefix 01223

Mumber of Digits _.'3 '.u__15';

Action [ Dial at Timeaut v

Edit Prefix Mumber of Digits Action Delete

If you only dial 01223 7070 and no more numbers, after the timeout activates, 012237070 will be
dialed to make a regular call via FXO port.
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Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceeded 6 digits.

4. Dial at Timeout no Prefix

’ , A\
IC-:nﬂgur'atlcn M\-
i E .

+PSTN Dial Plan
Parameters

Prefix ]
Mumber of Digits g (0.15)

Action Cial at Timecut no Prefix

Add|| Edit/Delete

Edit Prefix Mumber of Digits Action Delete

If you only dial 97070 and no more numbers, after the timeout activates, 7070 will be dialed without
prefix to make a regular call via FXO port.

Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceed 6 digits.
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VolIP Dial Plan

This section helps you to make a telephony number dialed as making a regular call via VolP.
You no longer need to memorize a long dial string of number for making a VolIP call. Go to
Configuration > VoIP > VolIP Dial Plan.

Dial Plan Rules

Click the Add button to create and define a VolIP dial-plan rule(s).

Ii:{rllﬁulll ation u\r. .
4 =

*Dial Plan Rule

Parameters

Fort Fhone Port1 s
(@] Prepend | unconditionally
EI Pl O If prefiis deleta it
O If prefiis replace with
@ No prefix
Main Digit Sequence @ Current Profile s

Add Test*

Current Digit Map : (x.T[F2S]'69S|'[28]0S|' T4L.25 900 TS [45S)
Rule Mame Delete

s O

Digit Sequence Exampla:
XAy digit nlrmber between O and 9 in variablie length. Maxdmum fength is 16,
ooc Any 2 digit number only bebween O and 9. Total length is 2. No period needed ()
ool Any number between O and 3 with variable langth but no shorter than 3 digits. Maximum Length s 16,
123 Any humber (0-9) starting with {23 Maximurm length is 16,
1240 Any number (0-5) starting with § or 2 or & Maximum fength Is 16,
[1-3pc Any numberC-3) staring with number 1 fo 3. Maximum fength is 16
-Eidx. Any number (0-9) staring with 9, the second himber bebween 4-6, and third number & Mzaximum length is 16,

Prefix Processing:

Prepend xxx unconditionally: xxx number is appended unconditionally to the front of the dialing
number when making a call. Prefix can also be included with any number and/or character such as
+ 5 #

Note: For special service with +, *, #, you may need to check with your VolP or Local Telephone
Service Provider for information.

If Prefix is xxx, delete it: Prefix xxx is removed from the dialing numbers before making a call.

If Prefix is xxx, replace with: Prefix xxx is appended to the front of the dialing numbers when
making a call.

No prefix: No prefix is appended to the front of the dialing numbers. It is set as in default settings.
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Main Digit Sequence: The call(s) can be called out via SIP or PSTN or ENUM.
x: Any numeric number between 0 and 9.
. ( period ): Repeat numeric number(s) between 0 and 9.

* (asterisk sign): It is normal character **’ on phone key pad. Please check if special service(s) is
provided by your VolP Service Provider or your Local Telephone Service Provider.

# (pound sign): It is normal character ‘# on phone key pad. Please check if it is provided by your
VolIP Service Provider or Local Telephone Service Provider for special service(s).

<@ Current Profile>: Referring to the VolP account registered on the VolP Wizard for Port 1 / 2.
<@ PSTN>: Meaning making call(s) via the PSTN line.

<@ENUM?>: Meaning making a VolP SIP direct call via E.164 number (“‘ENUM”) to an ENUM
callee.

Electronic Number (ENUM) uses the DNS (Domain Network System) based technology to map
between a traditional phone number (PSTN) to an Internet addresses/ SIP URL. The ENUM
number must be registered via a public ENUM site or your VoIP Service Provider.

<@ SlIPgateway>: It is used for the Intelligent Call Routing feature where you need to set up
your SIP account on the VolP User-defined Profiles link on the VolP Wizard page. Go to the VolP
Wizard in this manual for more information.

Dial-Plan Examples: Description
X Any digit number between 0 and 9 in variable length. Maximum
' length is 16.
e Any 3 digit number only between 0 and 9. Total length is 3.
Note: No period is needed (.)
XXX Any number between 0 and 9 with variable length but no shorter
: than 3 digits. Maximum length is 16.
123x. Any number (0-9) starting with 123. Maximum length is 16.
[X...X]x. Any number (0-9) starting with 1 or 2 or 4. Maximum length is
For example: [124]x. 16.
[x-X]x. Any number (0-9) starting with number 1 to 3. Maximum length is
For example: [1-3]x. 16.
X[X-X]x. Any number (0-9) starting with 9, the second number between
For example: 9[4-6]8x. 4-6, and third number 8. Maximum length is 16.
Special Dial Plan S
Examples: Description
T Starting with ** sign’ + any two digit numbers + any number (0-9)
: in variable length. Maximum length is 16.
Starting with * sign’ + any 2 digit numbers between 0 and 9. Total
*YX length including the * is 3.
Note: No period is needed (.)

151


mailto:@ENUM�

*kyesog Starting with “** sign’ + any two digit numbers between 0 + any
: number (0-9) in variable length. Maximum length is 16.

Hyx Starting with ‘# sign’ + any digit number (0-9) in variable length
| but no shorter than 1 digits. Maximum length is 16.

Hby ok Starting with ‘## sign’ + any two digit numbers + ™ sign’ + any
. number (0-9) in variable length. Maximum length is 16.
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Call Feature

VolIP has all the basic features of a traditional phone. Besides the provided basic features, VolP
also comes with several enhanced features that allows you to further customize their settings to
suit your personal needs such as call forwarding setting, call waiting time length, conference call

feature, anonymous call feature and incoming no answer timer.

I Configuration

*Call Features Setting

FPort

Setting for Phone Port 1

Call Forwarding

Incaming Ma Answer Timer
Call Waiting
Anorymous Call

Conference Call

Cancel

Speed Dial

Speed Dial comes in handy to store frequently used telephone numbers which you can press
number from 0 to 9 and the pound sign (#) on the phone keypad to activate the function. For

Phone Purﬂ' w

Al calls forward to
[ Busy calls farward to
I Mo Answer calls farward to

seconds

@& Enable O Disable

(JEnable @ Disable

) Enable & Disahle

e

example, speed dial to phone number lists on 9, just press keypad 9 then #. Your router will
automatically call out to number listed on entry 9.

I Configuration

*Phone Port 1

Pot  |Phone Porti v
Speed Dial
#

%
o#

[#aiy]

#
6%
o#
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Ring & Tone

This section allows advanced user to change the existing or newly defined parameters for the
various ring tones (dial tone, busy tone, answer tone and etc.)

I Configuration l‘&_— .

¥ Ring & Tone Configuration

Country Specific Ring & Tone

Region LIZ4 "
Ring Parameters

On1  Off1 On2 Of2 On3 Of3

Ring Cadence (in ms) 2000 [[4000| [0 [jo | o |0 |

Tone Parameters

Harmonica Harmonica Cadence

Freq. 1 Power1 Freq. 2 Power2 On 1l Off1 Repeat1 COn2 Off2 Repeat2

Ringback on Connection Tone (440 | |19 | [480 | |12 | |2000 | [3000 | |1 2000 | |3000 | |1

silence Tone o [lo | o |lo o [lo ||o o [lo ||

Dial Tone 350 |13 | [440 | |43 | Jwooo|fo |4 | [0 []o |lo |
Ringback Tone 440 [|-19 | [480 | |19 | 2000 (40001 | [0 [0 ||o |
Busy Tone 480 ||-24 | [620 ||24 | 500 |[s00 |[-4 | [o []o ||o |
Alerting Tone l440 [|-13 | o ||o | |2000] [1000c [1 | |[s00 |[1000d [1 |
Answer Tone l440 [[43 | [0 |jo | |woooffo |1 | [o []o |lo |
Calling Card "Bang” Tone loa1 ||20 | [1477||20 | |30 [0 |1 | [30 []o ||t |
Call Waiting Tone l440 [|30 | o [jo | 300 |[[1o00d (1 | o [0 ||o |
Confirm Tone 350 |43 | [440 | |43 | |100 [[100 |3 | [0 [0 ||o |
Error Tane loas ||-20 | [1370||20 | [380 |[[1 ||t | [z7a [[+ |1 |
Intercept Tone l440 |24 | [620 ||24 | [250 |[250 |[[1 | [0 [|o |0 |
Message Waiting Tone 1350 ||-13 | (440 | |13 | |100 |[100 |[15 | [to00|[0 || |
Network Busy Tone 480 |24 | [620 ||24 | 250 |[250 |4 | o [0 ||o |
Network Congestion Tone 430 ||-24 | [620 ||24 | 250 |[250 |1 | o [0 ||o |
Off Hook Warning Tone [1400 |4 | [2060||4 | [100 [[100 |4 | Jo [0 ||o |
N o 3§ o A o | o
Prompt Tone 941 ||20 | [1a77||20 | |30 [0 |[1 | [0 []o |[1 |
Reorder Tone 480 ||-24 | [620 [[24 | 280 [[250 |4 | o [0 ||o |
Reorder Warning Tone [1400 |20 | o |jo | |s00 |[1500d -4 | o [0 ||o |

| | |

| | |

| | |

Stutter Dial Tone 350 ||-13 | [440 | |43 | [100 ||100 ||3 1100 | [100 | |1

[Appl}.r] [Cancel ]
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ntr ificRina&Ton

Region: Select a country ring-tone, from the drop-down list, where you are located. This VolP
router provides default parameter of ring tones according to different countries. The ring-tone
parameters are automatically displayed after entering a specific country. If your country is not in
the list, you may manually create ring-tone parameters.

Ring Parameters

Ring Cadence (in ms): Ring cadence is defined by three fields, Frequency: On Time1, Off Time1,
On Time2, Off Time2 and On Time3, Off Time3. Frequency is specified in Hertz. Time is given in
milliseconds.

Tone Parameters

You may need to check with your local telephone service provider for such information. Also, it is
recommended that this option be configured by advanced user unless you are instructed to do so.

Click Apply to apply the settings.
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QoS - Quality of Service

QoS function helps you to control your network traffic for each application from LAN (Ethernet
and/or Wireless) to WAN (Internet). It facilitates you to control the different quality and speed of
through put for each application when the system is running with full loading of upstream.

Here are the items within the QoS section: Prioritization, Outbound IP Throttling & Inbound IP
Throttling (bandwidth management).

Prioritization

There are three priority settings to be provided in the Router:
@ High
® Normal (The default is normal priority for all of traffic without setting)
® Low

And the balances of utilization for each priority are High (60%), Normal (30%) and Low (10%).

To delete the application, you can choose Delete option and then click Edit/Delete.

Il.‘.nnfi-jlll ation ) m .
A .

*Prioritization
Configuration {from LAN to WAN packet)

Marme Time Schedule Always On
Priority High ~ | Pratocaol ' any v

Source |IP Address Range EDl.D.U.D | ~.D.lD.D.U Source Port 1
Destination IP Address Range |0.0.0.0 ~_D.D.D.D Destination Port |t

DSCP Marking Disabled v

Edit Hame Time Schedule Protocal Priotity DECP Marking Delete

Name: User-define description to identify this new policy/application.
Time Schedule: Scheduling your prioritization policy.

Priority: The priority given to each policy/application. Its default setting is set to High; you may
adjust this setting to fit your policy/application.

Protocol: The name of supported protocol.
Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port: The source port of packets to be monitored.
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Destination IP address Range: The destination IP address or range of packets to be monitored.

Destination Port: The destination port of packets to be monitored.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to assign specific application traffic to be executed in priority by
the next Router based on the DSCP value. See Table 4 for DSCP Mapping Table.

Note: To be sure the router(s) in the backbones network have the capability in executing
and checking the DSCP through-out the QoS network.

Table 4: DSCP Mapping Table

DSCP Mapping Table
(Wireless) ADSL Router Standard DSCP
Disabled None
Best Effort Best Effort (000000)
Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
Bronze service (L) Class 3, Gold (011010)
Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)

Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

-
I Configuration u\- .
4 = .

¥ Qutbound IP Throttling
Configuration (from LAN to VWAN packet)

MName Time Schedule Always On |
Frotocol any |w Rate Limit 1 =32 (kbps)
Source IP Address Range 0.0.00 ~0.000 Source port(s) =
Destination IP Address Range 0.0.0.0 ~0.0.0.0 Destination port(s) .L

Edit Mame Time Schedule Protocol Rate Limit Delete

Name: User-define description to identify this new policy/name.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
Protocol: The name of supported protocol.
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Rate Limit: To limit the speed of outbound traffic

Source IP Address Range: The source IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Inbound IP Throttling (WAN to LAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

IJ_‘.mlﬁqlu ation

*Inbound IP Throttling
Configuration {from WAN to LAN packet)

Mame

Protocol any W

Source P Address Range 0.0.0.0 ~0.0.0.0
Destination IP Address Range D.D.Q.D -D.Q.D.D
Edit Marme Time Schedula

Protocol

Time Schedule
Rate Limit
Source portis)

Destination port(s)

Rate Limit

Name: User-define description to identify this new policy/application.

N N

| Always On w

1 *32 (kbps)

Delete

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more

information.

Protocol: The name of supported protocol.

Rate Limit: To limit the speed of for inbound traffic.

Source IP Address Range: The source IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Example: QoS for your Network

Connection Diagram

Restricted PC
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Information and Settings

Upstream: 928 kbps

Downstream: 8 Mbps

VolP User :192.168.1.1
Normal Users

Restricted User: 192.168.1.100

I12 onfiguration

*Prioritization
Configuration (from LAN to WAN packet)

:192.168.1.2~192.168.1.5

Mame | | Time Schedule IAIwa\;s on v_]
Priatity Irﬂ_ghTi Protocal |ﬂx_f_£!
Source IP Address Range 0.0.00 |HJ-D.EI.D.EI Source Port ' ! 'J b
Destination P Address Range 0000 |HJD.EI.D.EI Destination Part _ ] !m! ;
DECP Marking | Disabled v
Edit Mame Time Schedule Frotocol Friarity DECP Marking Delete
£ PPTP Always On GRE High Gold service (L) ,
@ YolIP Always On Any High Gold service (L) B
@ Restricted TimeSlotl Ay High Gold service (L) @
Throughput
500
400 |
H VolP/VPN
300 HIGH
kbps - B Others
200 | NORMAL
- O Restricted
0
VolP/VPN Others Restricted
HIGH NORMAL LOW
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Mission-critical application

Mostly the VPN connection is mission-critical application for doing data exchange between head

and branch office.

I Configuration

*Prioritization

Configuration (from LAN to WAN packet)

Matme PPTF
Priarity High
Source IP Address Range 0.0.0.0
Destination IP Address Range 0000

DECP Marking

| EditsDelste
Edit Mame Time Schedule

FPTF Always On

)

Gold semvice (L)

-

Y L
Titne Schedule Always On W
Protacol gre  |w
~0.0.00 Source Port B
~0.0.0.0 Destination Part -4
W
Protocol Priority DSCP Marking Celete
GRE High Gold service (L) 3

b

The mission-critical application must be sent out smoothly without any dropping. Set priority as
high level for preventing any other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VoIP devices are use SIP protocol and the port number
will be assigned by SIP module automatically. Better to use fixed IP address for catching VolP

packets as high priority.

Ii:ﬂllfil_llll ation

*Prioritization

Configuration (from LAN to WAN packet)

Mame WolP
Priarity 'High +
Source |P Address Range .1 92168.1.1
Destination IP Address Range 0.0.0.0

DECP Marking

Edit/ Delete

Edit Mame Time Schedule
) PPTF Always On
® YolP Always On

Gold service (L)

|\

Time Schedule Always On W
Protocol .any v/
~192.1 58:1 A Source Port -
| ~0.0.0.0 Destination Port -~
W
Frotocol Priority DECP Marking Delete
GRE High Gold service (L) 0
Aty High Gold service (L)

Above settings will help to improve quality of your VoIP service when traffic is full loading.
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Restricted Application

Some of companies will setup FTP server for customer downloading or home user sharing their
files by using FTP.

I Configuration u\},:.' .
i = .

*Prioritization

Configuration (from LAN to WAN packet)

Mame Restricted Time Schedule TimeSlotl  w
Priarity High = Protacal any  w

Source IP Address Range 1921681100 |~ 192468.1.100 Source Port ~
Destination IP Address Range 0000 ~0.0.0.0 Destination Port B

DSCP Marking Gold semvice (L) v

Eait/ Delete|

Edit MName Time Schedule Protocol Friority DSCP Marking Delete
[ PPTP Always On GRE High Gold service (L) O
] YolP Always On Ay High Gold service (L) O
O Restricted TimeSlotl Ay High Gold service (L) r

With above settings that help to limit utilization of upstream of FTP. Time schedule also help you to
only limit utilization at daytime.

Advanced setting by using IP throttling

With IP throttling you can specify more detail for allocating bandwidth; even the applications are
located in the same level.

Upstream: 928kbps (29*32kbps)
Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)
6+4+14+5=29, 29*32kbps=928kbps
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I Configuration

* Cuthound IP Throttling
Configuration {from LAN to WAN packet)

Mame

Frotacol any W
Source IP Address Range 0.00a0
Destination IP Address Ranoge 0.0.0.0

[ Edi/Delee |

Edit Mame Tirne Schedule
ey FPTF Always On

O YolP Always On

@ Restricted TirneSlotl

@) Others TimeSlotl

~0.000

~0.0.0.0

Frotocol
GRE
Any

Any

Any

Time Schedule
Rate Limit
Source port(s)

Destination port(s)

Rate Limit
B

4

5

14

ne

Always On w

1

32 (khps)

Delete

Sometime your customers or friends may upload their files to your FTP server and that will

saturate your downstream bandwidth. The settings below help you to limit bandwidth for the

restricted application.

I Configuration

¥ Outhound IP Throttling
Configuration (from LAN to WAN packet)

Mame Restricted
Frotocal any %
Source IP Address Range 0000

Destination IP Address Range

Edit/ Delete

Edit Marne Tirme Schedule
O} Restricted TirneSlot!

~0.00.0

192.168.1.100 | J192.168.1.100 |
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Destination port(s)

Rate Limit
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e

Timeslatl  w
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Virtual Server (known as Port Forwarding)

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are
referred to as “well-known ports”. Servers follow the well-known port assignments so clients can
locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding

if you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network

II.‘.{rnﬁuulmii}ln u\r- .
A & —

TPort Forwarding
Virtual Server Emtry

Application == |--Belact- -

Protocal .tcp w . Time Schedule -Alwavs on  w
External Part frgm.ﬂ to |0 Redirect Port frarn |0 to |0
Internal IP Address == --Selat- R

Edit  Application Time Schedule Protocol External For Redirect Port IP Address Intetface Delete
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Porting Forwarding

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your
router unless you specifically create Virtual Server entries to forward those ports to a PC on your
network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP
server, Email server or game server, the router can act as a “virtual server”. You can set up a local
server with a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21),
Telnet (port 23), SMTP (port 25), or POP3 (port 110), When an incoming access request to the
router for a specified port is received, it will be forwarded to the corresponding internal server.

I Configuration er‘ .
i —

*Port Forwar ding
Add Virtual Server inipwan” IP imterface
Virtual Server Entry

Application <= | —-Select- v

FProtacol i) v Titne Schedule Always On w

External Port from |0 to |0 Redirect Port from |0 tq 0

Internal IP Address == | --Select-- W

[add] [ Edit/ Delets |

Edit  Application Time Schedule Protocaol External Port Redirect Port IP Address Interface Delete

Application: Users-define description to identify this entry or click the Application drop-down menu
to select an existing predefined rules.

-seles- v): 20 predefined rules are available. Application, Protocol and External/Redirect Ports will
be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port
number to be used, you will also need to specify the protocol used. The protocol used is
determined by the particular application. Most applications will use TCP or UDP.

Time Schedule: User-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to
Time Schedule section

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

application. ==~ ] ist all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.

Example:

If you like to remote accessing your Router through the Web/HTTP at all time, you would need to

enable port number 80 (Web/HTTP) and map to Router’s IP Address. Then all incoming HTTP
requests from you (Remote side) will be forwarded to the Router with IP address of 192.168.1.254.
Since port number 80 has already been predefined, next to the Application click Helper. A list of
predefined rules window will pop and select HTTP_Sever.
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Application: HTTP_Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80

IP Address: 192.168.1.254

I Configuration u‘% .
i -

TPort Forwarding

Add Virtual Server in fipwan’ IP interface
Virtual Server Entry

Application HTTP_Server | == | --Saelect- v

Fratocol 'tcp ~ Time Schedule | Always On »

External Port from |80 to |80 Redirect Fort from |80 to |80

Internal IP Address 1192.188.1.254 |== | -Select- bt

Edit Application Time Schedule Protocol External Port Redirect Fort IP Address Interface Delate
(&) HTTP_Serer Alivays O tcp a0 - 30 a0- 80 192.168.1.254 ipan O

Add: Click it to apply your settings.
Edit/Delete: Click it to edit or delete this virtual server application.

'

™\
Using Port Forwarding does have implications, as outside users will be able to connect to
” 07 ﬁ' the PCs on your network. For this reason, you are adviced to use specific Virtual Server
entries just for the port your application requires instead of using DMZ. Doing so will result
in all connections from WAN to attempt to access the public IP your DMZ specifies.
\ vy
-

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server will hence
become invalid. If the DHCP option is enabled, you have to be very careful in assigning the
IP addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring
Virtual Servers is to manually assign static IP address to each virtual server PC, with an
Attention address that does not fall into the range of IP addresses that are to be issued by the DHCP

server. You can configure the virtual server IP address manually, but it must still be in the same
subnet as the router.

-
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal
IP address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT
algorithms then passed to the DMZ host, when a packet received does not use a port number
used by any other Virtual Server entries.

Cautious: This Local computer exposing to the Internet may face varies of security risks.
Go to Configuration > Virtual Server > Edit DMZ Host

Il.‘.onfiajul ation \ \ i\. .

~Edit DMZ Host
DMZ Host
() Enabled (& Disabled

Internal IP Address . --Selact- b

Enabled: It activates your DMZ function.
Disabled: As set in default setting, it disables the DMZ function.

Internal IP Address: Give a static IP address to the DMZ Host when Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.

-sse- | jst all existing PCs connecting to the network. You may assign a PC with IP address from
this list.

Select the Apply button to apply your changes.
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Edit One-to-One NAT (Network Address Translation)

One-to-One NAT maps a specific private/local IP address to a global/public IP address.

If you have multiple public/WAN IP addresses from you ISP, you are eligible for One-to-One NAT
to utilize these IP addresses.

Go to Configuration > Virtual Server > Edit One-to-one NAT

" i A\
I Configuration " ;: .
4 e

F Global IP Pool in 'ipwan’ IP interface
Global Address Pool
NAT Type ® Disable O Public to Private Subnet - O Pubilic to DMZ Zone

() subnet IP Address Metrnask
Global IP Addresses

O IP Range IP Address End IP

| Apply || One-to-one MAT Table |

NAT Type: Select desired NAT type. As set in default setting, it disables the One-to-One NAT
function.

Global IP Address:

@ Subnet: The subnet of the public/WAN IP address given by your ISP. If your ISP has pro-
vided this information, you may insert it here. Otherwise, use IP Range method.

@ IP Range: The IP address range of your public/-WAN IP addresses. For example, IP:
192.168.1.1, end IP: 192.168.1.10

Select the Apply button to apply your changes.

Check L__Oneto-one NaTTable |44 create a new One-to-One NAT rule:

Iﬂnnﬁuluminn Q*\E. .
A

> K Virtual Server " IP interface
One-to-one NAT Table-Virtual Server Entry

Application == | --Select- b

Protocol tcp w Time Schedule Always On s

Glohal IP

External Port om0 [1a 0 ' Redirect Port from |0 l1a o

Internal IP Address == | -—-Select- hd

Add ' Raturn*

Edit Application Tirne Schedule Protocal External Fort Redirect Por IP Address Interface Delete
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Application: Users-defined description to identify this entry or click ===+~ drop-down menu to
select existing predefined rules.

s vl 20 predefined rules are available. Application, Protocol and External/Redirect Ports will
be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port
number to be used, you will also need to specify the protocol used. The protocol used is
determined by the particular application. Most applications will use TCP or UDP;

Time Schedule: User-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to Time
Schedule section

Global IP: Define a public/ WAN IP address for this Application to use. This Global IP address
must be defined in the Global IP Address.

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

application. ==+ ¥] ist all existing PCs connecting to the network. You may assign a PC with IP
address from this list.

Select the Add button to apply your changes.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of
unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only
ports numbers 0 to 1023 are reserved for privileged services and are designated as “well-known

ports” (Please refer to Table 5).
The remaining ports, referred to as dynamic or private ports, are numbered from 49152 through

65535.

For further information, please see IANA's website at http://www.iana.org/assignments/port-

numbers

For help on determining which private port numbers are used by common applications on this list,

The registered ports are numbered from 1024 through 49151.

please see the FAQs (Frequently Asked Questions) at http://www.billion.com

Table 5: Well-known and registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol) / SNTP (Simple Network
Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP RealAudio
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Wake on LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

Ii.‘.unfiulll ation ) u\r. .
i E —

*Wake on LAN

Parameters

MAC Address <= | —-Select- * itype or select from listhow

Edit Action MAC Address Ready Delete

Select: Select MAC address of the computer that you want to wake up or turn on remotely.
Add: After selecting, click Add then you can perform the Wake-up action.
Edit/Delete: Click to edit or delete the selected MAC address.
Ready:
“Yes” indicating the remote computer is ready for your waking up.

“‘No” indicating the machine is not ready for your waking up.

Delete: Delete the selected MAC address.
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to
restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Time Zone for details. You router time should correspond
with your local time. If the time is not set correctly, your Time Schedule will not function properly.

I Configuration - ;: .

rTime Schedule

MName

Day Osun. Mnon. M Tue Fwed M Tho FF. [ sat

Start Time 08 & |- 00 »

End Time 18 w00 »

Time Slot

Edit; o Marme Dayin aweek Start Tirme End Time Delete
] 1 TimeS|ot SMTWTFS 08:00 18:00 )
O 2 Timeslot2 SMTWTFs 0g. o0 18:00 ;
) 3 TimeSiot3 SMTYWTFS ag:on 18:00 O
) 4 TimeSlotd sMTWTFs 0g:00 18:00 @
] a TimeS|ota SMTWTFS 08:00 18:00 )
O 4] Time3lotg SMTWTFs 0g. o0 18:00

) 7 TimeSiot? SMTYWTFS ag:on 18:00 O
@) g Timeslots sMTWTFs 0g: o0 18:00 @
] 9 TimeS|otg SMTWTFS 08:00 18:00 )
O 10 Timeslot10 SMTWTFs 0g. o0 18:00

) 11 TimeSlot11 SMTYWTFS ag:on 18:00 O
@) 12 Timeslot1 2 sMTWTFs 0g: o0 18:00 @
] 13 TimeSlot1 3 SMTYWTF 3 ag:on 18:00 )
O 14 Time3lotl 4 SMTWTFs 0g. o0 18:00

) 14 TimeSlot1a SMTYWTFS ag:on 18:00 O
@) 16 Timeslot! & sMTWTFs 0g: o0 18:00 @
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Configuration of Time Schedule

Edit a Time Slot

1. Choose any Time Slot (ID 1 to ID 16) to edit, click Edit radio button.

2 |
I Configuration ;“ .

FTime Schedule

Mame TimeSlot1
Day Clsun. #mon. FTue [Flwed [ Thu FIFr. [Sat
Start Time 08 »(:|00
End Time 18 w [:| 00 »

Editf Delete
Time Slot
Edit; D Mame Day in aweek Start Time End Time Delete
O] 1 TitmeS|ot1 SMTWTFS 0g:00 18:00 O
) 2 Timeslot2 SMTWTFS 0g:00 1800 O
@ 3 TimeSlot3 SMTWTFS 0g:00 1800 @

Note: Watch it carefully, the days you have selected will present in capital letter. Lower case
letter shows the day(s) is not selected, and no rule will apply on this day(s).

2. A detailed setting of this Time Slot will be shown.

I Configuration ; \;: .

rTime Schedule

Marme TimeSlat

Day [Jsun. [ mon. M Tue [Fwed FThu [Fi. [ sat

Statrt Time 08 » . 00 w

End Time 18 »|:| 00 »

| EditsDelete

Time Slot

Edit; [0} Mame Day in a week Start Time End Time Delete
@ 1 Timeslott SMTWTFs 08:00 18:00 @]
) 2 TimeSiot2 SMTWTFs 08:00 18:00 O
@, 3 TimeSlot3 SMTWTF s 0g:00 18:00

ID: This is the index of the time slot.
Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Monday through Friday. You may specify the days for the
schedule to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.

Choose Edit radio button and click Edit/Delete button to apply your changes.
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Delete a Time Slot

Select the Delete radio button of the selected Time Slot under the Time Slot section, and click the
Edit/Delete button to confirm the deletion of the selected Time profile, i.e. erase the Day and back to

default setting of Start Time / End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of
the more advanced features of the router. Users who do not understand the features should not
attempt to reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Static ARP, Dynamic DNS,
Device Management, IGMP and VLAN Bridge.

Static Route

Go to Configuration > Advanced > Static Route.

ICanigura{iDn ui\g .
& —

¥ Static Routing

Static Routing

Destination MNetmask Gateway - Interface v Cost |1
Edit Walid Destinaticn Metmask Gateway/nterface Celete

Destination: This is the destination subnet |IP address.

Netmask: Subnet mask of the destination IP addresses based on above destination subnet IP.
Gateway: This is the gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop. This should usually be left at 1.
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Static ARP

Go to Configuration > Advanced > Static ARP.

Ii.‘.nnfiuul ation \ ‘ i\- .

~Static ARP

Parameters

IP Address MAC Address

Add

Edit IP Address MAC Address Delete

IP Address: Fill in the IP address of the host computer that is sending the data packet.
MAC Address: Fill in the MAC address of the computer that the incoming data packets are to be

forwarded.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname,
allowing users whose ISP does not assign them a static IP address to use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to connect
to you may use your domain name, rather than having to use your dynamic IP address, which
changes from time to time. This dynamic IP address is the WAN IP address of the router, which is
assigned to you by your ISP.

Ii_‘.nnﬁulll ation u\; .
A < —

~Dynamic DNS

Parameters

Dynarmic DNS (O Enable @ Disahle
Dwnamic DS Server sy dyndns.org l(dvnarrjilc) v:
Wiildcard [JEnakle

Domain MNarne '

Username

Fassward

Perind [25 Day(s) |w

Apply | | Cancel
You will first need to register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/
There are more than 5 DDNS services supported.
Dynamic DNS:

@ Disable: Check to disable the Dynamic DNS function.

@ Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
required.

Dynamic DNS Server: Select the DDNS service you have established an account with.
Domain Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update
when your dynamic IP address changes.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

Ii_‘.nnfi_uul ation _ Q\. .
4 | = =

T Device Management
Device Host Name
Host Mame hame. gateway

Embedded Web Server

*HTTF Port g0 (80 is default HTTF port)
Management IP Address 0.0.0.0 ('0.0.0.0" means Ay
Management IP Metmask _255._255._255._255

Management IP Address(2) 0.0.0.0

Management IP Netmask(2) 756 255 264 256 |

Expire to auto-logout 1EHZ| | seconds

Universal Plug and Play {(UPnP}

UPRP & Enable  C Disahle
* UPnP Port 2800

SNMP Access Control

SMMP ® Enable O Disahle

SNMP V1 and V2

Read Community pL_lhI@n:_ | IP Address EIIZIDD
Write Community password IP Address |0.0.0.0
Trap Community IP Address

SNMP V3

sername - Password

Access Right ® RrRead ) Readivirite IP Address

*This sathing wili become effective after you save to flash and restart the router.
* When ol enable remote access, please disabledenabie the remole access to Whdate the HTTR port

Apply

Device Host Name
Host Name: Assign it a name.

(The Host Name cannot be used with one word only. There are two words
should be connected with a ‘.” at least.

Example:

Host Name: homegateway ==> Incorrect

Host Name: home.gateway or my.home.gateway ==> Correct)

Embedded Web Server (2 Management |P Accounts)

HTTP Port: This is the port number the router’s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may
specify an alternative if, for example, they are running a web server on a PC within their
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LAN.

Management IP Address: You may specify an IP address allowed to logon and access
the router’s web server. Setting the IP address to 0.0.0.0 will disable IP address
restrictions, allowing users to login from any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s
configuration
session.

For Example: User A changes HTTP port number to 100, specifies their own IP address of
192.168.1.55, and sets the logout time to be 100 seconds. The router will only allow User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:

http://192.168.1.254:100 in their web browser. After 100 seconds, the device will
automatically logout User A.

niversal Pl nd PI PnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with
control and data transfer between devices. UPnP offers many advantages for users
runningNAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition
to the router. Windows XP and Windows Me natively support UPnP (when the component is
installed), and Windows 98 users may install the Internet Connection Sharing client from
Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

® Disable: Check to disable the router's UPnP functionality.
@ Enable: Check to enable the router's UPnP functionality.

UPnP Port: Its default setting is 2800. It is highly recommended for users to use this port
value. If
this value conflicts with other ports already being used you may wish to change the port.

SNMP Access Control (Software on a PC within the LAN is required in order to
utilize this function) — Simple Network Management Protocol.

® Disable: Check to disable the router's SNMP functionality.

@ Enable: Check to enable the router's SNMP functionality.

SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be able

to view and modify the data.
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Trap Community: Specify a name to be identified as the Trap Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be sent
SNMP Traps.

SNMP V3:

Specify a name and password for authentication. And define the access right from
identified IP address. Once the authentication has succeeded, users from this IP address
will be able to view and modify the data.

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPv2 security. The “c” comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for “security”, but is widely accepted as the SNMPv2 standard.

SNMPV3 is a strong authentication mechanism, authorization with fine granularity for remote
monitoring.

Traps supported: Cold Start, Authentication Failure.

The following MIBs are supported:

From RFC 1213 (MIB-Il) @ dot1 dBase group

® System group @ dot1 dTp group

@ Interface group @ dot1 dStp group (if configured as

span- ning tree)
@ Address Translation group

@ IP group From RFC 1471 (PPP/LCP MIB)
@ pppLink group
ICMP Group @ ppplLgr group (not applicable)
@ TCP group
@ UDP group

@ EGP (not applicable)
@ Transmission

@ SNMP group

From RFC 1650 (EtherLike-MIB)
@ dot3stats

From RFC 1493 (Bridge MIB)
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From RFC 1472 (PPP/Security MIB)

® PPP security group

From RFC 1473 (PPP/IP MIB)
® PPP IP group

From RFC 1474 (PPP/Bridge MIB)
@ PPP Bridge group

From RFC 1573 (IfMIB)
® ifMIBObjects group

From RFC 1695 (atmMIB)
® atmMIBObjects

From RFC 1907 (SNMPv2)

@ only snmpSetSerialNo OID
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IGMP

IGMP, known as Internet Group Management Protocol, is used to management hosts from multicast
group.

IC.)nfigur'a!_iDn \ QLE‘ .
i —

*IGMP
Parameters
ISP Proxy (O Enable @ Disable

Upstream Interface

IGMP Forward All & Enable O Disable
IGMP Snooping (O Enable @ Disable

IGMP Proxy: Enables or disables the router's IGMP Proxy.

Upstream Interface: When IGMP Proxy enabled, sets one of the router’s existing IP interfaces as
the upstream interface; all other router interfaces are designated downstream interfaces.

IGMP Forward All: Enables/Disables your router's ability to forward multicast traffic to ALL
interfaces.

IGMP Snooping: Enables/Disables the IGMP Snoop functionality in the bridge. When the IGMP

snoop functionality is enabled, all the attached bridge interfaces are designated as downstream
interfaces.

VLAN Bridge

This section allows you to create VLAN group and specify the member.

I Configuration

W N

TVLAN Bridge

Parameters

Mame VLAM D Tagged Pors UnTagged Pors Edit Celete
Defaultilan 1 Mone ethernetwireless wireless_wds wireless_wds2 wireless_wds3 wireless_wds4, Editr

Create VLAN»

Edit: Edit your member ports in selected VLAN group.
Create VLAN: To create another VLAN group.
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Logout

To exit the router web interface, choose Logout. Please save your configuration setting before
logging out of the system.

Be aware that the router configuration interface can only be accessed by one PC at a time.
Therefore when a PC has logged into the system interface, the other users cannot access the
system interface until the current user has logged out of the system. If the previous user forgets to
logout, the second PC can only access the router web interface after a user-defined auto logout
period which is by default 3 minutes. You can however modify the value of the auto logout period
using the Advanced > Device Management section of the router web interface. Please see the
Advanced section of this manual for more information.
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem Suggested Action

None of the LEDs lit when the router is | Check the connection between the router and the
turned on. adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.
You have forgotten your login username [Try the default username "admin" and password
or password "admin”. If this fails, you can restore your router to its
factory settings by holding the Reset button on the
back of your router more than 6 seconds

Problems with WAN interface

Problem Suggested Action

Initialization of PVC connection (line- | Make sure that the telephone cable is properly
sync)fail connected between the ADSL port and the wall jack.
The ADSL LED on the front panel should lit. Check
that your VPI, VCI, encapsulation type and type of
multiplexing settings are the same as those provided
by your ISP. Reboot the router GE. If you still have
problem, you may need to verify these settings with

your ISP.
Frequent loss of ADSL linesync Make sure that all devices (e.g telephone, fax machine,
(disconnection) analogue modems) that are connected to the

telephone line as your router have a line filter
connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter
installed by a qualified and licensed electrician). Make
sure that all line filters are correctly installed as missing
line filters or incorrect installation of line filters can
cause ADSL connection problem, including frequent
disconnections.
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Problem with LAN interface

Problem Suggested Action

Cannot PING any PC on LAN Check the Ethernet LEDs on the front panel. The LED
should be on for the port that has a PC connected. If it does
not lit, check to see if the cable between your router and the
PC is properly connected. Make sure you have first
uninstalled your firewall program before troubleshooting.

Verify that the IP address and the subnet mask are
consistent for both the router and the workstations.
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Appendix: Product Support & Contact

Following the suggestions listed in the Troubleshooting section of the user manual can help you
solve most of your problems. However if your problems persist or you come across other technical
issues that are not listed in the Troubleshooting section, please contact the dealer from where you
purchased your product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/ 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation.
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