BILLION _

BiPAC 7404VNOX /VNPX

3G/VolP/802.11n ADSL2+ (VPN)
Firewall Router

User Manual

Version release: 1.14 (6.03)

Last Revised: Date 9-30-2010



Table of Contents

(040 F: 1] 1=7 gl I 101 £ o Yo 11 Tex £ Lo o SRR SRR 1
INtrodUCEION tO YOUKN ROULEE ..........ooiiiiiic et ettt et e e te e be e s taesbeesbeesteennee e 1
FRALUIES ...t bbb bbb b b h bt E b oAb e R E oAb s bRt Rt h e R bbbt bt r et et n s 1

Chapter 2: InStalling the ROULET .................ooi ittt e te e e e e s beate e e e tesreens 4
Important note for USING this FOULEN ... 4
[ Lol [ Vo [ 0 o] 41 {1 4} (-SSR 4
DeVICe DESCHIPLION ... et e et e et e et et e et e e teeate e be e et e steebeebe e teebe e reeteenrs 5

TRE FRONT LEDS...........o oottt ettt et e e et e et e e ebe e e Ee e e Eb e et eeeReeateeabeeeseeasbeanbeanaeanaeaneeas 5
TRE REAI POIES ...t bbbt bbb bbbt bbbt bbbt e bt bt bt se b e 6
L0 1] 11 T« TSRS 7

Chapter 3: BasiC INStallation..................oooo o et e e s te e s be e s te e s te e s reennee e 8
CoNNECHING YOUEN ROULET ...ttt et e e b e st e e teeseesae s beeteeseenteeteenseeesreeneens 9
NetWOrk CONFIQUIALION ..o et e et e et e e e e s teete e s e eseesteeneeneeneesreaneas 10

Configuring PC in WINAOWS 7 ...ttt te st e ta e e s testeeneeaesteares 10
Configuring PC in WINAOWS ViSta ..ottt nne s 12
Configuring PC in WINAOWS XP..........cooiiiiie ettt te s te e e e e s teate e e e aesreanen 14
Configuring PC in WIindows 2000 ...................ooooiiiiiieieieeeeiese et estesteesaeneeseesseaneeeesresnens 15
Configuring PC in WIindoWs NT4.0..............cooiiiiic ettt te e te s te e e aestenne s 17
Factory Default SEtHNGS ..o ettt et st re e nte e aneas 18
INFOrmMation frOM YOUR ISP ..o te et e et e st e eteeteebesteete e s e steareens 19
Configuring With YOUr Web BrOWSET ..ottt st neesreens 20

Chapter 4: CONFIGQUIAtION .................coiiii e ettt et e s beeteese et e s teateessesbeereensensesreaneas 21

SHALUS ... bbb h R bR R R R R R bRt b bt h bt n e n et b r s 22
ADSL STAtUS ...ttt Ee et e e e teete Rt et e nbeereesteteereereeneenreareans 22
3G SHALUS ... bR R e R Rt b bt nr e 23
EWAN STatUS ........ooiiiiii ettt ettt et e s teete e st et e e beeReese e besbe et e eseeseesteess e e e teaseeseeeeneeaneens 24
TBUISTE STALUS ...t b ettt bbbt b bbb e st e bbb ne bt et e 25
ARP TaBI@ ...ttt bttt h bbb R R b £ R £ R e R R e Rt R £ R e b e b e Rt e bt benbe s eReebenens 26
DHCP TabIl@ ... .ot b bt bbbt b bbbt b e b et b e bbbt e st e bt et n et eb e b e 26
ROUTING TaBI@ ...ttt st et e tb et b e e be e e bt e e beeebeeebeeebaeabaeasbeeseeeneearaeaneeaneaas 28
NAT S@SSIONS ...t bbb bbbt b bbbt e bbb oAb e bt bt e b e b e b e e bt e b et et e st e bt b e e e eb e b e 29
UPNP POIEM@P ... .ottt ettt ettt et e e te e e be e e bt e e bt e e b e e et e e e b e e ebeeebeeebeeabeeanaeeneeaneeesaeanaeareeas 29
PPTP StatUS ... ..o bbbt b bbbt b bbbt bt bbbt b et n e bt b e 30
IPSEC STALUS .......c.ooiiie ettt ettt e et et e e e et e e te e Rt et e teere e e e aenreereens 31
L2TP STALUS ...t bbbt b bbbt bt bbbt b bbbttt er e 31
VOIP STAUS ... ..ottt e te e st et e s teeteeRe et e s beeteeseestesteeseesseabeeseessetesbeerseseenreareans 32
R o1 | o 0 1 | I 1o Y o PSSR 32
V=] 01 o T SRRSO 33
g o o T OSSPSR 33
1D 1S I Y« TSSOSO 34
[ 1= T Lo =3 [T SS 34

L LU T Ted [ - T SRS 35

L0 oY 01T 11T = 1T o SRS 40
LAN = LOCAI Area NEIWOIK........c.ooiiiiiiie ettt e st e e st e st eeetaesteesteesraesreesraeareeaneeas 40

Bridge INTErfacCe ... ettt re et nreenes 40
[ =T o 3 = PSS U UTRSPROTRTRN 41
IP ATIS ... h bR E R R R R R R bRt b bt b b e 42
Ethernet ClIeNt FIIer ...............ooo et re e saesaeens 43
WWIEIESS ... bbb b bbbkt b b E e bt E R e R Rt R bbbt b n et 44
WIrEIESS SECUIILY .......c.oiiiiicce ettt e st et e e te e este s teate et e s besbeeraestesteaneas 47
Wireless Client / MAC Address Filter ..o 49
111 2 TSSOSO US PR 50
W -Fi NEIWOTIK SQUUP ... st e st e s te e ste e s ae e s teesreesteesteenree e 50
o] o AR T= 4 ] oV« TSRS 61
DHCP SEIVET ...t b bbbt b kbbbt bt e bbbt s st e bt bt b b et ene b e 62
WAN = W@ ArEa NETWORIK ..o ettt e st e ste e s te e s beesbeesbeesteesteesbeesteensee e 63
WAN INEEITACE ..ot b bbbt bbbt nnens 63
WAIN PrOFII@......e ettt b et b bbb e Rt bt bt et e e e st e bt be b et aneebeeens 66

ADSL MO ...t 83



35 (=1 1 o ST 84

L L3740 oY L= PSPPSR 84
REMOLE ACCESS ...ttt bbbt bt b st bbbt e bbbt s st e bt bbbt en e b e 85
FIrmware UPQGrade ............ccooiiiiiiii ettt et e s ta e s taeeteeabeeabeestaeateessaesreeanaenneeas 85
BACKUP / RESTIOT@ ...ttt e e e e e te e st e e te e e taeareeateesbaeeteesteeeraeaneeanneaneens 86
RESTAIT ROULET ...ttt et et a e te e et e e ebee e b beeseeateeateeeseesseeesbeenaeaneenneeas 87

0 LYY gl |1 F= T4 =T T=] 13 U= o ST 88
1= T 7Y 1T o OSSR RRO USROS 90
Firewall and ACCeSS CONLIOL ............co.oiiiii bbbttt ab e 91
GENEIAl SEIEINGS.........c.ociiiice e ettt et e et te e re et et nreereenes 92
PACKEL FIILEN.........o bbbt b et b bt b et b et n et e b e b e 93
INEFUSTON DEEECHION ... et e st e st e e s ta e s beesbeesteesteesteesree e 102
URL FIHEE ... bbb bbbt bbbt bbb e sttt b bt e bttt ne e 106

IM / P2P BIOCKING ...ttt b e e et b e b e e e bt et et e s be e ebeeneabe e 109
FIFE@WAIL LOQ ........oiiiiee ettt et et e et e e teebe e s e e testeateereeneesneeneeeeneeareas 110
VPN - Virtual Private NEtWOIKS ...ttt e e staesraesreesraesreeas 111
PPTP (Point-to-Point Tunneling ProtocCol)...............ccccooiiiiiic e 111
IPSecC (IP SecuUrity ProtoCol) ..ottt be e se e reane s 120
L2TP (Layer TwWo Tunneling ProtocCol)..............cooiiiiiiee e 130
VOIP - Voice over INternNet ProtOCol ...t 142
SIP DeVice Parameters ..o 143

SIP ACCOUNLS ...ttt st ettt e st e s teete e st e beebeeReese e teeteeReessesbeeteeseeeesaeeneeneenaenreenes 146
PRONE POIt ... ot bbbt bbbt bbb bt bt r ettt 147
PSTN Dial Plan (Router with LINE port only).............cccooiiiiic e 148
VOIP DAl PIAN ... bbbt b bbbt bbbt bt bbb 152
CAll FEALUIES ...ttt ettt ettt e s te s ae e Rt et e s beeteate e e e stesseeseesresraaneas 155

8ST o T=T=To I 0 1= | SRS 155
RING & TONE@ ...ttt e st e te e st et e s beeRe et e beateese e testeateeseesteaseeneeeesraaneas 156
QOS - QUALILY OF SEIVICE ... .ottt st et e e etesaeereeneentesteaneeneeneeeneens 158
PriOFtiZAtiON ... e e ettt te e e e nree e 158
Outbound IP Throttling (LAN t0 WAN) ..ot 159
Inbound IP Throttling (WAN t0 LAN) ... st are s 161
VIFEUGI S@IVET ...t b et bbbt bbb bbbt bbbt bbb et et e bt et e ettt nb s 167
POrting FOrWardiNg.............ooiiiiiiii ettt ettt et e e be e beesbe e beesteenseesnee e 168
Edit DIMZ HOST ...t bbbt bbbt bbbt bbbt se et nne s 170
Edit One-to-One NAT (Network Address Translation)..................cccccooeiiiiiiiici e 171
WAKE ON LAN ... bbb bbbt b b b s bt bbb e bt e bbbt e bt e bt b s e bt b s 174
TIME SCREAUIE ...ttt et e st et e et e s teste e s e et e s teeteeseesaeateeseestesreaneas 175
AGAVANCEA ... bbbt h b b h bbb b st b bt bbbt Rt bbbt bbbt 178
SEAtIC ROULE ...ttt et et e e st e s teere e e e saeene et e reereenes 178
STALIC ARP ...t bttt b et 178
DYNAmMIC DINS ...t et et et e te Rt et aeeRe et e e be e teete e e e reareereenrenreares 179
DeVice MaNAQEMENT .............cco ittt r et teere e teareereeeenreeneas 180
IGIVIP ...t b ettt bt b2t R bt b e R 2R £ e R £ b e R e £ e R £ e R e Re R oA e R e e Rt e ke b e Rt eReebeebe e e neeneabe e 183
VLAN BFIAQE.... .ottt ettt e s e s te s te e s e e s e e s teete e s e e eesteaseeneenseeseeneeneeneennens 183
Chapter 5: TroUbIESNOOLING............c.cooo it e e et b et e e be e s e e nbesteeneesesreaneans 184
1o Yo o 11 | 3SR 186



Chapter 1: Introduction

Introduction to your Router

Welcome to the 3G/VolP/ 802.11n ADSL2+ (VPN) Firewall Router. The router is an “all-in-one”
ADSL router, combining an ADSL modem, ADSL router and Ethernet network switch functionalities,
providing everything you need to get the machines on your network connected to the Internet over
your ADSL broadband connection. With features such as an ADSL Quick-Start wizard and DHCP
Server, you can be online in no time at all and with a minimum of fuss and configuration, catering for
first-time users to the guru requiring advanced features and control over their Internet connection
and network.

Features
(&) Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24 Mbps
with ADSL2/2+, 8Mbps with ADSL. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time audio
much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2;
G.dmt (ITU G.992.1); Glite (ITU G.992.2); G.hs (ITU G994.1); G.dmt.bis (ITU G.992.3);
G.dmt.bis.plus (ITU G.992.5)).

€ 3G

With 3G-based Internet connection (requires an additional 3G USB modem), user can access internet
through 3G - whether you're seated at your desk or taking a cross-country train trip.

&) EWAN

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online.

(&) Dual WAN

Dual WAN is a new way of getting connected to the internet which is to use each two of the
3G/ADSL/EWAN to deal with the unexpected case and balance traffic load. That is a way of
improving greatly the robustness.

(&) 802.11n Wireless AP with WPA Support

With an integrated 802.11n Wireless Access Point in the router, the device delivers up to 6 times
faster speeds and 3 times farther range than an 802.11b/g wireless network. It offers a quick yet
easily accessible and mobile to the users among wired network, wireless network, broadband
connection (ADSL). In addition to having a 300Mbps. data rate, it is also backward compatible with
existing 802.11b/11g equipments. The supported features of Wi-Fi Protected Access (WPA- PSK/
WPA2-PSK) and Wired Equivalent Privacy (WEP) enhance the security level of data protection and
access control via Wireless

B Fast Ethernet Switch

A 4-port 10/100/1000Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T, 100Base-TX and 1000Base-TX ports. An Ethernet straight or crossover cable
can be used directly for auto detection.



@ Multi-Protocol to Establish a Connection

It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
overATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

@  Quick Installation Wizard

It supports a WEB GUI page to install this device quickly. With this wizard, end users can enter the
information easily which they get from their ISP, then surf the Internet immediately.

(&) Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes network simple and affordable for users. UPnP architecture
leverages TCP/IP and the Web to enable seamless proximity networking in addition to control and
data transfer among networked devices. With this feature enabled, users can now connect to Net
meeting or MSN Messenger seamlessly.

(&) Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such as
web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@  SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker
pattern-filtering protection. It can automatically detect and block Denial of Service (DoS) attacks. The
router is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed through
the firewall to the private LAN.

(&) Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo. com)
and |IP address. When a local machine sets its DNS server with this router’s IP address, every DNS
conversion request packet from the PC to this router will be forwarded to the real DNS in the outside
network.

&) Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hosthame. This
dynamic IP address is the WAN |P address. For example, to use the service, you must first apply for
an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

&) Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by the
router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by source IP address, destination IP address, protocol, and port. You can throttle the
speed at which different types of outgoing data pass through the router, to ensure P2P users don’t
saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In addition, or
alternatively, you can simply change the priority of different types of upload data and let the router sort
out the actual speeds.


http://www.yahoo/
http://www.dyndns.org/
http://www.dyndns.org/

@  Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer to
handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and expose
it to the outside network. Outside users can browse inside web servers directly while it is protected by
NAT. A DMZ host setting is also provided to a local computer exposed to the outside network,
Internet.

@  Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from and to the Internet, and also provides a higher level of security control.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

@ static and RIP1/2 Routing

It has routing capability and supports easy static routing table or RIP1/2 routing protocol.
(&) Simple Network Management Protocol (SNMP)

It is an easy way to remotely manage the router via SNMP.

@  Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.

®  Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.
@ Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users
can use terminal applications through the console port to configure and manage the device, or Telnet,
WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.

@  Virtual Private Network (VPN)

It allows user to make a tunnel with a remote site directly to secure the data transmission among the
connection. User can use embedded PPTP and L2TP client/server, IKE and IPSec which are
supported by this router to make a VPN connection or users can run the PPTP client in PC and the
router already provides IPSec and PPTP pass through function to establish a VPN connection if the
user likes to run the PPTP client in his local computer.



Chapter 2: Installing the Router

Important note for using this router

(

Warning

® Do not use this router in a high humidity or high temperature
environment.

® Do not apply the same power source for this router to other types of
equipments.

® Do not open or repair the case yourself. If the device becomes too
hot, turn it off immediately and have it repaired at a qualified service
center.

® Avoid using this product and all its accessories outdoor.

O

Attention

® Place the router on a stable surface.

® Only use the power adapter that comes with the package. Using a
different voltage rating power adapter may damage the router.

Package Contents
3G/VolP/802.11n ADSL2+ (VPN) Firewall Router

CD-ROM containing the online manual
RJ-11 ADSL/telephone cable

Ethernet (RJ-45) cable

PS2-RS 232 console cable

Power adapter

Three 2dBi detachable antennas
Quick Start Guide

Splitter / Micro-filter (optional)




Device Description

The Front LEDs
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LED Meaning

Both red and green LEDs lit together when power is ON.
Lit red means system failure.

1 Power Restart the device or contact support.
Lit green when the device is ready.
Lit when one of the LAN ports is connected to an Ethernet device.
Ethernet

2 Lit green when transmission rate hits 1000Mbps,
1x - 4x Lit orange when it hits 100Mbps but no light for 10Mbps.
(RJ-45 connector) Flash when data is being Transmitted / Received.

Lit green when the router is connected to a USB device.

3 USB Flash when data is received / transmitted.

Lit green when a wireless connection is established.
Flash when the device is sending/receiving data.
Flash once per second while Wi-Fi protected setup is in progress.

4 | Wireless

Phone 1x-2x

5 (RJ-11 connector) Lit green when phone is off hook.
6 z_l;giter with Lit green when the inbound and outbound calls are transmitted
LINE through PSTN.
Lit green when phone 1 has registered successfully.
7 VoIP 1x-2x Lit orange when phone 2 has registered successfully.
(RJ-11 connector) If both phone 1 & 2 have succeeded in registration, both green and
orange LEDs will lit together.
8 |psL Lit Green when the device is successfully connected to an ADSL

DSLAM. (“line sync”).

Lit red when WAN port fails to get IP address.

Lit green when WAN port gets IP address successfully.

9 | Internet Lit off when the device is in bridge mode or when WAN connection is
absent.




The Rear Ports

i.lnn

L JL"JL

=SETON

CONSOLE USB

Port Meaning

1 | Antenna Connect the detachable antenna to this port.

2 | psL Connect this port to the ADSL/telephone network with the RJ-
11 cable (telephone) provided.

3 Line Connect this port to the telephone jack on the wall with RJ-11

(Router with LINE port only) | cable.
Phone . .

4 Connect this port to an analog phone set with RJ-11 cable.

1x - 2x (RJ-11 connector)

5 | Console Port Plug in the console cable provided.

6 |USB Connect the USB cable to this port.

Giaa Eth t1x - 4 Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of

7 (R'ﬁ'i5 co?wrr?:ctos- X the LAN ports when connecting to a PC or an office/home
network of 10Mbps, 100Mbps or 1000Mbps.

8 | WPS Push WPS button for less than 5 sec to trigger Wi-Fi
Protected Setup function; push WPS button for more than 5
sec to enable/disable WLAN Service.

To be sure the device is being turned on press RESET button
for:

1-3 seconds: quick reset the device.

6 seconds and above, power off, power on the device: restore

9 | RESET to factory default settings. (Cannot login to the router or forgot
your Username/Password. Press the button for more than 6
seconds).

Caution: After pressing the RESET button for more than
6 seconds, to be sure you power cycle the device again.
10 | Power Connect it with the supplied power adapter.
11 | Power Switch Power ON/OFF switch.




Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables.

Make sure that all devices (e.g. telephones, fax machines, analogue modems) connected to the same
telephone line as your router have a line filter connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter installed by a qualified and licensed electrician), and
that all line filters are correctly installed in a right way. If line filter is not installed and connected
properly, it may cause problem to your ADSL connection or may result in frequent disconnections.



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 7/98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly to
your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior to
connecting the router device. You ought to configure your PCs to obtain an IP address through a
DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

' I

” 07 5' Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.




Connecting Your Router

1. Connect this router to a LAN (Local Area Network) and the ADSL/telephone
(ADSL) net work.

2. Power on the device.
3. Make sure the Power LED lit steadily and that the LAN LED is lit.
4. Connect your router to the telephone jack on the wall with RJ-11 cable.

5. Connect the USB 2.0 cable.

: 0
I Power Adapter

= B g o @
oy 1 [T 1 T ?

Switching
HUB

Phone Cable []
Phone Cable

3

2, Phone Cable

!bn Ethernet Cable
! . Ethernet Cable
Ul

K )

” -
Phone  Phone |"|_| z\; )))

3G Moden

&
\ Phone Cable
&

USB Connection

!vn Ethernet Gabl




Network Configuration

Configuring PC in windows 7

QQ [E » Control Panel »

1. Go to Start. Click on Control Panel.

Adjust your computer's settings

Viewby: Category ¥

User Accounts and Family Safety
J Add or remove user accounts

. gl System and Security
Then click on Network and Internet. ¢ @ oy compses st

Back up your computer
Find and fix problems

. Network and Internet
&- ew netwo
=)

Choose homegrou

up parental co

ols for any user

Appearance and Persanalization
Change the theme

sktop background

sharing options een resclution

/ Hardware and Sound
View devices and printers

Clock, Language, and Region

Change keyboards o other input methods

d ce
Adjust commonly used mobility settings Ease of Access

Let Window

e F &

st settings

/I Pragrams Optimize visual display

Uninstall a program

2. When the Network and Sharing ~ =S
Center window pops up, select and click G- =
on Change adapter settings on the left =~ =™ View your basic network information and set up connections ’
WlndOW panel et o = ,;! = @ ee il map

Change adapter settings

o e sk

% « MNetwork and Internet » Metwork and Sharing Center B E

W TEST-PC BGSLON-CNC Intemet
(This computer)

settings

View your active networks Connect or discennect

=2 BGSION-CNC Accesstype  Intemnet

Public network Connection

Change your networking settings

i Setup a new connection or network
=

Set up  wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
peint,

;&. Connect to a network

Connect or recennect to a wireless, wired, dial-up, or VPN netwerk cennection,

3. Select the Local Area Connection, - =S
and rlght ClICk the ICon tO SeleCt @Uv\ £ « Network and Intemet » Network Connections » [ #3|[ search net : 7
Properties Organize + Disable this netwerk device Diagnose this connectien Rename this cennection  » i~ O @

ol

Local Area Connection MNetwerk Extencler [ @) Standalone Network Extender
i = _ Disconnected == Disconnected
oot & Network Extender SSLVPN Adapter % Standalone Netwaork Extender SSL...
Status
— r Wireless Network Connectien 3
L Diagnose - e
_ h- Mot connected

S @ Bridge Connections il Micresoft Virtual WiFi Minipert A...

Create Shortcut
Delete
® Rename

Properties

10



4. Select Internet Protocol Version4 | : :
(TCP/IPv4), then click Properties. T m— =

Metworking | Sharing

Connect using:

I_-'." Broadcom 57k Gigabit Integrated Contraller

This connection uses the following tems:

o8 Client for Microsoft Metworks

EGDS Packet Scheduler

.@, File and Printer Sharing for Microsoft Networks
i Version & (TCE/IPyE]
4
<& Link-Layer Topology Discovery Mapper 170 Diiver
i Link-Layer Topology Discovery Responder

Imstall... ] [ninst Properties

@
ol

Description

Transmission Contral Protocal/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[ oK H Cancel ]

5. Inthe TCP/IPV4 propert|es wmdow, Internet Protocol Version 4 (TCP/IPwd) Properties @
select the Obtain an IP address

automatically and Obtain DNS | | Genersl |alternate Configuration |

Server address aUtomatlcally radio ‘fou can get IP settings assigned automatically if vour network supports

buttons. Then click OK to exit the this capability. Otherwise, vou need to ask vour network administrator
Setting for the appropriate IP settings.

(@ Obtain an IP address automatically
{7) Use the following IP address:

6. Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

(@ Obtain DNS server address automatically

() Use the following DMS server addresses:

Validate settings upon exit

[ Ok J[ Cancel ]
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Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing e

Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network
connections on the left window
column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

1':_ Networkand Shanng Center™ sop Addaprinter & Add a wire

This computer is not connected to a network. Click to connect...
Eavorite Links Name Category Workgroup Network location

| Documents
E- Pictures

| (5# Recently Changed
E Searches
Public

Network and Sharing Center

Wiew compuiers and devices
Connect to a network

p— g .
Set up a connection or network 1*; &

Manage network connections
TEST1-WHQL Internet

Diagnose and repair (Thix curmpuler)

s.- Mot connccted

You are currently not connected to any networks.

Connecllu a nebwuork

—WViews - ““Disable this network device | Diagnos

Marmne Status Device Marme Connectivity Metwork Cate

Dial-up (2)
. i Metwork Extender ‘:_ Standalone Metwork Extende
S Disconnected — Disconnected

& Network Extender SSLVEN A.. £ 15DN WAN Device

LAM or High-5Speed Internet (1)

= | Local Area Connection
- r] + ele rolnle simmlesmvrmy el

8 w7 In Disable

Status

Diagnoze
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select Internet Protocol Versio4
(TCP/IPv4) then click Properties.

6. In the TCP/IPv4 properties window,
select the Obtain an IP address
automatically and Obtain DNS
Server address automatically
radio but- tons. Then click OK to
exit the set- ting.

7. Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

[

- T ————

= T 2 "
4 Local Area Connection Properties

MNetworlcing |

Connect using:
I_TI'* Irtel(R) 825660M Gigabit Metwork Connection

| Corfigure...

This connection uses the following items:

& Cliert for Microsoft Networks

] .@GUS Packet Scheduler

.@. Filz and Printer Sharing for Microsoft Networks

W s Intemet Protocol Version & (TCP/PvE)

il intcmet Protocol Version 4 (TCP/IPv4) |

¥l s Link-Layer Topology Discovery Mapper /0 Driver
Wl -a Link-Layer Topology Discovery Fesponder

Unirstall

| instal.. |

Properties

Diescription

Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
acrogs diverse interconnected networks.

™=

| ok

|

Internet Protocol Version 4 (TCP/IPvd) Properties

(2 e

General | Alternate Configuration |

¥ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(@ Obtain an IP address automatically
(7} Use the following IP address:

R [ e,
=08} o

(@) Obtain DNS server address automatically
(7 Use the following DNS server addresses:

fAlkernate DMa server!

Advanced...

=TS

Cancel ]
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Configuring PC in Windows XP

1. Go to Start > Control Panel (in
Classic View). In the Control Panel,
double-click on Network Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

14

B Control Panel
Edit

File

Favorites

Tools Help

Do © - B P i roves | [

Wiew

Address

E’" Control Panel e

@ Switch to Category Yiew

See Also

Network Phone and  Power Options
Connections LT IN

Printers and  Regional and  Scanners and

& Windows Update Faves Language Cameras
] Help and Support (A @. _—
=/ 4
Scheduled Sounds and Speech

Tasks Audio Devices e

-~ Local Area Connection Status L |®

| General isuppoll_

|
Connection

Status: Conmected
Duration: 0:19:32
I Speed: 100.0 Mbps

Activity =
Sent §-| Received

i
Packets: 27 o
[ Properties ] I Disable ]

4 Lucal Area Copnneclivng Properlies

General | Authentication | Advanced |

Connect using:
=S ASUST ek/Broadcom 440« 10100 Intearated Controlles |

This connection uses the following items:

== et For Mictosolt M etworks
 J=L File and Printer Sharing for Microsoft Meotworks
i J=8 oS Facket Scheduler

'

D escription

Transmission Control Protocol/internet Protocol. The default
wnde area network. protocol that provides commurication
across diverse interconnected networks.

1 Show icon in notification area when connected

| =T ] [ cance |

Internet Protocol (TCP/IP) Properties 2|3

Gensral | Alternate Configurstion |

“You can got IP scttings assigned i yromar I t
this capability. Otherwise. you need to ask pour netvwork administrator for
the appropriate 1P seltings.

=2 Obtain an IP addres: automatically
£ Use the following IP address

) Obtain DNS server addiess automatically
2 Use the following DNS server addiesses:

l Advanced. . '




Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

15

[ Network and Dial-up Connections B [m] 5]

Fle Edt Yiew Favorites Tools Advanced Help |

Back = = - | Qsearch [ Folders €3| Bx o ‘ -

iddress I hetwork and Dial-up Connectians ﬂ @GD

=,

i
&, U

: Make New
Network and Dial-up  Cennection
Connections

Local Area Connection
Type: LAN Connection
Status: Enabled

A3L5Tek{Broadcom 440x 10/100
Integrated Controller

Local Area Connection Status 2] =l
General I
— Connection
Status: Connected
Duration 06:16:26
Speed: 100.0 Fbps
— Aactivib
> = :
Sent —— =1 Received
[
Fackets: 12215 I 103,427
Froperties I Disable I

I HE ASUST e /Broadcom 440x 104100 Integrated Controlles

Components checked are used by this conmection:
| [+ [, Chient for Microsoft Metworks

[~ =L File and Printer Sharing for Microsoft MNetworks
=

Install._ ] Umninstall | Properties |
D escrption
Transmission Control Protocoldnternet Protocol. T he default

viche area rietusork ol that prowices oo ric.atce
across diverse interconmected rebworks

M Showicon in taskbar when connected

oK | Cancel |

Internet Protocol (TCP/IP) Properties E 2=

General |

You can get IP settings assigned automatically if your netvaork supports
this capability. Dthernwise. you need to ask wour network. administrator for
the appropriate I[P ssttimngs.

= Obtain an IP address automatically
T Use the following IP address:

P address I

7 Obtain DMNS server address automatically
7 Use the following DNS server addr

Preferred DRSS fw s I

Altermate DRSS ViET I

Advanced... |
| o | Cancel |




Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.

double-click on
choose the

In the Control Panel,
Network and
Configuration tab.

2. Select TCP/IP > NE2000 Compatible,
or the name of your Network
Interface Card (NIC) in your PC.

3. Select the Obtain an IP address
automatically radio button.

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

Corfiguration I Idienkification l Amgf.nnhnll

T he following netssods componsnts: ano netallod:
icrosoft Family Logon ;I

E SIS T ek /Brosdoom 440x 10100 Intewg sted Coritoller
5 Dial- U o Axdapier
¥ TCPSP » ASUST ok Broadoom 4406 10100 |mtcgrated
. TCPAIP -» Dial-Up Adapter -
3

Ea | /]

A |

Primary M etwork. Logon:
|Micr0$oft Family Logon

Eile and Print Sharing. |

Drersripetior
TCPAP iz thee probocol poc e to conmect bo the lntenwet =nd
wide-area networks.
(n] I Cancel I
TCP/IP Propersties 4 E3
Eindings: 1 Adwanoed 1 HetBIDs 1
IF Soddiess

DS Configuration I G ateway | A NS Configuaration

S P addrsss oan be avtomatically asngred o this compeiter,

| F pooar metveork, does not sutomshcally assion [P addiesses. ask
wouwr rebesork adiniristratos for an addiess, and then ppe it
the space Delowe.

£ S_peeiy ar 1P addrecss:

1 s drgern | . 1 - I

(b (B el b | . I . |

[=]3 [| Cancel |
TCFP/IP Properlies EHE3

Einding: | Adwarced | MetBI0S
DM S Corfiguration | Gatevsay | WINS Configwation | P Sddiess

—— 7 Enabls DMNS

Hos!, |7

[F. 5 Serneer Sesrch Dl o

[0 rraite S Utfie Search T rder

| it |
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.

MNetwork Bm
In the Control Panel, double-click on Identification | Services = Protocols | Adapters || Bindings |
Network and choose the Protocols tab. K L oo
Y NetBEUI Protocol
. T NwWLink IP¥/SPx Compatible Transport
2. Select TCP/IP Protocol and click ¥~ NWLink NetBIOS
Properties.

Add... l Bemove Wpdate I
D escription:
Transport Control Protocol/Intemet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected networks

[ok ] cancel |
3. Select the Obtain an IP address from

a DHCP server radio button and click
OK.

IP Address | DNS | WINS Address | Routing |

An IP address can be automatically assigned to this network card
by a DHCP server. If your network does not have a DHCP server.
aszk yvour network. administrator for an address, and then type it in
the space below.

Adapt

!' Dbtain an IP address from a DHCP server
O Specify an IP address
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin
B Password: admin

If you ever forget the login password, please press the reset button for more than 6 seconds to restore
] the factory default setting.
Attention

. o

The default username and password are “admin” and “admin” respectively.

Device LAN IP settings
» |IP Address: 192.168.1.254
P Subnet Mask: 255.255.255.0
ISP setting in WAN site
= PPPoE

DHCP server

» DHCP server is enabled.
b Start IP Address: 192.168.1.100
= |P pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function 1Eggtla|§ddd tehna\t;\l/fz\dl\lto arttltomef\_ticalht/, get
addresses continuin e port contiguration
> addresses for from 192.168.1.100 through from the ISP.
istribution to PCs 192 168.1.199

18




Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/NVCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE(RFC2516) | Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and
PPPoA(RFC2364) | Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

MPOA(RFC1483/
RFC2684)

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask,
IPOA(RFC1577) Gateway address, and Domain Name System (DNS) IP address (itis a
fixed IP address).

Pure Bridge VPINCI, VC / LLC-based multiplexing to use Bridged Mode.

19



Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and
password are “admin” and “admin” respectively. (See Figure 3.14)

FEEEH 192, 168. 1. 254

Webhdmin
HFPE . |ﬂ i v|
EREAR ko] |
[ ]iE 3RS (B)
| wm=E || |

Figure 3.14: User name & Password Prompt Window

Congratulations! You are now successfully logon to the 3G/VolP/802.11n ADSL2+ (VPN)
Firewall Router!

20



Chapter 4: Configuration

At the configuration homepage, the left navigation column provides you the link to each configuration
page. The category of each configuration page is listed as below.

(&) Status

ADSL Table
3G Status
EWAN Status
iBurst Status
ARP Table
DHCP Table
Routing Table
NAT Sessions
UPnP Portmap
PPTP Status
IPSec Status
L2TP Status
VolP Status
VolIP Call Log
Event Log
Error Log

IDS Log

Diagnostic

@ Quick Start

@ Configuration

LAN

WAN

System
Firewall

VPN

VolP

QoS

Virtual Server
Wake on LAN
Time Schedule
Advanced

&) Language (provides user interface in English and French languages)

21



Status
ADSL Status

This section displays the ADSL overall status, which shows a number of helpful information such

as DSP firmware version.

I Status

¥ ADSL Status
Parameters

DSF Firmweare Yersion
Cannected

Operational Mode

Annex Type

Lpstream

Dowenstream

Elapsed Time

SHRE Margin{Upstrearn)
SHRE mMarginiDownstream)
Line Attenuation{Jpstreamy
Line Attenuation{Downstream)
CRC Errors{Upstrearm)
CRC Errors{Downstrearnm)
Latency{Upstrearm)

Latency{Downstrean)

E254155A
true

G.Dmt
Annexd,
1024000
g0000oa

0 day 0 hr0min7 sec
7 db

14.5 dbB
0.0de
0.0dB

2

1]

Interleave

Interleave

22
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3G Status

This section displays the 3G Card'’s overall status, which shows you a number of helpful
information such as the current signal strength and statistics on current and total bytes transferred
and received.

I Status ﬂi\t- .
1 -

¥ 3G Status

Parameters

Status » 35 Card not found
Signal Strength [i4
Metwaork Mame MIA
Card Mame MIA
Card Firmware MIA
Card IME MIA
Card IM3 A
Current TX Bytes / Packets o/o
Current R Bytes | Packets 0/ 0
Total Tx Bytes / Packets o/ 0
Total RX Bytes / Packets o/
Current Connection Time 0:00:00s
Total Connection Time 0:00:00s

3G usage allowance

Amount used
0 of 2000MB

"

Billing period Day: 7

[ Refresh ][Clear]

Status: The current status of the 3G card.
Signal Strength: The signal strength bar indicates current 3G signal strength.
Network Name: The network name that the device is connected to.

Card Name: The name of the 3G card.
Card Firmware: The current firmware for the 3G card.

Current TX Bytes / Packets: The statistics of transmission, count for this call.
Current RX Bytes / Packets: The statistics of receive, count for this call.

Total TX Bytes / Packets: The statistics of transmission, count from system ready
Total RX Bytes / Packets: The statistics of receive, count from system ready

Current Connection Time: The duration for the current connection.

23



Total Connection Time: The cumulative connection time.
Amount used: Show the traffic or hours has been used.

Billing period: The day from which the fee is charged.

Note: Only after you have checked to enable Usage Allowance+, the following information will be

shown.

3G usage allowance

Amaount used
0 of 2000MB

=

Billing period Day: ?

[ Refresh ] [ Clear ]

EWAN Status

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online.

I Status Q\{ .
i =

*EWAN Status
Parameters
Total Tx Bytes ! Packets nio

Total B Bytes i Packets nio

Refresh

Total TX Bytes / Packets: The statistics of total data transmission in bytes / packets since
system ready.

Total RX Bytes / Packets: The statistics of total data received in bytes / packets since system
ready.
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iBurst Status

Displays additional information of the 3G status when iBurst function is enabled in the 3G
configuration such as its signal strength, card name, connection status and port class Ethernet.

s a: o
4 E -

*iBurst USB status

Parameters

Version 1.00

Fort Class Ethernet true

Modem Attached falze

Connected false

Card Mame I8,

Signal Strength MIrA

Status » iBurst Card not found
ht A 00:04:ed:ac:9a:9a
Tx Errar Packets 0

Rx Error Packets n

Current Tx Bytes f Packets nio

Current B Bytes f Packets oiro

Total T+ Bytes f Packets oio

Total B Bytes / Packets orao

Card Name: The name of the card.

Signal Strength: The signal strength bar indicates the current signal strength.

Current TX Bytes / Packets: The statistics of data transmission in bytes / packets during a call.
Current RX Bytes / Packets: The statistics of data received in bytes / packets during a call.

Total TX Bytes / Packets: The statistics of total data transmission in bytes / packets since system
ready.

Total RX Bytes / Packets: The statistics of total data received in bytes / packets since system ready.
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ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’s Firewall
— MAC Address Filter function. See the Firewall section of this manual for more information on this
feature.

[uoe o
4 = .

~ARP Table

Wired

IP Address MAC Address Interface Static
192.168.1.110 18:29:05:38:04:03 inplan nao
Wireless

IP Address MAC

IP Address: A list of IP addresses of devices on your LAN (Local Area Network).

MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP Address connects to.

Static: Static status of the ARP table entry:

® “no’” for dynamically-generated ARP table entries.

® ‘“yes” for static ARP table entries added by the user.

DHCP Table

T DHCP Table
Type

Leased: The DHCP assigned IP addresses information.

Expired: The expired IP addresses information.

Permanent: The fixed host mapping information.
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Leased Table

Leased Table
IP Address MAC Address Client Host Mame

192.168.1.100 00:05:5d:71:92:69 jasminelee

IP Address: The IP address that assigned to client.
MAC Address: The MAC address of client.
Client Host Name: The Host Name (Computer Name) of client.

Expiry: The current lease time of client.

27
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Routing Table

Routing table displays information of both the routing table and the RIP Routing table in terms of
the destination of the network ID, the cost of the path the ID is to be sent, the gateway information

and the netmask information.

I Status

T Routing Table

Routing Table

Valid Destinaticn Metmask Gateway/lnterface
v 0.0.0.0 0.0.0.0 0.0.0.0/ ipwan

RIP Routing Table

Destination Metmask Gateway
0.0.00 poooao 0.000

Valid: It indicates a successful routing status.
Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

Gatewayl/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.

RIP Routing Tabl

Destination: The IP address of the destination network.
Netmask: The destination Netmask address.
Gateway: The IP address of the gateway that this route will use.

Cost: The number of hops counted as the cost of the route.
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal
(LAN).

ISmnls \ “% .

TNAT Sessions

Mo actiwe NAT =zeszzions between interfaces of twpes external and internal.

UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

ISnms M’\. .
A L= =

TUPNP Portmap
UPnP Portmap Table
Mame Protocal External Port Redirect Port IP Address
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PPTP Status

This shows details of your configured PPTP VPN Connections.
ISI-'ITIIS \ u\’:

TPPTP Status

VPNPPTP for Remote Access Application
Tunnel Call

Mame Type Enahle Active Sh s e i Encryption
VPNPPTP for LAN-to-LAN Application

: Tunnel Call ’
Mame Tuwpe Enahle Active S e © ornente Encryptian

Name: The name you assigned to the particular PPTP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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IPSec Status

This shows details of your configured IPSec VPN Connections.

I Status

~IPSec Status
VPN Tunnels
Name  Acve  Connection State Statistics Local Subnst Remote Subnet
Name: The name you assigned to the particular VPN entry.
Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.
Local Subnet: The local IP Address or Subnet used.
Remote Subnet: The Subnet of the remote site.
Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

L2TP Status

This shows details of your configured L2TP VPN Connections.

I Status

TLZTP Status
VPN/L2TP for Remote Access Application

5 Tunnel Call
Marme Type Enahle Active Connected Connected
VPNL2TP for LAN-to-LAN Application
) Tunnel Call
Name Type S AEIYE Connected connected

o
Y
r

Remote Gateway

e

Encryption

Encryption

Name: The name you assigned to the particular L2TP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.
Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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VoIP Status

This table shows the status of the phone ports after they are being used for the VolIP feature. It

will display some information such as domain name, display name & phone number of the VolP
device.

IS{aius u}g .
4 =

* \VolP Status

Profile List

Profile Mame Fhone Mumber User Domain/Realm Display Mame Registered
Phone port 1 unknown
Phone port 2 unknown

VoIP Call Log

The call log records the data from your VoIP devices such as the date/time of dial out calls, the
duration of the calls, information about the missed calls and also incoming calls.

4 =

*\olP Call Log
Fhone Port1 = Phone Port 2 »

Phone Port 1

Dialed Calls List

Inides Diate & Time Phone Number Start Tirme End Tirne Duration
Received Calls List

Indes Diate & Titme Phone Number Start Tirme End Tirne Duration
Missed Calls List

Indes Date & Time Phaone Mumhber Stant Time End Titme Duration
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Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such
as when the router’s ADSL connection is disconnected, as well as Firewall events when you have
enabled Intrusion or Blocking Logging in the Configuration — Firewall section of the interface.
Please see the Firewall section of this manual for more details on how to enable Firewall logging.

ISiaius Q.}-t- .
& ——

¥ Event Log

——————————— zyztem log buffer head —————-
Jan 01 00:00:13 home. gateway:im:none: Changed iplan IP address to 192, 168.1. 254
Jan 03 00:00:01 home. gateway:im:none: Reset SHMF community to factory default

zettings

I Refresh ] [ Clear ] I Save I

Click Refresh button to get the latest event log information.
Click Clear button to clear the log information.

Click Save button to backup the event log information to your computer. Click Save button, you will
enter page as follows to save the backup to your computer.

Event Log Save

Save event log to your computer,

Save | Return ¥
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Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this window.

IStmus WC‘ .
i o

TErmor Log
Error Log {times are in seconds siince last reboot)

When Frocess Error Log

IDS Log

Any records about hacker attacks and intrusion attempts from the Internet are logged to this window.

I Status WE .
4 —

TIDS Log

Mum Source IP Destination IP Protocol Fort  Duration Time Time Remaining

Diagnostic

It tests the connection to computer(s) which is connected to the LAN ports and also the WAN Internet

connection. If PING www.google.com is shown FAIL and the rest is PASS, you ought to check your
PC’s DNS setting is correct.

I‘Stmus i Q‘[\‘ .

T Diagnostic

LAN Connection

Testing Ethernet LAN connection PASS
Testing Wireless LAN connection PASS
WAN Connection

Testing ADSL Syhichronization FASS
Testing Wakl connection FAIL
Ping Primary Domain Mame Server FAIL
PIMG wnne goodle com FAIL
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Quick Start

The step “Quick start” provides users do some primary and necessary configuration of your
Router.

1. Click Quick Start. Select the connect mode you want. There are 3 options to choose from:
ADSL. 3G or EWAN. Select ADSL mode from the drop down menu and click Continue.

Y -

*WAN Port  ({WAN = Wireless = %olP )
Select WAN Port
Connect Mode -ADBL v

[ Cantinue ][ Jump to Wireless setting ]

2. If your ADSL line is not ready, you need to check whether your ADSL line has been set or not.

I Cunick Start “i\[& .
4 -

¥ WAN Port  ({WAN = Wireless = ValP)
ADSL Line Is Mot Ready Please Check your ADSL Line and wait for a while.
[ Jump to Wireless setting ]

3. If your ADSL line is ready, the screen appears ADSL Line is Ready. Choose Auto radio button
and click Apply. It will automatically scan the recommended mode for you. Manually mode
makes you to set the ADSL line by manual. (If you choose Manually, you will directly go to step
5.)

ICIuick Start 1“}; .

¥ WANPort (WAN > Wireless = VoIP
ADSL Line Is Ready.

Auto Scan @ Aute O Manually

ICIuiu:k Start i“}[}_ .

v WAN Port (WAN = Wireless = VolP
ADSL Line Is Ready..

Scanning

Please wait far |12 | seconds

4. The list below has different mode applied for your choice. Choose 0/33/PPPoE(Recommended)
and click Apply.
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Quick Start u -
L L=

¥ Auto Scan

1. 0/33/PPFOE
2. 0/33RFC1483 SNAPLLLT Bridged

[ Apply | [ Cancel

5. Please enter “Username” and “Password” as supplied by your ISP (Internet Service Provider)
and click Apply to continue.

Ii}uic K Start “HTL;‘ .
i —

*WANPort (WAN = Wireless = VolP )

Connection

Profile Port ADEL w

Protocal PPPOE (RFC2516, PPP over Ethernet) v
VRINC 3 35

Llsername

Password

Service Mame

Auth. Protocol ..Chap({ﬂ.«utn_} w .
MTLI _1492
IP Address (L0 .
('0.0.0.0' means 'Ohtain an IP address automatically?
Chtain DS automatically Enahle
Primary DREMSecondary DRE i

.&Piease hote: This change will clear 2lf settings that related to WAN interace, ke lAidual Sener. if yow want fo keep the setiing,
Piaaae switch fo Advanced mode,

Profile Port: Select the connection mode. There is ADSL.
Protocol: Select the protocol mode. The default mode is PPPoE.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information.

Authentication Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

IP Address: Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
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from your ISP.

Obtain DNS automatically: Click to activate DNS and to enable the system to automatically
detect DNS.

Primary DNS / Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the netmask.

6. Configure the Wireless LAN setting.

Iulmi. Start Q}h .
i T —

T Wireless (WaAMN > Wireless > VolP )

Parameters

WLAN Service ®Enable O Disable
ESSID wilan-ap

ESSID Broadcast @ Enable O Disable
Channel ID Channel 1 {2412 GHz)
Security Paraineteis

Security Mode Disable v

| Apply | [ Cancel |

WLAN Service: Default setting is set to Enable. If you want to use wireless, you can select
Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security propose, change to a unique ID name to the AP which is already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the ESSID as the device, in order to get connected to your
network.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enable.

e Enable: When Enable is selected, you can allow anybody with a wireless client to be able
to locate the Access Point (AP) of your router.

® Disable: Select Disable if you do not want broadcast your ESSID. When select Disable, no
one will be able to locate the Access Point (AP) of your router.

Channel ID: Select the ID channel that you would like to use.

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

7. Setup VolP.
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IUIIiL‘ k Stant

T WolP  (WARN = Wireless = VolP )

5IP [1Enanle Region

Setting for Phone Port 1

BIF Senice Provider . r;nénual v| Phone Mumber
Password Display Name
Registrar Address{or : | User
Haosthame) DamainiRealm
Setting for Phone Port 2 [ 1same as Phone Port 1

SIF Senice Provider Manual hal Phone Mumber
Password Display Marme
Registrar Address{or Uzar
Hosthame) Domain/Realm

W N

lsername

Cuthound Proxy
Address

| Username

Cuthound Proxy
Address

AV aution! The VoiP configlration wiil take effect oniy when ol appiy the changes, save configuration and restal the device

Cancel

SIP: To use VolIP SIP as VolIP call signaling protocol. Default is set to Disable.

Region: This selection is a drop-down box, which allows user to select the country for which the
VolP device must work. When a country is selected, the country parameters are automatically

loaded.

SIP Service Provider: This section allows you to select the service provider. When the selection
is done, respective parameters below are automatically displayed.

Phone Number: This parameter holds the registration ID of the user within the VoIP SIP registrar.

Username: If the username is same as the Phone Number, leave it blank. Otherwise, fill in the
space with your username given by your VolP provider.

Password: This parameter holds the password used for authentication within VolP SIP registrar.

Display Name: This parameter will be appeared on the Caller ID.

8. Wait for the configuration.

I Quick Start

> WAN Port (WAN =Wireless = VolP
Save configuration.
Save Config to FLASH. Please wait for 5 seconds.
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Iﬂllilﬁ‘.k Stan

*WAN Port  {WAN ='Wirelezs =VolP )

Process finished

Success.

The Quick Start process is finished. Your device has been successfully configured.

9. When ADSL is synchronic, it will appear “check”.

ISWIJ-:-.

*Diendice Infonmation

Model Marne
System Up-Time
Hardware Version
Software Yersion

* WAN
Port Protocol

ADSL  PPFoE

BIPAC T404WNOX

01:44:56s8

Solos-¥ USEADSL- MWWNAOS w1 00
6.03

VRV Conmection

Aftermpting to Connect
8735

T Plorsical Port Status
Ethemet

E'WiAN

ADSL

Wireless »

Ele

Phong Port 1

Phong Port 2

IP Aikdress Subnet Mask

0.0.0.0
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further

configure your ADSL router.

LAN, WAN, System, Firewall, VPN, VoIP, QoS, Virtual Server, Wake on LAN, Time Schedule

and Advanced.

The function of each configuration sub-item is described in the following sections.

LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client

Filter, Wireless, Wireless Security, Wireless Client Filter, WPS, Port Setting and DHCP

Server.

Bridge Interface

I Configuration

¥ Bridge Interface

Parameters
Bridge Interface
ethernet »
ethernetl
ethernet2
ethernet3

ethernetd
Device Management

Management Interface

YLAN Port
FIr1 [FPz M3 [Fr4 [F]wirsless

F1
F1
F1
F1

P2
P2
P2
P2

& ethernet

P2
P3
P3
P3

P4
P4
P4
P4

Wireless
Wireless
Wireless

Wireless

You can set up member ports for each VLAN group under Bridge Interface section. From the example,

two VLAN groups need to be created.

Ethernet: P1 & P2 (Port 1, 2)

Ethernet1: P3, P4 & Wireless (Port 3, 4 & wireless). Uncheck P3, P4 & Wireless from Ethernet

VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in

this order.
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Bridge Interface VLAN Port (Always starts with)
ethernet P1/P2/P3/ P4/ Wireless
ethernet1 P2/ P3 /P4 Wireless
ethernet2 P3 /P4 [/ Wireless

ethernet3 P4/ Wireless

Wireless Wireless

Management Interface: To specify which VLAN group has possibility to do device management,

like doing web management.

Note: NAT/NAPT can be applied to management interface only.

Ethernet

Il_‘.nnfigjlll ation \ E i\a

~ Ethernet

Primary IP Address

IP Addiress ez |[1ee |[1 | 254

Subnet Mask (285 |[255 |[285 |[o

RIF OrPyvt ORPv2 [ RIP 2 Multicast
Apply

IP Address: The default IP on this router.
Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
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IP Alias

This function creates multiple virtual IP interfaces on this router. It helps to connect two or more local

networks to the ISP or remote node. In this case, an internal router is not required.

I Configuration

TIP Alias

Parameters

IP Address Metmask Security Interface
Internal

Add|

Edit IP Address Subnet Mask Security Interface

IP Address: Specify an IP address on this virtual interface.
SubNetmask: Specify a subnet mask on this virtual interface.

Security Interface: Specify the firewall setting on this virtual interface.

R

Delete

Internal: The network is behind NAT. All traffic will do network address translation when sending

out to Internet if NAT is enabled.

External: There is no NAT on this IP interface and connected to the Internet directly. Mostly it will

be used when providing multiple public IP addresses by ISP. In this case, you can use public IP

address in local network which gateway IP address point to the IP address on this interface.

DMZ: Specify this network to DMZ area. There is no NAT on this interface.
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Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage
your network control to accept traffic from specific authorized machines or can restrict unwanted
machine(s) to access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet your
requirements.

I Configuration “'\t‘ .
i =

*Ethernet Client Filter
Filtering Rules

Ethernet Client Filter @ Digable O allowed O Blocked

MAC Address List  Candidates »
(MAC Adiciress Format I8 3o0maeeox]

Ethernet Client Filter: Default setting is set Disable.

® Allowed: check to authorize specific device accessing your LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is listed.

® Blocked: check to prevent unwanted device accessing your LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon (: ) must be included.
Candidates: automatically detects devices connected to the router through the Ethernet.

Click the Candidate button to access the Active PC in LAN window.
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A http://192. 168. 1. 254 — Active PC ... [2]0|[X]

Active PC in LAN

|P Address MAC Address
[1192.168.1.110 18:39:05:38:04:03

Active PC in LAN: Active PC in LAN displays a list of individual Ethernet device’s IP Address
&MAC Address which connecting to the router.

You can easily by checking the box next to the IP address to be blocked or allowed. Then, Add to
insert to the Ethernet Client Filter table. The maximum Ethernet client is 16.

Wireless
ICDnﬂguratiDn l‘% .
T Wireless
Parameters
WLAN Senvice [Enable v
Mode |802.11b +g+n |
ESSID E_‘n-xrlan—ap |
ESSID Broadcast ® Enable ) Disable
Regulation Diomain |ﬁ_:rner;:a€:
Channel Width [40/20 MHz v
Channel ID | Channel 1 (2.412 GHz) v|
Tx PowerLevel |1@_ _i (Range: 1~ 100, unitin percentage)
Connected true
AP MAC address 00:04:ed:14:75:88
AP Firmware Yersion 2203
W O Enable (2 Disable
Wireless Distribution System (WDES)
WDS Senice () Enable (¥ Disahle
Peer WDS MAC address 1: | 2| |
3 | 4] |

* 1 WDS depends on the settings of main security encryption type.

[*-Dlillfr'] [ Cancel ] Wireless Security *

Parameters

WLAN Service: Choose Disabled/Enable/TimeSlot from the drop-down list.
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Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or have both 11g and
11b devices in your network, then keep the default in mixed mode. From the drop-down manual, you
can select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b. And if
you have 11n card, you can select 802.11n.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security purpose, change the default wlan-ap to a unique ID name to the AP already
built-in to the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make
sure your wireless clients have exactly the ESSID as the device, in order to get connected to your
network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enabled.

@® Disable: If you do not want broadcast your ESSID. Any client uses “any” wireless setting
cannot discover the Access Point (AP) of your router.
®  Enable: Any client that using the “any” setting can discover the Access Point (AP).

Regulation Domain: There are seven Regulation Domains for you to choose from, including North
America (N.America), Europe, France, etc. The Channel ID will be different based on this setting.

Channel width: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher the
bandwidth the better the performance will be.
Channel ID: Select the wireless connection ID channel that you would like to use.

Note: Wireless performance may degrade if select ID channel is already being occupied by
other AP(s).

TX PowerLevel: It is a function that enhances the wireless transmitting signal strength. User may
adjust this power level from minimum 1 up to maximum 127.

Note: The Power Level maybe different in each access network user premises environment
and choose the most suitable level for your network.

Connected: Representing in true or false. That it is the connection status between the system and
the build-in wireless card.

AP MAC Address: It is a unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.

WMM: This feature works concurrently with QoS that enables the system to prioritize the flow of data
packets according to 4 categories: Voice, Video, Best Efforts and Background.

e Enable: Click to activate WMM feature.

P Disable: Click to deactivate WMM feature.

Wireless Distribution S WDS)

It is a wireless access point mode that enables wireless link and communication with other access
point. It is easy to be installed simply to define peer’s MAC address of the connected AP. WDS takes
advantages of cost saving and flexibility which no extra wireless client device is required to bridge
between two access points and extending an existing wired or wireless infrastructure network to
create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.
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In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be
the same for both access points.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this function.

1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that your peer’s
AP must include your MAC address in order to acknowledge and communicate with each other.

2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’'s MAC Address.
4. Peer WDS MAC Address: It is the fourth associated AP’'s MAC Address.

Note: For MAC Address, Semicolon (: ) must be included.
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Wireless Security

WPA-PSK /| WPA2-PSK

I Configuration “% .
4 —

*Wireless Security
Parameters

Security Mode

WPA  Algorithm TEIP
WWPA Shared kKey

Group Key Renewal -EEIIZI seconds

fpply | | Cancel

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

WPA Algorithms: There are two types of the WPA-PSK and WPA2-PSK. The WPA- PSK adapts the
TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates Message Integrity
Code (MIC) to provide protection against hackers. The WPA2-PSK adapts CCMP (Cipher Block
Chaining Message Authentication Code Protocol) of the AES (Advanced Encryption Security)
algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and key
size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 600 seconds.
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WEP

Iﬂnnfia guration u\t- .
i

*Wireless Security

Parameters

Security Mode WEFP w

WEP Authentication Cpen Systam »

WEP Encryption (*\WEPE4 (:Z'WEF"]QB;HE}{ W
Paszsphrase
Default Used WER Key 1 i1~4)

Key 1 nogaoooaoa

Key 2 Qoogaoooaoa

Hey 3 nooaoooaoo

Key 4 nooaooaaoo

HIMT: Input 10 hexadecimal digits (0-9, a-fi in Key.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are two options to select from: Open System, Share key.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted over
the network, the router offers highly secure data encryption, known as WEP. If you require high
security for transmissions, there are two alternatives to select from: WEP 64 and WEP 128. WEP
128 will offer increased security over WEP 64.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys for
your selection. The input format is in HEX style, 10 and 26 HEX codes are required for WEP64 and
WEP128 respectively.
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Wireless Client / MAC Address Filter

The MAC Address supports up to 16 wireless network machines and helps you manage your
network control to accept traffic from specific authorized machines or to restrict unwanted
machine(s) to access your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your
requirements.

Ii_‘.nnfiuul ation A Q‘\[‘ .

TWireless Clientt { MAC Address | Filter

Filtering Rules

Filter Action & Disable O Allowed O Blocked

MAC Address List Candidates »
(MAC Adidress Formatis sooeoanooeca [

Wireless Client Filter: Default setting is set to Disable.

£ Allowed: To authorize specific device accessing your LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is listed.

E ] Blocked: To prevent unwanted device accessing the LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xX:XX:XX:XX:XX. Semicolon (: ) must be included.

Candidates: It automatically detects devices connected to the router through the Wireless feature.

Click the Candidate button to access the Associated Wireless Client window.

B hip 1192 168 1254 - sorinied . (2] 01 [

Aszsaciated Wireless Clients

[Jo0:18:de04:9d.ee
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Associate Wireless Client: Displays a list of individual wireless device’s MAC Address that currently
connects to the router.

You can easily by checking the box next to the MAC address to be blocked or allowed. Then, Add to
insert to the Wireless Client (MAC Address) Filter table. The maximum Wireless client is 16.

WPS

WPS feature is follow Wi-Fi Alliance WPS standard and it easily set up security-enabled Wi-Fi
networks in the home and small office environment. It is reduced by half the user steps to configure
a network and supports two methods that are familiar to most consumers to configure a network and
enable security: PIN Method & PBC Method.

I Configur ation m .
i r —

~WPS

Parameters

WPS Service (O Enable (& Disahkle
Role Registrar Enrolles
WRS PIN 1311 TREE

Enrallee's PIK

Wi-Fi Network Setup

PIN Method: Configure AP as Registrar

1. Jot down the client’s Pin (eg. 16837546).

ICnnfic guration A Q\{ .

~WPS

Parameters

YWPS Service (® Enable O Disable
Role (¥ Registrar () Enrallee
WES PIM 13117696

Enrollee's PIN 16837546

2. Enter the Enrollee’s PIN number and then press Start.
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3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Configure Mode as Enrollee,
press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column.

Then press the PIN button located on the middle left of the page to run the scan.

[
I

-~ & & @ O 3 2

Profile Network Advanced Statistics WMM WPS Radio On/0Off  About
WPS AP List
Rescan
1D = Q000 wian-ap 00-10-92-C0-13-CD 1 g Infermation
ID: wian-ap 00-04-ED-00-00-01 1 = Pin Code
] m r 16837546  Renew
WPS Profile List Config Mode
Enrcllee S
Fi 11 2
BIN [@] wPs Associate IE Progress => 0%
PBC [@]wPs Probe IE

WPS status is disconnected Disconnect

Status => Disconnected
Extra Info =»

Link Quality == 0%
Signal Strength 1 == 0%

Channel == Signal Strength 2 => 0%

Authentication => MNoise Strength == 0%
Encryption »>
Metwork Type ==
IP Address ==

Sub Mask =»

Default Gateway »=

Transmit

Link Speed =>

Throughput ==

Receive
HT
Link Speed >=
EW =>n/fa S5MRO == nfa
Throughput == 0.000
Gl == nfa MC5== nfa SHR1 == n/fa

Kbps
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4. The client's SSID and security setting will now be configured to match the SSID and security

setting of the registrar.

L

o

Advanced

2h5,.255.255.0
192.168.1.254

Sub Mask ==
Default Gateway =»

HT

BW == 40 SHRD == 19

Gl == long MCS5 == 15 SHR1 == n/a

I v -+ 0

WMM

@ @

WPS

00-1D0-92-C0-13-CD 1

00-04-ED-38-F7-2E 1 o
b

3

Link Quality == 100%
Signal Strength 1 == 64%

_gnal Strength 2 =» 34%

Moise Strength => 26%

Transmit
Link S5peed => 270.0 Mbps

Profile Network Statistics
WPS AP List
1D : wlan-ap
1D : wlan-ap )
4 [[I]
WPS Profile List
) wian-ap
1 It
PIN [ll] WPs Associate IE
EEC [ vePs Probe IE PIN - Get WPS profile successfuly.
Status »= wilan-ap <--= 00-10-92-C0-13-CD
Extra Info == Link is Up [TxPower:100%]
Channel >= 1 <--» 2412 MHz; central channel : 3
Authentication »= Open
Encryption => NONE
Metwork Type ==  Infrastructure
IP Address == 192.168.1.100

Throughput >= 5.600 Kbps

Receive

Link Speed == 54.0 Mbps

146.840
Kbps

Throughput ==381.608 Kbps

Radio On/Off

,ﬁ:bcrut

Rescan
Information
Pin Code

16837546  Renew

Config Mode

Enrolee -

Rotate
Disconnect
Export Profile

PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.

2. Jot down the WPS PIN (eg. 25879810).

I Conmguration

PS5

Parameters

WPS Senvice @ Fniable Dizable
Role Reglstrar @ Enrolles
WPE PIN 25B70810

Mode PRl

| start| | Cancal |




3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from

the WPS AP List section before pressing the PIN button to run the scan.

Kbps

P= i =
S = # Z &
Profile Networlk Advanced Statistics WM WPS Radio On/Off About
- WP AP List
Rescan
D : 00000 wian-ap 00-10-92-C0-13-CD 1 Information
D: D2-WPH 00-18-11-E4-DA-D5 7 ¥~ - Pin Code
| ] ¢ 25879810
WPS Profile List — Config Mode
ExRegNWEA4D36 = Registrar -
4| 1 3
PIN [l WPS Associate IE Progress == 0% Rotate
PBEC [l WPS Probe IE Disconnect
Export Profilc
F
Status >> Disconnected Link Quuality == 0%
Extra Info => Signal Strength 1 => 0%
Channel == Signal Strength 2 == 0%
Authentication == Moise Strength == 0%
Encryption ==
Metwork Type =» Transmit
IP Address == Link 5peed ==
bt Throughput ==
Defadt Gateway ==
Receive
HT
Link Speed ==
BW =>n/fa SMRO »= nfa
Throughput == 0.000
Gl == nfa MCS5=> nfa SMR1 >= nfa
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4. The router’s (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

_ & & B @ = 2

Profile Network  Advanced  Statistics WMM WPS  Radio On/Off  About

WPS AP List
iescan

ID: ExRegNWEA4036 00-10-92-C0-13-CD 1 Information
ID: wian-ap 00-04-ED-38-F7-2E 1 > Fin Code

1 e ¢ 25879310

WPS Profile List Config Mode

) ExReghWEA4036 a Registrar -

R er— | regmwmRNT wtate

BEC [l v#Ps Prabe IE PIN - Get WPS profile successfuly. Disconnect
Export Frofile
r .
Status ==  ExRegNWEA4036 <--» 00-10-92-C0-13-CD Link Quality = 100%
Extra Info ==  Link is Up [TxPower:100%] Signal 5trength 1 == 65%
Channel »> 1 <--» 2412 MHz; central channel : 3 Signal Strength 2 >> 39%
Authentication == WPAZ-PSK Mose strength == 26%

Encryption ==  AES
Network Type ==  Infrastructure Transmit
IP Address == 192,168.1.100 Link Speed == 243.0 Mbps
Sub Mask »>> 25h.255.2R5.0
Default Gateway == 192.168.1.254

Throughput == 0,000 Kbps

Receive
HT
Link Speed == 40.5 Mbps
BW ==40 SMRD == 20
Throughput =>98.612 Kbps
Gl == long MC5=> 14 5HR1 == nfa

5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security
setting of the registrar setting match with the parameters found on both Wireless Configuration and
Wireless Security Configuration page.
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Key Material == ‘31 1B5B9F3403DCBOBBATIBFIE4TET581C3TDC4BDD147C4E6252604E8CIFDBFTE

[ll] show Password

OK Cancel

a & # B © ¢ Z
Profile Metwork Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
RE'SCE.H
ID: wian-ap @0-10-92-C0-13-CD 1 Information
ID: wian-ap 00-04-ED-22-72-23 1 i Pin Code
N i ’ |253?';-a1u Reney
WPS Profile List — Config Mode ———
ExReghWEA4DG6 =2 I Registrar - I
Detail
4| 1 & Connect
EIN [@] WS Associate IE | Progress =» 0% Rotate
PEC [l wPs Probe IE [WPS status fs disconnected Dizt L
Export Profile
[ wa—
SSID »» IExRe-gNWEM-ﬂS&
BSSID ==  (00-00-00-00-00-00
Authentication Type == IWPAz-PSK j Encryption Type == I,aﬂ. j
Key Length =» |5 j Key Index =» |1 j

Wireless

Parameters

WLAN Service # Enable ) Disable
Mode B80211h+g+n »
ESSID wilan-ap |

ESSID Broadeast (& Enable () Disahle

40020 MHz »

Regulation Domain

Channel Width

Channel ID | Channel 1 {2412 GHz) v|
Ty PowerLevel |1DD | (Range: 1 ~100, unitin percentage)
Connected frue

AP MAC address 00:10:92:C0:13:CD

AP Firrmware Wersion 2203

Wi () Enable & Disable
Wireless Distribution Systemn (WDS)
WS Service ) Enable (2 Disable
1 | 2| |
FeerWDS MAC address
3, Kl |

*WDE depends on the settings of main security encryption type,

\ireless Security *
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I Configuration

*Wireless Security
Parameters

Security Mode
WPA  Algorithm
WPA Shared Key

Group Key Renewal

PBC Method:

1. Press the PBC button of the AP.

WPAZ-PEK v
[aES |»

|600 lseconds

N N

2. Launch the wireless client's WPS Ultility (eg. Ralink Utility). Set the Config Mode as Enrollee.
Then press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List

section before pressing the PBC button to run the scan.

B= 1|
= —
Profile Network
[»H wilan-ap
10 2 Ooa004 wlan-ap
Fl
4
PIN [l wPs Associate IE
PEC |E| WPS Probe IE
Status =» Disconnected
Extra Info ==
Channel ==
Authentication ==
Encryption ==
Metwork Type =>
IF Address ==
Sub Mask =>
Default Gateway ==
HT
EW ==nfa
Gl =» nfa MCS=» nfa

Advanced

]
£ @
Statistics WMM
WPS AP List
00-04-ED-00-00-01

00-10-92-C0-13-CD
[T

WP Profile List

m

Progress == 0%

WPS status is disconnected

Transmit
Link S5peed =»

Throughput =>

Receive

Link S5peed ==

5HRO == nfa
SMR1 == n/a

Throughput »>>

@ =

WPS

Link Quality == 0%
Signal Strength 1 == 0%
Signal Strength 2 => 0%

Moise Strength == 0%

147.408
Kbps

Radio On/Off

2

,ﬁ:bcrut

Rescan
Information
Pin Code

16837546 Renew

Config Mode

Enroles *

Disconnect
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3. When the PBC button is pushed, a wireless communication will be established between your
router and the PC. The client’'s SSID and security setting will now be configured to match the SSID
and security setting of the router.

[ =
= — T 4 & a 5 T 2
rofile Metwark Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
lescan
ID: wlan-ap 00-10-92-C0-13-CD 1 i Information
ID: wian-ap 00-04-ED-38-F7-2E 1 - Fin Cede

1 m 4 16837546  Rensw

WPS Profile List

Config Mode
’ Man-ap Enrolee e
L] T b
. @essoce e O -
PEC El WPS Probe IE PDC - Get WFS5 profile successfully. Disconnect
Export Frofile
e
Status =  wlan-ap <--» 00-10-92-C0-13-CD Link Quality == 100%
Extra Info == Link is Up [TxPower:100%] Signal Strength 1 == 60%
Channel => 1 <--= 2412 MHz; central channel : 3 Signal Strength 2 >= 44%
Authentication ==  Open Moise Strength = 26%
Encryption == MNONE
Network Type == Infrastructure Transmit
IP dddress => 192.168.1.100 Link Speed »= 243.0 Mbps

Sub Mask == 255.255.255.0
Default Gateway == 192.168.1.254

Throughput = 0.192 Kbps

Receive
HT :
Link 5peed == 81.0 Mbps
B == SMEL == 20
Throughput =>93.732 Kbps
Gl == long MC5=> 14 5HR1 == nfa

Wi-Fi Network Setup with Windows Vista WCN:
1. Jot down the AP PIN from the Web (eg. 25879810).

2. In your Vista operating system, access the Control Panel page, then select Network and Internet
> View Network Computers and Devices. Double click on the router icon and enter the AP PIN in the
column provided then press Next.
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I'x_,r'”'u_.fl |? v Metwork »
File Edit Wiew T

=

\,L—_) Carfigure a WCN device

mvorite Links
Bl Documents Type the PIN for the selected device
E Pictures
B Music To configure this device for use on your network, fype the PIN. You can find the PIN in the
o " mformation that came with the device or on 2 sthicker on the devce,
ore
Folders
= Desktop PN:
B user Zsa7ga1n|
v Publc
(M Computer [F] Display characters
KF ebwork
% USER-PC
E Control Pand
4 Recycle Bin
L et | [ Cancel

BiPAC TA04MOK

Categories: Metwork Infrastructure

3. Enter the AP SSID then click Next.

-

O—C}»'? » Network » vl‘r [ Search P|

Rle Edit View Took Help

‘ Organize = 35 VIEW :'r'tE Metwork and Shanng Center 35 Adda prnter W Add'a wireless dence
Favorite Links i Name Category Workgroup Network location
[E| Documents - | N .l
o o
E Fictures
n Music G Canfigure 3 WCN device
More »
Folders e
Give }I'DLIF r'IE'tWCH'k 4 name
B Desktop
E ey Choose a name that people who connect te your network will recognize
Ji Public
1™ Computer Metwork name (S510):
@ Metwark
E Control Pand USER-PC_Metwork
3] Recycle Bin

Veou can type up to 32 letkers or numbers,
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4. Enter the AP SSID then click Next.

I _'Se:l.-'d'- 0 |

OO |f§.l" b Metwork » v_|6_,__

| File Edit Wiew Tools Help [

‘ Crganize™ S _:: Metwork and Shemng Center™ 5 Add'a printer
Favneite Links | [ame Category Wnrkg;nup Metwark locabon
E| Documients F L el -
EE Pictures —ﬂu
B Music @ Configure 3 WCN device

More
Falders s

Help make your network more secure with a passphrase
B Desktop

E user Windows will use the passphrase provided below to generate a W22 security key For you. The first

1. Public time that people connect to this netwark, they will need the pastphrase.

1% Computer

&Y etwork

[ﬂ Cantrol Panel Passphrase:

& Recycle Bin

NHFiBj619NExxiNul E645
The passphrase must be at least 8 characters and cannot begin or end with a space.

Display charactes

Create a different pasephirace for me

Show advanced network security oplions

| §|.| 2 items

5. When you have come to this step, you will have completed the Wi-Fi network setup using the
built-in WCN feature in Windows Vista.

@ Configure a WCN device

Configured the selected device for wps_test
If this can be used wirelessly, you can disconnect the cable.

To use this with cther netwerk computers, you might need to install the appropriate drivers first,

A >
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6. When you have come to this step, you will have completed the Wi-Fi network setup using the
built-in WCN feature in Windows Vista.

l'\...) Configure a WCN device

Configured the selected device for wps_test
If this can be used wirelessly, you can disconnect the cable.

To use this with cther netwerk computers, you might need to install the apprepriate drivers first,
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some of the
compatibility problems that may be encountered while connecting to the Internet, as well allowing
users to tweak the performance of their network.

Ii_‘.nnfiu gur aticn ; u\t‘ .
B =

*Port Setting

Parameters

FPortl Connection Type Auto W
Fon2 Connection Type .Autn v/
Fon3 Connection Type _Autq v
Port4 Connection Type Auto v
IPyd TOS Priarity Contral O Enable &) Disahle

Set High Priarity TOS
Oe3 Oez Oe1 Ceo Cag Cas a7 [ae [Dss Ca4 (3 [az a1 Cso Caa[Cas
Cla7 a6 Oas aa CazHaz 41 Hao OasHae 37 O3 Cas Ha3a a3z a2
Oz Oz00ze[2s 27 26 2a 24 D2z 22021 020 CO1a e 17 016
FliaFltd Flia ez Pl FlaaFle Fle FlzFle Pl s Fl4 FlaFli Fla Flo

Port # Connection Type: There are Six options to choose from: Auto, disable, 10M half-duplex,
10M full-duplex, 100M half-duplex, 100M full-duplex and Disable. Sometimes, there are Ethernet
compatibility problems with legacy Ethernet devices, and you can configure different types to solve
compatibility issues. The default is Auto, which users should keep unless there are specific problems
with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2" octet of an IP
packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow first
and will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the router’s
Ethernet switch will check the 2" octet of each IP packet. If the value in the TOS field matches the
checked values in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router’s DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

I Configuration M’\; .
i =

TODHCP Server

) Dizable
DHCP Server Made (%) DHCP Server

() DHCFP Relay Agent

[ et

DHCP Server Status

Allovy Bootp true
Allow Unknown Clients true
Enahle true

Subnet Definitions

Subnet Value 192.168.1.0
Subnet Mask 25525525510
Maximum Lease Time 86400 seconds
Default Lease Time 43200 seconds
Use |local host address as DMS server true

Use local host address as default gateway  true
Get subnet from [P interface iplan

IP Rahge §92.168.1.100- {52.Y65.7.7199

Option domaln-name-seners= 0.0.0.0

To disable the router’s DHCP Server, check Disabled and click Next, then click Apply. When the
DHCP Server is disabled you will need to manually assign a fixed IP address to each PCs on your

network, and set the default gateway for each PCs to the IP address of the router (by default this is
192.168.1.254).

To configure the router’'s DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to
be allocated to PCs on your network), lease time for each assigned IP address (the period of time
the IP address assigned will be valid), DNS IP address and the gateway IP address. These details
are sent to the DHCP client (i.e. your PC) when it requests an IP address from the DHCP server.
Click Apply to enable this function. If you check “Use Router as a DNS Server”, the ADSL Router will
perform the domain name lookup, find the IP address from the outside network automatically and
forward it back to the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the
DHCP server which will assign an IP address back to the DHCP client in the LAN. Use this function
only if advised to do so by your network administrator or ISP. Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and
the Internet. Here are the items within the WAN section: WAN Interface, WAN Profile and ADSL

Mode.

WAN Interface

I Configur ation \ “i\g

*WAN Imterface
WAN Interface

Main Port | ADSL ~ | (Current Main Port ADSL)

ADSL
The default setting for Connection Mode is ADSL and for Protocol is PPPoE.

I Configur ation \ “i\;

TWAN Imterface
WAN Interface

Main Port |ADSL ¥ | (Current Main Port: ADSL)

3G Mode

Choose 3G as main mode represents that user will use 3G to connect to Internet.

I Configuration A WE

TWAN Interface
WAN Interface

Main Port EE ~ | {Currant Main Port: ADSL)
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EWAN

EWAN is another way of getting connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online. When the above two
mode is not valid, the way can be adopted.

I Configuration

*WAN limterface
WAN Interface
Main Part

Apply

Dual WAN

EVAN ¥ | (Current Main Port: EWVWARN)

In dual wan mode, it supports failover function. When WAN1 fails, it will switch to WAN2, and when
WAN1 is OK, it will switch to WAN1 again.

I Configuration

TWAN Interface
WAN Interface
hfain FPort

hode
Parameters

WART

YYANZ

Time Schedule

keep Backup Interface Connected
Connectivity Decision

Failower Probe Cycle

Fallback Prohe Cycle

Detect Rule (either ane)

Apply

N

| Dual WAN ' | (Current Main Port ADSL)

(&) Failover

.ADSL(ipwan) bl Y= L

[30pan2y w36

|Always On

ClEnahle

Matin service when probing failed after| 5 cansecutive times.
Every |12 seconds

Every |3 | seconds

1. ADSL Down
2. Ping Fail

) Mo Ping
& Ping Gateway
) Ping Host

Main Port: Select Dual WAN.

Mode Failover: Set to trigger ADSL / 3G failover function ready.

WAN1: Select “ADSL” “EWAN” or “3G” mode for WAN1.

WAN2: Select the left WAN mode for WAN2 as backup port. For example, if 3G is set for main port,

then there can be no option for failover/failback.
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Time Schedule: A self defined time period. You may specify a time schedule for failover/failback
functioning. For setup and detail, refer to Time Schedule section.

Keep Backup Interface Connected: Select Enable this function, the backup WAN port will connect
always.

Connectivity Decision: Set how many times of probing failed to switch backup port.

Failover Probe Cycle: Set the time duration for the Failover Probe Cycle to determine when the
router will switch to the backup connection (backup port) once the main connection (main port) fails.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by connection Decision amount (e.g. From the
image above it will be 60 seconds multiplied by 5 consecutive fails).

Failback Probe Cycle: Set the time duration for the Failback Probe Cycle to determine when the
router will switch back to the main connection (main port) from the backup connection (backup port)
once the main connection is communicating again.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by Connection Decision amount (e.g. From the
image above it will be 60 seconds multiplied by 5 consecutive fails).

Detect Rule:
Rule 1. ADSL Down
Rule 2. Ping Fail

® No Ping: It will not send any ping packet to determine the connection. It means to disable the

ping fail detection.

® Ping Gateway: It will send ping packet to gateway and wait response from gateway in every

“Probe Cycle”.

® Ping Host: It will send ping packet to specific host and wait response in every “Probe Cycle”.

The host must be an IP address.
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WAN Profile

ADSL

PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services

using PPP.

ICr;nﬂgur'a{iDn

*WAN Connection

PPPoE Routed

Profile Port | ADSL »

Protocal | PPPOE (RFC2516, PPF over Ethernet)

Description  [PPFOE WAN Link | VPIvCI E 35
lsername Fassword

NAT Enable IP (0.0.0.0: Auto) [0.0.0.0
Connection ' Always On w | |dle Timeout 0 .minr_sj:
RIP O riP vt O RIPv2 [ RIP w2 Multicast

g;;:aﬂng [ 1Enable

Obtain DMS Automatic Primary

Default Route [#] Enable

|4dd|| EditDelete |

Edit Mame Description Creator

= wanlink PPPoE WAN Link Factory Defaults

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for the connection.

VPI/VCI: Ente

r the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

N N

by

ATM Class UBR |w»

Senvice Mame

Auth. Protocal ..Cl'lapl.-'i'-:l..lt-]:f v.

MTU 1492

TCP MSS Clamp [#] Enable

Secondary

YPI VI Delete

oo
Lol
n

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply

“username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
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through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.

Connection:

£ Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoA session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts to
access the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

B Detail: You can define the destination port and packet type (TCP/UDP) without checking
by timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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PPPoA Connection

ICanigura{iDn img .

*WAN Connection
PPPoA Routed
Profile Port | ADSL |

Pratacal | PPPoA ( RFC2364, PPP aver AALS ) "

Diescription F'PF'-:%.Rcuted | YPIANCI E .,-3:‘ ATM Class L,IEIH |
semame i . Fasswaord

NAT ¥ Enable IF (0.0.0.0: Auta}[0.0.0.0 Auth. Protocal | Chap(Auto) (v
Connection | Always On v Idle Timeout :III minis) MTL 1500 _

RIF O riPvt O RIPv2 O RIP v2 Multicast E?;:gss [¥]Enable
Chtain DME Automatic Frimary _ Secondary

Default Route [v] Enable

|Add| | EditDslste

Edit Mame Cescription Creator WPI WCI Celete
O] wanlink PPPoE WAM Link Factory Defaults 8 25

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.

Connection:

® Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.
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@® Connect on Demand: If you want to establish a PPPoA session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

@ Detail: You can define the destination port and packet type (TCP/UDP) without checking
by timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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MPoA Connection

ICanigura{iDn i ﬂ'\t‘ .

T VWAN Connection

RFC 1483 Routed

Profile Port ADSL »

Protocol 1P oA ( RFC1483/RFC2684, Multiprotocal Encapsulation over AALE ) (v |

Description RFC 1483 routed mode| VPIVCI E 125 | ATM Class (UBR v|
MAT Enahle Encap. Method _ LLC Bridged v: MTLI l15E|E| .
A et 0.0.0.0 Netmask 0.0.0.0 Gateway

Auta) 2 | L |

RIF O riPvt [ rRIPvz [ RIP v2 Multicast El:ai:-gss [¥]Enable
MAC Spoofing [ Enable ' |-[oo ] -]

Obtain DMNS Automatic Primary Secaondary

Default Route  [¥]Enable

|add|| EditDelete |

Edit MName Descriptian Creator VPI WGl Delete
=) wanlink PPFPoE WAN Link Factory Defaults g 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet
or routed packet.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto):Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Netmask: The default is 255.255.255.0. User can change it to other such as
255.255.255.128. Type the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically.
Default is enabled.
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MAC Spoofing: Some service providers require the configuring of this option. You must fill
in the MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name
and IP addresses. DNS helps to find the IP address for the specific domain name. Check
the checkbox to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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IPoA Connection

ICDnﬂgura{iDn \ Q\{ .

T WAHN Connection

IPoA Routed

Profile Port ADSL »

Pratocal |IPoA ( REC1577, Classic IP and ARP over ATH } v

Description _IF'-:u'#. _r::utn:ﬁ _ YPINCI _E :.-;35 ATM Class F_IE_R v
MAT Enahle MTU 1500

IP (0.0.0.0; Auto) III.EI..IZI.III Metmask |0.0.0.0 Gateway

RIP L riPvt [ RIPW2 [ RIP v2 Multicast TCP M35 Clamp  [#] Enable
Cbtain DS Automatic Frimary Secondary

Default Route [ Enable

|4dd| [ EditDelste

Edit Mame Cescription Creator YPI WCI Delete
&) wanlink FPPoE WaM Link Factory Defaults a 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128. Type
the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
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addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Default Route:

Pure Bridge

IC-}nﬁguraiion

TWAN Connection
RFC 1483 Bridged
Profile Port

Protocal
Description

Encap. Method

EditDelate
Edit Name
® wanlink

Check to enable default route.

ADSL |
Pure Bridge ~|
RFC 1483 bridged VPINC] [s JES
[LLCBridged |» Acceptable Frame Type [acceptall v/
Description Creator
PFPPoE WAN Link Factory Defaults

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for this connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

ATM Class

Filter Type

VPI VGl

UBR -

All b

Delete

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or

routed packet.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or
only VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.
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Multiple Seesion with PPPoE pass-through

ICr;nﬂgura{iDn \ Q}E .

*\WaAN Connection
* PPPoE Routed
Profile Port | ADSL

Protocol _.r.-1|.||ti|:||e Sessil:un v|

Description .f.'lLll_t?DlE_SESE:_iCI'! -.fu'i_th F' WYPINCI _B 3:‘ ATM Class I_,_IE[H ¥
sername Password : Service Name

NAT [¥] Enable IP (0.0.0.0: Auto) [0.0.0.0 Auth. Protocol | Chap(Auto) v |
Connection . Always on w | |dle Timeout ] .minr_sj: MTL 1492

RIP O riPvt [ RIPv2 [ RIP v2 Multicast TCP MSS Clamp [¥] Enable
Obtain DMNS  [#] Automatic Frimary [ 0.0 Secondary

Default Route [¥] Enable
k Multipe Session-5econd Session [] Enable
F Multipe Session-Third Session [ ] Enable

F Multipe Session-Fourth Session [] Enable

Edit Mame Description Creator WPl WCl Delete
= wanlink PPPoE WAN Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.

Protocol: The Multiple Session protocol will be used in the device.
Description: A given name for this connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alpha-numeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 128 alpha-numeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN I[P address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

Connect on Demand: If you want to establish a PPPoA session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
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Internet).

Idle Timeout: Auto-disconnect the router when there is no activity on the line for a predetermined
period of time.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
Multiple Session Second Session / Multiple Session Third Session / Multiple Session Forth

Session: Check Enable to activate the second/third/forth session.
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3G

ICDnﬁguratiDn

*WAN Connection

Parameters

Profile Port i3G 3
iBurst [1Enable
Usage Allowance s [v] Enable

Time Schedule Always On vl

Mode | UNITS first v|
TEL Ne. |*09*++1# |
APN linternet |
Username | |
Fassward | |
Auth. Protocol |ml

MTU 11500 |
PIN | |
Connection | Always On v |
Keep Alive ClEnable

NAT [¥]Enable

Obtain DS automatically Enable

Primary DNS/Secondary DNS i Yo

“Warning: Entering the wrang PIM code three times will lock the SIM

Profile mode: Select 3G as the profile port.

iBurst: Check the check box to determine whether to enable the iBurst function.

Usage Allowance: Check to enable usage allowance function.

Click Usage Allowance* to continue the detailed configuration.
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ICr:nﬂgura{iDn \ “% .

* 3G Usage Allowance

Parameters

® volume-based

._C'Iﬂ:-' Download v |[2000 ME data volume per month included
Mode O Time-based

:h-:uura per month included

The hilling period always begins on da;.-'_1 of a month.
Cwver usage allowance action .Disccnnec’[ w
Save the statistics to ROM Every oane hour

In order to query online time or volume used, you can set the following options.
Mode: Two methods are provided, that is, Volume-based and Time-based.
Volume-based: The volume amount you can use per month.

Only Download: Only make statistics of Download Traffic.
Only Upload: Only make statistics of Upload Traffic.
Download and Upload: Make statistics of both Download and Upload Traffic.

Time-based: The hours you can use per month.
Over usage allowance action: If the online time or traffic you have used exceeds the usage
allowance you set. The system will do the followings operations.

E-mail Alert and Disconnect
E-mail Alert

E-mail Alert and Disconnect

Disconnect

Save the statistics to ROM: Choose the time interval for saving statistics. You can choose to save
for Every one hour or Disable the function.

Time Schedule: Specify time duration for your 3G WAN connection.
Mode: select your wanted mode of 3G operation from the drop-down menu.

TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may provide by your
mobile service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
service provider is able to attach anything to an APN to create a data connection, requirements for
APN'’s to be assigned varies between different service providers. Most service providers have an
internet portal which they connect a DHCP Server to, giving you access to the internet i.e. Some 3G
operators use the APN ‘internet’ for their portal. The default value of APN is “internet”.

Username: Enter the username provided by your service provider.

Password: Enter the password provided by your service provider.
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Authentication Type: Default is None. Manually specify CHAP (Challenge Handshake
Authentication Protocol) or PAP (Password Authentication Protocol) if you know which type the
server is using (when acting as a client), or else the authentication type you want clients connecting
to you to use (when acting as a server). When using PAP, the password is sent unencrypted, whilst
CHAP encrypts the password before sending, and also allows for challenges at different periods to
ensure that an intruder has not replaced the client.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the SIM
card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3 times in a
row, then the SIM card will be blocked and you will require a PUK code from your network/service
provider.

Connection: select the connection method you want.

@ Always On: The router will make UMTS/GPRS call when starting up. Enabling Always On,
will give you an option of Keep Alive.

Connection Always On w

keep Alive [TEnakle

Keep Alive: Set Enable to allow the router automatically reconnects the connection when ISP
disconnects it.

® Connect to Demand: If you want to make UMTS/GPRS call only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet). In this mode, you must set Idle Timeout value at same time. Enabling Connect on Demand
will give you an option of Idle Timeout.

Connection Connecton Demand  »

Idle Timeout 10 minis)

Idle Timeout: Auto-disconnect the connection when there is no activity on this call for a
predetermined period of time. The default value is 10 seconds.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

Note: If you don’t know how to set these values and please keep them untouched.
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EWAN

Ii.‘.mn‘h gur ation i “\‘E .

TWAN Connection

PPPoE Routed
Frofile Part e
AN Port |EthernetPort1 v
Protocal FPFoE
Obtain an IP Address Automatically ; 1 :
Llsername EfrsiiP Sdurass d _ Senice Mame
IP (0.0.0.0: Auta) ¥ tocol | Chapfauto) »
Fure Bridge — ]
Connection | Abweays On W Idle Timeaout i min{s) ML 11492
MAC Spoofing [lenable (00 | _ [oo ]
Obtain DNS [¥] autamatic Primary [ | Secondary
Apply

Obtain an IP Address Automatically

When connecting to the ISP, This router also functions as a DHCP client. It can automatically
obtain an IP address, netmask, gateway address, and DNS server addresses if the ISP assigns
this information via DHCP.

ICDnﬂngra:iDn LWE .

T WAHN Connection
Obtain an IP Address Automatically
Profile Port EWAN |+

WAN Port | EthemetPart1 v

Protocol i_.Ohta_in_ §3|1__|F' _L_.I:Idr_e_a_a_ -'i:-.LI_t::_I_I_TIE_I_t_iI:al_lj._' ¥

MAC Spoofing [IEnable |.Joo ] '

Obtain DNS [¥] Autormatic Primary 3 ' Secondary

Profile Port: Select the profile port as EWAN.
Protocol: Select Obtain an IP Address Automatically.

MAC Spoofing: Select Enable and enter a MAC address that will temporarily change your
router’'s MAC address to the one you have specified in this field. Leave it as Disabled if you do
not wish to change the MAC address of your router.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the subnet mask.
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Fixed IP Address

Select this option to set static IP information. You will need to enter the Connection type, IP
address, netmask, and gateway address, provided to you by your ISP. Each IP address entered
in the fields must be in the appropriate IP form, which are four IP octets separated by a dot
(x.x.x.x). The Router will not accept the IP address if it is not in this format.

ICanigur'a:iDn W[‘ .
4 —

T WAN Connection

Fixed IP Address

Frofile Port EWAN [»

WAN Part Ethernet Port 1 v |

Protocol F?Y.ed IP i.l;'dress W

IP {0.0.0.0; Auto} 0.0.0.0 Metmask :D.EI.IZI.EI Gateway

MAC Spoofing [ClEnahle

Obtain DMNS Automatic Primary :D.EI.IZI.EI Secondary 0.0.0.0

Profile Port: Select the profile port as EWAN.
Protocol: Select Fixed IP Address.

IP: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your
ISP.

Netmask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the
netmask assigned to you by your ISP (if given).

Gateway: You must specify a gateway IP address (supplied by your ISP).

MAC Spoofing: Select Enable and enter a MAC address that will temporarily change your
router’'s MAC address to the one you have specified in this field. Leave it as Disabled if you do
not wish to change the MAC address of your router.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the subnet mask.
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PPPoOE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up
services using PPP.

I Configuration “\;‘- .
A e

TWAN Connection

PPPoE Routed

Profile Port EWAN v |

WaAN Part |Ethernet Part1 +|

Protocol _ PPFOE v

Username Fassword | Seniice Mame

IP (0.0.0.0: Autao) 0.0.0.0 Auth. Protocol Chap({ﬂxutn) “

Connection Alwtays On “ ldle Timeout il mings) MTL 1492
MAC Spoofing [IEnahle

Obtain DNS [¥] Automatic Primary | Secondary

Profile Port: Select the profile port as EWAN.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).
Service Name: Enter a name for this connection.

IP: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your
ISP.

Connection:

Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

Connect on Demand: If you want to establish a PPPoE session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts to
access the Internet).

Idle Timeout: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.
Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

MAC Spoofing: Select Enable and enter a MAC address that will temporarily change your
router’'s MAC address to the one you have specified in this field. Leave it as Disabled if you do
not wish to change the MAC address of your router.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the subnet mask
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Pure Bridge

ICDnriguratiDn i“%' .

*WAHN Connection

Pure Bridge

Profile Port [EwaN v

WAN Part | Ethernet Port 1 v |

Frotocol | Pure Bridge v
Acceptable Frame Type :__an:ceptall v. Filter Type _ﬁ.ll .v

Profile Port: Select the profile port as EWAN.
Protocol: Select Pure Bridge.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or only
VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
IP Allows only IP/ARP types of ethernet packets through the port.
PPPoE Allows only PPPoE types of ethernet packets through the port.
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ADSL Mode
Il_‘.nnfiajul ation A Q—\E .

TADSL Mode
Parameters

Connect Mode All bl

Modulation G.Dmt.ElisPIusALitU v
Profile Type MAIN v
Activate Line frue

Coding Gain auta v

Tx Attenuation Ris_0DB v
Elapsed Time 0 day 1 hr10 min 31 sec

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2,
AnnexM2 and AnnexM2+, ADSL, All. Please keep the factory setting unless ADSL is detected as the
symptom of synchronization problem.

Modulation: It will automatically detect capability of your ADSL line mode. Please keep the factory
setting unless ADSL is detected as the symptom of synchronization problem.

Profile Type: Please keep the factory settings unless ADSL is detected as the symptom of low link
rate or unstable problems. You may need to change the profile setting to reach the best ADSL line
rate, it depends on the different DSLAM and location.

Activate Line: Aborting (false) your ADSL line and making it active (true) again for taking effect with
setting of Connect Mode.

Coding Gain: It reduces router's transmit power which will effect to router’s downstream
performance. Higher the gain will increase the downstream rate but it sometimes causes unstable
ADSL line. The configurable ADSL coding gain is from 0 dB to 7dB, or automatic.

Tx Attenuation: It is the ADSL transmission power that the modem is using. The lower the power the
better performance in router’s upstream. Configurable value is between 0~12.

Elapsed Time: the time since ADSL connection is established.
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System

Here are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart, User Management and Mail Alert.

Time Zone
Iijnnﬁum ation i “31“ -

~Time Zone

Parameters

Time Zone &) Enanle O Disahle

Time Zone List ® By City () By Time Difference

Local Time Zone (+-GMT Time) (GMTiGreemwich Mean Time P
1. |carl.css.goy 2 |india.colorado.edu

SHTP Server IP Address r T
2 |time.nist.gov | 4 |time-b.nist.gov

Draylight Saving ClEnabled

Resync Period 1440 fmin{s}

i

[Applv] [ Cancel ]

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone, click Enable and click the Apply button. After a successful connection to the Internet,
the router will retrieve the correct local time from the SNTP server you have specified. If you prefer
to specify an SNTP server other than those in the list, simply enter its IP address as shown above.
Your ISP may provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days.
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Remote Access

Ii_‘.nnfiq gur ation A “% .

*Remote Access

You may temporarily permit remote administration of this network device

Allow Access for a0 Iminutes. (0 means allowed always )

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time
period the router will permit remote access for and click Enable. You may change other configuration
options for the web administration interface using Device Management options in the Advanced
section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minute.

Firmware Upgrade

Iiinnfii guration A u.}E .

*Firmware Upgrade

You may upgrade the system software on your network device

Mew Firmmware [mage

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time
this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgrading while
it is still in process. Improper operation could damage the router.
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Backup / Restore

I Configuration ; “’t‘ .
1 —

TBackupRestore

Allows you to backup the configuration settings to your computer,
of restore configuration from your computer.

Backup Configuration

Backup configuration to your computer.
Backup

Restore Configuration

Configuration File @ _uu.’ i

"Restore" will overarite the current canfiguration and restant the device. If wou want fo keen the current configuration, please Lse
"Bacikun" firstto save current configuration.

Restore

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore from a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy in the case of any mistakes. It is advisable to
backup your router’s settings before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also change the
name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore from setting files that
have been generated by the Backup function, and that were created when using the current version
of the router’s firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the
router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

Iﬂﬂllﬁi_llll ation A m‘ .

*Restart Router

After restarting, please wait for afew seconds for system to come up.if you would like to reset all configuration to factory default
settings,.please select the "Factory Default Settings™ option.

Restart Router with SR e
O Factary Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware

upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power
cycle the device again.
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User Management

I Configuration “}u .
4 E —_

¥ User Management

Current Defined Users

Valid LUlser Comment Password Confirm Passwaord Login Mode
[F Basic v
Add

Edit Yalid Llser Comment Delete

@ true admirn Default admin user

In order to prevent unauthorized access to your router’s configuration interface, it requires all users
to login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Add new users who are able to access the device’s configuration
interface. Once you have clicked on Edit, you are shown the following options:

ICr;nﬂgur'a{iDn \ “}[‘ .

¥ User Management

Current Defined Users

Walid LUser Comment Passwaord Confirm Password Lagin Mode
admin Default admin usel |eesee '"u- Basic v

|4dd| | Edit/Delete

Edit Walid User Comment Delete
(O] true admirn Default admin user

You can change the user’s password, whether their account is active and valid, as well as add a
comment to each user account. Click Edit/Delete button to save your revise. You cannot delete the
default admin account, if you do you will be log out. However, you can delete any other created
accounts by clicking Delete when editing the user. You are strongly advised to change the password
on the default “admin” account when you receive your router, and any time you reset your configuration
to Factory Defaults.
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T User Management

Current Defined Users

Valid User Comment Fassword Confirm Password Lzgin Mode
4k )| . . . . . | Basic v
-

Edit Yalid User Comment Delete

3 true admin

Ciefault admin user

When you create a user account, check Valid box and fill in the respective information for User,

Comment, Password and Confirm Password in the blanks provided. Then click the Add button to
add your new user account.

ICDnl‘ingratiDn
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¥ User Management
Current Defined Users

Valid User

Comment Passwaord Canfirm Password Login Mode
_.Test . Test . |eee ;.""| | | Basic v
Edit Yalid User Comment Delete
@ true admit

Default admin user

To delete a user account, click on the Delete radio button on the right column of the account you
wish to delete and then click the Edit/Delete button on the top to confirm your deletion.

Il:l:rnfiguratinn

W N

¥ User Management

Current Defined Users

Valid LUser Comment Fasswaord Confirm Password Login Mode
F :- . | | Basic v._
|dd| | Edit/Delete

Edit Valid Uszer Comment Delete

@ true admin Cefault admin user

£ true Test Test {}}
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occured to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

I Configuration “Ef .
i C

T Mail Alert

Server Information

Frafile Paort EVWAN v | snplythe same settings to C]ADSL (136
SMTP Server ' '

Username

Fassword

Sender's E-mail (Must be ooy 222

Failowver / Fallback

Recipient's E-mail ' .Mustbe WYY T2
Recipient's E-mail . [Must be woughwy. I

WAN IP Change Alert
Recipient's E-mail ust be ooy =22

oo

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

Recipient’s Email (Failover / Failback): Enter the email address that will receive the alert message
once a computer / network server failover occurs.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert
message once an WAN IP change has been detected.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access
from your LAN, as well as helping to prevent attacks from hackers. Besides, when using NAT, the
router acts as a “natural” Internet firewall, as all PCs on your LAN will use private IP addresses
that cannot be directly accessed from the Internet.

ek —

i

pelR — B}
Internet

. — -

Router Firewall

&z

I
Access Caontraol

H _NAT

- Unauthorized users & j :ﬂi‘-’*{;‘:’:&t—'ﬁr } Packe_tfilter : — ~ Ynauthorized users &
applications _ URL filter 5 Intru5|_on_ Detection applications
- Unwanted website - Blacklisting - Malicious attacks

ALCESS

Firewall & Filter

Firewall: Prevent outsiders from accessing your local network. The router provides three levels of
security support:

( )

”07‘5' When using Virtual Servers your PCs will be exposed to the degree
specified in your Virtual Server settings provided the ports specified are

opened in your firewall packet filter settings.

. J

NAT natural firewall: This masks LAN users’ IP addresses which are invisible to users on the
Internet, thus making it more difficult for a hacker to target a machine on your network. This natural
firewall is turned on when NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to
prevent unauthorized computers or applications to access your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevent access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to
prevent unauthorized computers or applications from accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.
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Listed are the items under the Firewall section: General Settings, Packet Filter, Intrusion
Detection, URL Filter, IM/P2P Blocking and Firewall Log.

General Settings

You can choose not to enable Firewall and still able to access to URL Filter, Intrusion Detection and
IM/P2P Blocking or enable the Firewall using preset filter rules and modify the port filter rules as
required. The Packet Filter is used to filter packets based-on Applications (Port) or IP addresses.

Ilinnfiuul ation A “3'[‘ .

T General Settings

Firewall Security

Security (D Enahle @ Disable

Al blocked/Userdefined

Policy High security level
Medium security level

Low security level

(-_hlrf samme applications cannot work after enabiling Firewsll please check the Packet Filter especially Port Fiiter rules. For example, adding (TOP 443, outbaung
aifowed will let HTTRS data go through Firewall)

Block WWAN Reguest (O Enable & Disable

AN Enaple for preventing any ping test from internet, such as hacker atack)

SIP ALG @ Enable O Disahle
FTP ALG & Enable O Disable
Apply

There are four options when you enable the Firewall, they are:

) All blocked/User-defined: no pre-defined port or address filter rules by default, meanin
that all inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked.
Users have to add their own filter rules for further access to the Internet.

@ High/Medium/Low security level: the predefined port filter rules for High, Medium and
Low security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is
the same for all levels; it is only the list of preset port filters that changes between each setting. For
more detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved
even and do not need to re-configure the rules again if you disable or switch to other firewall level.

The “Block WAN Request” is a stand-alone function and not relate to whether security enable or
disable. Mostly it is for preventing any scan tools from WAN site by hacker.

” 07‘ E;' Any remote user attempting to perform this action may result in blocking all accesses to
configure and manage the device from the Internet.
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Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is
chosen (All blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must
modify accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for
more detail information.

IC onfiguration u\‘ .
4 .3

*Packet Filter

Parameters
Rule Mame Helper | == | —-Select- “
Time Schedule Always On v-
Source IP Address(es) n.oo0n Metmask 0000
Destination IP Address(es) 0000 MNetmask 0.0.0.0
Tvpe TCF v. Frotocal Mumber
Source Port 0 |.[65535
Destinatian Port 0 | [a5535
Inbound Allow v
Quthound Alloyy
) y Source IP [ Metmask Source portis) Inbound
Edit FRule Mame Time Schedule e Protocol — Delete
Destination 1P f Metmask Destination port{s) Cuthound

” . 000050000 0 ~E5535 Block

) rmei_http Alviays On TCF [

B nooos00o00 g0 ~ 80 Alloar =
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Example: Predefined Port Filters Rules
The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules

yourself. No predefined rule is being preconfigured.
Table 1: Predefined Port Filter

Port

Application Firewall - Low Firewall - Medium Firewall — High
Number
Protocol
Start | End [Inbound |Outbound |Inbound |Outbound |[Inbound [Outbound
HTTP(80) TCP(6) | 80 80 NO YES NO YES NO YES
DNS (53) UDP(17) | 53 53 NO YES NO YES NO YES
DNS (53) TCP(6) | 53 53 NO YES NO YES NO YES

FTP(21) TCP(6) | 21 21 NO YES NO YES NO NO
Telnet(23) TCP(6) | 23 23 NO YES NO YES NO NO
SMTP(25) TCP(6) | 25 25 NO YES NO YES NO YES
POP3(110) TCP(6) | 110 | 110 NO YES NO YES NO YES
NEWS(NNTP)

(Network News
e TCP(6) | 119 | 119 NO YES NO YES NO NO
Protocol)
RealAudio/
RealVideo |UDP(17) |7070 (7070 | YES YES YES YES NO NO

(7070)

PING ICMP(1) | N/A | N/A NO YES NO YES NO YES
H.323(1720) TCP(6) (1720 |1720 | YES YES NO YES NO NO
T.120(1503) TCP(6) [1503 |1503 | YES YES NO YES NO NO

SSH(22) TCP(6) | 22 22 NO YES NO YES NO NO
NTP /SNTP  |UDP(17) | 123 | 123 NO YES NO YES NO YES
HTTP/HTTP
Proxy (8080) TCP(6) |8080 8080 NO YES NO NO NO NO
HTTPS(443) | TCP(6) | 443 | 443 NO YES NO YES N/A N/A
ICQ (5190) TCP(6) |5190 |5190 | YES YES N/A N/A N/A N/A
MSN (1863) TCP(6) (1863 |1863 | YES YES N/A N/A N/A N/A
MSN (7001) |UDP(17) {7001 {7001 | YES YES N/A N/A N/A N/A
MS(';(;Q(E)I)DIO TCP(6) [9000 {9000 NO YES N/A N/A N/A N/A
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Inbound: Internet to LAN
Outbound: LAN to Internet
YES: Allowed

NO: Blocked

N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter

. . A\
I Configuration ! ;r. .
A e

FPacket Filter

Parameters

Rule Mame Helper =< |--Select- v

Time Schedule Abways On v

Source |P Addressies) 0.0.0.0 Metmask 0,000
Destination P Address{es) 0.0.0.0 Metmask 0000
Type TCRIUDP » Frotacal Mumber

Source Port 1] - |B5B535

Destination Port ] - |BG535

Inbound Allowy

Quthound Allowy »

Editi Delete |

Rule Name Helper: Users-define description to identify this entry or click “Select” drop-down menu to
select existing predefined rules. The maximum name length is 32 characters.

Time Schedule: It is self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range you
wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive the
Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address and
use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option be
configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Add button to apply your changes.
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Packet Filter — Add Raw IP Filter
Go to “Type” drop-down menu, select “Use Protocol Number”.

a
I Configuration \"\t‘ .
5 .

*Packet Filter

Parameters

Rule Mame Helper << |--5alect- v

Time Schedule Abways On w

Source |P Addressies) 0.000 Metmask 0.000
Destination IP Address{es) 0.0.0.0 Metmask 0.0.0.0
Type Use Protocol Mumber Protocal Mumhber

Source Port

Destination Fort

Inbound Allowy

CQuthound Al M|

(add] [ Edit/Delete

Rule Name Helper: Users-define description to identify this entry or choosing “Select” drop-down
menu to select existing predefined rules.

Time Schedule: It is self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range you
wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive the
Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address
and use a Host Subnet Mask of “255.255.255.255”.

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number, i.e. GRE 47.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option be
configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click the Add button to apply your changes.
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Example: Configuring your firewall to allow a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is
set to a high, medium or low security level. To setup a web server located on the local network when
the firewall is enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through
HTTP to your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the
Internet.

* Packet Filter

Parameters

Rule Marme Helper == | --Select- -

Tirne Schedule Always On s

Source P Addressies) 0.0.0.0 Metmask 0.0.0.0
Cestination |P Address{es) 0.0.0.0 Metmask 0.0.0.0
Type TCP w Frotocal Mumber
Source Port ] - |Bas35
Cestination Part ] - |BA535
Inbound Al w
Cuthound Allcwe
[#dd| | Edit/Delete
. Source IP f Metmask Source portis) Inbound
Rule Marne Time Schedule e Protocol s
Destination IP § Metmask Destination port{s) Quthound

. ) oooos0000 0 ~E5535 Block
) mei_http Abniays On TCF

- 0.0.0.040.0.00 80 ~ 80 Allow
. ) no0oos0oo00 0~ B8535 Block
(3 mei_dns Always On UDP

- nooos0000 A3 ~A83 Allow
. : 00000000 0 ~E5535 Block
O rrei_tdns Alweays On TCF

- nooos0o000 53 ~53 Allgw
. : 000040000 0~ 65535 Block
£ mei_fip Abniays On TCP

- nooos0ooo 21~ All o
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Configuring Packet Filter:

1. Click Packet Filters. You will then be presented with the predefined port filter rules screen (in
this case for the low security level), shown below:

A
I Configuration ;.‘ .

r Packet Filter

Parameters

Rule Mame Helper == --SBelact- w

Time Schedule Always On  w

Source IP Addressies) 0.0.0.0 MNetmask |0.0.0.0
Destination [P Address(es) 0.0.0.0 Metmask |0.0.0.0
Type Protocol Mumber

Source Port

Destination Part

IJze Protocol Mumber

Inbound Allow

Cuthound Allow w

Edit/ Delete

Note: You may click Edit the predefined rule instead of Delete it. This is an example to show
to how you add a filter on your own.

2. Click on the delete radio button on the right column of the HTTP rule you wish to delete. Then
click the Edit/Delete button to delete HTTP rule.

- = = . ‘I.
I Configur ation M' = .
1 E

*Packet Filter

Parameters

Rule Mame Helper lei_http == | —-Select- W

Time Schedule Alweays On w

Source [P Addressies) 0.0.0.0 Metmask 0.0.0.0
Destination IP Addressies) 0.0.0.0 Metmask 0.0.0.0
Type TCP " FProtocol Mumber

Source Port 0 - |65535

Destination Port 80 - |80

Inbound Block «

Outbound Allowy

Edit/ Delete

Source IP S Metmask Source portis) Inbound

Edit Rule Mame Time Schedule — Frotocaol ——— Delete
Destination IP  Metmask Destination poris) Outhound
. 000050000 0 ~B5535 Block
O] |ei_http Alwigys On TCP Ll
000050000 a0~ a0 All oy
: 000050000 0-~h5535 Block
lei_dns Alwiays On LIDP )
000050000 53 ~A3 Al 5

3. Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,
Inbound and Outbound.
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Example:

Application: Cindy_ HTTP

Time Schedule: Always On

Source / Destination IP Address(es): 0.0.0.0 (I do not wish to active the address-filter, instead |
use the port-filter)

Type: TCP (Please refer to Table1: Predefined Port Filter)

Source Port: 0-65535 (I allow all ports to connect with the application))

Redirect Port: 80-80 (This is Port defined for HTTP)

Inbound / Outbound: Allow

Ii.‘.nnfiuul ation i uﬁ: .
L .

rPacket Filter %

Parameters

Fule Mame Helper Cindy_HTTP == |--Belect- W

Time Schedule Always On W

Source [P Addressies) 0.0.0.0 Metmask 0.0.0.0
Destination IP Addressies) 0.0.0.0 Metmask 0.0.0.0
Type TCP b Protocal Mumber

Source Port 0 - |A5535

Destination Port 80 -|80

Inbound AI!DW v

Cuthound Allowe

Edit/ Delete
Source IP f Metmask Source poris) Inbound

Rule Mame Time Schedule e Frotacol e
Diestination IP [ Metmask Destination porti=) Cuthound

1. The new port filter rule for HTTP is shown below:

) 0.0.00s50.00.0 0 ~E5535 All oy
Y Cindy HTTP  Abways On TGP ¥
0.0.0.0r0.00.0 230 ~ a0 Al

2. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on
port 80 will be forwarded to the PC running your web server:

”07;5' For how to configure the HTTP in Virtual Server, please refer to the Add Virtual Server
sub-section under the Virtual Server section for detail.
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IColrﬁguration l"\ll‘_ -

*Port Forwarding
Virtual Server Entry

Application | |<<!——Se|ect—— v|

Frotocol |_t|_:p “ Time Schedule @|

External Port fram D g0 | Redirect Port frarm |0 g0

Internal IP Address | = | -Beleck- v

Edit  Application Time Schedule Frotocol External Port Redirect Port |IP Address Intetrface Delate
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Intrusion Detection

IC.}nfic_:ur'a:icn . u = .
4 E c

¥ Intrusion Detection

Parameters
Infrusion Detection ® Enable O Disable
Wictim Protection Block Duration o0 :secgndg
Scan Attack Block Duration Efﬁ-ilillil lseconds
DS Aftack Block Duration 1800 seconds
Maximum TCP Cpen Handshaking Count | 100 per second
Maximum Ping Count 15 per second
Maximum ICKMP Count 100 per second
| ClearBlacklist || Blackiist |

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion
attempts from the Internet. If the IDS function of the firewall is enabled, inbound packets are filtered
and blocked depending on whether they are detected as possible hacker attacks, intrusion
attempts or other connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be
added to the Blacklist. Any further attempts using this IP address will be blocked for the time
period specified as the Block Duration. The default setting for this function is false (disabled).
Some attack types are denied immediately without using the Blacklist function, such as Land
attack and Echo/CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.

Block Duration:

E ] Victim Protection Block Duration: This is the duration for blocking Smurf attacks.
Default value is 600 seconds.

D Scan Attack Block Duration: This is the duration for blocking hosts that attempt a
possible Scan attack. Scan attack types include X’mas scan, IMAP SYN/FIN scan and similar
attempts. Default value is 86400 seconds.

® DoS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service (DoS) attack. Possible DoS attacks this attempts to block include Ascend
Kill and WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood
attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is occurring or
not. Default value is 15 ICMP Echo Requests (PING) per second.

Clear Blacklist: Clear the current blacklist.

Blacklist: Show the blacklist information.
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Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not. Default
value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It
cannot protect against such attacks.
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Table 2: Hacker attack types recognized by the IDS

Intrusion Name Detect Parameter BIacinsiType g .BIOCk I Show Log
Duration Packet
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP Port
WinNuke 135, Src IP DoS Yes Yes
137~139, Flag:
URG
ICMP type 8 -
Smurf Des IP is Dstip | _ Vietim Yes Yes
Protection
broadcast
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port and Yes Yes
Scan CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan TCP Flag: X’'mas Src IP Scan Yes Yes
TCP Flag: SYN/
FIN DstPort:
IMAP IMAP(143)
SYN/FIN Scan SrcPort: 0 or Src IP Scan Yes Yes
65535
TCP,
No Existing session
SYN/FIN/RST/ACK And Scan Hosts more| Src IP Scan Yes Yes
Scan )
than five.
TCP
No Existing
session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346,
3456
UDP, DstPort
Back Orifice Scan = Orifice Port SrclP Scan Yes Yes
(31337)
Max TCP Open
SYN Flood Handshaking Count Yes
(Default
100 c/sec)
Max ICMP
Count (Default
ICMP Flood 100 ¢/ sec) Yes
Max PING Count
ICMP Echo (Default 15 c/sec) Yes
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Src IP: Source IP

Src Port: Source Port
Dst Port: Destination Port
Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or http://
www.example.com) filter rules allow you to prevent users on your network from accessing particular
websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to meet
your requirements.

ICaniguratiDn uﬁ}g .
& —

T URL Filter
Configuration
LURL Filtering (' Enable @) Disable
Block Mode [Aways o jw]|[NULL w [ nuLL w || nuLL v|
keywords Filtering (] Enable Details *

[ Enable Details »

[] Disable all WEB traffic except for Trusted Domains
[] Block Java Applet

[ Block surfing by IP address

Diomains Filtering

Restrict URL Features

| Apply | [ Cancel | Exception List

Enable/Disable: To enable or disable URL Filter feature.

Block Mode: It can support up to 4 timeslots.

k] Disabled: No action will be performed by the Block Mode.

@  Always On: Action is enabled. URL filter rules will be monitoring and checking all hours of
the day.

@ TimeSlot1 ~ TimeSlot16: It is self-defined time period. You may specify the time period to
check the URL filter rules, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather than having
to specify a complete URL (e.g. to block any image called “advertisement.gif’). When enabled, your
specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword
“abcde” occurs in the URL.
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http://www.abcde.com/
http://www.example.com/
http://www.example.com/
http://www.abc.com/abcde.html

IIIu}nﬁgu-'atil)n u = .
L T

* Keywords Filtering
Create

Keyword
Delete

Block VWWEB URLs which contain these keywords

Mame Keyward Celete

Return »

Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed
against your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)

or dropped (Forbidden). For this function to be activated, both check-boxes must be checked. Here
is the checking procedure:

1.  Check the domain in the URL to determine if it is in the trusted list. If yes, the connection
attempt is sent to the remote web server.

2. If not, check if it is listed in the forbidden list. If yes, then the connection attempt will be
dropped.

3. If the packet does not match either of the above two items, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For
example to block traffic to www.google.com.au, enter “www.google” or “www.google.com”

In the example below, the URL request for www.abc.com will be sent to the remote web server
because it is listed in the trusted list, whilst the URL request for www.google or www.google.com
will be dropped, because www.google is in the forbidden list.

I Configuration M\' .
i L=

¥ Domains Filtering
Domain Name

Camain Mame

Type Forkidden Domain
Delete

Trusted Domain

Name Domain Delete
item www.abc )
Forbidden Domain

Name Domain Delete

item0 WWw.google ©

Returm »
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http://www.google.com.au/
http://www.google/
http://www.google.com/
http://www.abc.com/
http://www.google/
http://www.google.com/
http://www.google/

Example:

Andy wishes to disable all WEB traffic except for ones listed in the trusted domain, which would
prevent Bobby from accessing other web sites. Andy selects both functions in the Domain Filtering
and thinks that it will stop Bobby. But Bobby knows this function, Domain Filtering, ONLY disables
all WEB traffic except for Trusted Domain, BUT not its IP address. If this is the situation, Block
surfing by IP address function can be handy and helpful to Andy. Now, Andy can prevent Bobby
from accessing other sites.

Restrict URL Features: This function enhances the restriction to your URL rules.

®  Block Java Applet: This function can block Web content that includes the Java Applet. It is
to prevent someone who wants to damage your system via standard HTTP protocol.

® Block surfing by IP address: Preventing someone who uses the IP address as URL for
skip- ping Domains Filtering function. Activates only and if Domain Filtering enabled.
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IM / P2P Blocking

IM, short for Instant Message, is required to use client program software that allows users to
communicate, in exchanging text message, with other IM users in real time over the Internet. A P2P
application, known as Peer-to-peer, is group of computer users who share file to specific groups of
people across the Internet. Both Instant Message and Peer-to-peer applications make communication
faster and easier but your network can become increasingly insecure at the same time. IM and P2P
blocking helps users to restrict LAN PCs to access to the commonly used IM, Yahoo and MSN, and
P2P, BitTorrent and eDonkey, applications over the Internet.

Il.‘.nnﬁulll-ﬂinll u\r‘ .
i 2 -

*IN/P2P Blocking

Configuration

Instant Message Blocking Disabled
Yahoo Messenger [ slock

MSM Messenger [ Block
Peerto Peer Blocking Digabled  w
BitTorrent (BitTorrent, BitComet) [ Bilock
eDonkey (eDonkey, ehule) [ Block

Instant Message Blocking: The default is set to Disabled.

® Disabled: Instant Message blocking is not triggered. No action will be performed.

® Always On: Action is enabled.

® TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time
perith to trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule
section.

Yahoo/MSN Messenger: Check the box to block either or both Yahoo or/and MSN Messenger. To
be sure you enabled the Instant Message Blocking first.

®  Peer to Peer Blocking: The default is set to Disabled.
® Disabled: Instant Message blocking is not triggered. No action will be performed.
@® Always On: Action is enabled.

TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time period to
trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule section.

BitTorrent / eDonkey: Check the box to block either or both Bit Torrent or/and eDonkey. To be
sure you enabled the Peer to Peer Blocking first.
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Firewall Log

Ii.‘.omiqm ation '\ u,}[‘ .

TFirewall Log

Event will be shiown in the Status - Event Log

Filtering Log ) Enable & Disahble
Intrusion Log O Enable @ Disable
URL Blocking Log ) Enable & Disahle
Apply

Firewall Log display log information of any unexpected action with your firewall settings.

Check the Enable box to activate the logs.
Log information can be seen in the Status — Event Log after enabling.
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VPN - Virtual Private Networks

Virtual Private Networks is ways to establish secured communication tunnels to an organization’s
network via the Internet. Your router supports three main types of VPN (Virtual Private Network):
PPTP, IPSec and L2TP.

PPTP (Point-to-Point Tunneling Protocol)

There are two types of PPTP VPN supported; Remote Access and LAN-to-LAN (please refer
below for more information). Click Configuration/VPN/PPTP.

Edit Active MName Connection Type Type Delete
Test remoteaccess dialout
Name: A given name for the connection.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Connection Type: It informs your PPTP tunnel connection condition.

Type: This refers to your router operates as a client or a server, Dialout or Dialin respectively.

PPTP Connection - Remote Access

I Configuration

*PPTP

Parameters

MHarme _ Connection Type :Remute Access W

Type Diél out s Server IP Addressior Domain Name}:

Username Fassward . Auth. Type | ChapfAuta) s
Crata Encryption Auto w ey Length _Autu b Mode stateful  w

Active as defaultroute [ Enahble

Edit Active Mame Cannection Type Type Celete
[ F Test rermoteaccess dialout O

Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote
VPNserver, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Domain Name)
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you wish to connect to.

When configuring your router as a server, enter the Private IP Address assigned to the Dial in
User.

Sever IP Address(or Domain Name):Enter the Server IP Adress or Domain Name.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger encryption
than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Click Edit/Delete button to save your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection
A company’s office establishes a PPTP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN
T

£= \\
Public IP 192.168.1.254 / & '5_!

69.921.1.33

en
Servel Router -. t!

Encryption Diata
PPTP Senel —aiisesssssssseeeeeseeeeii——. PP TP Cliend

VPN Connection '
* .............................
Dial-out i

192 168.1.024

PPTP VPN-Remote Access (Dial-out)
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Configuring the PPTP VPN in the Office

Click Configuration/VPN/PPTP. Choose Remote Access from Connect Type drop-down menu. You
can either input the IP address (69.1.121.33 in this case) or hostname to reach the server.

I Configuration

N N

TPPTP
Parameters
MNarne YEN_PPTP Connection Type 'Remote ACCESS W
Type [Dial oot ~ Server IP Address(or Domain Name) [69.121.1.33 '
Username |usernarme FPassword ....... Auth. Type _Chap(AutD) ¥
Ciata Encryption Auto v Key Length _Autu W Mode stateful
Active as default route [JEnable
Add
Edit Active Marme Connection Type Tyhe Delete
) ] Test remoteaccess dialout @)
Function Description
Name VPN_PPTP Given name of PPTP connection
Connection Remote Access | Select Remote Access from the Connection Type drop-down
Type menu
Type Dial out Select Dial out from the Type drop-down menu
IP Address (or |69.121.1.33 An Dialed server IP
Domain name)
Username Username A given username & password
Password 123456
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful

114



PPTP Connection - LAN to LAN
Click Configuration/\VPN/PPTP. Choose LAN to LAN from Connect Type drop-down menu.

I Configuration w; .
i

~PPTP

Parameters

Mame YPN_PPTF Connection Type | LA to LaN v

Type Cial DUTl w Sereer IP Addressior Domain Name) _69.1 211 .?;3

Feer Metwork [P . Metmask -

Uzermame Ugername | Password |eeseee Auth. Type Chap{autoy »
Drata Encryption Auta v key Length :Auto w Mode stateful  »
Active as default route Enahle

Edit Active Mame Connection Type Type Delete

(&) "] Test remoteaccess dialout £

Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote
VPNserver, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Domain Name)
you wish to connect to.

When configuring your router as a server, enter the Private IP Address assigned to the Dial in
User.

Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is

Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger encryption
than 40 bit keys.
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Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Click Edit/Delete button to save your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office

Pullic IP
192.168.0.254 69.121.1.33  192.168.1.254

PRTP Client Encryption Data PPTP Server

YPHN Connection

192.168.0.0/24 192.168.1.0:24
PPTP VPN-LAN to LAN

C Both office LAN networks must be in different subnet with the LAN-LAN application.

Attention
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Configuring the PPTP VPN in the Head Office

The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please
make sure this IP is not used in the head office LAN.

I Configuration

W N

*PPTP
Parameters
MNarne HeadOffice Connection Type 'LAN to LAN v
Type [Dialin v Private IP Address Assigned to Dialin user [192.168.1.200 |
Feer Metwatk IP :192.168_.0.0 Metmask .255.255.255.0
Username username Fassword |sesnss Auth. Type Chapifuto) »
Data Encryption Auto w Key Length EAuto w Mode e;tateful R
Active as default route Enable
Add
Edit Active Marne Connection Type Type Delete
(@) Fl Test remoteaccess dialout O
Function Description
Name HeadOffice Given name of PPTP connection
Connection LAN to LAN Select LAN to LAN from the Connection Type drop-down
Type menu
Type Dial in Select Dial in from the Type drop-down menu
IP Address 192.168.1.200 |IP address assigned to branch office network.
Peer Network 192.168.0.0 Branch office network
IP
Netmask 255.255.255.0
Username Username A given username & password to authenticate branch office
twork.
Password 123456 newor
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful
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Configuring the PPTP VPN in the Head Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

I Configuration

W N

PPTP
Parameters
Marme BranchOffice Connection Type LAM to LARN w
Type . Dial out v. Server I[P Addressior Domain Mame) [69.121.1.33
Peer Metwork IP [182.168.1.0 | Metmask 255.255.255.0
Lsername username Passward ETITT Auth. Type | Chapiauto)
Diata Encryption Auto v Key Length | Auto * Mode statefll v
Active as default route Enable
Add
Edit Active Marme Connection Type Type Delete
Function Description
Name BranchOffice Given name of PPTP connection
Connection LAN to LAN Select LAN to LAN from the Connection Type drop-down
Type menu
Type Dial out Select Dial out from the Type drop-down menu
IP Address (or |69.121.1.33 IP address assigned to branch office network.
Domain Name)
:T:)eer Network 192.168.1.0 Head office network
Netmask 255.255.255.0
Username Username A given username & password to authenticate branch office
Password 123456 network.
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server &
Data Encryption | Auto client will determine the value automatically. Refer to manual
for details if you want to change the setting.
Key Length Auto
Mode stateful
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IPSec (IP Security Protocol)

I Configuration

*|PSec
Parameters

Mame

Local Metwaork

Single Address |w

Remote Secure Gateway IP

Remaote Metwork
IKE Mode

Local ID Type
Femaote ID Type
Hash Function

IPSec Froposal

FPerfect Forward Secrecy

Phase 1 (IKE}SA Lifetime

PIMNG for keepalive

Disconnection Time after
no traffic

Reconnection Time

Mate

Add

VPH Tunnels

Edit  Active Mame

Local Subnet

Single Address »
[.-1ai.n w

Default w

Default ¥l

MDS |+
[“EsP

ClaH

| MODP1024 (DH2) (|
480 |
minis;

.H-:une v.

1180

3 min(s) (3 at least)

2(0-3600, 0 means MEVER])

Femuote Subnet

IF Address

IF Address

Fre-shared Key

IDContent

IDContent

Encryption EDE_S
Authentication | MDS
Authentication | MDS

Phase 2 (IPSec) |60

PIMNG to the IP
(0.0.0.0:NEVER]

seconds (180 at least)

W

W

b

Femote Gateway

W N

DH Group | MODP1024 (DHZ2) |»
Encryption | 3DES w

min(s)
.Interv'al :.1.IZI |seconds *

|PSec Proposal Delete

Active: This function activates or deactivates the IPSec connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be

available.

Name: This is a given name of the connection.

Local Subnet: Displays IP address and subnet of the local network.

Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or Domain Name of the remote VPN device that is
connected and established a VPN tunnel.

IPSec Proposal: This is selected IPSec security method.
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IPSec VPN Connection

I Configuration

*|PSec
Parameters

rMame

Local Metwark
Remote Secure Gateway IP _
Remaote Metwork
IKE Mode

Local ID Type
Femaote ID Type
Hash Function

IPZec Proposal

Ferfect Forward Secrecy

Phase 1 (IKE}ZA Lifetime

FIMG for keepalive

Disconnedtion Time after
na traffic

Reconnection Time

Single Address |w

Single Address |»

_ [.-1ai.n w
Default
Default

MD5 v
ESP
C1aH

| MODP1024 (DHZ} |

o

Mate * : (0-3600, 0 means NEVER)

Add

VPN Tunnels

Edit Active Mame

Name: A given name for the connection (e.g. “connection to office”).

Local Subnet

Remote Subnet

IP Address

IFP Address

Fre-shared Key '

| IDcontent

_ IDCantent
Encryption _ EDE_S "
Authentication MD5 |
Authentication |MDS  »

JBD ’ Phase 2 (IPSec) |60
min(s)

I PIMG to the 1P
None §§ (0.0.0.0:NEVER)
180 | seconds (180 at least)
_3 | min(s) (3 at least)

Remote Gateway

N N

OH Group r.-1GDF'1_E|_E§|D!—|2': w

Encryption | 3DES »

min{s}
. Interval :.1.EI | seconds *
IPSec Proposal Delete

Local Network: Set the IP address, subnet or address range of the local network.

® Single Address: The IP address of the local host.

@ Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1 to

192.168.1.254).

® IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:

192.168.1.10.

Remote Secure Gateway Address (or Domain Name): The IP address or hostname of the

remote VPN device that is connected and establishes a VPN tunnel.

Remote Network: Set the IP address, subnet or address range of the remote network.

IKE (Internet key Exchange) Mode: Select IKE mode to Main mode or Aggressive mode. This
IKE provides secured key generation and key management.
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Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Local ID:

@  Content: Input ID’s information, like domain name www.ipsectest.com.
Remote ID:

®  Identifier: Input remote ID’s information, like domain name www.ipsectest.com

Hash Function: It is a Message Digest algorithm which coverts any length of a message into a
unique set of bits. It is widely used MD5 (Message Digest) and SHA-1 (Secure Hash Algorithm)
algorithms. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash

Encryption: Select the encryption method from the pull-down menu. There are several options,
DES, 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

) th3|c)jES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

@® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Diffie-Hellman Group: It is a public-key cryptography protocol that allows two parties to establish
a shared secret over an unsecured communication channel (i.e. over the Internet). There are
three modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular
Exponentiation Groups.

IPSec Proposal: Select the IPSec security method. There are two methods of checking the
authentication information, AH (authentication header) and ESP (Encapsulating Security Payload).
Use ESP for greater security so that data will be encrypted and authenticated. Using AH data will
be authenticated but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

® MDS5: A one-way hashing algorithm that produces a 128-bit hash.

® SHA1: A one-way hashing algorithm that produces a 160-bit hash
Encryption: Select the encryption method from the pull-down menu. There are several options,
DES, 3DES, AES (128, 192 and 256) and NULL. NULL means it is a tunnel only with no

encryption. 3DES and AES are more powerful but increase latency.
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® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

] 3[t)hE%: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during the second phase of VPN negotiation. This
function cryptography protocol that allows two parties to establish a shared secret over an
unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-bit,
MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before
new encryption and authentication key will be exchanged. There are two kinds of SAs, IKE and
IPSec. IKE negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

® Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. The range can
be from 5 to 15,000 minutes, and the default is 480 minutes.

® Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be from
5 to 15,000 minutes, and the default is 60 minutes.

A short SA time increases security by forcing the two parties to update the keys. However, every
time the VPN tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

PING for Keep Alive:

@® None: The default setting is None. To this mode, it will not detect the remote IPSec peer
has been lost or not. It only follows the policy of Disconnection time after no traffic, which the
re- mote IPSec will be disconnected after the time you set in this function.

® PING: This mode will detect the remote IPSec peer has lost or not by pinging specify IP ad-
dress.

@ DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to
be detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

PING to the IP: It is able to IP Ping the remote PC with the specified IP address and alert when
the connection fails. Once alter message is received, Router will drop this tunnel connection.
Reestablish of this connection is required. Default setting is 0.0.0.0 which disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection
status. Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, 0
second disables the function.

Ping to the IP Interval (sec) Ping to the IP Action
0.0.0.0 0 No
0.0.0.0 2000 No
XXX XXX.XXX. XXX (A valid IP Address) 0 No
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XXX XXX.XXX. XXX (A valid IP Address) 2000 Yes, activate it in every 2000
second.

Disconnection Time after no traffic: It is the NO Response time clock. When no traffic stage
time is beyond the Disconnection time set, Router will automatically halt the tunnel connection and
re-establish it base on the Reconnection Time set. 180 seconds is minimum time interval for this
function.

Reconnection Time: It is the reconnecting time interval after NO TRAFFIC is initiated. 3 minutes
is minimum time interval for this function.

Click Edit/Delete to save your changes.
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Example: Configuring an IPSec LAN to LAN VPN Connection

Branch Office Heaad Office

Public IP Public IP
192.168.0.254  69.121.1.30 6912113 192.168.1.2¢

Encryption Data

VPN C onnection

192.168.0.0:24 192.168.1.0/24
IPSec VPN-LAN to LAN

Table 3: Network Configuration and Security Plan

Branch Office Head Office
192.168.0.0/24 192.168.1.0/24
69.1.121.30 69.1.121.3
192.168.1.0/24 192.168.0.0/24
69.1.121.3 69.1.121.30
12345678 12345678
Tunnel mode Tunnel mode
ESP:MD5 with AES ESP:MD5 with AES

@ Both office LAN networks must be in different subnet with the LAN-LAN application.

Functions of Pre-shared keys, VPN Connection Type and Security Algorithm must
Attention be identically setup on both sides.
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Configuring IPSec VPN in the Head Office

TIPSec
Parameters
Mame IP2ec_HeadOffice
Laocal MNetwark Subnet b IP Address 192.168.1.0 MNetmask 1255255 255
Remoie Secure Gateway IP .'39.121 1.30
Remaote Network Subnet v IP Address 192.168.0.0 MNetmask ;2:‘:‘.2:‘5.2:‘:‘..
IKE Mode ldain b Pre-shared Key 1234:'!_’-_?8
Local ID Type _Default v | |DContent
Remate ID Type Default + | |DContent
Hash Function MO5  |w Encryption 3DES b CH Group MODP1024 (DH2)
IPSec Proposal [¥]E=SF Authentication MOS [ Encryption ADES w
[1aH Authentication MD5 |v
Perfect Forward Secrecy ' Mone w
Phase 1 (IKE)SA Lifetime 480 Phase 2 (IPSec) B0 minutes
minutes
FING for keepalive Mone w FE:Iéleltﬂj;[TglgR Interval 10 seconds *
L:rlci;ﬂcsnnecti-:un Time after no 120 .
Reconnection Time 3 minutes (3 at least)
Function Description
Name IPSec_HeadOffice Give a name of IPSec Connection
Local Network Subnet Select Subnet from Local Network drop-down
menu.
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
Remote Secure 69.121.1.30 IP address of the head office router (in WAN
Gateway IP (or side)
Hostname)
Remote Network Subnet Select Subnet from Remote Network drop-
down menu
IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
Pre-shared Key 12345678 Security plan
Authentication MD5S
Encryption 3DES
Prefer Forward None
Security
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Configuring IPSec VPN in the Branch Office

~IPSec
Parameters
MName IP2ec_BranchOffice
Local Network Subnet v: IP Address 192 168.0.0 Netmask |255.265.255 |
Remote Secure Gateway I[P |59.121.1.3
Remate Network Subnet v IP Address 192.168.1.0 Metmask 255.255.255.
IKE Mode Main “ Pre-shared Key 12345678
Local 1D Type Default | |DContent
Remote ID Type Default v- IDCantent
Hash Function I.ID§ | Encryption 3DES v DH Group . MODP1024 |,_DH2': w
IPSec Proposal [¥lESP Authentication MDE  |w Encryption 3DES v
[JaH Authentication MDE »
Perfect Forward Secrecy MNane b
Phase 1 (IKE)SA Lifetime | *20 Phase 2 (IPSec) 80 e
minutes
PIMNG for keepalive Mone w ::.DHSE"DEPFEIER Imterval 10 seconds *
{Zrhci;nc;nnecticn Time after no 180 e
Reconnection Time |3 minutes (3 atleast)
Function Description
Name IPSec_BranchOffice Give a name of IPSec Connection
Local Network Subnet Select Subnet from Local Network drop-down
menu.
IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
Remote Secure 69.121.1.3 IP address of the head office router (in WAN
Gateway IP (or side)
Hostname)
Remote Network Subnet Select Subnet from Remote Network drop-
down menu
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
Pre-shared Key 12345678 Security plan
Authentication MD5S
Encryption 3DES
Prefer Forward None
Security
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Example: Configuring an IPSec Host to LAN VPN Connection

Head Office

Public IP Public IP
69.121.1.30 69.121.1.3 192.168.1.2

—ED— & —
Windows XP Router
Encryption Data
IPSec s IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN
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Configuring IPSec VPN in the Office

~IPSec
Parameters
MName IPSec
Local MNetwork Subnet bt IF Address 192.168.1.0 Metmask 255,255,255,
Remote Secure Gateway IP |69.121.1.30
Remuote Network Single Address v- IP Address 69.121.1.30
IKE Mode IMain - Pre-shared Key 1231'_5'?78
Local ID Type Default w | |IDContent
Remate ID Type Default v | IDContent
Hash Function MD5  |[» Encryption 3DES v DH Group MODP1024 (DHZ) »
IPSec Proposal EZP Authentication MD5  |» Encrypticn 3DES= ot
CJaH Authentication MDE |w
Perfect Forward Secrecy Mone w
Phase 1 (IKE)SA Lifstime |50 Phase 2 (IPSec) a0 Rt
minutes
PING far keepalive None w .Pu”;SutujP;EER Interval 10 SsrandE
ﬁ;%:l:onnedian Time afterno [ lscsnds Y80 SElcEH
Reconnection Time 3 minutes (3 at least)
Function Description
Name IPSec Give a name of IPSec Connection
Local Network Subnet Select Subnet from Local Network drop-down
menu.
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0

Remote Secure
Gateway IP (or
Hostname)

69.121.1.30

IP address of the head office router (in WAN
side)

Remote Network

Single Address

Select Single Address from Remote Network
drop-down menu

IP Address 69.121.1.30 Remote worker's IP address
Pre-shared Key 12345678 Security plan

Authentication MD5

Encryption 3DES

Prefer Forward None

Security
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L2TP (Layer Two Tunneling Protocol)

I Configuration u\t. .
5 =

TL2TP

Parameters

Mame Connection Type Femote Access w

Tvpe Diél out » Server IP Address(or Domain Mame)

Uszername Password Auth, Type ChapiAuta)
Tunnel Authentication [1Enakle Secret Active as defaultroute ] Enable
Femote Host Mame{Optional) Local Host Mame{Optional)

IPSec [CJEnable Authentication Encryption

Perfect Forward Secrecy Pre-shared key

Edit Active Mame Connection Type Type Delete

(@) "] test remoteaccess dialout (3]

Two types of L2TP VPN are supported Remote Access and LAN-to-LAN (please refer below for
more information.). Fill in the blank with information you need and click Add to create a new VPN
connection account.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you
want the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be
available.

Name: This is a given name of the connection.
Connection Type: Displays the condition of your L2TP tunneling connection.

Type: This refers to your router whether it operates as a client or a server, Dial-out or Dial-in
respectively.

L2TP Connection-Remote Access

Ii.‘.nnfiajllmtinln u\l; .
5 :

TL2TP

Parameters

Mame Caonnection Type Remote Access v

Type Diél aut s Server IP Addressi{or Domain Name)

Username FPassword Auth. Type Chapifuto)
Tunnel Authentication [l Enable Secret Active as defaultraute  []Enable
Remote Host Mame(Optional) Local Host Mame(Optianal)

IPSec [JEnable Authentication Encryption

Perfect Fonward Secrecy Pre-shared key

Edit Active Mame Connection Type Type Delete

(@) |l test remoteaccess dialout e
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nnection Type: Remote A r LAN to LAN
Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server |IP Address (or Hostname) you
wish to connect to.

When configuring your router as a server, enter the Private IP Address Assigned to the Dial in
User.

Sever IP Address(or Domain Name):Enter the server or Domain Name.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that an intruder has
not replaced the client.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier
from the Remote VPN device matches with the Remote hostname provided. If remote hostname
matches, tunnel will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes
a VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MDS5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

@®  MDS5: A one-way hashing algorithm that produces a 128-bit hash.
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@® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES,
3DES, AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are
more powerful but increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

®  AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during the second phase of VPN negotiation. This function
will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a public-key
cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP
1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN
Adapter (included with Windows XP/2000/ME, etc.). The router is installed in the head office,
connected to a couple of PCs and Servers.

Public 1P
61.56,158.112 192.168.1.254

Femote Warker

55—

Eneryption Data

L2TP Clieit  ——sii s L2 TP Server

VPH Connection
lilllllilillilliililllli-lli-llI-'

Dial-in

192.168.1.024

L2TP VPN-Remote Access (Dial-in)
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Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this
IP is not used in the Office LAN.

I Configuration

TL2TP

Parameters

Marme WPM_L2TP Connection Type Remote Access v

Type Dialin  » Private |IP Address Assigned to Dialin user (192.168.1.200

Llsername username Fasswaord ssssss Auth. Type | ChapiAuto)
Active as

Tunnel

Authentication L ENakle Secret default Enable
route

Remate Host

Marme Local Host Mame{Optional)

{(Optional)

IPSer [l Enable Authentication MD&a Encryption | 3DES w

Perfect J

Forward Mone w | Pre-shared key 12345678

Secrecy |

Add

Edit Active Marme Caonnection Type Type Delete

Function Description
Name VPN _L2TP Give a name of L2TP Connection

Connection Type

Remote Access

Select Remote Access from the Connection Type
drop-down menu

Type Dial in Select Dial in from the Type drop down menu
IP Address 192.168.1.200 An IP assigned to the remote client
Username username Enter the username and password to
Password 123456 authenticate a remote client

Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES

Perfect Forward None

Secrecy

Pre-Shared Key 12345678
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection

A company'’s office establishes a L2TP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN
ﬁ_\_
E r'\

Public IP g '

68.121.1.33 102 168.1.254 [ 4

Seree|

Encryption Data
LZTP Senvel —eiiiessssssssssssni——"— |2 TF Client

VPN Conmection

fll» 4 25201 2R B ESRAT ORISR IR RS :
Dial-out

192,168, 1.0724

L2ZTP VPN-Remote Access |(Dial-out)
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Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this
IP is not used in the Office LAN.

I Configur ation

W N

vL2TP
Parameters
Narme YEM_LZTP Connection Type Remote Access w
Type . Dial out | Server P Addressor Domain Mame) [68.121.1.200
Username |username Passwiord ssssss _ Auth. Type _Chap_{ﬁutn} v
;Etnhneer:ticatinn [1Enable T | ?thigﬁlfrsnute [lEnable
Egmgf:%;?;;an Local Host Mame(Optional)
IPSec [¥] Enable Authentication MOa Encryption 3DES w
;ggf;g;”mm None v | Pre-shared Key 12345678
Edit Active Mame Connection Type Tvpe Delete
Function Description
Name VPN_L2TP Give a name of L2TP Connection
Connection Type Remote Access Select Remote Access from the Connection Type
drop-down menu
Type Dial out Select Dial out from the Type drop down menu
IP Address (or 69.121.1.200 A Dialed Server IP
Domain Name)
Username username An assigned username and password
Password 123456
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678

Example: Configuring your Router to Dial-in to the Server

Currently, Microsoft Windows operation system does not support L2TP incoming service.
Additional software may be required to set up your L2TP incoming service.
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L2TP Connection - LAN to LAN

I Configuration

W N

TL2TP

Parameters

Marne Connection Type LA to LAM v

Type . Dial out v' Server IP Addressior Domain Name) '

Peer Metwark IP [ Metmask

Lisername Fassword Auth. Type ChapfAuta)
Tunnel Authentication [CIEnable Secret Active as default route Enahle
Remaote Host Name{Optional) Local Host Mame(Optional)

IPSec [ClEnakie Authentication Encryption

Perfact Fonward Secrecy Pre-shared Key

Add

Edit Active Mame Connection Type Type Delete

L2TP VPN Connection
Name: A given name for the connection
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In to have it operate as a VPN server.

When configuring your router to establish a connection to a remote LAN, enter the remote Server
IP Address (or Hostname) you wish to connect to.

When configuring your router as a server to accept incoming connections, enter the Private IP
Address assigned to the Dial in User.

Sever IP Address(or Domain Name):Enter Sever IP Address or Domain Name
Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or else the authentication type you want clients connecting to you to use (when acting as a
server). When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password
before sending, and also allows for challenges at different periods to ensure that the client has not
been replaced by an intruder.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.
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Active as default route: Commonly used by the Dial-out connection which all packets will route

through the VPN tunnel to the Internet; therefore, active the function may degrade the Internet
performance.

Remote Host Name (Optional): Enter hosthname of remote VPN device. It is a tunnel identifier
from the Remote VPN device matches with the Remote hostname provided. If remote hostname
matches, tunnel will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes
a VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are three options, Message Digest 5 (MDS5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is
slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHAA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES,
3DES, AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are
more powerful but increase latency.

@® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

E) 3DAE%: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change encryption keys during the second phase of VPN negotiation. This function
will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a public-key
cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP
1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic
can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Branch Office Haad Office

Pullic IP
192.168.0.25 69.121.1.33  192.168.1.2

~—~ -~

Router Router

E tion Drat
L2TP Client e | 2TP Server

VPN Connection

192.168.0.0/24 192.168.1.0/24
L2TP VPN-LAN to LAN

Both office LAN networks must be in different subnet with the LAN-LAN application.

Functions of Pre-shared keys, VPN Connection Type and Security Algorithm must
Attention be identically setup on both sides.
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Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please

make sure this IP is not used in the head office LAN.

I Configuration

*L2TP

Parameters

Marme HeadOffice
Type Dialin (=
FREENBMOIK 1155 1630 0
IP
lIsername USErname
Tunnel

[l Enable

Authentication

Remote Host

Cannection Type

LAM to LAM v

Private IP Address Assigned to Dialin user [192.168.1.200

Metmask

Password

Secret

Auth. Type | ChaplAuto)

Active as
default Enahle
route

Marme Lacal Host Mame{Optional)
(Optional)
IPSec [¥] Enable Authentication hDE Encryption | 3DES W
FPerfect 4
Forward MHane > Pre-shared kKey 12345678
Secrecy
[dd]
Edit Active Mame Cannection Type Type Celete
Function Description
Name HeadOffice Give a name of L2TP Connection
Connection Type LAN to LAN Select LAN to LAN from the Connection Type
drop-down menu
Type Dial in Select Dial in from the Type drop down menu
IP Address 192.168.1.200 IP address assigned to branch office network
Peer Network IP 192.168.0.0 Branch office network
Username username An assigned username and password to
Password 123456 authenticate branch office network
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678
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Configuring L2TP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

I Configuration

TL2ZTP

Parameters

W N

Mame BranchOffice Connection Type LAM to LAN w
Type Dial out » Server IP Address(or Domain Mame) |69.121.1.33
Feer Network [P 1892168110 MNetmask 2552552550
Username UsErnarnme Fassword LITTL L) Auth. Type Chap(futo) »
Tunnel Authentication [JEnahble Secret Active as default route Enable
Remote Host Mame(Optional) Laocal Host Rame(Qptional)
IFSec [ Enable Authentication [MDs Encryption E
Ferfect Forward Secracy _Nlane | Fre-shared Key l123456?8
Add
Edit Active Mame Connection Type Type Delete
Function Description
Name BranchOffice Give a name of L2TP Connection
Connection Type LAN to LAN Select LAN to LAN from the Connection Type
drop-down menu
Type Dial out Select Dial out from the Type drop down menu
IP Address (or 69.121.1.33 IP address assigned to branch office network
Hostname)
Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
Username username An assigned username and password to
Password 123456 authenticate branch office network
Auth. Type Chap (Auto) Keep this as the default value for most cases
IPSec Enable Enable this to enhance your L2TP VPN security
Authentication MD5 Both sides should use the same value
Encryption 3DES
Perfect Forward None
Secrecy
Pre-Shared Key 12345678
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VoIP - Voice over Internet Protocol

VolIP enables telephone calls through existing Internet connection instead of going through the
PSTN (Public Switched Telephone Network). It is not only cost-effective, especially for a long
distance telephone charges, but also toll-quality voice calls over the Internet.

g

@ After completing VolIP configuration, remember to apply the changes. SAVE CONFIG
and restart to activate your VolIP.

Attention

. >

Here are the items within the VolP section: SIP Device Parameters, SIP Accounts, Phone Port,
PSTN Dial Plan, VoIP Dial Plan, Call Features, Speed Dial and Ring &Tone.
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SIP Device Parameters

This section provides easy setup for your VoIP service. Phone port 1 and 2 can be registered to
different SIP Service Provider.

Ii.‘.nnﬁulll ation Q\E .
A -

*SIP Device Parameters

Parameters

SIP C Enable & Disable
Silence Suppression (WAD) Enahle Dizable
Echa Cancellation Enahle Cisahle
RTF Port

Region

WVoice GoS, DSCP Marking
VolP Advanced Settings

WoIP through IP Interface ipwan

“oice Frame Size 20ms |

Dial Flan Priority flode 1w Hint*

PSTM Auto-fallback [] Enable, when receive the specified SIP codes  Edith

T.38 Fax Relay [ Enable, Max Bit Rate: | 14400 bps »

PSTHN Environment Adjustiment

FSTH Voltage Configuration OMHOOK Yoltage: |18 OFFHOOK Yoltage: |4 | Hint*
Checkyour PSTN Voltage Levels () Ensure your phone is ONHOOK, click | SheckLevel | yajue is

O Ensure your phane is OFFHOOK, click | CheckLevel | waueis |

_!\Caurion.f The VolP canfiguration will take effect anls when ol apoly the changes, save configiration and restanr the device

Annly Cancel

SIP Device Parameters

SIP: To use VolIP SIP as VolIP call signaling protocol. Default is set to Disable.

Silence Suppression (VAD): Voice Activation Detection (VAD) prevents transmitting the nature
silence to consume the bandwidth. It is also known as Silence Suppression which is a software
application that ensures the bandwidth is reserved only when voice activity is activated. Default is
set to Enable.

Echo Cancellation: G.168 echo canceller is an ITU-T standard. It is used for isolating the echo
while you are on the phone. This helps you not to hear much of your own voice reflecting on the
phone while you talk. Default is set to Enable.

RTP Port: Provide the based value from the media (RTP) ports that are assigned for various
endpoints and the different call sessions that may exist within an end-point. (Range from 5100 to
65535, default value is 5100)

Region: This selection is a drop-down box, which allows user to select the country for which the
VolIP device must work. When a country is selected, the country parameters are automatically
loaded.

Voice QoS, DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in
the ToS byte. DSCP Marking allows users to assign specific application traffic to be executed in
priority by the next Router based on the DSCP value. See Table 4. The DSCP Mapping Table:

Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS network.
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Advanced — Parameters

VolP Advanced Settings

ValP through IP Interface ipwan w

Voice Frame Size 20ms w

Cial Plan Priority Mode 1 |» Hint*

P3TH Auto-fallback [] Enable, when receive the specified SIP codes  Edit»
T.38 Fax Relay (1 Enable, Max Bit Rate: | 14400 bps »

VolIP through IP Interface: |IP Interface decides where to send/receive the voip traffic; it includes:
ipwan and iplan. Easy way to select the interface is to check the location of the SIP server. If

it locates some where in the Internet then select ipwan. If the VoIP SIP server is on the local
Network then select iplan.

Voice Frame Size: Frame size is available from 10ms to 60ms. Frame size meaning how many
milliseconds the Voice packets will be queued and sent out. It is ideal to have the same frame
size in both of Caller and Receiver.

Dial Plan Priority: Define the priority between VoIP and PSTN dial plan.

PSTN Auto-fallback: Whenever VoIP SIP responses error and error code matching with the
codes in the Edit section, the VoiP calls will automatically fallback to PSTN. In the other word, the
call will be called via the PSTN when VoIP SIP returns an error code.

Click the Edit to add or remove the responses code. To be sure the code is separated by a
comma (,).

For more information about SIP responses codes, please check M€} to link to http://voip-info.
org/wiki/view/sipt+response+codes where you can get to know the meaning of each error code.

T.38 Fax Relay: It allows the transfer of facsimile documents in real-time between two standard
Group 3 facsimile terminals over the Internet or other networks using IP protocols. It will only
function when both sites are support this feature and enabled.

Advanced — PSTN Environment Adjustment

PSTN Environment Adjustment options will help you to adjust the onhook and offhook voltage
detection values for your environment. You should use these if the default values are incorrect
and result in PSTN calls not being detected properly, e.g. calls being terminated within 5 seconds
of being answered. The actual levels are determined by your environment including the number
and type of telephones used.

PSTN Environment Adjustment
PSTN Veltage Configuration ONHOOK Voltage: |18 | OFFHOOK Voltage: |4 Hint»

) Ensure your phone is ONHOOK, click | CheckLevel | vajueis .
() Ensure your phone is OFFHOOK, click | CheckLevel | vaueis .

Check your PSTM Voltage Levels

Note: ONHOOK means hung up.

To take your phone OFFHOOK, lift the receiver then press Hook/Flash until you hear your normal
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PSTN dialtone, not your VolIP dialtone. Wait several seconds and then press Check Level.
You should check the OFFHOOK value for each telephone you have connected to this device.

Set the OFFHOOK voltage to the lowest setting registered for all your telephones, e.g. if your
telephones return values of 4, 5 and 7 then you should set your OFFHOOK voltage to 4.

Note: The detected values will not automatically be set by the Check Level function; you
must enter the lowest level detected after testing all your telephones.
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SIP Accounts

This section reflects and contains basic settings for the VolP module from selected provider in the
Wizard section. Fail to provide correct information will halt making calls out to the Internet.

I Configuration

*SIP Accounts

SIP Setting

Prafile Mame : Registrar Addressior Hostname) Registrar Port
Expire(seconds) 3600 User Domain/Realm Outbound Proxy Address
Cwthound Proxy Port 5060 ' Fhone Mumber Llsername

Password | Dizplay Mame Directin Dial

Add

Edit Frofile Kame Registrar Address Fhone Mumhber Delete

O Phone Port 1

@ Phone Part 2

Profile Name: User-defined name is for identifying the Profile.

Registrar Address (or Hostname): Indicate the VoIP SIP registrar IP address.

e

| 5060

Mane

Registrar Port: Specify the port of the VoIP SIP registrar on which it will listen for register

requests from VoIP device.
Expire: Expire time for the registration message sending.

User Domain/Realm: Set different domain name for the VolP SIP proxy server.

Outbound Proxy Address: Indicate the VoIP SIP outbound proxy server IP address. This

parameter is very useful when VolP device is behind a NAT.

Outbound Proxy Port: Specify the port of the VoIP SIP outbound proxy on which it will listen for

messages.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.

Username: Same as Phone Number.

Password: This parameter holds the password used for authentication within VolP SIP registrar.

Display Name: This parameter will be appeared on the Caller ID.

Direct in Dial: Select the ringing port when getting an incoming VolIP call.
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Phone Port

This section displays status and allows you to edit the account information of your Phones. Click
Edit to update your phone information.

I Configuration Q\E .
&

*Phone Port 1

Fort FPhone Fort1 »

Special Digit Sequences

*B9 Return Call Enabla
*20 enable 'Don't Disturb' F *80 disahble 'Don't Disturb’ Enahle
*4(0x. Blind Call Transfer Enahle
w# Speed Dial & 2.9) Enahle
## Redial Enable
*Td=w==numhber=# Setthe number of Speed Dial Code =x= (x 2.9) Enahle
*BY Anonymous Call [] Enable
Fhone number +#(pound keyilmmediate Call Qut Service [ Enable

Codec Preference
Priority 1 G.729 ¥ Priority 2 POMU GG T U-Law) » Priority 3 POMA (G T11 A-Lawd aal|

Priority 4 5.726-32 v| DTMF Method Inband w

ARRIY | valume Control ¥

Port: It allows you to change the phone port setting for specify FXS port.
*69 (Return Call): Dial *69 to return the last missed call. It is only available for VoIP call(s).

*20 (Do not Disturb ON): Dial *20 to set the No Disturb on. Your phone will not ring if someone
calls.

*80 (Do not Disturb OFF): Dial *80 to set the No Disturb off. Your will be able to hear ring tone
when someone calls.

*90x (Blind Call Transfer): Dial *90 + phone-number to translate a call to a third party. This
feature is enabled by default.

x# Speed Dial (x:2..9): Refer to Phone Port section in the Web GUI. Set up your Speed Dial
phone book first before accessing the Speed Dial feature. It is enabled by default.

## Redial: Press ## to redial the latest number you dialed. This feature is enabled by default.

*74<x><number>#: Use your phone key pad to insert a phone number to the Speed Dial phone
book. Or you can update your Speed Dial phone number manually. Refer to the Phone Port
section in the Web GUI for details.

*67 Anonymous Call: Hide the own phone number for each call and it will not be displayed on the
remote site. It is only applied to the next call when you enter this control character. The detailed
operation procedure is “Off Hook -> *67 -> On Hook -> Off Hook -> Dial”. This feature is disabled by
default.

Phone Number + #: This is the fast dial which you can dial out a phone number immediately
without waiting.

Note: Refer to Special Dial Code section in this Manual for more details.
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Codec Preference

Codec is known as Coder-Decoder used for data signal conversion. Set the priority of voice
compression; Priority 1 owns the top priority.

G.729: It is used to encoder and decoder voice information into a single packet which reduces the
bandwidth consumption.

G.711u-LAW: It is a basic non-compressed encoder and decoder technique. y-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 14-bit linear sample.

G.711A-LAW: ltis a basic non-compressed encoder and decoder technique. A-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 13-bit linear sample.

G.726-32: |t is used to encoder and decoder voice information into a single packet which reduces
the bandwidth consumption. Currently only supports bit rate with 32Kbps.

DTMF Method: The Inband, RFC 2833 and SIP INFO (RFC 2976) are supported.

Volume Control

Volume control helps you to adjust the voice quality of telephone to the best comfortable listening
level.

I4_‘. onfiguration ;: .
& (.

*Phone Port 1 - Volume Control
Parameters
Microphone |:J E|
Speaker |:| B
Return »
Press “-“, the minus sign, to reduce either microphone or/both speaker’s level of your telephone.

Press “+“, the plus sign, to increase either microphone or/both speaker’s level of your telephone.
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PSTN Dial Plan (Router with LINE port only)

This section enables you to configure “VolP with PSTN switching” on your system. You can define
a range of dial plans to make regular call from VolP switching to PSTN line. Prefix numbers is
essential key to make a distinguishing between VolP and Regular phone call. If actual numbers
dialed matches with prefix number defined in this dial plan, the dialed number will be routed to the
PSTN to make a regular call. Otherwise, the number will be routed to the VoIP networks.

Reminder! In order to utilize this feature, you must have registered and connected to your
SIP Server first.

I Configuration m
A = . -

FPSTHN Dial Plan
Parameters

Prefix
Mumber of Digits (0..15)

Action Dial with Prefix ~

Add

Edit Frefix Mumber of Digits Action Delete

Prefix: Specify number(s) for switching to a PSTN call.
Number of Digits: Specify the total number of digits wish to dial out. Maximum digit number is 15.
Action: Specify a dialing method you wish to make PSTN call(s).

®  Dial with Prefix: The dialed number with prefix will be sent call through the PSTN.

Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.

@ Dial without Prefix: The dialed number will be sent call through the PSTN without prefix.

Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.

@® Dial at Timeout: The dialed number will be sent call through the PSTN with the prefix when
timeout starts. This timeout activates when no more digits are dialed in a specific duration.

Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
Digits filed.

® Dial at Timeout no Prefix: The dialed number will be sent call through the PSTN without
prefix when timeout starts. This timeout activates when no more digits are dialed in a specific
duration.

Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
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Digits filed.

,
@ Phone port 1 & 2 will automatically reply to PSTN line when:
= Power is down
] Internet service fail. i.e. lost of WAN IP address
Attention SIP option is disabled. See VolP General Settings section.

Calls match with rule(s) defined in the PSTN Digit Plan.
SIP service is not accessible. This exclude when:

= User manually disable Registration

= User insert a wrong authentication username or password

= User dials a wrong SIP number, only and if the PSTN

= auto-fallback function is not enabled. See VolP General
Settings / Advance for more information.
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PSTN Dial Plan Examples:
1.  Dial with Prefix

IC-:nfigura:iDn ) u‘% .
4 -

* PSTHN Dial Plan

Parameters

Prefix _D1 223

Mumber of Digits & o 15

Actian Dial with Prefix -

Edit Prefix MNumber of Digits Action Delete

If you dial 01223 707070, number 01223707070 will be dialed out via FXO to make a regular phone
call.

2. Dial without Prefix

IConfiguraIi'}n “\- .
) . .

» PSTH Dial Plan

Parameters

w

Frefix

[

Mumber of Digits (0..15)

Action Dial without Prefix b

Edit/Delete

Edit Prefix Mumber of Digits Action Delete

If you dial 9102, the number 102 will only be dialed out via FXO port to make a regular phone call.

3. Dial at Timeout

IC-}nfigura:iDn ) u‘% .
EY -

» PSTH Dial Plan

Parameters

Prefix _D‘l 223

Mumber of Digits i} ..u__-15';

Action Dial at Timeout v

Edit Prefix Mumber of Digits Action Delete

If you only dial 01223 7070 and no more numbers, after the timeout activates, 012237070 will be
dialed to make a regular call via FXO port.
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Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceeded 6 digits.

4,  Dial at Timeout no Prefix

" , A\
IC-}nflgur'aclr}n M\-
4 E .

» PSTH Dial Plan

Parameters

Prefix 9

Mumber of Digits g (0..15)

Action Dial at Timeout no Prefic s

Edit Prefix Mumber of Digits Action Delete

If you only dial 97070 and no more numbers, after the timeout activates, 7070 will be dialed
without prefix to make a regular call via FXO port.

Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceed 6 digits.
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VolIP Dial Plan

This section helps you to make a telephony number dialed as making a regular call via VolP.
You no longer need to memorize a long dial string of number for making a VolP call. Go to
Configuration > VoIP > VolIP Dial Plan.

Dial Plan Rules

Click the Add button to create and define a VolIP dial-plan rule(s).

I130|lfigl wration ﬁ i\- .
& .

~Dial Plan Rule

Parameters

Fort Fhone Port1
O Frepend unconditionally
O Iprefivis  delete it
Frefix Processing B
L ITprefixis | | replace with |
& Mo prefi
Main Digit Seguence | @ Current Profile s
[@ Faotk
Rule Mame Delete
xT 9]
testyT O

Dight Sequence Exampia:
x. Any dight number between O and 9 in variable length. Maximum length s 16
oo Ay 2 digit number oniy Debween O andg 5. Total fength s 2. Mo period needed ()
oa Ay nuimber between O and 9 with variable fength Du no shorler than 2 digits. Maximum Length is 16
123 Any nuimber ((-8) starting with 123 Maximuim fencith s 16,
240 Any number (0-5) starting with 1 or 2 or 4. Maximum length is 16
-2 Ay numberi-g) starting with numbey o 20 Waximum lengtf is 16,
-G8 Any number (5] staring with @, the second number befrean 4-6, ahd third number 8 Maximum iength is 16,

Prefix Processing:

Prepend xxx unconditionally: xxx number is appended unconditionally to the front of the dialing
number when making a call. Prefix can also be included with any number and/or character such as
+ 5 #.

Note: For special service with +, *, #, you may need to check with your VolP or Local Telephone
Service Provider for information.

If Prefix is xxx, delete it: Prefix xxx is removed from the dialing numbers before making a call.

If Prefix is xxx, replace with: Prefix xxx is appended to the front of the dialing numbers when
making a call.

No prefix: No prefix is appended to the front of the dialing numbers. It is set as in default settings.
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Main Digit Sequence: The call(s) can be called out via SIP or PSTN or ENUM.
x: Any numeric number between 0 and 9.
. ( period ): Repeat numeric number(s) between 0 and 9.

* (asterisk sign): It is normal character **’ on phone key pad. Please check if special service(s) is
provided by your VolP Service Provider or your Local Telephone Service Provider.

# (pound sign): It is normal character ‘# on phone key pad. Please check if it is provided by your
VolIP Service Provider or Local Telephone Service Provider for special service(s).

<@ Current Profile>: Referring to the VolP account registered on the VolP Wizard for Port 1 / 2.
<@ PSTN>: Meaning making call(s) via the PSTN line.

<@ENUM?>: Meaning making a VolP SIP direct call via E.164 number (‘ENUM”) to an ENUM
callee.

Electronic Number (ENUM) uses the DNS (Domain Network System) based technology to map
between a traditional phone number (PSTN) to an Internet addresses/ SIP URL. The ENUM
number must be registered via a public ENUM site or your VoIP Service Provider.

<@ SlIPgateway>: It is used for the Intelligent Call Routing feature where you need to set up
your SIP account on the VolP User-defined Profiles link on the VolP Wizard page. Go to the VolP
Wizard in this manual for more information.

Dial-Plan Examples: Description
X Any digit number between 0 and 9 in variable length. Maximum
: length is 16.
Any 3 digit number only between 0 and 9. Total length is 3.
XXX o
Note: No period is needed (.)
—— Any number between 0 and 9 with variable length but no shorter
' than 3 digits. Maximum length is 16.
123x. Any number (0-9) starting with 123. Maximum length is 16.
[X...X]x. Any number (0-9) starting with 1 or 2 or 4. Maximum length is
For example: [124]x. 16.
[X-X]x. Any number (0-9) starting with number 1 to 3. Maximum length is
For example: [1-3]x. 16.
X[X-X]x. Any number (0-9) starting with 9, the second number between
For example: 9[4-6]8x. 4-6, and third number 8. Maximum length is 16.
Special Dial Plan -
Examples: Description
T Starting with * sign’ + any two digit numbers + any number (0-9)
' in variable length. Maximum length is 16.
Starting with * sign’ + any 2 digit numbers between 0 and 9. Total
*XX length including the * is 3.
Note: No period is needed (.)
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*%* *

Starting with “** sign’ + any two digit numbers between 0 + any

XXX number (0-9) in variable length. Maximum length is 16.
Hyx Starting with ‘# sign’ + any digit number (0-9) in variable length
’ but no shorter than 1 digits. Maximum length is 16.
H X Starting with ‘## sign’ + any two digit numbers + ** sign’ + any

number (0-9) in variable length. Maximum length is 16.
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Call Features

VolIP has all the basic features of a traditional phone. Besides the provided basic features, VolP
also comes with several enhanced features that allows you to further customize their settings to
suit your personal needs such as call forwarding setting, call waiting time length, conference call
feature, anonymous call feature and incoming no answer timer.

IConﬁgumtion

*Call Features Setting

Port
Setting for Phone Port 1

Call Forwarding

Incoming Mo Answer Timer
Call Waiting
Ananymous Call

Conference Call

Speed Dial

W N

Phane Port1 &

[ calls forward to

|:|Elusv calls forward to

[ Mo Answer calls forward to
|seconds

@ Enable O Disahle

() Enable & Disahle

(i Enable (& Disahle

Speed Dial comes in handy to store frequently used telephone numbers which you can press
number from 0 to 9 and the pound sign (#) on the phone keypad to activate the function. For
example, speed dial to phone number lists on 9, just press keypad 9 then #. Your router will
automatically call out to number listed on entry 9.

ICm]ﬁ_{Jumﬁon

TPhone Port 1

Fort Fhone Port 1
Speed Dial
a#

o
g%

Apply

3 a3
B3 T#
Gz
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Ring & Tone

This section allows advanced user to change the existing or newly defined parameters for the
various ring tones (dial tone, busy tone, answer tone and etc.)

I Confguration L‘\% -

* Ring & Tone Confguration
Country Specific Ring & Tone

Region LIsA -
Ring Parameters

on 1 o0 4 on 2 i 2 on 3 o 3
Ring Cadence [in ms) 2000 | |4a00 | e | | | 1] e |
Tona Parameters

Harmanica Harmonica Cadence

Freq. 1 Fower 1 Freq.2 Fower 2 on 1 ot 1 Repeat On 2 oft 2 Repeat?
Gial Tone a0 | [93 | jao ] [ | fwwe] o | |1 | [0 | [o_| |p__
Ringback Tone 440 |12 | 480 | |10 | 2000 | (4D00| |4 | a | je | e
Busy Tans 450 [-2+ | az0 | |24 | 500 so0 | [+ | | [
Alerting Tane 440 13 | g | ¢ | 2000 oo 1| soo | [1o00c] 4
ANSWEr Tane s ] [13] [0 | [ | [weo] [0 ] [ | o Jlo G
Calling Card "Bon g Tana 41 |-28 | 77| |-an | 30 o E ) w | o | |
Call Waiting Tone 440 E e | o | 400 o lE | o | o | |[o
Confirm Tone 350 [43 | as0 | [z | 100 o | 3] g | [oe [ Jo
Errar Tong a5 | [z | | = | e ] b T | zta i s
Inarcept Tong 440 [24 | 620 | |24 | 250 p! [MlE | a | e | o
Message Waiting Tons 350 [43 | ago | |1z | 100 o0 | |18 | woo| o | |4
Metwark Busy Tons 480 [24 | gz0 | |24 | 250 2m0 | [ | o | [o ] o
Networi Congestion Tone 40 | [24 ] [ ]| [z ] [0 ]| [me] [ ] 0o | o ] [o
Off Hook Wamning Tong 00| |+ | 2060 | |4 | 100 o0 | 4 ] o | e | |
Presmplion Tone 440 3] [0 ] [0 | woa! o | [+ | g | fo | |o
Promp Tone st | [ | Dem| o | @ [ e 1 p | ] p | [
Reordet Tona 480 [-24 | 620 | |24 | 250 280 | |1 | a | e | e
Rearder Warning Tane won| [e | fo ] Jo | 5o 1500 [ | e | (F IR
Ringhack an Connection Tons 440 EEH 480 | [o | 2ono | [3po0| 1] 2000 | [3000 | |4
Siience Tane 0 . e WE G i Wl ] g | s ] b
Stutler Dial Tone 350 [-13 | 440 | |3 | 100 we | |3 | 00 | |00 -1

Country Specific Ring & Tone

Region: Select a country ring-tone, from the drop-down list, where you are located. This VolP
router provides default parameter of ring tones according to different countries. The ring-tone
parameters are automatically displayed after entering a specific country. If your country is not in
the list, you may manually create ring-tone parameters.

Ring Parameters
Ring Cadence (in ms): Ring cadence is defined by three fields, Frequency: On Time1, Off Time1,

On Time2, Off Time2 and On Time3, Off Time3. Frequency is specified in Hertz. Time is given in
milliseconds.
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Tone Parameters

You may need to check with your local telephone service provider for such information. Also, it is
recommended that this option be configured by advanced user unless you are instructed to do so.

Click Apply to apply the settings.
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QoS - Quality of Service

QoS function helps you to control your network traffic for each application from LAN (Ethernet
and/or Wireless) to WAN (Internet). It facilitates you to control the different quality and speed
of through put for each application when the system is running with full loading of upstream.

Here are the items within the QoS section: Prioritization, Outbound IP Throttling & Inbound

IP Throttling (bandwidth management).

Prioritization

There are three priority settings to be provided in the Router:

® High

® Normal (The default is normal priority for all of traffic without setting)

® Low

And the balances of utilization for each priority are High (60%), Normal (30%) and Low (10%).

To delete the application, you can choose Delete option and then click Edit/Delete.

I Configuration

*Prioritization
Configuration {from LAN to WAN packet)

Marne

Priarity High

Source IP Address Range 0.0.0.0 -0.0.0.0

Destination IP Address Range 0.0.0.0 ~0.0.0.0

DECP Marking I:!isahle!:i_ w

Edit Marme Time Schedule Protocal Priority

Time Schedule
FProtocal
Source Port

Destination Port

DECP Marking

Name: User-define description to identify this new policy/application.

Time Schedule: Scheduling your prioritization policy.

N N

: Alwiays On w '

any v

Delete

Priority: The priority given to each policy/application. Its default setting is set to High; you may

adjust this setting to fit your policy/application.

Protocol: The name of supported protocol.

Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port: The source port of packets to be monitored.
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Destination IP address Range: The destination IP address or range of packets to be monitored.

Destination Port: The destination port of packets to be monitored.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to assign specific application traffic to be executed in priority by the

next Router based on the DSCP value.

See Table 4 for DSCP Mapping Table.

Note: To be sure the router(s) in the backbones network have the capability in executing
and checking the DSCP through-out the QoS network.

Table 4: DSCP Mapping Table

DSCP Mapping Table

(Wireless) ADSL Router Standard DSCP
Disabled None
Best Effort Best Effort (000000)
Premium Express Forwarding (101110)

Gold service (L)

Class 1, Gold (001010)

Class 1, Silver (001100)

Gold service (M)
Gold service (H)

Class 1, Bronze (001110)

Silver service (L)

Class 2, Gold (010010)

Silver service (M)

Class 2, Silver (010100)

Silver service (H)

Class 2, Bronze (010110)

Bronze service (L)

Class 3, Gold (011010)

Bronze service (M)

Class 3, Silver (011100)

Bronze service (H)

Class 3, Bronze (011110)

Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

I Configuration

T Outhound IP Throttling
Configuration (from LAN to WAN packet)

MName

Protocol any v-
Source IP Address Range 0000

Destination IP Address Range n.0.00

Edit Mamme Time Schedule

~0.0.0.0

oo

Tirme Schedule
Rate Limit
Source port{s)

Destination pon(s)

Protocol Rate Limit

Name: User-define description to identify this new policy/name.
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Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more
information.

Protocol: The name of supported protocol.

Rate Limit: To limit the speed of outbound traffic

Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Inbound IP Throttling (WAN to LAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

£ a 1 I1
ICcnflgur'atl-:n - .
i L=

¥ Inbound [P Throttling
Configuration (from WAHN fo LAN packet)

Mame

Time Schedule Always On  w
Frotocol any | w Rate Limit 1l [*32 (khps)
Source IP Address Range 0.0.00 ~{0.0.0.0 Source port(s) .
Destination IP Address Range 0.0.0.0 ~{0.0.0.0 Destination port(s) N
[93) [ Eait/Dstete_|
Edit MName Time Schedule Protocol Rate Limit Delete

Name: User-define description to identify this new policy/application.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more
information.

Protocol: The name of supported protocol.

Rate Limit: To limit the speed of for inbound traffic.

Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Example: QoS for your Network

Connection Diagram

Restricted PC
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Information and Settings
Upstream: 928 kbps

Downstream: 8 Mbps

VolP User :192.168.1.1

Normal Users :192.168.1.2~192.168.1.5

Restricted User: 192.168.1.100

I Configuration

TPriortization

Configuration (from LAN to WAN packet)

Marne | | Tirne Schedule IAlways on v]
p——— : - -
Friority !ﬂ_gh ¥ FProtocol _1—|
Source IP Address Range ED.D.D.D |an-D.D.D.D Source Port ' b 'J ; '
Destination IP Address Range ED.D.D.D H_D.D.D.D Destination Part . g !M! ;
DSCP Marking | Disabled v
Edit Marme Time Schedule Frotocol Priority DSCP Marking Delete
O PRTP Always On GRE High Gold service (L) e
@ YolP Alweays On Any High Gold service (L) @]
£ Restricted TimeSlot Any High Gold service (L) @
Throughput
500
400
B VolP/VPN
kbps - H Others
200 NORMAL
_--"' O Restricted
100 = LOW
0
VolP/VPN Others Restricted
HIGH NORMAL LOwW
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Mission-critical application

Mostly the VPN connection is mission-critical application for doing data exchange between head
and branch office.

I Configuration u\t‘ .
A

~ Prioritization

Configuration (from LAN to WAN packet)

Mame FFTF Time Schedule Always On w
Priority High = FProtocol ore W

Source IP Address Range 0.0.0.0 ~0.0.0.0 Source Port B
Destination IP Address Range 0000 ~0.0.0.0 Destination Port 1

DECP Marking Gold semvice (IT). w

[ Eat/ Delete |

Edit Mame Time Schedule Frotocal Priarity DECP Marking Delete
O] FFTF Always On GRE High Gold service (L) ]

The mission-critical application must be sent out smoothly without any dropping. Set priority as
high level for preventing any other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VoIP devices are use SIP protocol and the port number
will be assigned by SIP module automatically. Better to use fixed |IP address for catching VolP
packets as high priority.

o \
Il:ﬂllfll_llll ation “f .
&

TPriorttization

Configuration (from LAN to WAN packet)

Marme WalP Time Schedule Always On w
Priority 'High » Protocol 'any v'
Source |P Address Range _1 92168.1.1 1821 58:1 A Source Fort o
Destination IP Address Range 0.0.00 | 0000 Destination Port ~

DECP Marking Gold service (L) w

Edit MName Time Schedule Protocol Priority DSCP Marking Delete
@ FPTP Always On GRE High Gold service (L) @
O} YWalP Abways On Aty High Gold service (L)

Above settings will help to improve quality of your VoIP service when traffic is full loading.

Restricted Application

Some of companies will setup FTP server for customer downloading or home user sharing their
files by using FTP.
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I Configuration

*Prioritization

Configuration (from LAN to WAN packet)

Mame Restricted

Priarity High =

Source IP Address Range 1921681100 |~ 192468.1.100
Destination IP Address Range 0000 ~0.0.0.0

DECP Marking Gold service (L) v

Eaiti Delete|

Edit Iame Time Schedule Protocol

[ PPTP Always On GRE

] YolP Always On Ay

O} Restricted TimeSlotl Arry

Friarity
High
High
High

Time Schedule
Protocol
Source Port

Ciestination Port

DECP Marking

Gold semice (L)
Gold semvice (L)
Gold semice (L)

N N

TimeSlotl
any W

Delete
O
a1

i)

With above settings that help to limit utilization of upstream of FTP. Time schedule also help you to

only limit utilization at daytime.

Advanced setting by using IP throttling

With IP throttling you can specify more detail for allocating bandwidth; even the applications are

located in the same level.

Upstream: 928kbps (29*32kbps)
Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)
6+4+14+5=29, 29*32kbps=928kbps
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I Configuration

* Cuthound IP Throttling
Configuration {from LAN to WAN packet)

Mame

Frotacol any W
Source IP Address Range 0.00a0
Destination IP Address Ranoge 0.0.0.0

[ Edi/Delee |

Edit Mame Tirne Schedule
ey FPTF Always On

O YolP Always On

@ Restricted TirneSlotl

@) Others TimeSlotl

~0.000

~0.0.0.0

Frotocol
GRE
Any

Any

Any

Time Schedule
Rate Limit
Source port(s)

Destination port(s)

Rate Limit
B

4

5

14

ne

Always On w

1

32 (khps)

Delete

Sometime your customers or friends may upload their files to your FTP server and that will

saturate your downstream bandwidth. The settings below help you to limit bandwidth for the

restricted application.

I Configuration

> Outhound IP Throttling
Configuration (from LAN to WAN packet)

Mame Restricted
Frotocol any W
Source IP Address Range 0000

Destination IP Address Range

Edit/ Delete

Edit Marne Tirme Schedule
O} Restricted TirneSlot!

~0.00.0

192.168.1.100 | J192.168.1.100 |
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Rate Limit
Source port(s)

Destination port(s)

Rate Limit
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M

Timeslatl  »
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Virtual Server

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that
are pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are
referred to as “well-known ports”. Servers follow the well-known port assignments so clients can
locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications
and P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding
if you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network

1
I":'LIIIrILILllclliL'II La .
i 3

*Port Forwarding

VIR SeTver Entry

Applic etian ] -GElect- L

Froba col lcp r Tirn e Scfuedu ha Algas Dy
Extemal Port fram O {10 {00 ] Redirsct Port frarm O 1o |0

Intermal IF Addras s <= | --BElBCE- “

Edit  Application Time Schedule Frotacol Exdzrnal Porl Redirect Pord IP Address Inferface Celete
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Porting Forwarding

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your
router unless you specifically create Virtual Server entries to forward those ports to a PC on your
network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP
server, Email server or game server, the router can act as a “virtual server”. You can set up a local
server with a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21),
Telnet (port 23), SMTP (port 25), or POP3 (port 110), When an incoming access request to the
router for a specified port is received, it will be forwarded to the corresponding internal server.

I Configuration u\ﬁ; .
A a

TPort Forwarding

Virtual Server Entry

Application .«::' --Select- v.

Protocol 'tcp bl Time Schedule .Alwaﬁ,r_s an v/

External Port ftom|0 lta[0 | Redirect Port om0 ta]0

Internal IP Address <= [--Select- v

Edit Application Time Schedule Protocol External Paort Redirect Port IP Address Interface Delete

Application: Users-define description to identify this entry or click the Application drop-down menu
to select an existing predefined rules.

-seec- v): 20 predefined rules are available. Application, Protocol and External/Redirect Ports will
be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port
number to be used, you will also need to specify the protocol used. The protocol used is
determined by the particular application. Most applications will use TCP or UDP.

Time Schedule: User-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to
Time Schedule section

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server
application. === ¥| jst all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.
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Example:

If you like to remote accessing your Router through the Web/HTTP at all time, you would need to
enable port number 80 (Web/HTTP) and map to Router’s IP Address. Then all incoming HTTP
requests from you (Remote side) will be forwarded to the Router with IP address of 192.168.1.254.
Since port number 80 has already been predefined, next to the Application click Helper. A list of
predefined rules window will pop and select HTTP_Sever.

Application: HTTP_Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80

IP Address: 192.168.1.254

IC-:llrﬁuul afion \ wl_-i -

*Port Farveareling

Wirhial Server Entry

Apalicatian & ?:-_-ja_gler,:r- __...

Frolacol wp |~ Tirme Sehedule Mz O

Exfemal Part fram |0 - IJJD __ Rediract Port farm I.'I 1.-_.|:|

Interral 1P At s lse[-BRlert

A

Edit  Application Time Scheduls Frotocol Eddernal Forl Redirect Pard 1P Address Inferface Celste

Add: Click it to apply your settings.

Edit/Delete: Click it to edit or delete this virtual server application.

e )

Using Port Forwarding does have implications, as outside users will be able to connect to

” orﬁ' the PCs on your network. For this reason, you are adviced to use specific Virtual Server
entries just for the port your application requires instead of using DMZ. Doing so will result
in all connections from WAN to attempt to access the public IP your DMZ specifies.

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server will hence

become invalid. If the DHCP option is enabled, you have to be very careful in assigning the

IP addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring

Virtual Servers is to manually assign static IP address to each virtual server PC, with an
Attention address that does not fall into the range of IP addresses that are to be issued by the DHCP

server. You can configure the virtual server IP address manually, but it must still be in the same

subnet as the router.
L A
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal
IP address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT

algorithms then passed to the DMZ host, when a packet received does not use a port number

used by any other Virtual Server entries.

Cautious: This Local computer exposing to the Internet may face varies of security risks.

Go to Configuration > Virtual Server > Edit DMZ Host

A\
Ii.‘.nuﬁuul ation =
A La

*Edit DMZ Host
DMZ Host for “ipwan’ IP imerface
(O Enahled @ Dizahled

Internal IP Address == | --Select- “

[ £pply

® Enabled: It activates your DMZ function.

£ Disabled: As set in default setting, it disables the DMZ function.

Internal IP Address: Give a static IP address to the DMZ Host when Enabled radio button is

checked. Be aware that this IP will be exposed to the WAN/Internet.

-sse- | jst all existing PCs connecting to the network. You may assign a PC with IP address from

this list.

Select the Apply button to apply your changes.
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Edit One-to-One NAT (Network Address Translation)

One-to-One NAT maps a specific private/local IP address to a global/public IP address.

If you have multiple public/WAN IP addresses from you ISP, you are eligible for One-to-One NAT
to utilize these IP addresses.

Go to Configuration > Virtual Server > Edit One-to-one NAT

i i A\
I Configuration f !
i e

¥ Glohal IP Pool in ‘ipwan’ IP interface

Global Address Pool

MAT Type & Disable ) Public to Private Subnet O Public to DMZ Zone

(&) Subnet IP Address Metmask
Global IP Addresses E

)P Range IP Address End IF

[Apply || One-to-one NAT Table |

NAT Type: Select desired NAT type. As set in default setting, it disables the One-to-One NAT
function.

Global IP Address:

® Subnet: The subnet of the public/WAN IP address given by your ISP. If your ISP has
pro- vided this information, you may insert it here. Otherwise, use IP Range method.

® IP Range: The IP address range of your public/WAN IP addresses. For example, IP:
192.168.1.1, end IP:
192.168.1.10

Select the Apply button to apply your changes.

Check [ OnetooneMNaTTable | 45 create a new One-to-One NAT rule:

Ilinnﬁulll ation \‘T'-' .
i -

¥ Add Virtual Server in * IP interface

One-to-one NAT Table-Virtual Server Entry

Application =< [--Belect- v

Frotocol top W Time Schedule Always On W
Glohal IP

External Port frarm [0 to |0 Redirect Port from |0 to |0
Internal IP Address == |--5elect- w

Add Editf Delete Return ¥

Edit  Application Tirme Schedule Protocol External Port Redirect Port P Address Interface Delete
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Application: Users-defined description to identify this entry or click ===~ drop-down menu to

select existing predefined rules.

-sses-  v): 20 predefined rules are available. Application, Protocol and External/Redirect Ports
will be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the
port number to be used, you will also need to specify the protocol used. The protocol
used is determined by the particular application. Most applications will use TCP or UDP;

Time Schedule: User-defined time period to enable your virtual server. You may specify a
time schedule or Always on for the usage of this Virtual Server Entry. For setup and detail,
refer to Time Schedule section

Global IP: Define a public/ WAN IP address for this Application to use. This Global IP
address must be defined in the Global IP Address.

External Port: The Port number on the Remote/WAN side used when accessing the virtual
server.

Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual
server application. ===+ ] st all existing PCs connecting to the network. You may assign a
PC with IP address from this list.

Select the Add button to apply your changes.

Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment
of unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only
ports numbers 0 to 1023 are reserved for privileged services and are designated as “well-known
ports” (Please refer to Table 5).  The registered ports are numbered from 1024 through 49151.
The remaining ports, referred to as dynamic or private ports, are numbered from 49152 through
65535.

For further information, please see IANA’'s website at http://www.iana.org/assignments/port-
numbers

Refer to the program at the following page.
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Table 5: Well-known and registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP _lFli'rI;]F;(glr%’E[v(\)/&r)l?)Tlme Protocol) / SNTP (Simple Network
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP RealAudio
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Wake on LAN

Wake on LAN (WOL, sometimes WolL) is an Ethernet computer networking standard that allows a computer to
be turned on or woken up remotely by a network message.

Ii_‘.nnfh (uir aticn 3 WE .

*Wake on LAN

Parameters

MAC Address == | --Select- * litype or select from listhog
Edit Action MAC Address Ready Delete

Select: Select MAC address of the computer that you want to wake up or turn on remotely.
Add: After selecting, click Add then you can perform the Wake-up action.
Edit/Delete: Click to edit or delete the selected MAC address.
Ready:
“Yes” indicating the remote computer is ready for your waking up.
“No” indicating the machine is not ready for your waking up.
Delete: Delete the selected MAC address.
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to

restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Time Zone for details. You router time should correspond
with your local time. If the time is not set correctly, your Time Schedule will not function properly.

I Configuration

FTime Schedule

Marne

Day CIsun. Mmon. M Tue [#lwied #Tho [#lFn. [ 5at
Start Time 08 » |00 w»

End Time 18 » ;|00 »

Time Slot

Edit; [ Mame Day in aweek
@) 1 Timesiot SMTWTFS
) 2 TirmeSlot2 sMTWTFs
B 3 Times|ot3 SMTWTFS
) 4 TimeS|otd sMTWTFS
@) a Times|ota SMTWTFS
) [ TirmeSlots sMTWTFs
O i Times|ot? SMTWTFS
@) 8 TimeS|ots sMTWTFS
@) 9 Times|ot9 SMTWTFS
) 10 TimeSlot10 sMTWTFs
O 11 TimeSIot11 SMTYWTFS
@) 12 TimeSlot12 sMTWTF=
@) 13 TimeSlot1 3 SMTYWTFS
) 14 TimeSlot14 sMTYWTF=
{ 15 TimeSlot1a SMTYWTFS
{ 16 TimeSlot1 6 sMTWTFs
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0g:
0g:
0g8:
0g:
0g:
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0g:
0g:
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0g:
0g8:

0g
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oo
oo
oo
oo
oo
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oo
oo
oo
oo
oo
oo
oo
oo

End Time
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

Il- .
r

Delete
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Configuration of Time Schedule

Edit a Time Slot

1. Choose any Time Slot (ID 1 to ID 16) to edit, click Edit radio button.

= |\
I Configuration e .
A L=

FTime Schedule

Marne TimeSlat1
Day Clsun. #mon. M Tue [Flwed M Thu FIFh. [ Sat
Start Time 08 »(:|00
End Time 18 w [:| 00 »

Edit f Delete
Time Slot
Edit; D Mame Day in aweek Start Time End Time Delete
O] 1 TimeSiot1 SMTWTFS 0g:00 18:00 O
@ 2 Timeslot2 SMTWTFS 0g:00 1800 O
@ 3 TimeSlot3 SMTWTFS 0g:00 1800 @

Note: Watch it carefully, the days you have selected will present in capital letter. Lower case
letter shows the day(s) is not selected, and no rule will apply on this day(s).

2. Adetailed setting of this Time Slot will be shown.

Ii:nnfiulu ation _ | \;: .

rTime Schedule

Marme TimeSlat

Day Csun. M Man. M Tue Fwed B Tho M Fri Csat

Start Time 08 » .| 00 &

End Time 18 » |+ 00 »

| Edit/Delete

Time Slot

Edit; In] Mame Day in & weelk Start Time End Time Delete
1 TimeSlot sMTWTF= 0a:oo 18:00 (@)

@] 7 TimeSlot2 SMTYWTFs ag:on 1800 O

) 3 TimeSlot3 sMTWTFs 0g:oo 18:00

ID: This is the index of the time slot.
Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Monday through Friday. You may specify the days for the
schedule to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.
Choose Edit radio button and click Edit/Delete button to apply your changes.
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Delete a Time Slot

Click on the Delete radio button of the Time Slot you wish to delete under the Time Slot section, and
then click the Edit/Delete button to confirm the deletion of the selected Time profile, i.e. erase the

Day and back to default setting of Start Time / End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of
the more advanced features of the router. Users who do not understand the features should not
attempt to reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Static ARP, Dynamic DNS, Device
Management, IGMP and VLAN Bridge.

Static Route

Go to Configuration > Advanced > Static Route.

IC-}nfiguratil}n u\" .
i

¥ Static Routing
Static Routing

Destination MNetmask Gateway Interface v Cost |1

[4dd]| Edit/ Delste
Edit Valid Destination MNetmask Gateway/Interface Delete
] v 0.0.0.0 0.0.0.0 0.0.0.0/ ipwan @)

Destination: This is the destination subnet |IP address.

Netmask: Subnet mask of the destination IP addresses based on above destination subnet IP.
Gateway: This is the gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop. This should usually be left at 1.

Static ARP

IConﬁguration _ u, - .
Y E =

~Static ARP

Parameters

IP Address MAC Address

Edit IF Address MAC Address Cielete

IP Address: Fill in the IP address of the host computer that is sending the data packet.

MAC Address: Fill in the MAC address of the computer that the incoming data packets are to be
forwarded.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to connect
to you may use your domain name, rather than having to use your dynamic IP address, which
changes from time to time. This dynamic IP address is the WAN IP address of the router, which is
assigned to you by your ISP.

I Configuration u% .
i

*Dynamic DNS

Parameters

Dyharnic DMNS (O Enable & Disable
Cwynamic DNS Server whnte dyndns.org (dynarmic) s
wildcard [1Enahkle

Ciamain Mame
Username
Passward

Period 25 | Daytsy

Apply Cancel

You will first need to register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/

There are more than 5 DDNS services supported.
Dynamic DNS:

@ Disable: Check to disable the Dynamic DNS function.

® Enable: Check to enable the Dynamic DNS function. The following fields will be activated
and required.

Dynamic DNS Server: Select the DDNS service you have established an account with.
Domain Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update
when your dynamic |IP address changes.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

Ii_‘.nnﬁn gur ation ; “’\E .
1 -

¥ Device Management
Device Host Name
Host Mame home.gateway

Embedded Web Server

*HTTF Port g0 (80 is default HTTP port)
Management IP Address 0.0.0.0 ('0.0.0.0"' means Amd
Management IP Metmask 255._255._255.255

Management IP Address( 0.00.0

Management IP Metmask{ 255.255.255.255 .

Expire to auto-logout 180 | seconds

Universal Plug and Play (UPnP)

UPnP (& Enable O Disahle
*UUPnP Port 2800

SNMP Access Control

SHMP ® Enable O Disahle

SHMP V1 and V2

Fead Community puhl@c_ | IP Address {0.0.0.0
Write Cammunity password IP Address |0.0.0.0
Trap Community IP Address

SNMP V3

sername . Password

Access Right # Read (O Readhirite IP Address

* 1 This saathing wili become effective after vow savie to fiash and restart the rowter.
* When Wow enabie remote access, please disabledenable the remote access ta update the HTTHR port

Apply

Device Host Name

Host Name: Assign it a name.

(The Host Name cannot be used with one word only. There are two words
should be connected with a ‘.” at least.

Example:

Host Name: homegateway ==> Incorrect

Host Name: home.gateway or my.home.gateway ==> Correct)

Em W rver ( 2 Man ment IP A n

HTTP Port: This is the port number the router’s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may specify an
alternative if, for example, they are running a web server on a PC within their LAN.
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Management IP Address: You may specify an IP address allowed to logon and access the
router’s web server. Setting the IP address to 0.0.0.0 will disable IP address restrictions,
allowing users to login from any IP address.

Expire to auto-logout: Specify a time length for the system to auto-logout user from the
configuration session.

For Example: User A changes HTTP port number to 100, specifies their own IP address of
192.168.1.55, and sets the logout time to be 100 seconds. The router will only allow User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 seconds, the device will automatically
logout User A.

niversal Pl nd PI PnP

UPnNP offers peer-to-peer network connectivity for PCs and other network devices,

along with control and data transfer between devices. UPnP offers many advantages for
users running

NAT routers through UPnP NAT Traversal, and on supported systems makes tasks such as
port forwarding much easier by letting the application control the required settings, removing
the need for the user to control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition
to the router. Windows XP and Windows Me natively support UPnP (when the component is
installed), and Windows 98 users may install the Internet Connection Sharing client from
Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

@® Disable: Check to disable the router’'s UPnP functionality.
® Enable: Check to enable the router’'s UPnP functionality.

UPnNP Port: Its default setting is 2800. It is highly recommended for users to use this port
value. If
this value conflicts with other ports already being used you may wish to change the port.

SNMP Access Control (Software on a PC within the LAN is required in order to utilize
this function) — Simple Network Management Protocol.

® Disable: Check to disable the router's SNMP functionality.

@® Enable: Check to enable the router's SNMP functionality.
SNMP V1 and V2

Read Community: Specify a name to be identified as the Read Community, and an IP address.
This community string will be checked against the string entered in the configuration file. Once
the string name is matched, user obtains this IP address will be able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP address.
This community string will be checked against the string entered in the configuration file. Once
the string name is matched, users from this IP address will be able to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP address.
This community string will be checked against the string entered in the configuration file. Once
the string name is matched, users from this IP address will be sent SNMP Traps.

SNMP V3:
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Specify a name and password for authentication. And define the access right from identified IP
address. Once the authentication has succeeded, users from this IP address will be able to
view and modify the data.

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPV2 security. The “c” comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for “security”, but is widely accepted as the SNMPv2 standard.

SNMPV3 is a strong authentication mechanism, authorization with fine granularity for remote
monitoring.

Traps supported: Cold Start, Authentication Failure.

The following MIBs are supported:

From RFC 1213 (MIB-Il) System group @ dot1 dStp group (if configured as
® System group span- ning tree)

Interface group
From RFC 1471 (PPP/LCP MIB)
® pppLink group

IP group pppLgr group (not applicable)
From RFC 1472 (PPP/Security MIB)

B
@® Address Translation group
?

®  PPP security group

ICMP Group
@ TCP group
From RFC 1473 (PPP/IP MIB)
® UDP group
® PPP IP group
® EGP (not
applicable)

From RFC 1474 (PPP/Bridge MIB)

@ Transmission ® PPP Bridge group

® SNMP group

From RFC 1573 (IfMIB)

From RFC 1650 (EtherLike-MIB) ® ifMIBObjects group

® dot3stats

From RFC 1695 (atmMIB)
From RFC 1493 (Bridge MIB) ® atmMIBObjects

@ dot1 dBase group

From RFC 1907 (SNMPv2)
® dot1 dTp group

@only snmpSetSerialNo OID
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IGMP

IGMP, known as Internet Group Management Protocol, is used to manage hosts from multicast
group.

IC-}nfigur'a!_ion ! u"\t‘ .
i _

~IGMP
Parameters
IGMP Proxy (D Enable & Disable

Upstream Interface

IGIMP Forward All (® Enable O Disable
IGMP Snooping (O Enable & Disable

IGMP Proxy: Enables or disables the router’'s IGMP Proxy.

Upstream Interface: When IGMP Proxy enabled, sets one of the router’s existing IP interfaces as
the upstream interface; all other router interfaces are designated downstream interfaces.

IGMP Forward All: Enables/Disables your router’s ability to forward multicast traffic to ALL
interfaces.

IGMP Snooping: Enables/Disables the IGMP Snoop functionality in the bridge. When the IGMP

snoop functionality is enabled, all the attached bridge interfaces are designated as downstream
interfaces.

VLAN Bridge
Il.‘.nnﬁullmtinll A y \1:‘ .

FVLAN Eridge

Parameters

Mame YVIAM D Tagged Pords UnTagged Pords Edit Delete
Defaultylan 1 MNaone ethernetwireless wireless_wds wireless_wds2 wireless_wds3 wireless_wdsd, Edit»
Create WLAN »

Edit: Edit your member ports in selected VLAN group.
Create VLAN: To create another VLAN group.
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly

contact your service provider for support.

Problems with the router

Problem

Suggested Action

turned on.

None of the LEDs lit when the router is | Check the connection between the router and the

adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider for technical support.

and/or password

You have forgotten your login username | Try the default username "admin" and password

"admin". If this fails, you can restore your router to
its factory settings by holding the Reset button on
the back of your router more than 6 seconds.

Problems with WAN interface

Problem

Suggested Action

Initialization of PVC connection (line-
sync)fail

Make sure that the telephone cable is properly
connected between the ADSL port and the wall jack.
The ADSL LED on the front panel should lit. Check
that your VPI, VCI, encapsulation type and type of
multiplexing settings are the same as those provided
by your ISP. Reboot the router GE. If you still have
problem, you may need to verify these settings with
your ISP.

Frequent loss of ADSL linesync
(disconnection)

Make sure that all devices (e.g telephone, fax machine,
analogue modems) that are connected to the telephone
line as your router have a line filter connected between
them and the wall outlet (unless your are using a Central
Splitter or Central Filter installed by a qualified and
licensed electrician). Make sure that all line filters are
correctly installed as missing line filters or incorrect
installation of line filters can cause ADSL connection
problem, including frequent disconnections.
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Problem with LAN interface

Problem Suggested Action

Cannot PING any PC on LAN Check the Ethernet LEDs on the front panel. The LED should
be on for the port that has a PC connected. If it does not lit,
check to see if the cable between your router and the PC is
properly connected. Make sure you have first uninstalled
your firewall program before troubleshooting.

\Verify that the IP address and the subnet mask are
consistent for both the router and the workstations.
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Logout

To exit the router web interface, choose Logout. Please save your configuration setting before
logging out of the system.

Be aware that the router configuration interface can only be accessed by one PC at a time.
Therefore when a PC has logged into the system interface, the other users cannot access the
system interface until the current user has logged out of the system. If the previous user forgets to
logout, the second PC can only access the router web interface after a user-defined auto logout
period which is by default 3 minutes. You can however modify the value of the auto logout period
using the Advanced > Device Management section of the router web interface. Please see the
Advanced section of this manual for more information.
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Appendix: Product Support & Contact

The suggestions listed in the Troubleshooting section of the user manual can help you solve most
of your problems. However if your problems persist or you come across other technical issues that
are not listed in the Troubleshooting section, please contact the dealer from where you purchased
your product.

Contact Billion

http://www.billion.com/

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation
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