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Introduction the BiPAC 5400N R2

1.1 Introducing the BiPAC 5400N R2 Router

The BIPAC 5400N R2 is an economical ADSL2+ router ideal for Home and SOHO users to
enjoy improved Wireless Access Speed with a maximum operational speed of 300Mbps.It
delivers the highest level of security with higher speed and better coverage of wireless-n
solutions. The BIiPAC 5400N R2 has integrated SOHO firewall security, providing protection
for your valuable but vulnerable data and network against potential hack attacks, and at the
same time provides Quality of Service function, helping to prioritize queues of data traffic
and ensure a smooth Internet connection. This device allows you to enjoy all Internet
applications like music downloads, online gaming, video streaming, and file sharing with
your family or colleagues!

1.1.1 High-speed ADSL2+ Internet Access

Complied with latest ADSL/ADSL2+ standards, the BIPAC 5400N R2 provides Internet
transmission of up to 12/24Mbps downstream with ADSL2/ADSL2+ and 1Mbps upstream
with ADSL.. Moreover, the BIiPAC 5400N R2 is completely compatible with DSLAM (Digital
Subscriber Line Access Multiplexer) which is designed to take advantage of triple-play
services, allowing users to access the wider network and further enjoy higher-speed
multimedia applications such as online gaming, media streaming and video calling that
assist in delivering the best possible user networking experience. It can also carry out
Video on Demand (VoD), FTP, file downloading that performs quicker than traditional
modem.

1.1.2 Optimized Wireless Access

The BIPAC 5400N R2 is a high-performance and fully featured ADSL2+ router designed to
provide ultimate network stability and security for residential and SOHO users. With an
integrated 802.11n wireless access point which supports up to 300Mbps operation rate, the
BiPAC 5400N R2 expands wireless coverage of up to 3 times faster than the range of
802.11g. Wi-Fi Protected Access (WPA-PSK / WPA2-PSK) and Wired Equivalent Privacy



(WEP) features enhance the level of transmission security and access control over your
Wireless LAN.

1.1.3 Robust Firewall Security and QoS

The NAT default firewall has an advanced anti-hacker pattern-filtering protection features
that can automatically detect and block Denial of Service (DoS) attacks. In addition, Packet
Filtering provides high-level security for access control. Built with Stateful Packet Inspection
(SPI), the router enables users to determine whether a data packet is allowed to pass
through the firewall to the private LAN. Quality of Service Control prioritizes the traffic and
allows users to enjoy smooth traffic while running applications such as P2P or multimedia
through the Internet.

1.1.4 Easy Network Management

A user-friendly, web-based user interface makes installing and managing the BiPAC 5400N
R2 extremely easy. With support for both DHCP client and server, system administrators
can manage IP assignment without having to reconfigure other stations and fitting the
router into existing network environments as easy as a breeze!

1.1.5 IPv6 ready

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to
succeed IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use
of a 128-bit address, whereas IPv4 uses only 32 bits. The new address space thus
supports 2*?® (about 3.4x10%) addresses. This expansion provides flexibility in allocating
addresses and routing traffic and eliminates the primary need for network address
translation (NAT), which gained widespread deployment as an effort to alleviate IPv4
address exhaustion.

The Dual Stack Lite is supported on IPv6 version for ISP to simply deploy internet
infrastructure by omitting the deployment of any IPv4 address to the customer’s CPE. While
instead, only global IPv6 are provided. The CPE encapsulates the IPv4 packet inside IPv6
packet before delivering the packet.



1.2 Features
* |IPv6 ready (IPv4/IPv6 dual stack)

» Compliant with IEEE 802.11b/g/n standards

* High-speed wireless connection up to 300Mbps

» 802.11n AP with Wi-Fi Protected Setup (WPS), Wi-Fi Protected Access
(WPA-PSK/WPA2-PSK) and Wired Equivalent Privacy (WEP) support

* High speed Internet access with ADSL2/2+; backward compatible with ADSL

* Integrated with 4-port Ethernet switch

» SOHO firewall security with DoS prevention and SPI

 Universal Plug and Play (UPnP) Compliant

* Quality of Service Control

* Dynamic Domain Name System (DDNS)

» Easy Network Management

« Supports TR-069™

1.2.1 ADSL Compliance
* Annex A, L, M

* ANSI T1.413 issue 2

«ITU G. 992.1 (G.dmt)

«ITU G. 992.2 (G.lite)

*ITU G. 992.3 (ADSL?2)

«ITU G. 992.5 (ADSL2+)

*|ITU G.994.1, ITU G. 997.1

* ETSI ETR-328

* Supports 8 PVCs

* QoS based on PVC

* Supports traffic shaping (ATM QoS) UBR, CBR, VBR- nrt, VBR-r

4



» Supports OAM F4/F5 loop back

* VIP range (0-255) and VCI range (1-65535)

1.2.2 Wireless LAN
» Compatible with IEEE 802.11b/g/n

» Achieves 300Mbps data transfer rates
» Supports 64/128- bit WEP, WPA, and WPAZ2 for wireless security
* WPS (Wi-Fi Protected Setup) for easy setup

* MAC association control

1.2.3 Routing Features
* IP Routing (TCP/UDP/ICMP/ARP)

* DHCP client/server for IP management; DHCP relay

» 802.1D transparent bridging

*RIP v1, RIP v2

 Support static routing

* IP multicasting IGMP v1/ v2/ v3

* GMP snooping support

* RFC 2684 IP Bridging; RFC 2684 IP Routing; RFC 2516 PPPoE over ATM; RFC
2364 PPPoOA

* NAT & PAT (RFC 1631); NAT with application layer gateway

* DMZ support

* DNS relay



1.2.4 Management

» Web-based configuration for firmware upgrade

« TR-069 " supports remote management

» Supports backup & restore configuration for/from PC
* TR-64 for LAN management

» Supports DHCP server for IP management
 Supports diagnostic function

* SNMP Vv2C

*TFTP/FTP upgrade

”OTE;' 1. Only upon request for Telco / ISP Project.
2. Specifications on this datasheet are subject to change
without prior notice.




1.3 Hardware Specifications

1.3.1 Physical Interface
* 1 x RJ11 interface for xDSL port

* 4 x RJ45 for 10/100 Base-T Ethernet LAN
* 1 x power switch

* 1 x DC power jack

* 2 X 2dBi fixed omni antenna

* 1 x reset button for default setting

* 1x wireless on/off button

* 1x WPS button

1.3.2 LED Indicators

* Power

* DSL

* Internet
*LAN:1,2,3,4
* WLAN

* WPS



1.4 Applications for the BiPAC 5400N R2

BiPAC 5400N R2

O@: |wpwwupyy
1/, apor 3 ]
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Installing the BIPAC 5400N R2

2.1 Important note for using the BiPAC 5400N R2

-

v" Do not use the router in high humidity or high temperatures.

v Do not use the same power source for the router as other
equipment.

v" Do not open or repair the case yourself. If the router is too
hot, turn off the power immediately and have it repaired at a
gualified service center.

v" Avoid using this product and all accessories outdoors.

\_ /

Warning

4 )

v Place the router on a stable surface.

v" Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage the router.

Attention
g J




2.2 Package Contents

@ BIiPAC 5400N R2 Wireless-N ADSL2+ Firewall Router
@ Quick Start Guide
@ CD containing user manual
@ Ethernet (CAT-5 LAN) cable
@ RJ-11 ADSL/telephone cable
@ Power adapter
@ Splitter/ Micro-filter (Optional)

- N\ [ N\ 7 ™\

ADSL2+ Router Quick Start Guide CcD
p .
\ J X J o
( A A
5 RJ-11 Power Adapter
Ethernet cable Phone cable (The type may differ by s country)

=)

& / 4‘5"5?
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2.3 The Front LEDs

/

y=77997:7 8

Power DSL Internet LANT LANZ LAN3 LAN4 WLAN WPS
-

Power

Lit green when the device is powered on.

DSL

Lit green when successfully connected to an ADSL DSLAM
(“line sync”).
Flash green when not connected to an ADSL DSLAM.

Internet

Lit green when WAN port gets IP address successfully.
Blinking when data is being transmitted / received.

Unlit when the device is in bridge mode or WAN connection is
absent.

11




LAN 1-4

Lit green when connected to an Ethernet device.
Blinking when data is being transmitted / received.

WLAN

Lit green when the wireless connection is enabled.
Lit off when the wireless connection is disabled.
Flashes when sending/receiving data.

WPS

Flash green when WPS configuration is in progress.

When WPS is established, the LED will lit up and then goes off in
5 mins.

When WPS connection is not established, the LED will flash for 4
mins and then goes off.

12




2.4 The Rear Ports

® ® ® ®6 ® @

WPS

Clors T 1T 1

Power ON/OFF WiFi LAN4 LAN3 LANZ LAN1

b=

(The picture’s color is for a reference only, the actual is the standard)

13



1 Antenna Wireless antenna.

) Power Connect the supplied power adapter to this jack.
ON/OFF

3 Power on/off switch.

(Power Switch)

Wireless ON/OFF button: Press 1-2 seconds to switch on
4 WiFi button wireless function and the WiFi LED will lit green. Press 1-2
seconds again to disable wireless.

WPS: Press less than 5 seconds until WPS LED flashes green
to trigger WPS function.

Note: when WPS is in progress, actions described as above will
not take effect.

Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the
6 LAN1- 4 four LAN ports when connecting to a PC or an office/home
network of 10Mbps or 100Mbps.

5 WPS button

LINE Connect the supplied RJ-11 (“telephone”) cable to this port when

! (DSL) connecting to the ADSL/telephone network.
Press.6 seconds or above to restore to factory default settings
8 Reset (this is used when you can not login to the router, e.g. forgot the

password).

14



2.5 Cabling
One of the most common causes of problems is bad cabling or ADSL line(s). Make sure

that all connected devices are turned on. On the front of the product is a bank of LEDs.
Verify that the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using
the proper cables.

Ensure that all other devices connected to the same telephone line as your Billion router
(e.g. telephones, fax machines, analogue modems) have a line filter connected between
them and the wall socket (unless you are using a Central Splitter or Central Filter installed
by a qualified and licensed electrician), and ensure that all line filters are correctly installed
and the right way around. Missing line filters or line filters installed the wrong way around
can cause problems with your ADSL connection, including causing frequent
disconnections.

15



Basic Installation

The router can be configured with your web browser. A web browser is included as a
standard application in the following operating systems: Windows 98/NT/2000/XP/7/Me,
MAC, Linux, etc. The product provides a very easy and user-friendly interface for
configuration.

3.1 Before Configuration

PCs must have an Ethernet interface installed properly and be connected to the router
either directly or through an external repeater hub, and have TCP/IP installed and
configured to obtain an IP address through a DHCP server or a fixed IP address that must
be in the same subnet as the router. The default IP address of the router is 192.168.1.254
and the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the same subnet,
and have an IP address in the range of 192.168.1.1 to 192.168.1.253). The best and
easiest way is to configure the PC to get an IP address automatically from the router using
DHCP. If you encounter any problems accessing the router’s web interface it may also be
advisable to uninstall any kind of software firewall on your PCs, as they can cause
problems accessing the 192.168.1.254 IP address of the router. Users should make their
own decisions on how to best protect their network.

Please follow the steps below for your PC’s network environment installation. First of all,
please check your PC’s network components. The TCP/IP protocol stack and Ethernet
network adapter must be installed. If not, please refer to your Windows-related or other
operating system manuals.

” 07. 6' Any TCP/IP capable workstation can be used to communicate with or
through the BIPAC 5400N R2. To configure other types of
workstations, please consult the manufacturer’s documentation.

16



3.1.1 Configuring a PC in Windows 7/8

1. Go to Start. Click on Control
Panel. Then click on Network
and Internet.

2. When the Network and
Sharing Center window pops
up, select and click on Change
adapter settings on the left
window panel.

3. Select the Local Area
Connection, and right click the
icon to select Properties.

C)\;’ [E8 v Control Panel »

~ 4]

Adjust your computer's settings View by:

Category ™

System and Security
Rev
Back up
Find and fix preblems

User Accounts and Family Safety

ur computer's status B Add or remove user accounts

your computer

) Set up parental controls for any user

Appearance and Personalization
@ Change the theme
g

Network and Internet

Change desktop background

Choo aring options

homegroup and Adjust screen resolution

/ Hardware and Sound Clock, Language, and Region
v &5 and printers

Change keyboards or other input methods

ce

commenly used mobility settings

= Programs

! ‘J Uninstall s program

#FW\ Ease of Access
[ J ggest settings

[E=1 Eem )
trol Panel )
@

@'\J,h « Metwork and Internet » Metwerk and Sharing Center

- [+]

Centrol Panel Home . . . . .
View your basic network information and set up connections

A =~ [+

o TEST-PC BGSLON-CNC
(This computer)

Seefull map

Internet

View your active networks Connect or disconnect

F==r BGS1ON-CNC Accesstype  Intemnet

Public network Connections:

rk Cennection

Change your networking settings

&

Set up 3 new connection or network

Set up 3 wireless, broaclband, disl-up, adl hoc, or VBN connection: or st up a router or access
peint,

Connect to a netwerk

%

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

[E=1 Eon =)

@_\Jv ) « Networkand Intemet » Network Connections & + [ 4| [ Search Network Connections r

Orgenize *  Disable this network device  Diagnose this connection  Rename this connection

S = 0 ®

Standalene Netwerk Extender
_ Disconnected

Local Area Connection | &S

Metwork Extender
Nety ~

® Disable [, Disconnected

X

“7 Broa o # Network Bxtender SSLYPN Adapter % Standalone Network Extender SSL..
atus
=L Wird LI Wireless Network Connection 3
.._ LI Diagnose & i
= BGS Not connected
ol sthe § | Bridge Connections Microsoft Virtual WiFi Miniport A...

Create Shortcut
Delete

Rename

Properties

17




IPv4:

4. \S/::_if(t)n Tte(':Pg;/IPVZSOt?ﬁ:r: 4 Local Area Connection Properties @

click Properties Networking | Sharing

Connect using:

l_:.'* Broadcom 57(k Gigabit Integrated Contraller

This connection uses the following tems:

0% Cliert for Microsaft Netwarks

Bl 005 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks
e Varsinn & (TCE/|PyvE]
+
<& [ink-Layer lopology Discoveny Mapper 150 Driver
wda |ink-Layer Topology Discovery Responder

[ Install... ] Uninstall Properies

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected netwonks.

[ K ] [ Cancel ]
> \IICII’]:E)(\EN -I;((e:lzlcltp\t/f?e F())rk?tg?r:tlgﬁ Internet Protocol Version 4 (TCP/IPwd] Properties @
IP address automatically and General | Alternate Configuration |
Obtain DNS Server address ) e )

: H ‘You can get IP settings assigned automatically it your network supports
aUtomat!Ca”y radio bL.JttOFIS. this capability, Otherwise, vou need to ask your network administratar
Then click OK to exit the for the appropriate IP settings.
setting.

(@ Obtain an IP address automatically

6. Click OK again in the Local {71 Use the following IP address:
Area Connection Properties
window to apply the new
configuration. Subnet mask:

IF address:

Default gateway:

(@ Obtain DNS server address automatically
{70 Use the following DMS server addresses:

Preferred DMS server:

Alkernate DM server:

Validate settings upon exit

[ OK ][ Cancel ]

18



IPv6:
4. Select Internet Protocol

Version 6 (TCP/IPv6) then [ 1
click Propertifas ) [,_'3,] Local Area Connection Properties @

Metworking | Sharing

Connect using:

I_-'.f‘ Broadcom 570k Gigabit Integrated Controller

This connection uses the following tems:

& Clignt fl:ur Microsoft Metworls
& |ntemet Protocol Wersiond ._"I'CF‘.-IF‘v-i_.

i |ink-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

install... Uninstall | T——PropemEs—

Description
TCPIIF version 6. The next-genetion version of the internet

protocol that provides communication across diverse
interconnected networks.

OK || Cancel |

= e

5. In the TCP/IPV6 properties [ inemet protocol Version 6 (TC/IPV6) Properties |2
window, select the Obtain an )
IPv6 address automatically

General |

and Obtain  DNS Server ||| B L e e
address automatically radio
buttons. Then click OK to exit ) Obtain an IPv6 address automatically

the setting. Use the following IPv address:

6. Click OK again in the Local
Area Connection Properties
window to apply the new

Configuration. : Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server:
ke sttgs e e =T

19



3.1.2 Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

3.

Then click on Network and
Sharing Center at the top bar.

When the Network and
Sharing Center window pops
up, select and click on Manage
network connections on the
left window pane.

Select the Local Area
Connection, and right click the
icon to select Properties.

mt Add 3 printer” W Add 3 wire|

‘ Organize ¥ @z Views v ST NEfWaTk and SHarng Center

This computer is not connected to a network. Click to connect...

FavorteLinks | Name Category Workgroup Metwork location

E| Documents

Ej Pictures

Q‘ Music

4 Recently Changed
@ Searches

Public

b

' F ;? <« Metwork and Internet »  Network and Sharin:

i g Center = Search

Network and Sharing Center

computers and devices

Connect to a network

Set up a connection or network !g’ g
& =%

Manage network connections i
TESTL-WHQL Internet
Diagnose and repair (This computer)

E.- Not connected

You are currently not connected to any networks.
Connect to a network

Disable this network'device = Diagnog

Marne Status Device Mame Connectivity Metwaork Cate

Dial-up (2} -
l-h .@' Metwork Extender l-' [ Standalone Metwork Extende
- -..,P;,__ Disconnected , -...,‘:-ﬂ_ Disconnected
e Network Extender SSLVPN A... &# 1SDN WAN Device
LaM or High-5peed Internet (1)
—

! Local Area Connection
- — [\J e e bl 1 ']
b 4 T In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties |
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IPv4:
4. Select Internet Protocol [ -@“‘L&:;‘A"""’ma cﬂ;;”E&W&J?‘

Version 4 (TCP/IPv4) then click

Properties. Networking

Connect using:

lif“ Intel{R) 825660M Gigabit Metwork Connection

I This connection uses the following tems:

! & Cliert for Microsaft Networks

=1 (105 Packet Scheduler

.@ Filz and Printer Sharing for Microsoft Networks
T R o L N DsuL
H-rtemet Protocal Version 4 (TCP/1Pvd) .
i Link-Layer Topology Discovery Mapper /0 Driver
<t Link-Layer Topology Discoverny Responder

| esal.. || Uninstal Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

ok J[ Concel |

[

S. |I”l_ the TCP/IPv4 pro_perties [ Internet Protocol Version 4 (TCP/IPvd) Properties B
window, select the Obtain an IP : '
address automatically and General | Alternate Canfiguration |

Obtain DNS Server address

automatical Iy radio buttons. You can get IP settings assigned automatically f your network supports

this capability. Otherwise, you need to ask your network administrator

Then click OK to exit the setting. for the appropriate IP settings.

6. Click OK again in the Local (@ Obtain an IP address automatically
Area Connection Properties (™) Use the following TP address:
window to apply the new e
configuration.

Subnet mask:

n 1 Fein '
Defaulk gateway:

(@) Obtain DMS server address automatically
() Use the following DMS server addresses:
Preferred DNS server:

alternate DMNS server!

[ oc || cancel |
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3.1.3 Configuring a PC in Windows XP

IPv4:

1. Go to Start / Control Panel (in Classic [SiEEE = [BX]
View). In the Control Panel, double-click on | M & e Feventes Tods felp i
Network Connections € © - ¥ s [ romers [

Address |3 Cantrel Panel pal >

2. Double-click Local Area Connection.

&d' Control Panel &3

G Switch bo Categary View
See Also = _ai Hﬁ

Printers and  Regional and  Scanners and

Phone and  Power Options
Modem ...

& Windows Update Faxes Language ... Cameras
@) Help and Support 2 @ e
L=/ 4 ' L
Scheduled Sounds and Speech

Tasks Audio Devices

3. In the Local Area Connection Status BN n il Etit
window, click Properties. Gereral | Support |

Conrection
Stabus: Connected
Druraticn: oo 932
Spesd: 100.0 Mbps
Aackiviky =1
Sent _'_1,_.—'7 Feceived
s
Packets: 27 u]
d Fropertiez *[ Dizable ]
4

e et

4. Select Internet Protocol (TCP/IP) and click === " C"“"“" ""’"ies
Properties. rnennesten  Savance

Cornest using:

| EHE 4SS TekK 'Broadcom 440= 10700 Integrated Controller

This connection uses the Following items:
B3 Client for Microsoft Metwarks

=1 File and Printer Sharing for Microsoft Metworks
=1 QoS Packet Scheduler

Internst Protocol [TCPAP)

Install. .. Uninstall [ Fropetties ]
—_—

Diescription

Transmission Control Protocols/lntermet Protocal. The default
wide area netvwork protocol that provides communication
across diverse interconmnected networks.

[1 Show icon in notification area when connected

5. Select the Obtal n an IP address Internet Protocol {(TCP#IP) Properties
automatically and the Obtain DNS server || "= |atemate Conftraten)

“ou can gst 1P settings assigned automatically if pour netwsork supports

ad d reSS auto m atl Cal Iy radIO buttons this capability. Othernwize, vou need to ask wour network. administrator for

the appropriate P settings

6. Click OK to finish the configuration. [E 2 erpoipe oo

) Use the following IF address

&) Obtain DMS server address automatically
() Use the following DMS server addresses:

]
[

[——
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IPv6:
IPV6 is supported by Windows XP, but you should install it first.
Act as shown below:

1. On the desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following
screen appears.
et Cz\ZWINDOWS\=ysteni2\cad. exe

C:~Documents and Settingssytt>

2. Key in command ipv6 install
v Lz \ZWINDO¥Sysy=tem32\cad. exe

C:sDocuments and SettingssyttXipub install
Installing...
Succeeded.

C:sDocuments and Settingssuttl>

Configuration is OK now, you can test whether it works ok.
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3.1.4 Configuring a PC in Windows 2000

1. Go to Start / Settings / Control Panel. In
the Control Panel, double-click on Network
and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an |IP address
automatically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

4 Network and Dial-up Connections

Fie Edt View Favorites Tools Advanced Help

sHBack + = - ‘ @Search 4 Folders 8 ‘ 5 % e | M

Address I Hetwork and Digkup Connections

g ] 2

L =P

Make New
Connection

%
Network and Dial-up
Connections
Local Area Connection
Type: LAN Connection
Status: Enabled

ASUSTeK fBroadeom 440x 10/100
Integrated Controller

el

Local Area Connection Status

General I

— Connection
Status: Connected
Druration: 06:16:26
Speed: 100.0 Mbps
— Activit
* = .
Sent —— 1 —— Heceived
FPackets: 12215 | 109427
Froperties I Dizable I

Cloze I

= =<|

Local Area Connection Properties

General |

Connect using:

I EE ASUSTeK/Broadecom 440x 104100 Integrated Contraller

Components checked are used by this connection:

Cli=nt For Microsoft Metworks

Properties |

Uninstall |

Imstall |

D escription
T ransmission Control Protocollntermest Protocol. The default
weide area network protocol that provides communication
across diverse interconnected networks.

r Show ican in tazskbar when connected

akK | Cancal |

=21

Internet Protocol {TCP/IP} Properties

General |
“You can get I[P settings assigned automatically if your network supporks

this capability. Othenvise. you need to ask vour network. administrator for
the appropriate I[P settings.

= Obtain an IP address automatically

B —

= Obtain DNS server address automatically

—{ Use the following IP address:
1P address:

Subnet mask:

Default gateway:

" Use the following DNS server addresses:

e

Advanced I
(=] 8 I

Preferred DS serwer:

Altermate DNS server:

Cancel |
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3.1.5 Configuring a PC in Windows 98/Me

1. Go to Start / Settings / Control Panel. In
the Control Panel, double-click on Network
and choose the Configuration tab.

2. Select TCP/IP ->NE2000 Compatible, or
the name of your Network Interface Card
(NIC) in your PC.

3. Select the Obtain an IP address

automatically radio button.

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button and
click OK to finish the configuration.

MHetwork EdE3

Canfiguration I Identification I Access Control I

The follovsing netwwork components are installed:

Ficrosoft Family Logon *I
E5 A SUST ek Broadcom 440x 10100 |ntegrated Controller
HE Dial-Up Adapter

g TCPAP -> Dial-Up Adapter
<1

A |

Primany Metwork Logon:
IMiclo:ofl Family Logon vI

File and Frint Sharing... I

D escription
TCF/IP is the protocol pou use to connect to the Internet and
wide-area nebworks.

Ok I Cancel I

TCP/IP Properties

Bindings | Advanced | MetBIOS 1
DMS Configuration I Gateway I "wAAMS Configuration IF Address

A I[P address can be automatically azsigned to thiz computer.
If your network, does not automatically azsign IF addresses, azk
wour nebworks administrator for an address. and then bepe it in
the zpace below.

* dbtain an IP address automatically

 Specify an IP address:

B Address: | H | H |

Subrel Masks | . - . |

o 1

Cancel I

TCP/IP Properties 3

Bindings | Advanced MetBl0S ]
DMS Configuration I Gateway I WINS Configuration I IP Aaddress
o

— " Enable DNS

Hiost: I [Emmai: I
S Senven Sear et nder

[ et Stfiz S arch Wrder

| Fodd

Cancel I
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3.1.6 Configuring a PC in Windows NT4.0

1. Go to Start / Settings / Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click
Properties.

3. Select the Obtain an IP address from
a DHCP server radio button and click OK.

MNetwork
Identification | Services = Protocols ] Adapters || Bindings |

Hetwork Protocols:

¥ NetBEUI Protocol

I NWLINk IPX/SP>X Compatible Transport

¥ NWLink NetBIOS
3% T CP/IP Protocol

— Description:
Transport Control Protocol/Internet Protocol. The default wide
area network protocol that provides communication across

diverse interconnected networks.

| oK I Cancel I
Microsoft TCP/IP Properties =1=1|

IP Address | DMS | sw/IMS Address | Routing |

An P address can be automatically assigned to this network, card
by a DHCF zerver. If pour network does not hawve a DHCF server.,
ask your network administratar for an address, and then bpe it in

the =pace belova.

50 Obtain an IF address rom a DHCRP server

— ' Specify an IP address

[Fadiess; |

Skt Masks |

EX == ) e ===t |

Acvanced |
Ok | Cancel | Ern |
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3.3 Factory Default Settings
Before configuring your router, you need to know the following default settings.

@ Web Interface:

X Username: admin
X Password: admin

@ LAN Device IP Settings:
A IP Address: 192.168.1.254
X  Subnet Mask: 255.255.255.0

@ ISP setting in WAN site:

X PPPoOE

@ DHCP server:

X DHCP server is enabled.
X Start IP Address: 192.168.1.100
X |IP pool counts: 100

3.3.1 Username and Password

The default username and password are “admin” and “admin” respectively.

-

Attention

If you ever forget the password to log in, you may press the RESET
button up to 6 seconds to restore to the factory default settings.

\
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3.4 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown
below.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoOE function is

enabled to automatically get
the WAN port configuration
IP addresses for 100 IP addresses continuing | from the ISP.

distribution to PCs from 192.168.1.100 through
t0 192.168.1.199

DHCP server function Enabled

3.5 Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) which kind
of service is provided such as PPPoE, PPPoA, RFC1483, or IPOA.

Gather the information as illustrated in the following table and keep it for reference.

VPINVCI, VC-based/LLC-based multiplexing, Username,
Password, Service Name, and Domain Name System (DNS)

PPPoE IP address (it can be automatically assigned by your ISP
when you connect or be set manually).
VPI/VCI, VC-based/LLC-based multiplexing, Username,
PPPOA Password, and Domain Name System (DNS) IP address (it

can be automatically assigned by your ISP when you connect
or be set manually).

VPI/VCI, VC-based/LLC-based multiplexing to use Bridged

RFC1483 Bridged Mode.

VPINVCI, VC-based/LLC-based multiplexing, [P address,
RFC1483 Routed Subnet mask, Gateway address, and Domain Name System
(DNS) IP address (it is fixed IP address).
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3.6 Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and
click “Go”, a user name and password prompt window will appear. The default username and
password are “admin” and “admin” respectively.

T " — H

Windows Security

The server 192.168.1.254 at Wireless ADSL Modem,/Router requires a

username and password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection),

| LlEEF name |

| Paszword |

[7] Remember my credentials

| ok || cancl

Congratulation!

You are now successfully logon to the BiPAC 5400N R2 ADSL 2+ Firewall Router!
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Configuration

At the configuration homepage, the top navigation pane where bookmarks links you directly to the
desired setup page, including:

@ Quick Start (wizard setup)

@ Interface Setup (Internet, LAN, Wireless)

@ Advanced Setup (Firewall, Routing, NAT, QoS, VLAN, ADSL)

@ Access Management (ACL, Filter, SNMP, UPnP, DDNS, CWMP)

@ Maintenance (Administration, Time Zone, Firmware, SysRestart, Diagnositics)

@ Status (Device Info, System Log, Statistics)

@ Help

Please see the relevant sections of this manual for detailed instructions on how to configure your
Billion Router.
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4.1 Quick Start

B’l l ’nN ADSL Modem/Router

Interface Advanced Access
Setup Setup Management

Maintenance Status Help

Quick Start

This ADSL Router is ideal for home networking and small business networking. The
'Quick Start’ wizard will guide you to configure the ADSL router to connect to your 5P
{Internet Service Provider).

RUN WIEARD

For detailed instructions on configuring WAN settings, see the Interface Setup section of this
manual.

The Quick Start Wizard is a useful and easy utility to help setup the device to quickly connect to your
ISP (Internet Service Provider) with only a few steps required. It will guide you step by step to
configure the password, time zone, and WAN settings of your device. The Quick Start Wizard is a
helpful guide for first time users to the device.

Follow the given steps to configure your router, input the information from your ISP.

BILIION

Quick Start

The Wizard will guide vou through these four quick steps. Begin by clicking on NEXT.

Step 1. Set yvour new password

Step 2. Choo=e vour time zone

Step 3. Set vour Internet connection
Step 4. Wirelezs network configuration

Step 5. Save settings of this ADSL Router

NEXT

e
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Stepl. Set your new password.

BILLION

Quick Start - Password

“ou may changs the admin account pazzword by entering in a new passzword. Click NEXT
to continue.

New Pazswaord : | |

Confirmed Pazsword : | |

_

Step2: Choose your time zone.

BILLION

Quick Start - Time Zone

Select the apprepriate time zene for your location and click HEXT to continue.

| {GMT} Gresnwich Mean Time : Dublin, Edinturgh, Lizbon, London V|

[ Back || nExT || EXIT

_—
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Step3: Set your Internet connection

BILLION

Quick Start - ISP Connection Type
Zelect the Internet connection type to connect to vour ISP, Click NEXT to continue.

Choos=e thiz option to obtain a IP address automaticalty from

O Dynamic IP Address your ISP,

Choose thiz option to 2et static IP infoermation provided to vou

() Static IP Address by vour ISP,

Choose thiz option if vour ISP uzes PPPoE/PPPoA. (For most

(%) PPPoE/PPPOA, DSL users)

O Bridge Mode Choos=e thiz option if vour ISP uzes Bridge Mode.

BILLION

Quick Start - PPPoE/PPPoA

Enter the PPPoE/PPPoA information provided to you by your ISP, Click NEXT to continus.

U=zernames: |IJSEFI'IEI'I'|E |

Pazzword: |uu““ |

WP (u ~255)
WL (1 ~65535)

Connection Type: | PPPoE LLC w |
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Step 4: Wireless network configuration

BILLION

Quick Start - Wlan

“ou may enablefdizable Wian, change the Wian SSI0 and Authentication type in thiz page.

Access Point: (8 Activated O Deactivated

SEID - |wlﬂn—a|:| |

Broadcast SSI0: (&) ves (O e

Authentication Type : | Disabled v |
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Step5: Save settings of this ADSL router.

BILLION

Quick Start Complete !!

The Setup Wizard has completed. Click on BACK to modify changes or miztakes. Click NEXT
to =ave the current 2ettings.

BILLION

Quick Start Completed !!

Sawved Changes.

|
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4.2 Interface Setup

Click this item to access the following sub-items that configure the ADSL2+ router: Internet, LAN,
and Wireless.
These functions are described in the following sections.

4.2.1 Internet
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BILLION ADSL ModemRouter

Interface
Setup

Advanced Access
Setup Management

Maintenance Status Help
Interface

Wireless

ATM VC

Virtual Circuit : | PVCo v| [ PVC=s Summary J

Statuz (8 Activated O Deactivated

VPl (8 (range: 0~255)
VCI: (35 (range: 1~65535)
QoS
ATM QoS : | UBR bt
PCR: |0 cellz/zecond
SCR: [0 cellzizecond
MBS : [0 celz

P version : O pys @ puaipes O pus

Encapsulation

5P O Dynamic IP &ddress
O static IP Address
® PPPoA/PPROE
O Bridge Mods

PPPoEIPPPoA

Servicenams :

Username : (username

Pazzword : |esssssss

Encapsulation : | PPPoE LLC b

Bridge Interface . (O activated & Deactivated

Connection Setting

Connection : @Always 0On {Recommended)
O‘ Cennect On-Demand (Close if idle fur|:|minutes}

O Cennect Manually
TCP MSS Option : TCP MSS Option[0_ |oytes

IP Commuon Options
Default Route © @ ves O Mo
IPvd Address
GetIP Address © O static ® Dynamic
Static IP Address ; |0.0.0.0
IP SubnetMask : (0000
Gateway : |0.0.0.0
TCP WMTU Option - TCP rv1TU(D:defauIt}-|D—[bytes
MAT . |Enable | »
Dynamic Route : | RIP1 W Directicn :
Multicast ESED'EU b
IPv6 Address
DHCP IPY6 Enable © & pHep O glasc
DHCP PO Enable - & Enable O Disable
MLD Proxy © O Enable @ Disable
Dual Stack Lite

Enable : O Epable @ Disable




B ATM VC

ATM settings are used to connect to your ISP. Your ISP provides VPI, VCI settings to you. In this
Device, you can totally setup 8 VCs on different encapsulations, if you apply 8 different virtual circuits
from your ISP. You need to activate the VC to take effect. For PVCs management, you can use ATM
QoS to setup each PVC traffic line's priority.

@ Virtual Circuit: VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual
circuit.

@ PVC Summary: list the PVCs message.

BILLION

Service Information Summary

= Active VFPI VI EHCAP Mux IP Address Status
P40 Yes g 35 PPPaE LLZ Crwnamic Pdia,
P {1a] 1 34 RFC 1483 LLC - PiA,
phaC2 {1a] 1 35 RFC 1483 LLC - PiA,
s {1a] 1 35 RFC 1483 LLC - PiA,
PhaCd {1a] 1 cr) RFC 1483 LLC - PiA,
s {1a] 1 ] RFC 1483 LLC - PiA,
PYCE {1a] 1 39 RFC 1483 LLC - PiA,
AT {1a] 1 40 RFC 1483 LLC - PiA,

@ Status: indicate the status of the PVCs above. You can select the Activated or deactivated to
activate or deactivate the PVC.

@ VPI: The valid range for the VPI is 0 to 255. Enter the VPI assigned to you. This field may already
be configured.

@ VCI: The valid range for the VCI is 1 to 65535. Enter the VCI assigned to you. This field may
already be configured.

@ ATM QoS: Select the Quality of Service types for this Virtual Circuit. The ATM QoS types include
CBR (Constant Bit Rate), VBR (Variable Bit Rate) and UBR (Unspecified Bit Rate). These QoS types
are all controlled by the parameters specified below, including PCR, SCR and MBS. Select CBR to
specify fixed (always-on) bandwidth for voice or data traffic. Select UBR for applications that are
non-time sensitive, such as e-mail. Select VBR for burst traffic and bandwidth sharing with other
applications.

@ PCR: Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to find the Peak Cell Rate
(PCR). This is the maximum rate at which the sender can send cells.

@ SCR: The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be transmitted.

@ MBS: Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the
peak rate. Type the MBS, which is less than 65535
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B IPv4/IPv6
@ IP version: Choose IPv4, IPv4/IPv6, IPv6 based on users’ environment.

E Encapsulation:

@ |SP: Select the encapsulation type your ISP uses from the Encapsulation list.

® Dynamic IP: Select this option if your ISP provides you an IP address automatically. Please
enter the Dynamic IP information accordingly.
®

Static IP: Select this option to set static IP information. You will need to enter IP address, subnet
mask, and gateway address, provided to you by your ISP. Each IP address entered in the fields
must be in the appropriate IP form, which is four IP octets separated by a dot (x.x.x.x). The
Router will not accept the IP address if it is not in this format.

©

PPPoOA/PPPOE: Select this option if your ISP requires you to use a PPPoA/PPPOE connection.
This option is typically used for DSL services.

® Bridge Mode: select this option if you want use this router as an OSI 2 layer device like a switch.

E PPPOE/PPPOA

Select this option if your ISP requires you to use a PPPoE connection. This option is typically used for
DSL services.

@ Servicename: Enter a name for the PPPoOE/PPP0A connection.
@ Username: Enter the user name exactly as your ISP assigned.
@ Password: Enter the password associated with the user name above.

@ Encapsulation: select in the Mode field, select PPPoE LLC, PPPoE VC-Mux, PPPoA LLC,
PPPoA VC-Mux.

@Bridge Interface: When Activated, the device will gain WAN IP from your ISP with the
PPPoE(PPPo0A) account. But if your PC is connected to the router working as a DHCP client, in this
mode, the device acts as a NAT router; while if you dial up with the account within your PC, the device
will then work as a bridge forwarding the PPPoE(PPPoA) information to the PPPoE(PPP0A) server
and send the response to your PC, thus your PC gets a WAN IP working in the internet.

@ Connection: The schedule rule(s) have priority over your Connection settings.
® Always on: Select Always on Connection when you want your connection up all the time.

® Connect on Demand: Select Connect on Demand when you don't want the connection up all
the time and specify an idle time-out in the Max Idle Timeout field.

® Connect manually: Select this mode if you want to connect manually.
@ TCP MSS Option: Enter the TCP Maximum Segment Size (MSS)

@ Default Route: Select Yes. if enable this function, the current PVC will be the default gateway to
internet from this device

@ Get IP Address: Choose Static or Dynamic

@ Static IP Address: Enter the IP address of ADSL Router in dotted decimal notation, for example,
XX XX XX.XX.
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@ IP Subnet Mask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type
the subnet mask assigned to you by your ISP (if given).

Gateway: You must specify a gateway IP address (supplied by your ISP).

@
@ NAT: Select this option to Disabled/Enable the NAT (Network Address Translation) function for this
VC. The NAT function can be activated or deactivated per PVC basis

@ Dynamic Route:

® RIP Version: (Routing Information protocol) Select this option to specify the RIP version,
including RIP-1, RIP-2M and RIP-2B. RIP-2M and RIP-2B are both sent in RIP-2 format; the
difference is that RIP-2M using Multicast and RIP-2B using Broadcast format

® RIP Direction: Select this option to specify the RIP direction. None is for disabling the RIP
function. Both means the ADSL Router will periodically send routing information and accept
routing information then incorporate into routing table. IN only means the ADSL router will only
accept but will not send RIP packet. OUT only means the ADSL router will only send but will
not accept RIP packet.

@ Multicast: IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. The BiPAC 5400N R2 supports
both IGMP version 1 (IGMP-v1), IGMP-v2, and IGMP-v3. Select Disabled to disable it.

@ DHCP IPv6 Enable: Select to enable DHCPV6 or SLAAC (Stateless address auto-configuration).
® DHCP: Stateful configuration via DHCPvV6 server. If selected, the host will be configured like
in IPv4 mode, thus to obtain addresses, gateway address and DNS information from ISP

server.

® SLAAC: Stateless address auto-configuration to allow IPv6 host to automatically send
solicitation multicast request for the network-layer configuration parameters such as
prefix/length.

@ DHCP PD Enable: Also DHCP Prefix Delegation, please enable DHCP PD to ensure that PCs in
LAN can obtain the IPv6 prefix when in LAN the Auto mode is adopted either in Radvd or DHCPV6.

@ MLD Proxy: Check whether to enable this function. MLD (Multicast Listener Discovery Protocol)
Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. It takes over
some of the router’s job, simplifying the router’s job and multicast communication. Support MLDv1
and MLDv2.

@ Dual Stack Lite: Dual Stack Lite is only can be enabled on the IPv6 version. Select Auto or
Manually according to your ISP (parameters all configured by ISP). Dual Stack Lite is a lite solution
for the IPv4 address exhaustion. It allows the ISP to distribute only global IPv6 address to the CPE
and the CPE encapsulates the IPv4 packet inside IPv6 packet to be delivered using its global IPv6
connection.
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4.2.2 LAN

A Local Area Network (LAN) is a shared communication system to which many computers are
attached and is limited to the immediate area, usually the same building or floor of a building.

BILLION ADSL ModemRoute

Interface Advanced Access
Interface Setup Setup Management

Maintenance Status Help

Internet Wireless

Router Local IP

Main IP Address : |152.168.1.254
Main Subnet Mazk : [255.255.255.0
Aliaz IP Addres= ;| 0.0.0.0
Aliaz Subnet Mazk : [0.0.0.0

Dvnamic Route : | RIP1 W Dirgction : | None W
Multicast : | Dizabled |

IGMP Snoop : (®) pizabled O Enabled

DHCP

DHCP: O Dizabled @ Enabled O Relay
DHCP Server

Starting IP Address - |192.168.1.100 [ current Pool Summary

IP Pool Count : {100
Leaze Time ; | 86400 zeconds (0 =etz to default value of 258200)

1222

Phyzical Portz :

DNS Relay : | Use Aute Dizcoversd DNS Server Onhy V|
Primary DMS Server : [N/A

Secondary DNS Server : [M/A

Radvd Enable : (O pizable ® Enable
Radvd Mode : & aute O Manual
Auto Prefix . @ enable O Disable
RA Flags 32t [v] managedaddar [¥] other Config

DHC Pvé

=]
=
[ 7]

DHCPE Server : ® pizable O Enable

SANE CAMCEL

® |Pv4

B Router Local IP

@ Main IP Address: Enter the IP address of ADSL Router in dotted decimal notation, for example,
192.168.1.254 (factory default).

@ Main IP Subnet Mask: The default is 255.255.255.0. User can change it to other such as
255.255.255.128.
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@ Dynamic Route: Select the RIP version from RIP-1, RIP2-B and RIP2-M.
@ RIP Direction: Select the RIP direction from None, Both, In Only and Out Only.

@ Multicast: IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. The BiPAC 5400N R2 supports
both IGMP version 1 (IGMP-v1), IGMP-v2 and IGMP-v3. Select Disabled to disable it.

@ IGMP Snoop: Internet Group Management Protocol Snoop, running in layer 2 devices in order to
manage and control multicast group. Choose Disabled or Enabled IGMP Snoop function.

B DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to
obtain TCP/IP configuration at start-up from a server.

@ DHCP: If set to Enabled, your BiPAC 5400N R2 can assign IP addresses, an IP default gateway
and DNS servers to Windows 95, Windows NT and other systems that support the DHCP client.

If set to Disabled, the DHCP server will be disabled.

If set to Relay, the BIPAC 5400N R2 acts as a surrogate DHCP server and relays DHCP requests
and responses between the remote server and the clients. Enter the IP address of the actual, remote
DHCP server in the Remote DHCP Server field in this case.

When DHCP is used, the following items need to be set.

@ Starting IP Address: This field specifies the first of the contiguous addresses in the IP address
pool.

@ IP Pool Count: This field specifies the size or count of the IP address pool.

@ Lease Time: The current lease time of client.

@ Physical port: Open DHCP server on each physical port.

@ DNS Relay: Use the Local computer as a DNS Server, but without any resolution, it pass the work
to another DNS Server which the DNS Relay points to. The specified Server do the resolution work
and pass the result to the Local server and then the local server pass the received result to the client.

Select from the drop-down menu to specify the another server which does the resolution work.

@ Primary DNS Server: Enter the IP addresses of the DNS servers. The DNS servers are passed to
the DHCP clients along with the IP address and the subnet mask.

@ Secondary DNS Server: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.
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® |[Pv6

In this part, user needs to configure the IPv6 settings for LAN devices. IPv6 address can be
configured via RADVD or DHCPv6. User can use Radvd individually, but when it comes to DHCPV6,
user should still activate the Radvd.

¥ RADVD

The Router Advertisement Daemon (radvd) is an open-source software product that implements
link-local advertisements of IPv6 router addresses and IPv6 routing prefixes.

Radvd Enable © O pisaple @ Enable
Radvd Mode - @ apte O Manual
Auto Prefix . & Enaple O Disable
R4 Flags Set: [¥] managedaddr [¥] other config

DHCPE Server : ® pizanle O Enable

@ Radvd Enable: Select whether to enable Radvd.

@ Radvd Mode: Auto or Manual. Select Auto to automatically obtain the information such as prefix
from the WAN DHCP Prefix Delegation. Select Manual to configure the information yourself.

® Auto

RadvdEnable © O pisable © Enable
Radvd Mode © & ante © Manual
Auto Prefix . & Enable O Disable
RAFlags Set: [¥] managedaddr [¥] other Confia

DHCPE Server © & pisable O Enable

@ Auto Prefix: Select enable to obtain the prefix.

@ RA Flags Set: Currently, the NDP Router Advertisement message contain some one-bit flags,
such as M - managed address configuration flag, and O-other configuration flag.

® Manual

Radvd Enable © O pisable ® Enable
Radvd Mode © O aute @ Manual
FrefiolLength ; (2000:1211:1000:5490: G4
Freferred Lifetime : [G00
ValidLifetime : [720
RAFlags Set: [¥] managedaddr 4 other config

DHCPG Server © & pisable O Enable
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@ Prefix/Length: Enter the Prefix/Length.

@ Preferred Lifetime: It is a time threshold, when the time is over, the prefix is invalid.

@ ValidLifetime: It is a time threshold, when the time is over, clients should obtain new IPv6 address

from the router.

@ RA Flags Set: Currently, the NDP Router Advertisement message contain some one-bit flags,
such as M - managed address configuration flag, and O-other configuration flag.

F DHCPv6
User can choose Auto

and Manual. The exact setting is similar to that in Radvd. But remember to

enable Radvd when configuring DHCPV6.

Radvd Enable : O pisable ® Enable
Radvd Mode - 3 aute © Manual
Auto Prefix @ gnable O Disable

RAFlags Set: [ anagedaddr ] other Config

DHCPE Server - O pisable @ Enable
DHCPE Made - @& apta O manual

When configuration is finished, user can go and check your PC settings.

-

Metwork Connection Details

e

Metworc Connection Details:

Property

Physical Address

DHCP Enabled

IPv4 Address

IPvd Subnet Mask
Lease Obtained

Lease Expires

IPvd Default Gateway
IPvd DHCP Server

IPvd DNS Server

IPvd WINS Server
MetBIOS over Tepip En...
IPvE Address
Temparary IPv6 Address
Linkdocal [PvE Address
IPvE Default Gateway
IPvE DMNS Server

Value

00-16-D4-A7-54-44
Yes =
152.168.1.100
255 2502550
Maonday, January 07, 2013 2:25:41 PI
Tuesday, January 08, 2013 2:25:41 P
152.168.1.254
152 168.1.254
152.168.1.254

m

Yes
2000:1211:1000:5d90:d91e.alde 47
2000:1211:1000:56d90: 2% 7. 3cbd 96 :
fedl:d51ealde4735:14%11

fedl: Zaa bbff fel1:2345%11

1

4 |

] | b

|
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4.2.3 Wireless

This section introduces the wireless LAN and some basic configurations. Wireless LANs can be as
simple as two computers with wireless LAN cards communicating in a peer-to-peer network or as
complex as a number of computers with wireless LAN cards communicating through access points
which bridge network traffic to the wired LAN.

BILLION

Interface

Access Point Settings

ENE

Interface
Setup

Access Point :
Channel :

Transmit Power :
Beacon Intervalims) :

RTS/CTS Threshold

Fragmentation
Threshold(bytes)

CTIM{ms)
Wireless Mode

ADSL Modem/Router

Access
Management

Advanced

Setup Status

Maintenance

Wireless

@® adtivated © Deactivated

UMITED STATES

| 01 v|CurrentChanneI:

High v/
100 (range: 20~10007}
112347 (range: 1500~2347)

112346 (range: 256~2346, even numbers anly}

11 (range: 1~255)
1| 802 11b+g+n &

Channel Bandwidth

D 20040 MHz »

Extension Channel :

ahove the control channel

Guard Interval - | AUTO -
MCSE - | AUTO |w

Multiple 55IDs Settings

SSID Index -
Broadcast 5310 & ves O Mo
Use WPS: O ves @ o
SSID : |wlan-ap |
Disabled v

Authentication Type -

WDS Settings

WDS Mode : O on @ oF

IMac Address #1 ;| 00:00:00:00:00:00
Mac Address #2 1| 00:00:00:00:00:00
Mac Address #3 1| 00:00:00:00:00:00

Mac Address #4 ; (00:00:00:00:00:00

Wireless MAC Address Filter

Active : O activated ® Deactivated
Action | Allow Association | » |the follow Wireless LAN station(s) association.

Mac Address #1 | 00:00:00:00:00:00
Mac Address #2 © |00:00:00:00:00:00
Mac Address #32 ¢ |00:00:00:00:00:00
Mac Address #4 © |00:00:00:00:00:00
Mac Address #5 ¢ |00:00:00:00:00:00
Mac Address #6 - [00:00:00:00:00:00
Mac Address #7 - [00:00:00:00:00:00
Mac Address #8 © |00:00:00:00:00:00

SAVE CAMCEL
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B Access Point Settings

@ Access Point: Default setting is set to Activated. If you do not have any wireless device in your
network, select Deactivated.

@ Channel ID: The range of radio frequencies used by IEEE 802.11b/g/n wireless devices is called
a channel. Select a channel from the drop-down list box.

@ Current Channel: indicate the current channel used.
@ Transmit Power: The router offers three levels of transmit power, low, medium, and high.

@ Beacon interval: The Beacon Interval value indicates the frequency interval of the beacon. Enter
a value between 20 and 1000. A beacon is a packet broadcast by the Router to synchronize the
wireless network.

@ RTS/CTS Threshold: The RTS (Request To Send) threshold (number of bytes) for enabling
RTS/CTS handshake. Data with its frame size larger than this value will perform the RTS/CTS
handshake. Setting this attribute to be larger than the maximum MSDU (MAC service data unit) size
turns off the RTS/CTS handshake. Setting this attribute to zero turns on the RTS/CTS handshake
Enter a value between 1500 and 2347.

@ Fragmentation Threshold: The threshold (number of bytes) for the fragmentation boundary for
directed messages. It is the maximum data fragment size that can be sent. Enter a value between
256 and 2346.

@ DTIM: This value, between 1 and 255, indicates the interval of the Delivery Traffic Indication
Message (DTIM).

@ Wireless Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or have
both 11g and 11b devices in your network, then keep the default in mixed mode. From the drop-down
manual, you can select 802.11g if you have only 11g card. If you have only 11b card, then select
802.11b and if you only have 802.11n then select 802.11n.

B 11n Settings

Note: this setting can only be activated when you select the item which includes a ‘n’ from the
wireless mode above.

Wireless Mode ; [ S02.11b+g+n »

a02.11b
302 11g
202,11k
a02.11n

S02.11g+n

@ Channel Bandwidth: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher
the bandwidth the better the performance will be.

@ Guard Interval: Select either Auto or 800nsec for the guard interval. The guard interval is here to
ensure that data transmission do not interfere with each other, it also prevents propagation delays,
echoing and reflections.

@ MCS: There are options 0~15 and AUTO to select for the Modulation and Coding Scheme. We
recommend users selecting AUTO.
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B Multiple SSID Settings
@ SSID Index: Default SSID index is “1”.

@ Broadcast SSID: Select Yes to make the SSID visible so a station can obtain the SSID through
passive scanning. Select No to hide the SSID in so a station cannot obtain the SSID through passive
scanning.

@ Use WPS: select Yes to enable WPS or No to disable WPS. Select Yes to view WPS setting
below.

@ SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security propose, change the default wlan-ap to a unique ID name to the AP which is
already built-in to the router’s wireless interface. It is case sensitive and must not excess 30
characters. Make sure your wireless clients have exactly the SSID as the device, in order to get
connected to your network.

@ Authentication Type: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers highly secure data encryption, known as WEP&WPA. If you require
high security for transmissions, there are four alternatives to select from: 64-bit WEP, 128-bit WEP,
WPA-PSK, WPA2-PSK and WPA-PSK/WPA2-PSK. WEP 128 will offer increased security over WEP
64.

You can disable or enable with WPA or WEP for protecting wireless network. The default type of
wireless is disabled and to allow all wireless computers to communicate with the access points
without any data encryption

B WPS Settings

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi networks for a residential or an office setting.
WPS supports 2 types of configuration methods which are commonly known among consumers:
PIN Method & PBC Method.

@ WPS State: Display whether the WPS is configured or unconfigured.
@ WPS Mode: Select the mode which to start WPS, choose between PIN Code and PBC (Push
Button). Selecting Pin Code mode will require you to know the enrollee PIN code.

To future understand the two modes of configuration, please refer to the following Wi-Fi Network
Setup

@ WPS Progress: Shows the current progress status of WPS.
@ Reset to OOB: Reset WPS to the default factory setting.

@ SSID: Type in the Service Set Identifier name, it is the unique name of a wireless access point (AP)
to be distinguished from another.

@Authentication Type: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers highly secure data encryption, known as WEP&WPA. If you require
high security for transmissions, there are four alternatives to select from: WEP-64bit, WEP-128bit,
WPA-PSK and WPA2-PSK. WEP 128 offers enhanced security over WEP 64.

You can disable or enable with WPA or WEP for protecting wireless network. The default type of
wireless is disabled and to allow all wireless computers to communicate with the access points
without any data encryption.
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Wi-Fi Network Setup

To enable WPS function as follows:

BILLION

Interface

Access Point Settings

Internet

Interface
Setup

Access Point

Channel :

Transmit Power :
Beacon Intervalims) :
RTS/CTE Threshold :

Fragmentation
Threshold{lytes)

DTIM{ms)

Wireless Mode ¢

ADSL Modem/Router

Access
Management

Advanced

Setup Status

Maintenance Help

Wireless

. @ adtivated © Deactivated
UNITED STATES

High |+

100 (range: 20~1000)
2347 (range: 1500~2347)

L2346 (range: 256~2346, even numbers only)

N (range: 1~258)
802 1Mb+g+n |»

w01 v|CurrentChanneI:

11n Settings

Channel Bandwidth :
Extension Channel :
Guard Interval :

MCS

20/40 MHz »

above the control channel

AUTO v
AUTOD |»

Mulfiple 55IDs Settings

3EID Index

Broadcast 3310 :
Use WPS :

3510 -
Authentication Type -

[T
@"r'es O Mo " "

O Yes ® Ny —— Select "Yes" to enbale WP S!
wlan-ap |

Disabled v |

WDS Settings
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PIN Method: Configure AP as Registrar
1. Jot down the client’s Pin (eg. 04640776).

BILLION ADSL ModemRouter

Interface
Setup

Advanced Access
Setup Management

Maintenance  Status Help
Interface

Internet Wireless

Channel Bandwidth ;| 20040 MHz s

Extension Channel ; | above the control channel

Guard Interval @ | AUTO w
TS 0 AUTO »

Multiple SSIDs Settings

SSI0 Index

Broadeast S3ID 0 @ ves O g
Use WPS : @ ves O na

WPS Setlings

WPS state : Uncanfigured

WPS mode © @ piN code O PBC
AP self PIM code ; 00745659

enrollee PIM code @ |04640776
Stop WPS

WFS progress | In progress

351D : |wlan-ap |
Authentication Type : | Disahled v|

m

2. Enter the Enrollee PIN code and then press Start WPS.
3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Enrollee,

press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column. Then
press the PIN button located on the middle left of the page to run the scan.
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=~ @ & B 0 ¢

Profile Matwork Advanced Statistics WA, WyPS Fadio CnfOff  About
WiPS AP List
o : wlan-ap 00-04-ED-86-d6-92 1 ‘8 Rescan
I : 1 00-21-55-BE-36-26 1 Information
D Welcame to RFINICS 00-21-27-64-26-7E & 9 IR
04840776
o Wai-Lang 00-21-31-EE-24-68 9 ? @ L3l
WP Profile List Config Maode
Enrolles -
Dizconnect
PIM @ WPS Associate |E Progress == 0%
PEC [@ “PsPrabe IE FIM - WPS Eap process failed
Status =» Link Quality==0%
Extra Info == Signal Strength1==0%
Channgl = Signal Strength2==0%
futhentication == Maoise Strength==0%

Encryption ==

Metwork Type ==

Tranzmit
IP &ddress == Link speed ==
Sub Mask == Throughput ==
Default Gateway ==
HT Receive
B 5> nia SMRO =» n/a Link peed ==
Gl == nifa MCS == nfa SMRA == nfa Throughput =>
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4.

The client’'s SSID and security setting will now be configured to match the SSID and security

setting of the registrar.

@ = &

Metwork — Advanced

E| WPS Aszociate IE

@ WirPE Probe |E

& Ry $ "
i v
Statistics WA, WPS Fadio On/Off  About Healp
WS AP List
wian-ap 00-04-ED-85-46-92 1 Rescan
1 00-21-535-BE-3B-2E 1 Information
Welzome to RFINICS 00-31-27-6:4-26-7E & = Fin Code
Wai-Lang 00-21-91-EE-24-68 9 e Heed0776 Renew
‘WP Prafile List Config Mode

Enralles -

Raotate

Dizconnect

WPS status is connected successtully - S400W

Status =» wlan—aps--= 00-04-ED-35-46-92

Extra Info == Link iz Up [TxPower: 1002]

Chanrel == 1 «--> 2412 MHz; central channel @ 5

Authentication == Lnknown
Encryption == Mone
Metwork Type == Infraztructure
IP Address == 192,168, 1,101
ub Mask, == ZBR,ZRE,ZER.O
Default Gateway == 1921681,254
HT

BW == 40

Gl => long MCS == B

Erength 1 =2 1%
‘ength 2 == 44%
Moize Strength == 26k

Transmit
Link Speed = 103.0 Mbps
Throughput == 0,000 Kbps

Max

<.400

Receive
Lirk Speed == 1.0 Mbps
Throughput == 109,204 Kbps

SMRO == 30
SRR == Z0102206;
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PIN Method: Configure AP as Enrollee
1. Jot down the WPS PIN (eg. 00745659).Press Start WPS.

BILLION ADSL. ModemRouter

Interface Advanced Access
Setup Setup Management

Maintenance Status Help

Interface

Internet

11n Settings

Channel Bandwidth ;| 20040 MHz |

Exension Channel : | above the control channel
Guard Interval ; | AUTO v|

MCS : | AUTO [»

Multiple 55IDs Settings

SSID Index :

Broadcast 2310 . & ves O o
Use WPS: & vas O o

WPS Settings

WPS state : Unconfigured

WPS mode 1 @ piM code O PBEC
AP self PIN code - 00745658

enrcllee PIM code l:l
Start WPS

WPS progress : Idle

Resetto QOB

331D |wlan-ap |
Authentication Type : | Disabled v|
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2. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from the
WPS AP List section before pressing the PIN button to run the scan.

a = F # @ ¢ 9 R @

Metwark Advanced Statistics WA, WPS Radio On/Off  About Help
WP AP List

ID ¢ 00000 wlan-ap 00-04-ED-B5-44-92 1 Rescan

D Wielcome to REIMICS 00-21-27-64-28-7E g ¢ Information

D Wai-Lang 00-21-91-EE-24-68 9 e i LB
—_—
00745659

WS Profile List Config Mode

> W nas Regiztrar -

Rotate

Disconnect
BIM [@ "Ps dssociate IE Progress - Export Prafile

PEC @ WPS Probe 1E WPS status is connected successfully - 54004

Status == wlan—ap =--= 00-04-ED-85-46-92

Extra Infa == Link iz Up [TxPower: 100%] _ signal 5trength 1 == 24%

Chanrel == 1 <--» 2412 MHz; central channel : 3 VR

suthentication == Unknown Moise Strength == 26%

Encryption == Rane
Metwork Type == Infrastructure Transmit
IP dddress == 192,163.1,101 Link Speed == 1560,0 Mbps

Sub Mask =» 255,756,256,0 Throughput »» 0,000 Kbps

Default Gateway == 1921681,254

HT Receive
B == 40 SMRO == 30 Link Speed == 1.0 Mbps
Gl == short MCS =5 7 SMRT == 20102206: Throughput == 113,144 kKbps
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3.
security setting of the registrar.

The router’s (AP’s) SSID and security setting will now be configured to match the SSID and

a = F &

nY @
Metwaork Advanced Statistics i, WES Radio On/Off  About Halp
WPS AP List
I ¢ 0x0000 wlan-ap 00-04-ED-85-46-92 1 Rescan
o wielcome ta REINICS 00-21-27-64-26-7E 8 g Infarmation
I Mai-Lang 00-21-91-EE-2A-68 9 ¢ Pin Code
_—
00745659
WPS Profile List Canfig Mode
} wlan—ap Registrar -
Rotate
Dizconnect
BIM [@ VPs Associate IE - Export Profile
PEC

|E| WPS Probe IE

status = wlan—ap =--= 00-04-ED-55-45-92
Extra Info == Link iz Up [TxPower:100%]

Chanrel == 1 <--= 2412 MHz; central channel : 3

Authentication == LUnknown
Encryption == hlone
Metwork Type == Infrastructure
IP dddress == 192,163.1,101
Sub Mask =» ZBR,ZRE,ZRE.0
Default Gateway == 1921681,254
HT

B == <0 SMRO == 30

Gl == short MCS =2 7

SMRA == 20102206

WPS status is connected successfully - 54004

D ciovistrenath 10 24%

15

Moize Strength = 26%

Tranzmit
Link speed == 150.0 Mbps
Throughput == 0.000 Kbps

Receive
Link Speed == 1.0 Mbps
Throughput == 118. 144 Kbps

4.

Now to make sure that the setup is correctly done, cross check to see if the SSID and the

security setting of the registrar setting match with the parameters found on both Wireless
Configuration and Wireless Security Configuration page.
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PBC Method:

1. Press the PBC radio button, Then Start WPS.

B’ll’ﬂ” ADSL Modem/Router

11 r-12-0 Advanced Access
Interface Setup Setup Management

Maintenance  Status Help

Internet Wireless
Beacon Intervalims) ; [100 (range: 20~1000}
RTSICTS Threshold © (2347 (range. 1500~2347)

Fragmentation | )
Thresholdihytes) - 2346 (range: 256~2346, even numbers only)

DTIM{ms) |1 (range. 1~255)
Wireless Mode | 802.11b+g+n |»

Channel Bandwidth ;| 20040 MHz s

Extension Channel : [ above the control channel

Guard Interval ;| AUTO w
MCSE - | AUTO |w

11n Settings

Mulfiple 55IDs Settings

SSID Index -

Broadcast 5310 0 & ves O Mo
Use WPS : @ ves O Mo

WPS5S Settings

WPS state : Unconfigured
WPSmode : O piN code @ PBC

Start WP

WPS progress ; ldle

Fesettoc OOB

5310 : |wlan-ap |

Authentication Type ;| Disabled v|

N

Launch the wireless client's WPS Utility (eg. Ralink Utility). Set the Config Mode as Enrollee.
Then press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List
section before pressing the PBC button to run the scan.
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3. When the PBC button is pushed, a wireless communication will be established between your
router and the PC. The client’'s SSID and security setting will now be configured to match the
SSID and security setting of the router.

@ =~ & # B 9 ¢ R @

Metuwark Advanced Statistics WA, WS Fadio On/Off  About Healp
WPS &P List
D R 00-0<-ED-B5-46-92 1 Rescan
10 1 00-21-55-BE-36-2E 1 Infarmatian
ID: Weloome to FFINICS 00-21-27-64-26-7E ] = Fin Code
ID: Mai-Lang 00-21-91-EE-24-66 5 e 04640776 Renew
WP Prafile List Config Mode

’ wlan-ap Enrolles -

Faotate

Dizconnect

EIN @ wPs dssociate IE _ _ Export Prafile

PBC E| WRS Probe [E WPS status iz connected successfully - S400W

itatus == wlan—ap<--» 00-04-ED-55-46-92

Extra Info = Link iz Up [TxPower; 100%)] Erength 1 == 1%
Chanrel == 1 <--» 2412 MHz; central channel @ 3 ‘engkh 2 == 44%
Authentication == Unknown Moise Strength => 26k

Encryption == Mone

Metwork Type == Infraztructure

Transmit
IP hddresz == 192,165, 1,101 Link Speed == 108.0 Mbps
Sub Mask == 2656,265,285.0 Throughput == 0,000 Kbps
Default Gateway == 192165 1,254
HT Receive
By == 40 SRRD == 30 Link speed == 1.0 Mbps
Gl > lang MCS 55 5 SHRT 5 20102206 Throughput == 109,204 Kbps
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B WEP

For each key, please enter ether (1) 5 characters excluding symbols, or (20 10 characters
ranging from 0~9, &, b, ¢, d, e, 1.

For each key, please enter either (1) 13 characters excluding symhbols, or (23 26
Ehﬁrqgt_g_r? _r_a_i!n_ging from O~9, a, b, c!__d, e f.

@ Key #1 : |0x0000000000 |

() Hey #2 : |0x0000000000

© Key #3 |Dx0000000000

WEP B4-hits

WEP 128-bitz

©) Key #4 - |0x0000000000

@ Key 1 to Key 4: Enter the key to encrypt wireless data. To allow encrypted data transmission, the
WEP Encryption Key values on all wireless stations must be the same as the router. There are four
keys for your selection. The input format is in HEX style, 5 and 13 HEX codes are required for
64-bitWEP and 128-bitWEP respectively.

If you chose WEP 64-bits, then enter any 5 ASCII characters or 10 hexadecimal characters ("0-9",
"A-F").

If you chose WEP 128-bits, then enter 13 ASCII characters or 26 hexadecimal characters ("0-9",
"A-F").

You must configure all four keys, but only one key can be activated at any one time. The default key is
key 1.

Note: When you enable WPS function, this WEP function will be invalid. And if you select one of
WEP-64bits/ WEP-128bits, the following prompt box will appear to notice you.

Nicrozoft Internet Explorer

L | e should not use WEF when WFE function tuwrned on!
LI
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B WPA-PSK & WPA2-PSK

Encryption : | TKIF/AES |+

Foon A =r= a4
Pre-Shared Key : (&~63 ASCI characters or
hexadecimal characters)

@ Encryption: TKIP (Temporal Key Integrity Protocol) or AES (Advanced Encryption System)
utilizes a stronger encryption method and incorporates Message Integrity Code (MIC) to provide
protection against hackers.

@ Pre-Shared key: The key for network authentication. The input format should be 8-63 ASKII
characters or 64 hexadecimal characters

B WDS Settings

WDS is a wireless access point mode that enables wireless link and communication with other
access point. It is easy to be installed simply to define peer's MAC address of the connected AP WDS
takes advantages of cost saving and flexibility which no extra wireless client device is required to
bridge between two access points and extending an existing wired or wireless infrastructure network
to create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be
the same for both access points.

WDS Mode: The default setting is off, select on to activate the WDS function.

1. Mac Address #1: It is the associated AP’s MAC Address. It is important that your peer’s AP must
include your MAC address in order to acknowledge and communicate with each other.

2. Mac Address #2: It is the second associated AP’s MAC Address.

3. Mac Address #3: It is the third associated AP’'s MAC Address.

4. Mac Address #4: It is the fourth associated AP’'s MAC Address.

Note: For MAC Address, Semicolon () must be included.

B Wireless MAC Address Filter

The MAC filter screen allows you to configure the router to give exclusive access to up to 8 devices
(Allow Association) or exclude up to 8 devices from accessing the router (Deny Association). Every
Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at
the factory and consists of six pairs of hexadecimal characters, for example, 00:AA:BB:00:00:02. You
need to know the MAC address of the devices to configure this screen.

@ Active: Select Activated to enable MAC address filtering.

@ Action: Define the filter action for the list of MAC addresses in the MAC address filter table.
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Select Deny Association to block access to the router, MAC addresses not listed will be allowed to
access the router. Select Allow Association to permit access to the router, MAC addresses not
listed will be denied access to the router.

@ MAC Address: Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station
that are allowed or denied access to the router in these address fields.

Press SAVE to apply your configuration.
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4.3 Advanced Setup

4.3.1 Firewall
Your router includes a firewall for controlling Internet access from your LAN and helping to prevent
attacks from hackers. In addition to this, when using NAT (Network Address Translation) the router

acts as a “natural” Internet firewall, since all PCs on your LAN use private IP addresses that cannot
be directly accessed from the Internet.

BILLION

ADSL Modem/Router

Quick
Start

Advanced
Setup

Interface
Setup

Access
Management

Maintenance Status Help
Advanced

Firewall AT

Firewall

Firewall : (8 enabied O Dizabled

(WARNING: If ¥ou enabled Firewall, the modem can block =uch attack:Denial of Service,
SY'N Flooding, Ping of Death, TearOrop...stc)

SPI: O Enabled @ Disabled

(WARNING: If You enabled SPI, all traffics initiated from WAN would be blocked, including
DMZ, Virtual Server, and ACL WAN zide )

@ Firewall: To automatically detect and block Denial of Service (DoS) attacks, such as Ping of Death,
SYN Flood, Port Scan and Land Attack.

© Enabled: Setin default setting, it activates your firewall function.
© Disabled: It disables the firewall function.

@ SPI: If you enabled SPI, all traffics initiated from WAN would be blocked, including DMZ, Virtual
Server, and ACL WAN side.

©® Enabled: Set in default setting, it activates your SPI function.

@ Disabled: It disables the SPI function.
Press SAVE to apply your settings.
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4.3.2 Routing
If you have another router with a LAN-to-LAN connection, you may create a static routing on the
router that is the gateway to Internet.

BILLION

ADSL Modem/Router

Quick Interface EGTETTC Access
Advanced Start Setup Setup Management

Maintenance Status Help

Firewall

Routing Table List

# Dest IP Mask Gateway IP Metric Device Use Edlit Drop
1 152.168.1.0 24 192.168.1.254 1 enetl 73
2 defautt 0 Node1 2 ldle 0

ADD ROUTE
|

@ #: Item number

@ Dest IP: IP address of the destination network

@ Mask: The destination mask address. Here mask refers to the number of the amount of ‘1’ in
submask, it is the length of net-id. For example, 24 means the submask is 255.255.255.0.

@ Gateway IP: IP address of the gateway or existing interface that this route uses, also knows as
the next hop.

@ Metric: It represents the cost of transmission for routing purposes.

@ Device: Media/channel selected to append the route.

@ Use: the statistics of the packets received and transmitted.

@ Edit: Edit the route; this icon is not shown for system default route.

@ Drop: Drop the route; this icon is not shown for system default route.
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B ADD Route

BILLION

ADSL Modem/Router

Access
Management

Quick Interface

Start Setup Maintenance Status Help

Advanced

Firewall

Static Route

Destination IP Address :|0.0.0.0 |
IP Subnet Mask :{0.0.0.0 |
Gateway P Address : ®(0.0.0.0 | O|pveo v

etric ;|0
Announced in RIP ;[ Yes |W

@ Destination IP Address: This is the destination subnet IP address.

@ IP Subnet Mask: A subnet mask allows IP networks to be subdivided for security and
performance purposes.

@ Gateway IP Address: This is the gateway IP address to which packets are to be forwarded.

@ Metric: It represents the cost of transmission for routing purposes. The number need not be
precise, but it must be between 1 and 15.

@ Announced in RIP: This parameter determines if the Prestige will include the route to the remote
node in its RIP broadcasts. Set “No”, it is kept private and is not included in RIP broadcasts. Set “Yes”,
the remote node will be propagated to other hosts through RIP broadcasts.

Press SAVE to apply your settings and the item you added will be listed in the Routing Table List.
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4.3.3 NAT

The NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a host
in a packet. The default setting is Dynamic NAT. It provides dynamic Network Address Translation
capability between LAN and multiple WAN connections, and the LAN traffic is routed to appropriate
WAN connections based on the destination IP addresses and Route Table. This eliminates the need
for the static NAT session configuration between multiple LAN clients and multiple WAN connections.

B’l l ’BN ADSL Modem/Router

Quick
Start

Interface Advanced Access

Setup Setup Management Maintenance Status Help

Advanced
Firewall MAT

Virtual Circuit -

NAT Status : Activated
Number of IP2 © & single O Multiple

© omz

© Vvirtual Server

@ Virtual Circuit: VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual
circuit. There are eight groups of PVC can be defined and used.
@ NAT Status: Show the NAT status, Activated or Deactivated.
@ Number of IPs: Users can select Single or Multiple. Select Multiple to trigger IP Address Mapping.

B" l 'BN ADSL Modem/Route

Access
Management

Quick Interface
Start Setup

Maintenance Status Help

Advanced

Firewall

HNAT

Wirtual Circuit :

MAT Status : Activated
Number of IP : () single & Muttiple

© oDmz

€ virtual Server

€ P Address Mapping (for Multiple IP Service)
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F DMz

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal 1P
address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms
then passed to the DMZ host, when a packet received does not use a port number used by any other
Virtual Server entries.

BILLION

ADSL Modem/Router

Quick
Advanced Start
Firewall MAT

Interface Advanced Access

Setup o Management Maintenance Status Help

DMZ setting for : Single IP Account

OMZ : O Enabled (&) Dizabled
DWZ Host IP Address  [0.0.0.0 |

@ DMZ setting for: indicate the related LAN PC and PVC ports which allow outside network to
connect in and communicate.

@ DMZ: ® Disabled: As set in default setting, it disables the DMZ function.
© Enabled: It activates your DMZ function.

@ DMZ Host IP Address: Give a static IP address to the DMZ Host when Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.
Select the SAVE button to apply your changes.

B Virtual Server

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will usually
need to configure your router to forward these incoming connection attempts using specific ports to
the PC on your network running the application. You will also need to use port forwarding if you want
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to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local servers
in the LAN network. Depending on the requested service (TCP/UDP port number), the device
redirects the external service request to the appropriate server within the LAN network.

BILLION

ADSL Modem/Router

Quick Interface Advanced Access
Advanced Start Setup Setup Management

Maintenance Status Help

Firewall MWAT

Virtual Server

Virtual Server for : Single IP Account

Rule Index :

Application : FTP b
Protocol @ | ALL 1w

Start Port Mumber ;

L R{

End Port Humber :

Local IP Address :

0.0.0.0 |

Virtual Server Listing

Rule Application Protocol Start Port End Port Local IP Address

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

@ Rule Index: Choose the rule number.
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@ Application: Choose the predefined rule from Application drop-down menu or enter a custom
name.

@ Protocol: Choose the Protocol Type, ALL, TCP or UDP.

@ Start Port Number: Enter a port number as the beginning number of the range which you want to
give to devices to access in this field.

@ End Port Number: Enter a port number as the end number of the range which you want to give to
devices to access in this field.

@ Local IP Address: Enter your server IP address in this field.

Press SAVE to confirm your settings, and the item you added will be listed in the Virtual Server
Listing table below.

Select the rule index of the item you want to delete from the Rule Index drop-down menu, press
DELETE and you will delete it.
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B |IP Address Mapping

BILLION

ADSL Modem/Router

Quick Interface GTET TR Access
Advanced Start Setup Setup Management

Maintenance Status Help

Firewall MWAT

IP Addres=s Mapping

Address Mapping Rule : PVCO

Rule Index ;[ 1 | »

Rule Type ;| One-to-One v|
Local Start IP : [0.0.0.0 |

Local End IP : |11/2 |
Public Start [P :|U.U.U.U |(IJ.IJ.EI.EI for modem's VAN IP)
Public End IP : |11/ |
Address Mapping List
Rule @ Type Local Start IP Local End IP Public Start IP Public End IP
I-1 0.0.0.0 255.255 255255 0.0.0.0

Caf= || |de|ca|pd|—=
'

SANE || DELETE || BACK || CANCEL

@ Address Mapping Rule: Shows the PVC where the rule will be applied to.
@ Rule Index: Choose the rule number.
@ Rule Type:
® One-to-one: This is the mode maps one local IP address to one global IP address. Note
that port numbers do not change for the One-to-one NAT mapping type.
® Many-to-One: This is the mode maps multiple local IP addresses to one global IP address.
This is equivalent to Many to One (i.e., PAT, port address translation).
® Many-to-Many Overload: This mode maps multiple local IP addresses to shared global IP
addresses.
® Many-to-Many No Overload: This mode maps each local IP address to a unique global IP
addresses.
® Server: This type allows you to specify inside servers of different services behind the NAT
to be accessible to the outside world.
@ Local Start IP: This is the starting range for Inside Local IP Address (ILA). Local IP addresses are
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N/A for Server port mapping.

@ Local End IP: This is the end range for Inside Local IP Address (ILA). If your rule is for all local IP
addresses, then enter 0.0.0.0 as the Local Start IP address and 255.255.255.255 as the Local End IP

address. This field is N/A for One-to-one and Server mapping types.

@ Public Start IP: This is the start range for Inside Public IP Address. Enter 0.0.0.0 here if you have

a dynamic IP address from your ISP.

@ Public End IP: This is the end range for Inside Public IP Address. This field is N/A for One-to-one,

Many-to-One and Server mapping types.

Press SAVE to confirm your settings, and the corresponding settings will be listed in the Address
Mapping List table.

Select the rule index of the item you want to delete from the Rule Index drop-down menu, press

DELETE and you will delete it.

w
oe:
=

~

Using port forwarding does have security implications, as outside
users will be able to connect to PCs on your network. For this reason
you are advised to use specific Virtual Server entries just for the ports
your application requires, instead of using DMZ. As doing so will result
in all connections from the WAN attempt to access to your public IP of
the DMZ PC specified. /

N\
e

Attention

o

If you have disabled the NAT option in the WAN-ISP section, tD
Virtual Server function will hence be invalid.

If the DHCP server option is enabled, you have to be very careful in
assigning the IP addresses of the virtual servers in order to avoid
conflicts. The easiest way of configuring Virtual Servers is to manually
assign static IP address to each virtual server PC, with an address
that does not fall into the range of IP addresses that are to be issued
by the DHCP server. You can configure the virtual server IP address
manually, but it must still be in the same subnet as the router. /
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4.3.4 QoS

Quality of Service (QoS) helps to prioritize data as it enters your router. By attaching special
identification marks or headers to incoming packets, QoS determines which queue the packets enter,
based on priority. This is useful when there are certain types of data you want to give higher priority to,
such as voice data packets given higher priority than Web data packets.

The main goal of QoS is prioritizing incoming data, preventing data loss due to factors such as jitter,
delay and dropping. Another important aspect of QoS is ensuring that prioritizing one data flow
doesn't interfere with other data flows.

QoS can be toggled Activated and Deactivated. QoS must be activated before you can edit the
following options. When you are done making changes, click on Add to save your changes.

Click on QoS Settings Summary to view the list of QoS rules that have been added.
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BILLION

ADSL Modem/Router

Quick Interface Advanced Access

Advanced Start Setup Setup Management S L ==

Firewall Routing MAT

IP Wersion : Pvd ) IPvh

QoS : () Activated @ Deactivated
Summary : | QoS Settings Summary

Rule
Rule Index :
Active © | Activated © Deactivated
Application :\:'
o001 0
Physical Ports : EEH EEQ EES EE4
WWLANT WLANZ WLAN3I WLANS
Destination MAC : |
P |
Mask : | |
Port Range :| |~ | |
Source MAC : | |
P |
Mask : | |
Port Range :| |~ | |
Protocol ID : | v|
‘-.-"lanDFtange:| |~ | |
IPP/DS Field © © |PRTOS (@ DSCP
IP Precedence Hange : ’_vl ~ lj
Type of Service : | - |
DSCP Range : ~ Malue Range: 0 ~ §3)
so21p:[ ~|~[ ~]
Action
IPR/D'S Field : IPRTOS (@ DSCP

]

|
| |Walue Range: 0 ~ 83}
|

IP Precedence Remarking

- |

DSCP Remarking

Type of Service Remarking :

&02.1p Remarking

Queue # :
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® |[Pv4

E Rule

You can set 16 different QoS rules. Each QoS rule has its detail setting conditions like: 802.1p
application, DSCP, IP, MAC, Protocol, TOS, VLAN etc, you can modify the default value to any new
one you wish. Please notice that only when the packet fulfill every detail setting conditions here, then
this packet will be remarked as the priority queue of each rule. The non-selected setting part will be
treated as “don’t care” and the system will not handle this setting part. If the original packet does not
have 802.1q tagged header, system will not add header for this packet even the detail setting
condition has adding 802.1p priority ability.

IP Version : @ |pyd Pvs
QoS : () Activated @ Deactivated

summary ;
Rule

Rule Index ;| 1

Active Activated (@) Deactivated
Application :

Enet1 = Enet? Enetd Enetd4
Phy=ical Ports : ne ne ne ne

WLANT WLANZ WLANI WLAN4

Destination MAC :
IP:
Mask :

Port Range : ~
Source MAC ¢
IP:
Mask :

Port Range : ~
Protocol ID :

“lan I Range : .

IPR/DS Field : IPRITOS DSCP
IP Precedence Range : ~

Type of Service :

OSCP Range : ~ Mfalue Range: 0 ~ §3)
802.1p : ~

@ QoS: Select Activated to activate the following configuration, and if your select Deactivated, the
following will be gray, that is, the configuration is unavailable.

@ Summary: the settings of this QOS configuration.

@ Rule Index: Select 16 different rules, each rule’s detail can be set and saved.

@ Active: Select QoS rule is activated or deactivated.

@ Application: Select 11 different applications: IGMP, SIP, H.323, MGCP, SNMP, DNS, DHCP, RIP,
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RSTP, RTCP, RTP.

@ Physical Ports: this function is to allow you to decide which physical port you want to
configure ,before you begin to configure, please make sure QoS is activated.

@ Destination MAC: Set the Ethernet MAC value that you want to filter in destination side.

@ IP: Set the IP address value that you want to filter in destination side.

Mask: Set the subnet mask value that you want to filter in destination side.

Range: Set the port range value that you want to filter in destination side.

Source MAC: Set the Ethernet MAC value that you want to filter in source side.

IP: Set the IP address value that you want to filter in source side.

Mask: Set the subnet mask value that you want to filter in source side.

Port Range: Set the port range value that you want to filter in source side.

« Protocol ID: Set the protocol ID type that you want to filter.

@ Vlan ID Range: Set the Vlan value that you want to filter.

@ IPP/DS Field: Select IP QoS format: IPP/TOS, DSCP.

@ IP Precedence Range: Select the IP precedence range (unavailable when you select DSCP in
IPP/DS Field)

@ Type of Service: Select 5 different type of service (unavailable when you select DSCP in IPP/DS
Field).

@ DSCP Range: Set the DSCP value that you want to filter (unavailable when you select IPP/TOS in
IPP/DS Field).

@ 802.1p: Set the remarked new 802.1p priority value on the packet that fulfill every detail setting
condition of each rule.

COO0CO0CODE

B Action
After finishing all rules detail condition setting, select the rule you want to execute and action here.

Action
IPP/DS Field : PRITOS DSCP
IP Precedence Remarking :
Type of Service Remarking :
DSCP Remarking : fvalus Rangs: 0 ~ 63)
202.1p Remarking :

Queus#

@ IPP/DS Field: Select IP QoS format.

@ IP Precedence Remarking: Select the remarking value of IP precedence (unavailable when you
select DSCP in IPP/DS Field).

@ Type of service Remarking: Select the remarking value of type of service (unavailable when you
select DSCP in IPP/DS Field).

@ DSCP Remarking: Select the remarking value of DSCP (unavailable when you select IPP/TOS in
IPP/DS Field).
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@ 802.1p Remarking: Select the remarking value of 802.1p.
@Queue #: Select four types of Queue: Low, Medium, High, Highest.

® |Pv6

B ’ l l ' HN ADSL Modem/Router

Quick Interface Advanced Access
Advanced Start Setup Setup Management

Maintenance Status Help

Firewall Routing MAT

Quality of Service

IPVersion : () |pyd @ PyvE
QoS : () Activated @ Deactivated
Summary : | QoS Settings Summary |
Rule
Rule Index :
Active : | Activated (@ Deactivated
Destination Pv6 : | bl |
Source IPvG :| |f| |
DSCP Range 1| |~ | ||f'-.-'alue Range: 0 ~§3)
Action

DSCP Remarking : I:IWEIUB Range: 0 ~ 63}

Queue # :l:l

@ QoS: Select Activated to activate the following configuration, and if your select Deactivated, the
following will be gray, that is, the configuration is unavailable.
@ Summary: the settings of this QoS configuration.

B Rule

The parameters set following are a group of qualifications for the QoS to take effect.

@ Rule Index: Select 16 different rules, each rule’s detail can be set and saved.

@ Active: Select whether to activate the QoS rule.

@ Destination IPv6: Set the destination IPv6 address featuring the destination the packet goes to. .
@ Source IPv6: Set the source IPv6 address featuring the source the packet’s from.

@ DSCP Range: Set the DSCP value that you want to filter.
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B Action

After finishing all rules detail condition setting, select the rule you want action here.

@ DSCP Remarking: Select the remarking value of DSCP.

@ Queue #: Set the prioritization of the rule. Four levels growing from Low, Medium, High, to the
Highest.
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4.3.5 VLAN

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN segments that can
communicate with each other as if they were all on the same physical LAN segment.

BILLION

ADSL Modem/Router

Access
Management

Interface
Setup

Quick

Start Maintenance Status Help

Advanced

Firewall Routing

VLAN Function @ () Activated (%) Deactivated

© Assign VLAN PVID for each Interface

© Define VLAN Group

VLAN Function: select Activated to enable VLAN.
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B Assign VALN PVID for each Interface

Set VLAN PVID for each interface, but note to group ATM PVC and Ethernet port or wireless LAN with
the same PVID according to your ISP if you want to make these ports the same LAN. And then click
next to Define VLAN Group to further proceed. By default all ports belongs to LAN1.

BILLION

ADSL Modem/Router

Quick
Start

Advanced
Setup

Access
Management

Interface
Setup

Maintenance Status Help
Advanced

Firewall MAT

PVID Assign

ATMNVC #0 : AVIDNM
WC#1 : PVIDN
WC#2 0 PVIDN
WC#3 : PVIDN
WC#4 : PVID
WC#5 : PVIDN
WC#5 : PVIDN
WCHT C PVIDN

Ethernet Port #1 : PVID|{1
Port #2 : PVID(1
Pert #3 : PVID(1
Port #4 : PWVID(1

Wiirelezs LAN . PVID(1
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B Define VLAN Group

B’ll ' BN ADSL Modem/Router

Interface Advanced Access
Start Setup Setup Management

Maintenance Status Help

Advanced

Firewall

VLAHN Group Setting

VLAN Index -

Active : (@ ves O No

veanp:ft Joecma

Tageed| | | O OO OO

ATMWCs . Purt#
dj1)12)13|4]|5]6]7

Tagged |:| |:| D D
Ethernet : -
1

213]| 4
Tagged [ ]
Wirgless LAN : Bort #
VLAN Group Summary
Group Active D VLAN Group Ports VLAN Tagged Ports
1 =3 1 e4,e3,62,61, w0 p0,p1,p2,p3,p4,p5,p6,p7

p.pvc, eethernet, and wiwlan

VLAN Index: VLAN ID number.

Active: Choose to enable or disable VLAN function.

VLAN ID: Same as VLAN Index.

ATM VCs / Ethernet / Wireless LAN: select the wanted port to be a new LAN.

The VLAN ID and ATM VCs / Ethernet / Wireless LAN ports should be same as set in Assign VALN
PVID for each Interface.

Click SAVE to save the settings.
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4.3.6 ADSL

B’l l ’ BN ADSL Modem/Router

Quick
Start

Interface Advanced Access
Setup Setup Management

Maintenance Status Help

Advanced
Firewall MWAT

ADSL

ADSL Mode ;| Auto Sync-Up |

ADSL Type : | ANNEX ANLLM v|

@ ADSL Mode: The default setting is Auto Sync-Up. This mode will automatically detect your
ADSL2, ADSL2+, ADSL2, G.DMT, G.lite, and T1.413. But in some area, multimode cannot detect the
ADSL line code well. If it is the case, please adjust the ADSL line code to G.DMT or T1.413 first. If it
still fails, please try the other values such as ALCTL, ADI, etc.

@ ADSL Type: There are five modes "Annex A”, "Annex I”, “Annex A/L”, "Annex M” and “Annex
A/l/IJ/L/IM” that user can select for this connection.

Press SAVE to apply your settings.
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4.4 Access Management

4.4.1 ACL

Access Control Listing allows you to determine which services/protocols can access BiPAC 5400N
R2 interface from which computers.

ADSL Modem/Router

BILLION

Access Start
Management

Advanced Access
Setup Management

Interface

Setup Maintenance Status Help

UPnP

Access Control Setup

Access Control Editing

ACL : (® Activated O Deactivated

ACL Rule Index :
Active 1 @ ves O No
Secure P Address Z||J.|J.|J.El |- |U-U-U-U (0.0.0.0 ~ 0.0.0.0 means all IPs)

Application ;| ALL |

Interface ;| LAN %

Index Active Secure IP Address Application Interface

Access Control Listing

1 Yes 0.0.0.0-0.0.0.0 ALL LAN

e e

@ ACL: Select whether to activate to configure this ACL function. If you select Deactivated, then the
following is not available.

@ ACL Rule Index: This is item number.

@Active: Select Yes to active the ACL function of this item or No to disable ACL function of this item.
@ Secure IP Address: The default 0.0.0.0 allows any client to use this service to remotely manage
the BIPAC 5400N R2. Type an IP address to restrict access to a client with a matching IP address.
@ Application: Choose a service that you may use to remotely manage the BiPAC 5400N R2.

@ Interface: Select the access interface. Choices are LAN, WAN and Both.

Press SAVE to confirm your settings, and the corresponding settings will be listed in the Address
Control Listing table. By default, the router is all open to only LAN side, user can add rules if needed.
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4.4.2 Filter

You can filter the packages by IP port, MAC and Application.

BILLION

Interface
Setup

Quick
Start

Access
Management

Filter

Filter Type

Filter Type Selection

IP { MAC Filter Set Editing
IP ¢ MAC Fitter Set Index :
Interface :
Direction :

IP{ FIAC Filter Rule Editing

P/ MAC Fiter Rule Index :
Rule Type :
Active

Source IP Address
Subnet Mazk :
Port Mumber :

Destination IP Addrezss :
Subnet Mazk :
Port Mumber :

Protocel :

Rule Unmatched :
IP | MAC Filter Listing

Advanced
Setup

ADSL Modem/Router

Access

Management Status

Maintenance Help

UPnP

o| IP{ WAL Filter

W

|(IJ.IJ.D.IJ means Don't care)

(0 means Don't care)

|(III.IZI.IJ.III meansg Don't care)

TCP &

Forward »

7]

(0 means Don't care)

IP { MAC Filter Set Index 1 | Interface - Direction -

# Active Src AddressiMask Dest IP/Mask Src Port l;if_: Protocol Unmatched
1 - - - - - - -

= - - - - - - -

3 - - - - - - -

4 - - - - - - -

c - - - - - - -

g - - - - - - -

SAME || DELETE || CAMCEL
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B Filter Type

@ Filter Type Selection: There are three types “IP/MAC Filter”, “Application Filter”, and “URL
Filter” that user can select for this connection.

B IP/MAC Filter Set Editing

@ IP/MAC Filter Set Index: This is item number

@ Interface: Select which interface to configure, PVC or LAN.

@ Direction: Select the access to the Internet (“Outgoing”) or from the Internet (“Incoming”).or
Both.

B IP/MAC Filter Rule Editing

@ IP/MAC Filter Rule Index: This is item number

@ Rule Type: Choose “IP” or “MAC” rules

@ Active: Select Yes from the drop down list box to enable IP filter rule.

@ Source IP Address: The source IP address or range of packets to be monitored.

@ Subnet Mask: It is the source IP addresses based on above source subnet IP

@ Source Port Number: This Port or Port Ranges defines the port allowed to be used by the
Remote/WAN to connect to the application. Default is set from range 0 ~ 65535. It is recommended
that this option be configured by an advanced user.

@ Destination IP Address: This is the destination subnet IP address.

@ Subnet Mask: It is the destination IP addresses based on above destination subnet IP

@ Destination Port Number: This is the Port or Port Ranges that defines the application.

@ Protocol: It is the packet protocol type used by the application, select either TCP or UDP or ICMP
@ Rule Unmatched: Select action for the traffic unmatching current rule; Forward to leave it pass
through, and NEXT to check it by the next rule.

B IP/MAC Filter Listing

@ #: Item number.

@ Active: Whether the connection is currently active.

@ Src Address/Mask: The source IP address or range of packets to be monitored.

@ Dest IP/Mask: This is the destination subnet IP address.

@ Src port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option be
configured by an advanced user.

@ Dest Port: This is the Port or Port Ranges that defines the application.

@ Protocol: It is the packet protocol type used by the application, select either TCP or UDP or ICMP
@ Unmatched: It shows this profile’s setting: Forward or NEXT

Press SAVE to confirm your settings, and the corresponding settings will be listed in the IP/MAC
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Filter Listing table.
Select the rule index of the item you want to delete from the IP/MAC Filter set Index drop-down
menu, press DELETE and you will delete it.

B Application Filter

BILLION

ADSL Modem/Router

Advanced Access
Setup Management

Quick
Access Start

Management

Interface

Setup Maintenance Status Help

UPnP

Filter Type

Filter Type Selection :|A|:||:|Ii|:ﬂtiun Filter V|

Application Filter Editing

Application Fiter © () Activated ® Deactivated
ICQ & alow O Deny
MSHN - @AIIUW 'D' Deny
YMSG : & allow O Deny
Real Audioiides © & alow O Deny

@ Application Filter: Select this option to Activated/Deactivated the Application filter.
@ ICQ: Select this option to Allow/Deny ICQ.

@ MSN: Select this option to Allow/Deny MSN.

@ YMSG: Select this option to Allow/Deny Yahoo messenger.

@ Real Audio/Video: Select this option to Allow/Deny Real Audio/Video.

Press SAVE to apply your settings.
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B URL Filter

BILLION

ADSL Modem/Router

Quick
Access Start

Management

Advanced Access
Setup Management

Interface

Setup Maintenance Status Help

UPnP

Filter Type

Fitter Type Selection : | URL Fitter W |

URL Filter Editing

Active . (O ves ® o

URL Index : [ 1 |»
URL :
URL Filter Listing
Index URL
1
2
3
4
c
[
7
]
5
10
11
12
13
14
15
16

@ Active: Select Yes to enable URL Filter.

@ URL Index: This is item number.

@ URL: Allow you to prevent users on your network from accessing particular websites by their URL.
Input the URL you want to filter in this field.

Press SAVE to confirm your settings, and the corresponding settings will be listed in the URL Filter
Listing table.

Select the rule index of the item you want to delete from the URL Index drop-down menu, press
DELETE and you will delete it.
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4.4.3 SNMP

Simple Network Management Protocol (SNMP) is a protocol used for exchanging management
information between network devices. SNMP is a member of the TCP/IP protocol suite. BIPAC 5400N
R2 supports SNMP agent functionality which allows a manager station to manage and monitor the
router through the network.

B ’ l l ’ 0 N ADSL Modem/Router

Interface Advanced Access
Access Start Setup Setup Management
Management

Maintenance Status Help

UPnP

SNMP : @ activated O Deactivated
Get Community : | public
Set Community : [public
Trap Host : |0.0.0.0

@ SNMP: Select Activated or deactivated to enable or disable the SNMP agent.

@ Get Community: Type the Get Community, which is the password for the incoming Get-and
GetNext requests from the management station.

@ Set Community: Type the Set Community, which is the password for incoming Set requests from
the management station.

@ Trap Host: Enter the IP address of the server which receives trap messages sent by the SNMP
agent.

Press SAVE to apply your settings.
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4.4.4 UPnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control
and data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding much
easier by letting the application control the required settings, removing the need for the user to control
advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows Me natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

ADSL Modem/Router

BILLION

Access Start
Management

Universal Plug & Play

Advanced Access
Setup Management

Interface

Setup Maintenance Status Help

UPnP

UPnP : (& activated (O Deactivated

Auto-configured © &) Activated O Deactivated (by UPnP-snabled Application)

@ UPNP: Select this checkbox to activate UPnP. Be aware that anyone could use a UPnP
application to open the web configurator's login screen without entering the BiPAC 5400N R2's IP
address.

@ Auto-configured: Select this check box to allow UPnP-enabled applications to automatically
configure the BIPAC 5400N R2 so that they can communicate through the BiPAC 5400N R2, for
example by using NAT traversal, UPnP applications automatically reserve a NAT forwarding port in
order to communicate with another UPnP enabled device; this eliminates the need to manually
configure port forwarding for the UPnP enabled application.

Press SAVE to apply your settings.
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4.4.5 DDNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is especially
useful for hosting servers via your ADSL connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes from time
to time. This dynamic IP address is the WAN IP address of the router, which is assigned to you by
your ISP.

BILLION

Access
Management

ADSL Modem/Router

Advanced Access
Setup Management

Interface

Setup Maintenance Status Help

UPnP

Dynamic DHNS

Dynamic DNS : (O Activated (& Deactivated
Service Provider ;. www.dyndnz.org

Iy Host Mame :|

E-mail Addrezs |

Uzername :| |

Password : |

Wildcard zuppert : Yes Mo

@ Dynamic DNS: Select this check box to use Dynamic DNS.

@ Service Provider: www.dyndns.org

@ My Host Name: Type the domain name assigned to your BiPAC 5400N R2 by your Dynamic DNS
provider.

@ E-mail Address: Type your e-mail address.

@ Username: Type your user name.

@ Password: Type the password assigned to you.

@ Wildcard support: Select this check box to enable DYNDNS Wildcard.

Press SAVE to apply your settings.

86



4.4.6 CWMP

CWMP, short for CPE WAN Management Protocol, also called TR069 (short for Technical Report 069)
is a DSL Forum (which was later renamed as Broadband Forum) technical specification entitled CPE
WAN Management Protocol (CWMP). It defines an application layer protocol for remote management
of end-user devices. It defines an application layer protocol for remote management of end-user
devices.

As a bidirectional SOAP/HTTP based protocol it can provides the communication between customer
premises equipment (CPE) and Auto Configuration Server (ACS). It includes both a safe
configuration and the control of other CPE management functions within an integrated framework. In
the course of the booming broadband market, the number of different internet access possibilities
grew as well (e.g. modems, routers, gateways, set-top box, VolP-phones).At the same time the
configuration of this equipment became more complicated —too complicated for end-users. For this
reason, TR-069 was developed. It provides the possibility of auto configuration of the access types.
Using TR-069 the terminals can get in contact with the Auto Configuration Servers (ACS) and
establish the configuration automatically and let ACS configure CPE automatically.

B’l l ’aN ADSL Modem/Router

Advanced Access
Setup Management

Interface

Access Setup Maintenance  Status Help

Management DT :

UPnP

WP : O activated ® Deactivated
Login ACS

URL: |

Uzer Name :

Pazsword :

Connection Request

Path : [/r06s

Port : |20

UserMame

Paszword :

Periodic Inform

Periodic Inform : Activated Deactivated

Intervaliz) : _
SAME CAMNCEL
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CWMP: select activated to enable CWMP .

Login ACS

URL: Enter the ACS server login name.

User Name: Specify the ACS User Name for ACS authentication to the connection from CPE.
password: Enter the ACS server login password.

Connection Request

Path: Local path in HTTP URL for an ACS to make a Connection Request notification to the CPE.
Port: Local port for ACS to make a Connection Request notification to the CPE.

Username: Username used to authenticate an ACS making a Connection Request to the CPE.
Password: Password used to authenticate an ACS making a Connection Request to the CPE.

Periodic Inform

Periodic Inform: Select activated to let CPE be authorized to send Inform message to automatically
connect to ACS.

Interval(s): Specify the inform interval time (sec) which CPE used to periodically send inform
message to automatically connect to ACS. When the inform interval time arrives, the CPE will send
inform message to automatically connect to ACS.
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4.5 Maintenance

4.5.1 Administrator

In factory setting, the default password is admin, and that for user is also password. You can change
the default password to ensure that someone cannot adjust your settings without your permission.
Every time you change your password, please record the password and keep it at a safe place.

BILLION

ADSL Modem/Router

Access
Management

Advanced
Setup

Quick Interface
Start Setup

Maintenance Status Help

Maintenance

Firmware

Administration Time Zone SysRestart Diagnostics

Administrator

Uzernames : admin

New Password ; | |

Confirm Paz=sword : | |

@ New Password: Type the new password in this field
@ Confirm Password: Type the new password again in this field.

Press SAVE to apply your settings.
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4.5.2 Time Zone

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your local
time zone. After a successful connection to the Internet, the router will retrieve the correct local time
from the SNTP server you have specified. If you prefer to specify an SNTP server other than those in
the drop-down list, simply enter its IP address as shown above. Your ISP may provide an SNTP
server for you to use.

BILLION ADSL. ModemRouter

Quick
Maintenance Start

Administration Time Zone

Access
Management

Advanced
Setup

Interface

Setup WET L EL - Status Help

g ET SysRestart Diagnostics

Current Date/Time : 01012000 00:57:11

Time Synchronization

Synchronize tire with © & NTP Server autoratically
O pes Clock

O IManually
Time Zone © | (GMT}) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London w

Daylight Saving : O Enabled @ Disabled

NTP Server Address : 0.0.0.0 (0.0.0.0: Default Value)
savE || CANCEL

@ Synchronize time with: Select the time service protocol that your time server sends when you
turn on the Router.

@ Time Zone: Choose the time zone of your location. This will set the time difference between your
time zone and Greenwich Mean Time (GMT).

@ Daylight Saving: Select this option if you use daylight savings time.

@ NTP Server Address/NTP Server2 Address: Enter the IP address of your time server. Check
with your ISP/network administrator if you are unsure of this information.

Press SAVE to apply your settings.
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4.5.3 Firmware

Your router’s “firmware” is the software that allows it to operate and provides all its functionality. Think
of your router as a dedicated computer, and the firmware as the software it runs. Over time this
software may be improved and modified, and your router allows you to upgrade the software it runs to
take advantage of these changes.

To upgrade the firmware of BiPAC 5400N R2, you should download or copy the firmware to your local
environment first. Press the “Browse...” button to specify the path of the firmware file. Then, click
“Upgrade” to start upgrading. When the procedure is completed, BIiPAC 5400N R2 will reset
automatically to make the new firmware work.

BILLION

ADSL ModemRouler

Cuiick Interface Advanced Access

Maintenance Start Setup Selup Management et Help

FirmwareRomfile Upgrads

Current Firsrerare Vierson @ 2 12,137 00604 B2 4)3.20.29.0
Hew Frmrvaine Locabon Erowss ]

Nevw Romfe Locaton Erowes...
Roenfis Backup - | ROMFLESAVE |

Status
0 R maght lake saveral minutes, SonT paweer off | durng upgradng. Devics will rastan afler
the upgrade

@ New Firmware Location: Type in the location of the file you want to upload in this field or click
Browse to find it.

@ New Romfile Location: Romfile means the configuration file. Type in the location of the file you
want to upload in this field or click Browse to find it.

@ Browse: Click Browse... to find the .ras file you want to upload. Remember that you must
decompress compressed (.zip) files before you can upload them.

@ Romfile Backup: Click ROMFILE SAVE button to save current configuration file to your PC.

@ UPGRADE: Click UPGRADE to begin the upload process. This process may take up to two
minutes.

After two minutes, log in again and check your new firmware version in the System Status screen.
If the upload was not successful, the following screen will appear. Click Back to go back to the
Firmware screen.

4 )

o DO NOT power down the router or interrupt the firmware upgrading
while it is still in process. Improper operation could damage the router.

warning
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4.5.4 SysRestart
Click SysRestart with option Current Settings to reboot your router (and restore your last saved
configuration).

BILLION

ADSL Modem/Route

Access
Management

Advanced
Setup

Quick Interface

Start Setup Maintenance Status Help

Maintenance

Administration Time £one Firmware SysRestart Diagnostics

System Restart

System Restart with © (& Current Settings
O Factory Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button on the
back of your router in about more than 6 seconds whilst the router is turned on.
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4.5.5 Diagnostics
The Diagnostic Test page shows the test results for the connectivity of the physical layer and protocol

layer for both LAN and WAN sides.

B’lllﬂu ADSL Modem/Router

Quick Interface Advanced Access .
Start Setup Setup Management Maintenance Status Help

Maintenance

Administration Time Zone Firmware SysRestart Diagnostics

Diagnostic Test

Virtual Circuit: FVCD ~

=+ Testing Ethernat LAN connection ... PASS
=» Testing ADSL Synchronization . PASS
== Testing ATM OAM =egment ping ... PASS
== Testing ATM OAM end to end ping ... PASS
=+ Ping Primary Domain Name Server . FAIL
=> Ping ww'w.yahoo.com ... PASS
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4.6 Status
4.6.1 Device Info
This page displays the current information for the ADSL Router. It will display the Firmware version,

LAN, WAN, and MAC address information.

BILLION

ADSL Modem/Router

Quick
Start

Access
Management

Advanced
Setup

Interface

Setup Maintenance

Help

Device Info System Log Statistics

Device Information

Firmware Version : 2.12137.0{G04.BZ.4)3.20.25.0
MAC Address : 00:aa:bb:01:23:45

IP Address : 152.168.1.254
Subnet Magk : 255.255.255.0
DHCP Server : Enabled

VAN

IPvE

PVC WP IP Address Subnet GateWay DNS Server  Encapsulation Status
PCO | 835 10.40.90.135 | 255255255255 10.0.0.36 218.2.135.1 PPPoE Up

Status : Connected
[ Renew ][ Release
IP Address : 2000:db98:1000:1000:d11d:37d5:8c3a:2142
Prefm Length : 64
Default Gateway . fed0::.4989:3d571a18.fr24
DNS Server : 2000:1000:1000:1000::1F
Prefix Delegation : 2000:1211:1000:5d490::/54

ADSL

ADSL Firmware Version : FwWer:3.20.29.0_TC3087 Hw\erT14.F7_11.2
Line State : Showtime
Modulation : ADSLZ PLUS
Annex Mode : ANNEX_A

Downstream  Upstream

SMR Margin : 47 6.3 db
Line Attenuation : 3.0 1.5 db
Data Rate : 26215 1151 kbps
Max Rate : 26468 1315 kbps
CRC : 0 0

B Device Information
@ Firmware Version: This is the Firmware version
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@ MAC Address: This is the MAC Address

E LAN

@ IP Address: LAN port IP address.

@ Sub Net Mask: LAN port IP subnet mask.

@ DHCP Server: LAN port DHCP role - Enabled, Relay or disabled

F WAN

@ Virtual Circuit: There are eight groups of PVC can be defined.
@ VPI: The valid range for the VPl is 0 to 255

@ VCI: The valid range for the VCl is 1 to 65535

@ Status: “Not connected” or “Connected”.

@ IP Address: WAN port IP address.

@ Subnet Mask: WAN port IP subnet mask.

@ Gateway: The IP address of the default gateway.

@ DNS Server: the address of the primary DNS server.
@ Encapsulation: The encapsulation type.

@ Status: Show the PVC status.

F IPv6

@ Status: Show the status of IPv6, connected, or Not connected.
@ IP Address: Display the obtained IPv6 address.

@ Prefix Length: Display the prefix length.

@ Default Gateway: Display the default gateway.

@ DNS Server: Show the DNS server.

@ Prefix Delegation: Show the delegated prefix.

B ADSL

@ ADSL Firmware Version: This is the DSL firmware version associated with your router
@ Line State: This is the status of your ADSL link.

@ Modulation: This field displays the ADSL modulation status for G.dmt or T1.413.

@ Annex Mode: To show the router’s type, e.g. Annex A, Annex B

@ SNR Margin: To show the router’s SNR margin for Downstream/Upstream

@ Line Attenuation: To show the router’s for Downstream/Upstream

@ Data Rate: To show the router’s data rate for Downstream/Upstream

95



4.6.2 System Log
Display system logs accumulated up to the present time. You can trace historical information with this

function.

B’l l ’aN ADSL Modem/Router

Quick
Status Start
Device Info Systemn Log

Access
Management

Advanced
Setup

Interface

Setup Maintenance

Help

Sy=stem Log

1/1/2000 0:18:54> Call Failed

1/1/2000 0:19:24> Call Failed

1/1/2000 0:19:34> MPOL Link Down

1/1/2000 0:19:34> mpoaChannDown: ch<0> null iface
1/1/2000 0:19:54> Call Failed

1/1/2000 0:39:14> Ho DNS server availabkle
1/1/2000 0:39:14> Last errorlog repeat 10 Times
1/1/2000 0:39:14> adjTimeTask fail: no serwver
availahle

1/1/2000 0:3%9:14> adjtime task pause &0 =seconds
1/1/2000 0:39:14> Ho DNS server availabkle
1/1/2000 0:39:14> Last errorlog repeat 10 Times
1/1/2000 0:39:14> adjTimeTask fail: no serwver
availahle

1/1/2000 0:3%9:14> adjtime task pause &0 =seconds
1/1/2000 0:39:14> Ho DNS server availabkle
1/1/2000 0:39:14> Last errorlog repeat 10 Times
1/1/2000 0:39:14> adjTimeTask fail: no serwver
availahle

1/1/2000 0:39:14> adjtime task pause 1 day

CLEAR LOG SANVE LOG
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4.6.3 Statistics

Read-only information here includes port status and packet specific statistics. Also provided are
"Transmit Statistics" and "Receive Statistics".

B Ethernet

BILLION

ADSL Modem/Router

Cuick
Status Start

Drevice Info Systerm Log

Access
Management

Advanced
Setup

Interface

Maintenance
Setup

Help

Statistics

Traffic Statistics

Interface : () Ethernet () ADSL COWLAN

Transmit Statistics Receive Statistics
Tranzmit Frames 15852 Receive Frames 1535
Tranzmit Multicast Frames 2 Receive Mulicast Frames 206
Transmit total Bytes 1694595 | Receive total Bytes 259781
Transmit Callision u] Receive CRC Errars o]
Tranzmit Errar Frames u] Receive Under-size Frames o]

@ Interface: This field displays the type of port

@ Transmit Frames: This field displays the number of frames transmitted in the last second.

@ Transmit Multicast Frames: This field displays the number of multicast frames transmitted in the
last second.

@ Transmit total Bytes: This field displays the number of bytes transmitted in the last second.

@ Transmit Collision: This is the number of collisions on this port.

@ Transmit Error Frames: This field displays the number of error packets on this port.

@ Receive Frames: This field displays the number of frames received in the last second.

@ Receive Multicast Frames: This field displays the number of multicast frames received in the last
second.

@ Receive total Bytes: This field displays the number of bytes received in the last second.

@ Receive CRC Errors: This field displays the number of error packets on this port.

@ Receive Under-size Frames: This field displays the number of under-size frames received in the
last second.

Press REFRESH to get the latest statistics.
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B ADSL

BILLION

ADSL Modem/Router

Access
Management

Advanced
Setup

Interface
Setup

Quick
Start

Maintenance &I Help

Device Info System Log Statistics

Traffic Statistics

Interface : () Ethernet (%) 20sL Ol an

Transmit Statistics Receive Statistics
Tranzmit total PDUs 1] Receive total POUs u]
Tranzmit total Error Counts 1] Receive total Error Counts o]

@ Transmit total PDUs: This field displays the number of total PDU transmitted in the last second.
@ Transmit total Error Counts: This field displays the number of total error transmitted in the last

second.

@ Receive total PDUs: This field displays the number of total PDU received in the last second.
@ Receive total Error Counts: This field displays the number of total error received in the last

second.

Press REFRESH to get the latest statistics.
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F WLAN

BILLION

ADSL Modem/Router

Quick
Start

Access
Management

Advanced
Setup

Interface
Setup

Maintenance Status

Help

Status

Device Info System Log Statistics

Traffic Statistics

Interface () Ethernet () ADSL @ wLan

Transmit Statistics Receive Statistics
Tx Frames Court G52 Fx Frames Courit 356
Tx Errors Count 374 Fx Errors Count 379
Tx Drops Count 374 Fx Drops Count 1]

@ Tx Frames Count: This field displays the number of frames transmitted in the last second.

@ Tx Errors Count: This field displays the number of errors frames transmitted in the last second.
@ Tx Drops Count: This field displays the number of drops frames transmitted in the last second.

@ Rx Frames Count: This field displays the number of frames received in the last second.

@ Rx Errors Count: This field displays the number of errors frames received in the last second.
@ Rx Drops Count: This field displays the number of drops frames received in the last second.

Press REFRESH to get the latest statistics.
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4.7 Help

BILLION

ADSL Modem/Router

Quick Interface Advanced Access
Start Setup Setup Management

Maintenance Status

Quick Start

Interface Setup

Internet Settings
LAN Settings
Wireless LAN Settings

Advanced Setup

Firewall
Routing
HAT
Qos
VLAN
ADSL

Access Management

ACL

IP Filter
SHIMP
UPnP
DONS
CWmMP

Administration
Time Zone
Firmware
SysRestart
Diagnostics

Device Info
System Log
Statistics

000 | O0000 | 000000 000000 000 O

This help page provides you some useful messages such as the introductions of some concepts and
some guides.

When some problems are encountered, you can turn to this page for help.

For example, if you don’t understand what is Quick Start, you can go to this page, click on Quick Start,
then you’ll see some messages about it, and understand it quickly. This function provides you an easy
way to help yourself.
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Troubleshooting

If the ADSL2+ Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider. This could save your time and effort but if the
symptoms persist, then consult your service provider.

Problems with starting up the router

None of the

LEDs are on | Check the connection between the adapter and the router. If the error
when you persists, you may have a hardware problem. In this case you should contact
turn on the technical support.

router.

You have

forgotten

your router Try the default username "admin" and password "admin”. If this fails, you
login can restore your router to its factory settings by holding the Reset button on
username the back of your router more than 6 seconds.

and / or

password.
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Problems with the WAN Interface

Problem

Corrective Action

Initialization of the PVC
connection (“line
sync”) failed.

Ensure that the telephone cable is connected properly from
the ADSL port to the wall jack. The ADSL LED on the front
panel of the router should be on. Check that your VPI, VCI,
encapsulation type and type of multiplexing settings are the
same as those provided by your ISP. Reboot the router GE.
If you still have problems, you may need to verify these
settings with your ISP.

Frequent loss of ADSL
line sync
(disconnections).

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax machines,
analogue modems) have a line filter connected between
them and the wall socket (unless you are using a Central
Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly
installed and the right way around. Missing line filters or line
filters installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping any PCs on
the LAN.

Check the Ethernet LEDs on the front panel. The LED
should be on for a port that has a PC connected. If it is off,
check the cables between your router and the PC. Make
sure you have uninstalled any software firewall for
troubleshooting.

Verify that the IP address and the subnet mask are
consistent between the router and the workstations.
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Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in the User’s Manual. If
you cannot resolve the problem with the Troubleshooting chapter, please contact the dealer where
you purchased this product.

Contact Billion

WORLDWIDE

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered

Trademarks of Microsoft Corporation.
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