BILLION

BIPAC 7820NZ

3G/4G LTE Embedded with Dual-SIM
Slots ADSL2+ Wireless-N VPN Firewall
Router

User Manual

Version Released: 2.32d.dr1
Last revised date: May 14, 2014



Table of Contents

(0 ToTo (=1 g B [T Ao o [V ot 1 (o] £ FEUUUO PP RURRP 1
TaTd g [UTotd o] T do IRV o U T ol 2 To TU ) =Y TR 1
LU =T OO PP TPPPPPR P PPPPPPPRt 3

7N I I @] 3T ] 1T ool USSR 3
Network Protocols anNd FEAtUIES .......cceiiiiieeie ettt e e e e e e e e e e e e e e et re e e e e e e e sennsaaeeeeeaeeessnnnrennes 4
BG/AG LTE .ottt ettt e ettt e ettt e e et e e et e e e beeeeabeeeetbeesbaeeeabeeeeabee e baee e beeeeaaeeeaaseeebaeeebeeeeas sbeeeeareeeeraeeeareeen 4
TN Y | PR UPPPNt 4
QUALTTY OF SEIVICE CONTIOL .. .iiiiiiiiiiieciiie et e e s e e e sttt e e e s sabae e e s s baaeeesnsbaeesssaseeeesnns senns 5
ATM, PTIM @Nd PPP PrOtOCOIS .coovveeieeeeeeeeeeeeeee ettt 5
1o VY o o] [ Tor- | A e Yo 3P PSP TPPPPRP 5
L T F=T S A A PSR 5
(WY SN o o] [ToF 1 To) o BT =] o V=T SO UUPPRUN 6
Virtual Private NETWOTK (VPIN) ... ettt e e e e et e e e e e e e e s tasaeeeeeeeeesaanssaseeeeeesennnsraaaeeeens 6
Y T T= Y=< o 4 =] o) SRRt 6
o E 1o AV T Y oY=l el i or= Y d (o] o TP 7
[ NV o | M 1) (=T = ol TSRO PPPPRRINt 7

Chapter 2: INSEAIING the ROULEE ...........uvvveeeieeeeeeeeeeeeeee e eeeeetteeeeee e eee ettt ee s e eee st aesseesssssssseasssesesssssssrseeeeeennn s 8
Yol T e{< N €o] 0] =T 1) £ UTSR U PTP 8
IMPOrtant NOtE fOr USING ThiS FOULEI ..u.uviiiiiiiiciteieie ettt e e e eeebbr e e e e e e e e ssabbbareeeeessensssranneeeeessann 9
(D TRY i Tol I DT of 1 ] o U 10

LI TS e T I8 SR 10
LI CI =T Ll ao T o R 11
(671 o1 1 o =S USEPPS 12

(0 Lo o 10=1 QRO RN 21 LY (ol 1 X3 0o 1 [o [0 ¢ HA PR 13
CONNECTING YOUI ROULET .vviiiiiiiiiiiiiiiiieiereresereseeeeeeeeeeeeeesesesessseesssssesessssesesseseessseseseseeeseteseessesesssasssasseesaeeessonnnnns 14
NETWOIK CONTIGUIATION . ..ciiiiiiei ettt e e st e e e e st ae e e s s ataee e s sbaeeeesbeaaes aeessssneesnnns 16

Configuring @ PCin WINGAOWS 7/8 .....cveeiuiieiieciie et eiee st ete ettt et tae e e s e e s te e beassaeebeesaaeenbeenseesaseenseesaees 16
Configuring @ PCin WiINAOWS ViISTa ..eovuviiiiiiiiiie it esitee st s st ee sttt e e ssbae e e s sateeesssaaaeeessssanesssnssneessnns 19
Configuring @ PCin WINAOWS XP ...eiiiiiiiiie ittt sttt e e st e s s sibae e e s s ate e e s sabaaeesnsbeaeesnnsaeessnnns 22
Configuring @ PCin WiINdOWS 2000 ........ceeiiriiiieiiiiieeeeriteeeesiaeeessiieeesssseeeesssseesssssssesssssssessssssssessssssseessnns 24
Configuring @ PCin WiINAOWS 95/98/IMIE .......cuviiiieiietiee ettt eetee ettt eetee e etee et e e eaae e eeareesbeeesareeeearee s 25
Configuring @ PCin WiINAOWS NTA.0 ... ..uiiiiiiiiiie e citie e ecitte e sree e s ete e e e stae e e s s aaeee e satreeessnsaeeeesssneeesnsseeeesnns 26
= Tt (o] AV D] = [0 Y= [ T4 PP 27
INFOrMAtION TrOM YOUT ISP...ceiii ittt et e e e e s e e e e e e e ee bt aereeeeeesesanbraaeaeeeeeesnnsrsseeeeeeennnes 29

Lo Y e T O W (A Y O ) U UPPP 30

CRAPLEr 4: CONFIGUIGTION ....vvvvveeeeeeeeetieeee e eeeeecteeeee e e eee et e e e e e es sttt e e e e e sesssassaeeaessenssssssssaeasseessassseessssassees 37
Configuration Via WED INTEITACE .....ccoiiieiieee et e e e e e e s s eaabbeaeeeeeesesnnsraeneeas 37
) = KU L PP P P PSP P PP PP POPRPPPPPRPPPPPPRE 39

YU oY g T 1Y 40



R0} o L 1] 1 o3 42
1 N 42
WWAIN SO VIR .. ittt iciee et ettt it e e et e e ettt reeeeeeeeeeettat e aaeeaeeeeseesssaaaaaaeeasssssssnnnnsseeeeesssssssnnnsessnnnnnseseeesnnes 43
XTIV Lttt r e e e re e arare et aerereaesasesasesasasssasssasasasasasatararatataaaateeeeeeeetaeeeetatateeeeeeeeeeeeees ressrnrnrnrarararararererrres 43
DB ) USSRt 44

2 T aTo LNV Lo 1 o T U LY T U 47
1 N 47
WWAIN SO VIR .. eiieiitiieeee et ettt e et e e e ettt teeeeeeeeeeettata e eeaeeesssesssanaaaseessssssssannnnseeesessssstsnnnsessnnnnnseseessnnes 49

LY I ] =1 (U OO 51

0o TV (=TS 52

ARP e ————————————a it a e aaa e 53

DHCP ettt e e e et e e e e e e e et et e e e e e e e s e s e e et e aeaeeaeaeeeeaeaaaaaaaaaaaeeaaaaeeeaeateeeteee bbb bbb ababababararaaarare 54

VPN e et a et a e e e e aaaaaaaaas 55
]2 = oS 55
o = I 56
1 1 TP UURPPNt 57
(@071 0 V| P 58
LG | U 59

0T - URPPE 60
R0V (=T 0 0 T o =S RUPSRN 60
LYol U o Y o SRRSO 61

LY R Y =) {1 U 62

(O T ol ) 7 | TSROSO PUPPPRRRIOt 63

(O U1 ol ) 7 | AU UPRRROPP 63

(000 a1 T={V [ =) { o] o VUSROS PUUPPRRRIOt 70

LAN - LOCAI ArEa INEEWOIK . ..uvvviviriiiririiiiiieieieeeeeeerereeeeeeeereeeeereereertsereeeerersseseserererereserestreeesteesessesesesesesesesaseenns 71
[ o 1< o = 71
1YL XU o Yoo o 1T ERRP 74
TaLa=T £ Tl =l G o 10T o 11 = UPPSRRPR 78
RV {2 81

WITEIESS .ottt e a e 82
5= Y (oSS 83
SECUITEY ettt ettt ettt ettt ettt ettt et et et et et et et et eeeaeeaeaaaaaatataaeaeaeeeeeeeaeeeeeeeeeeeeeeees nsnsnsnsnsnsnsnsnsnnnsnnnnes 85
LY O ] ] o 97
VAT LT = g T F PRSPPI 98
F ¥ 1YY Vol =T o U UPURPOE 100
] =14 (o] T [0 o J TSRS 102
Yol gT=To (V][R @oT ] 1 ¢ o] ISP 103

WAN-WiAE AFEa NEEWOTK ..vvveeieeieeitiieeee ettt e e et et e e e e e seebb e e e e e e e eeeesataaaeeeeeseesansrssseeeeeeeesannrnens 104
LAY N Y= VLol RUPSRN 104
DUBI STV ..ttt ettt e e e eee et e e e e e e e setabbareaeeessesasbaaaaeseesessssbbaseeseessesasssraenes santreneseeeseennes 127
D) PN 128
SN R ettt e rrar e ———————————a———atatat ettt atatatatatatatatataaaatttattttttetttetatetatetateteteteee tarrrrrarararrrararararares 130

R0V (=1 ' S 131
TN =Y o 1= A 1T ¢ T UPPPRURP TN 131
T e\ TSR 0T o= - Lo [T U 132
BACKUP / UP AL .eiiceieeciee ettt ettt et e e et e e ta e e s ebeeesabeeeeabeeeaseessaeeeabaeeasseeeses sreeenseeas 133
PNl T oY 4 ¢ | IR 134
V7 T Y 1T o PP 135
SIMIS ALBI T uuiviiiiiiiiiiieeetitereeeeeeeeereeeeereeerereeerereeeerrreresteeststereteretereteteteteseseseeeseseseeeeeseeeseseeeeeses ussssssssssssrsreres 136
(00T 0 1T = (U] =T oY - PSPPI 137



STOFAZE DEVICE INTO wuvvvieiiiiiiiiciteeeie et e e e e et e e e e e s seseabbaaeeeeeeeessasbsaereseeesessssraereeees vans 138
[T ol ol o U | PP 139

e LAY =T YT PP 146

D PPN 151
N 0T o Y=Y SRS 153
IPUBINIPVA ...ttt e e e ettt e e e e e s ettt eeeeeeee s s s aataeeeaeeeaassstaaneaeeessasns sessannstaenneeeeesnnnes 153
IPVAINIPUG ...ttt ettt e e e e e ettt e e e e e e e s ettt e e e eeeesesnssataeeeaeeesasssteasaeeeessasas sessannstaennasenesnnnes 155

KT =T oL U1 1 4V PP PPPPPPPP 156
1o 1L =T T Y= @ 1U = Lo [ o VSRR 156
1o a1 =T T V=38 [ el o Y oYU 159
YOl 1L =T 1o V- PP PPPRROPPPR 161
BIOCKING WAN PING ......outiiiieiiieiccciiteee ettt e e e e e e ettt e e e e e e e e e seabataeeeeeeeeeasnsssaseaeaaesaanssseseaasassenansrsnns nnns 162
T8 L 20T o Lot f o IR UPPPUPPPPTPPRt 163
(01 I Y P UPPUPN 165
Y Lo oY= | I OoT o] I = o1V T =Y U RU 168
(0o O [V L 4V Y=Y £V ol USRI 169
(O o N ao Y adY a F=1 o] V=38P 174
1 PSPPI 175
EXCEPLIONAI RUIE GIrOUP ..uvveieiieiiiciiiieeeee ettt e e e e eeetbee e e e e e e eeseatrreeeeeeeeseassaaeeeeeeeeeaanrseaeeeeessennsrrnens 175
VIFTUGL SBIVEIS ..ottt ettt e ettt e e e e e se e e e e e e eeees s abbaaeaeeeeeesasassaaeeeeeesannstseseaeaessaeneeeseennnes 177
DY o T PSP 181
ONE-T0-0NE NAT ..ottt ettt e ttetetetetetetetetateeteteteteteteeetaeeeeeeeeeeeeeseeeseseeeseeeeseesvissses 182
oY A =4 == T =PRSS 183

LY PRSP 186
WWAKE ON LAN Lottt ettt e e ettt e e et e e e e satte e e e e s aaeeeeaasaaeesasssseeeaansaeeeeansseeeeannseeaeaanssaaaesseesanssnnenanns 187
VP N ettt e e e e e e e e et ——————eeeeeaaa—————eeeeeeaaa_—tteateeeeeaaa——teaeeeeeeaaaanbrt seaanrteaeeeeeeeaaanrrreneeeeaen 188
Y=Y oSSR 188
VPN ACCOURNT ..ttt ettt s e e e e ettt et e s s e e e e e e e tataba s e eeeeeaaeesssaaaseseeessannssssasssseseeeesseeeeessesssnnnnnnnns 198
EXCEPLIONAl RUIE GrOUP ...ttt e e e et e e e e e e et e e e e e e e s e sbeaeeaeeesessnssraaneeeeeesannnee s 199
o0 S I SRR 201
e I Y= YT PP PPPPPIN 201

o] S I o 1T o | U UPPRR 202
10 1 PSP 213
I W YT V=T PP PPPPPIN 213
100 I o 1= o U PPRPRN 215
L0011 0 Y PP 229
L@ 70T NV o LAY =T YT SR 229
L@ 01T o AV VNS 231
(0] 1= 0 1V4 o L I 1 T=T o | SRR PP 232
G =SSP 239
F X AV [ a Yol =T BY= U] o J PR 240
200 T 1 o [0V =SSR 241
DB AU GAEWAY ...eiie ittt e e eerb et e e e eesebbb b e e e e e e eesesbsbaaeeeeesesnssabereeeeessensesesennnnes 241
STATIC ROULE vttt e e et e e e e e e e e e e e eeeaeteeeteteeeeeaeeeeeeseeeeeeeeeeeeeseeeeses ussssssseserenes 242
POLICY ROULING .eeeiiiiiiiitiitiiie ettt e ettt e e e e e ee b ar e e e e e e eeessbbaaeeeeeesesassbssaaeeeeesssasstbeseeeeesereresessnnnnes 244
R ettt e e e e e e s ——————eeeeeaaat————eaeeeeeaaa——teaeaeeeeaaaa—tataeaeeeeaaan seaeeeaaanrrarreeeeeeaannes 245
DN S ettt e e e e e e e e e b——— e e e e e e e e i —————eeeeeeaaaa——teeteeeeeaaaa—tteeteeeeeaaanttaaeee nbrrraeeeeeeeaanrrrraaaeeaan 246
DN S et e e e e e e se e ——————eeeeeae e a————eaeeeeeaaa——t—ataeeeeaaaa—ttaaeeeeeeaaanteeeeeaanrrrrreeeeeeaannes 246
D3V 0= 0 Y (ol 71N 1P 248
DINS PrOXY ..iiiiiiitiiieieietetttitiiiiiee e e e et etttttat i eseeeeeeeettestaaaaseeeeeeeeesesssasssseseeeseeesssssasssseeessssnsssnnssesssnnsssseseenanes 251

K] = LA [ol ] SRR 252



1 o S USRSE 254
@Y o T r= o <SSP 261
L8153 =T o I PRSP 261
U] o T USSP 264

Y T T2 T == o 4 =1 o | (USRS 266
SINIVIP ABENT ...ttt ettt e ettt e e et e e e e et e e e e eaba e e e e e abaaeeeesstaeeeeassaeeeaassaeaeeanssaeeeeansaneeeans sensaeeeennnens 266
TR=069 CHENT ...eteieeeieie ettt e e et e e e et e e e e e tae e e e s ataeeesessaeeeeassaseeeasssaeesessaeeeannsaseasan sesassenaeanes 267

o I 1 2o o U SPRRPPRUR 269
REIMIOTE ACCESS evuiieeiiiiiiiiiiicie ettt e e e e e e et ettt s e e e e e e e e tat e b sasseeeeetaasssaasasaseeeesansssssnsssseseeensseseeenenns 270
Vo] oY LTSI AT =] AV o] o SRR UPPRPR 271
3G/LTE USAZE AlIOWANCE ....eeviieiiietee it ciee ettt et steeeteeteestaeebeesteesabeesbeesabeeseessaesaseasseessseenseessseenseenseenns 272
POW BT IMIaN M BNt ..ttt bttt bttt ettt ettt et e e e bebeberereeeeaaae seeeeeeas 273

BN L TR Yol U= [V LR PURPR 274

F U] o 3 2= o To Lo 1 AU PURPE 275

DIE= =4 g To 11 A ok PO PP PP PP PP PP PP PP URRTURUUUUUPUOUPPPRPRPPPPPRt 276
DY e{ g Lo 1] d (ot o Yo ] F3 PPN 276
VT o BT =T Vi Tl < TSP PPUPRN 279

DT =4 Vo 1) f ok USSP 280
LY/ T o =Y =d<T o a T=1 oY PP PPUPRN 281
=T = PP 282
CRAPLEr 5: TrOUDIBSNOOTING ...evvveeeeeeiieeeeiee ettt eeteetaeeee et et s ss st ae s eesessaasssaaessseesssasssesessesessssessesssisees 283
Appendix: Product SUPPOIt & CONTACE..........euueeeeveeeevereeeeieieieiiieieieisieteseteteeaaaaaa ittt ae et et ae et e e e aa e et et e aeaeeeaaaeeaaeaaaees 285



Chapter 1: Introduction

Introduction to your Router

The BIPAC 7820NZ, triple-WAN 3G/LTE/ADSL2+ firewall router is integrated with the 802.11n
Wireless Access Point and 4-port switch. It is a cutting-edge networking product for SOHO and
office users. Uniquely, the router allows users to directly insert 3G/4G LTE SIM card into its built-in
SIM slots instead of requiring external USB modems. This design will avoid compatibility issues of
many different 3G/LTE USB modems. With the increasing popularity of the 3G/4G LTE standard,
communication via the BIPAC 7820NZ is becoming more convenient and widely available -
enabling users to use a 3G/4G LTE, UMTS, EDGE, GPRS, or GSM Internet connection, making
downstream rates of up to 100Mbps possible. Users can watch movies, download music or access
e-mail wherever a 3G/4G LTE connection is available.

3G/AG LTE Mobility and Always-on Connectivity

The BIiPAC 7820NZ router allows you to insert 3G/4G LTE SIM card to its built-in SIM slots,
enabling you to use a 3G/4G LTE Internet connection, which makes downstream rates of up to
100Mbps * possible. With the increasing popularity of the 3G/4G LTE standard, communication via
the BIPAC 7820NZ is becoming more convenient and widely available - allowing you to watch
movies, download music on the road, or access e-mail no matter where you are. You can even
share your Internet connection with others, no matter if you're in a meeting, or speeding across the
country on a train. The auto fail-over feature ensures optimum connectivity and minimum
interruption by quickly and smoothly connecting to a 3G/4G LTE network in the event that you
ADSL/Fibre/Cable line fails. The BIiPAC 7820NZ will then automatically reconnect to the
ADSL/Fibre/Cable connection when it is restored, reducing connection costs. These features are
perfect for office situations when a constant and smooth WAN connection is critical.

Optimal wireless performance

With an integrated 802.11n Wireless Access Point, the router delivers up to 6 times the speed of an
802.11a/b/g network device. It supports a data rate of up to 300Mbps and is also compatible with
802.11a/b/g equipment. The Wireless Protected Access (WPA-PSK/WPA2-PSK) and Wireless
Encryption Protocol (WEP) features enhance the level of transmission security and access control
over wireless LAN. The router also supports the Wi-Fi Protected Setup (WPS) standard, allowing
users to establish a secure wireless network by simply pushing a button. If your network requires
wider coverage, the built-in Wireless Distribution System (WDS) repeater function allows you to
expand your wireless network without the need for any external wires or cables.

Secure VPN Connections

The BIPAC 7820NZ supports all currently popular secure VPNs, including embedded IPSec VPN,
PPTP, L2TP, OpenVPN, GRE, which satisfies different users’ needs, allowing users to establish
encrypted private connections over the Internet with your optimum VPN options. You can access
your corporate Intranet and transmit sensitive data between branch offices and remote sites
anytime; even when you are out of office, thus enhancing productivity.



Smooth, Responsive Net Connection

Quality of Service (QoS) gives user full control over outgoing data traffic. Priority can be assigned
by the router to ensure that important transmissions like gaming packets, or IPTV/streaming content
passes through the router at lightning speed, even when there is heavy Internet traffic. The speed
of different types of outgoing data passing through the router is also controlled to ensure that users
do not saturate bandwidth with their browsing activities.

IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits. The new address space thus supports 2'?® (about
3.4x10%) addresses. This expansion provides flexibility in allocating addresses and routing traffic
and eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

The BIPAC 7820NZ fully supports IPv6 (Internet Protocol Version 6), launched as the current IPv4
range is filling up, and IPv6 is gradually becoming the indispensable addressing system for savvy
cloud computing users. Dual stack means the router is capable of running IPv4 and IPv6 in parallel
during the transition period. With Billion IPv6 enabled devices, three major transition mechanisms
such as Dual-Stack, Dual-Stack Lite, and 6RD (IPv6 rapid deployment) are supported to be
adapted easily into service provider’'s IPv4/IPv6 network

Virtual AP

A “Virtual Access Point” is a logical entity that exists within a physical Access Point (AP). When a
single physical AP supports multiple “Virtual APs”, each Virtual AP appears to stations (STAs) to be
an independent physical AP, even though only a single physical AP is present. For example,
multiple Virtual APs might exist within a single physical AP, each advertising a distinct SSID and
capability set. Alternatively, multiple Virtual APs might advertise the same SSID but a different
capability set — allowing access to be provided via Web Portal, WEP, and WPA simultaneously.
Where APs are shared by multiple providers, Virtual APs provide each provider with separate
authentication and accounting data for their users, as well as diagnostic information, without
sharing sensitive management traffic or data between providers. You can enable the virtual AP.

Web Based GUI
It supports web based GUI for configuration and management. It is user-friendly and comes with

online help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.


http://en.wikipedia.org/wiki/Internet_Protocol�
http://en.wikipedia.org/wiki/IPv4�
http://en.wikipedia.org/wiki/Network_address_translation�

Features

* IPv6 ready (IPv4/IPv6 dual stack)

* Triple-WAN ports for 3G/4G LTE, ADSL2+, Ethernet WAN (EWAN) for broadband
connectivity

* 3G/AG LTE embedded with dual SIM card slots

« High-speed Internet Access via ADSL2 / 2+; Backward Compatible with ADSL

» Ethernet port #4 can be configured as a WAN interface for broadband connectivity

* Auto fail-over to ensure an always-on WAN connection

* IEEE 802.11 b/g/n compliant Wireless Access Point with Wi-Fi Protected Setup (WPS)

» Wi-Fi Protected Access (WPA-PSK/ WPA2-PSK) and Wired Equivalent Privacy (WEP)
support

» Secured 16 IPSec VPN tunnels with powerful DES/ 3DES/ AES

* PPTP VPN with Pap/ Chap/ MS-CHAPV2 authentication

* Pure L2TP and L2TP over IPSec

* OpenVPN with CA authentication and extensive OpenSSL encryption

* GRE tunnel

« SOHO Firewall Security with DoS Preventing and Packet Filtering

« Quality of Service Control for traffic prioritization and Bandwidth management

« Universal Plug and Play (UPnP) Compliance

- Supports IPTV Application

» USB port for print server, NAS(Samba), FTP server DLNA media server

« Ease of Use with Quick Installation Wizard (EZSO)

ADSL Compliance
e Compliant with ADSL Standard
- Full-rate ANSI T1.413 Issue 2
- G.dmt (ITU G.992.1)
- Gllite (ITU G.992.2)
- G.hs (ITU G.994.1)
e Compliant with ADSL2 Standard
- G.dmt.bis (ITU G.992.3)
- ADSL2 Annex M (ITU G.992.3 Annex M)
« Compliant with ADSL2+ Standard
- G.dmt.bis plus (ITU G.992.5)
- ADSL2+ Annex M (ITU G.992.5 Annex M)



Network Protocols and Features
« IPv4 or IPv4 / IPv6 Dual Stack
» NAT, static (v4/v6) routing and RIP-1/2
« IPv6 Stateless / Stateful Address Auto-configuration
« IPv6 Router Advertisement
* IPv6 over PPP
« DHCPvV6
* [P Tunnel IPv6 in IPv4(6RD)
« IP Tunnel IPv4 in IPv6(DS-Lite)
« Universal Plug and Play (UPnP) Compliant
« Dynamic Domain Name System (DDNS)
« Virtual Server, DMZ
« SNTP, DNS relay, IGMP snooping and IGMP proxy for video service
« MLD snooping and MLD proxy for video service
» Management based-on IP protocol, port number and address
« SMTP client with SSL/TLS
« Supports port-based and tag-based Interface Grouping (VLAN)

3G/4G LTE ™
* LTE: peak downlink speed of up to 100Mbps and peak uplink speed of up to 50Mbps
- Supports multi-band LTE: 2100MHz (B1), 1800MHz (B3), 2600MHz (B7), 900MHz
(B8), 800MHz (B20).
- Supports multi-oand WCDMA: 2100MHz (B1), 1900MHz (B2), 850MHz (B5), 900MHz
(B8)
* 3G/HSPA+: peak downlink speed of up to 14.4Mbps and peak uplink speed of up to
5.76Mbps
- Supports dual-band WCDMA: 900MHz and 2100MHz or multi-band WCDMA:
850MHz, 1900MHz and 2100MHz
- Supports Quad-band EDGE/GPRS/GSM: 850MHz, 900MHz, 1800MHz, 1900MHz

* Web-based GUI for configuration and management

Firewall
* Built-in NAT Firewall
« Stateful Packet Inspection (SPI)
* DoS attack prevention
» Supports Web (http)/SSH/FTP/Telnet/SNMP

 Packet Filtering (v4/v6) - port, source IP address, destination IP address



* URL Content Filtering (v4/v6) — string or domain name detection in URL string
* MAC Filtering

» Password protection for system management

Quality of Service Control
 Supports the DiffServ approach
« Traffic prioritization and bandwidth management based-on |Pv4/IPv6 protocol, port

number and address

ATM, PTM and PPP Protocols
« ATM Adaptation Layer Type 5 (AALS)
* Multiple Protocol over ALL5 (RFC 268, formerly RFC 1483)
« Bridged or routed Ethernet encapsulation
« VC and LLC based multiplexing
« PPP over Ethernet (PPPoE)
« PPP over ATM (RFC 2364)
« Classical IP over ATM (RFC 1577)
« MAC Encapsulated Routing (RFC 1483 MER)
« OAM F4 / F5

IPTV Applications™
« IGMP Snooping and IGMP Proxy
* MLD Snooping and MLD Proxy
« Interface Grouping (VLAN)
« Quality of Service (QoS)
e Supports VLAN MUX

Wireless LAN
« Compliant with IEEE 802.11 b/ g/ n standards
¢ 2.4-2.484GHz radio band for wireless
« Up to 300 Mbps wireless operation rate
« 64 / 128 bits WEP supported for encryption
« WPS (Wi-Fi Protected Setup) for easy setup
e Supports WPS v2
» Wireless Security with WPA-PSK / WPA2-PSK support

» Multiple wireless SSIDs with wireless gust access and client isolation



« WDS repeater function support

» 802.1x radius authentication supported

USB Application Server
» Storage/NAS: Samba server, FTP Server, DLNA media server

 Printer Server

Virtual Private Network (VPN)
* 16 IPSec VPN tunnels
« IKE key management
« DES, 3DES and AES encryption for IPSec
* L2TP over IPSec
» Pap/ Chap/ MS-CHAPv2 authentication for PPTP
« IPSec pass-through
* OpenVPN with CA authentication and extensive OpenSSL encryption
* GRE tunnel

Management
- Easy Sign-on (EZSO)
» Web-based GUI for remote and local management (IPv4/IPv6)
« Firmware upgrades and configuration data upload and download via web-based GUI
« Embedded Telnet server for remote and local management
» Supports DHCP server / client / relay
 Supports SNMP v1,v2, MIB-l and MIB-II
« TR-069*! supports remote management
« Available Syslog
* Mail alert for WAN IP changed
+ Auto failover and fallback

* Push Service



Hardware Specifications

Physical Interface
* WLAN: internal antennas

« 3G antenna: 3G antenna x 1 PCS™(only for 3G mode)

* 4G LTE antennas x 2 PCS™ (only for 4G LTE mode)

« DSL: ADSL port

« USB 2.0 port for storage service (Samba, FTP server), printer server

« Ethernet: 4-port 10 / 100Mbps auto-crossover (MDI / MDI-X) Switch

« EWAN: Ethernet port #4 can be configured as a WAN interface for Broadband
connectivity.

* Dual SIM card slots

« Factory default reset button

« WPS push button

» Power jack

» Power switch

1. On request for Telco / ISP projects

”072;' 2. IPTV application may require subscription to IPTV services from a Telco / ISP.
The 3G / 4G LTE data rate is dependent on your local service provider and your 3G / 4G LTE

card. The 3G model comes with 1 antenna and 3G/4G LTE model comes with 2 antennas.

4. Specifications on this datasheet are subject to change without prior notice.




Chapter 2: Installing the Router

Package Contents

* BIPAC 7820NZ 3G/4G LTE Embedded with Dual-SIM Slots ADSL2+ Wireless-N VPN Firewall
Router

*Quick Start Guide

*CD containing the on-line manual

* RJ-45 Cat. 5e STP Ethernet cable

*RJ-11 ADSL/ telephone cable

*Power adapter

* 3G antenna: 3G antenna x 1 PCS (only for 3G mode)

* LTE antennas x 2 PCS (only for LTE mode)

* Splitter / Micro-filter (Optional)

4 N B

o ™
3GAGILTEADSL2+ | | @ ick Start Guide cD

Router

7N s N J

N 7 o
RJ-11 Power Adapter
Ethernet cable Phone cable (The type may drﬁerbydiﬂegm country) LTE Antennas

(4G LTE mode)



Important note for using this router

1. Do not use the router in high humidity or high temperatures.

2. Do not use the same power source for the router as other equipment.

3. Do not open or repair the case yourself. If the router is too hot, turn off the power
immediately and have it repaired at a qualified service center.

4. Avoid using this product and all accessories outdoors.

Warning
1. Place the router on a stable surface.
2. Only use the power adapter that comes with the package. Using a different voltage rating
power adapter may damage the router.
Attention




Device Description

The Front LEDs

@

(3)a)sXe) (7))

._.

)

b
USB Wireless WPS x DSL Internet J

(T T
= U
g
@

Nm
=5
]
=
o

(]

T

e —l

- [ [ 1 1 L1 1 [ | =T
LED Status Meaning

Red Boot failure or in emergency mode

1 Power
Green System ready

X Ethernet Port Green Transmission speed hitting 10/100Mbps

1-4 (EWAN) o ] ] ]

Blinking Data being transmitted/received

3 USB Green Connected to the USB device (USB 2.0 Storage, Printer).
Green Wireless connection established

4 Wireless
Green blinking Sending/receiving data
Green blinking WPS configuration being in progress

5 WPS
Off WPS process completed or WPS is off
Green 3G/LTE service(down) is up.
Slow ~—orange | \ye. 3G/LTE signal
blinking

6 3G/LTE Quick

uict Orange I Moderate 3G/LTE signal

blinking
Solid orange Strong 3G/LTE signal
Green Blinking DSL synchronizing or waiting for DSL synchronizing

7 DSL Green Successfully connected to an ADSL DSLAM (Line Sync).
Off DSL cable unplugged
Green Having obtained an IP address successfully

8 Internet
Off Router in bridge mode or DSL connection not present.
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The Rear Ports

) ®) (5141312 (1)

,[-—l - W 1wy - — =
I 1
D Yy <
E : ©
T 1] 1 L1 [T F—
Port Meaning
Power Connect the supplied power adapter to this jack.

Power Switch

Power ON / OFF switch.

After the device is powered on, press it 5 seconds or above: to restore to factory

RESET default settings (this is used when you cannot login to the router, e.g. forgot the
password)
1 WPS button: Push WPS button to trigger Wi-Fi Protected Setup function.

WPS 2. Wireless on/off: When WPS is disabled, WPS button can act as wireless on/off

button.
Press WPS button more than 2 seconds to switch on/off the wireless connectivity,.

SIM card slots

BiPAC 7820NZ provides dual-SIM failover mobile connection with two embedded
SIM slots. Please plug SIM card into the slot.

usSB Connect the USB device (USB 2.0 hard driver, Printer) to this port to server.
Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one of the four LAN ports when
Ethernet connecting to a PC or an office’lhome network of 10Mbps /100Mbps.
Note: Port #4 can be configured as a WAN Interface for Broadband connectivity.
DSL Connect this port to the DSL network with the RJ-11 cable (telephone) provided.
The detachable antennas.
Antennas

» 3G antenna: 3G antenna x 1 PCS (only for 3G mode)
* 4G LTE antennas x 2 PCS (only for 4G LTE mode)

11




Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are all lit. If they are not, verify if you are using the proper cables. If
the error persists, you may have a hardware problem. In this case, you should contact technical
support.

Make sure you have a line filter with all devices (e.g. telephones, fax machines, analogue modems)
connected to the same telephone line and the wall socket (unless you are using a Central Splitter or
Central Filter installed by a qualified and licensed electrician), and ensure that all line filters are
correctly installed and the right way around. Missing line filters or line filters installed the wrong way
around can cause problems with your ADSL connection, including causing frequent disconnections.
If you have a back-to-base alarm system you should contact your security provider for a technician
to make any necessary changes.

12



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 7 / 98 / NT / 2000 / XP / Me
/ Vista, etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

¥
”072; Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.

13




Connecting Your Router

Users can connect the Dual-SIM 3G/4G LTE ADSL2+ router as the following.

Note: BIPAC 7820NZ offers different mobile antennas distribution for 3G and 4G/LTE mode for an optimal
performance. Here, we take the 4G LTE mode for an example in the illustration.

« 3G antenna: 3G antenna x 1 PCS
* 4G LTE antennas x 2 PCS

ADSL Router mode:

WX Ethernat
g J;‘ .. 1
=== || & ' L o
a = 2 - 2 5 SIM card available from
o
] 2 7 2 2 E your service providers
[5] (5] (5] (5] (3] a
r - - - - [
c g g 2 = & Power Adapter
= ] @ 5 8 o
o F £ = = @
] o o b} g
i i - HDD, Pon drive, otc # 4
— Splitter ;
e— . (™ )
e Lina %
—— VPN Tunnel v ¥
re==m QoS (Prioritization, IP Throtting)
i | |
S 19 1
- - -y 3

Broadband Router mode:

f

Power

@) Korr MAIN

Reset g ON

Ethernet

DSL 4 3 2 1 02
I e L] (e
o

[ N— SIM \
7z 7z = ] 2 o o = SIM card available from
- 2 a 2 2 5 your service providers
[*]
O 51 8| 3 3| ¢ ®
’ - - - et - - - £
\/) = - E: g g g 5 Power Adapter
3 3 @ @ £
£ £ £ £ @
i w i w e
Cmd—i— 19 19 —
Modem Z . HDD, Pen drive, etc # %
{Cable, VDSL, Flber, PON, etc) o

| IQDSIiplriolritization. 1IP Thro.t‘liljg}l | ,:&
L. |

- T -y
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3G/4G LTE Router mode

Power

Reset L oN

DSL 4 3 2 1 n:
e e e e v |

Ethernet @) RoFF

[0

SIM card available from
your service providers

|

HDD, Pen drive, etc f 4

Ethernet Cable
USB Connection

éﬂ Ethernet Cable
! Ethernet Cable
Ul
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Network Configuration

Configuring a PC in Windows 7/8

1. Go to Start. Click on Control
Panel.
Then click on Network and
Internet.

2. When the Network and Sharing
Center window pops up, select
and click on Change adapter
settings on the left window
panel.

3. Select the Local Area
Connection, and right click the
icon to select Properties.

(=5 w5
ol

=4[ 5=

GCJ [ES + Control Panel »

Adjust your computer's settings View by:  Category ¥

User Accounts and Family Safety
) Add or remove user accounts
) Set up parental controls for any user

,v‘ System and Security

our computer's status

Appearance and Personalization

w Change the theme
Change desktop background

.. Network and Internet
G i viewn i

2., Choose homegroup and sharing options Adjust screen resolution

! Hard‘ware an‘d S?‘“d Clock, Language, and Region
View devices and printers
ﬁ E L Change keyboards or other input methods

Add a device

Adjust commanly used mobility settings

# W\ [aseof Access
J Let Windows suggest settings

=
- Programs Optimize visual display

ks
N8 Uninstall s program

[EER =5
o
)

tr <« Metwork and Intemet b Metwerk and Sharing Center

+[44][ 5=

Contrel Panel Home . . . . .
View your basic network information and set up connections

LY = @

See full map

Change adapter cettings

o TEST-PC BGSLOM-CNC Intemet
(This computer)
settings . -
View yeur active netwerks Connect or discennect
F==r BGSION-CNC Access type: Internet i
“h R 5 Connections: reless Network Connection
Public network
an
Change your netwerking settings
i Setup a new connection or network
=" Setup awireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
paint.
'~§. Connect to a network
Connect or reconnect te a wireless, wired, dial-up, or VPN network cennection.
U &/ « Metwork and Intemet » Network Connections » +[44][ 5= o
Organize » Disable this netwerk device Diagnose this connection Rename this connection  »» = O @

Local Area Cannection | = Network Extender

@ standalone Network Extender

Net(| @ Dicable F=. Disconnected >, Disconnected
@2 Brod . B Metwork Extender SSLVPN Adapter % Standelone Network Extender SSL...
atus
Wire Wireless Network Connection 3
Diagnose

.
k! Not connected
ol \icrosoft virtust wiFi Miniport A...

b4
El

# Bridge Connections

Create Shortcut
Delete

® Rename

# Properties I

—
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IPv4:

4. Select Internet Protocol | . )
Version 4 (TCP/IPv4) then click + Local Area Connection Properties

Properties Metworking | Sharing

Connect using:

l_-'l'* Broadcom 57k Gigabit Integrated Contraller

This connection uses the following tems:

o8 Cliert for Microsoft Networks

810,05 Packet Scheduler

.Q File and Printer Sharing for Microsoft Metwarks
. Intemet Protocal Varsion 6 (TCP/IPYE)

4
i Linke-Layer Topology Discovery Mapper [0 Driver
v Linlke-Layer Topology Discovery Responder

[ Install... ] Uninstall Froperties

Diescription

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse inferconnected networks.

[ OK ][ Cancel ]

5. In the TCP/IPv4 properties

. . 1 1, x
window, select the Obtain an IP Internet Protocol Version 4 (TCP/IPvd) Properties -H
add ress autom atically and General | Altemnate Configuration

Obtain DNS Server address

automatically radio buttons. ‘You can get IP settings assigned automatically if vour network supports

this capability, Otherwise, you need to ask your network administrataor

Then click OK to exit the setting. for the sppropriste P settings.

6. Click OK again in the Local
Area Connection Properties
window to apply the new
configuration. IF address:

i@ Obtain an IP address automatically
() Use the following IP address:

Subnet mask:
Defaulk gateway:

(@ Obtain DMS server address automatically

{1 Use the following DMS server addresses:

Preferred DMS server:

Alkernate DMS server:

Validate settings upon exit

[ OK ][ Cancel ]
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IPv6:

4.

Select Internet Protocol
Version 6 (TCP/IPv6) then click
Properties

In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically
and Obtain DNS Server
address automatically radio
buttons. Then click OK to exit
the setting.

Click OK again in the Local
Area Connection Properties
window to apply the new
configuration.

[E] Local Area Connection Properties

Metworking | Sharing

Connect using:

l_-'lf‘ Broadcom 570x Gigabit Integrated Controller

This connection uses the following tems:

9™ Cliert for Microsoft Networks
QGDS Packet Scheduler

Imtemet Protocol Version g TCP/I Py

. TNEmet Protocol versiond (1L TPva]
i |inke-Layer Topology Discoveny Mapper 150 Driver
i Link-Layer Topology Discovery Responder

oncs

Imstall... Uininstall Froperties

Description
TCPIAP version 6. The next-genetion version of the internet

pratacol that provides communication across diverse
interconnected networks.

oKk || Cancel |

P

[ Intemet Protocol Version 6 (TCP/IPVE) Properties |2 e

General |

You can get IPv6 settings assigned automatically if your netwerk supports this capabiity.
Otherwise, you need to ask your netwark administrator for the appropriate IPv6 settings.

@ Obtain an [PvE address automatically
Use the following IPvé address:

" Obtain DNS server address automatically
@' Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
vt settos pon ext —
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Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and
Sharing Center at the top bar.

m Add a printer 8 Add a'wire

I ‘ Organize v = Views ~ 3 NEWGTKand SHanng Center

This computer is not connected to a network. Click to connect...

. Nameﬁ Category

Eavortelinks Workgroup Metwork location

E| Documents

E| Pictures

Q‘ Music

|4 Recently Changed
E Searches

M Public

3. When the Network and Sharing
Center window pops up, select
and click on Manage network

connections on the left window
pane_ View computers and devices

< Network and Internet » Metwork and Sharing Center ¥ | #4 [i| Search

Network and Sharing Center

Connect to a network

Set up a connection or network ‘&’
i ———

Manage network connections :
TESTI-WHQL Internet
Diagnose and repair (This computer)

!.- Not connected

You are currently not connected to any networks.
Connect to a network

4, Select the Local Area
Connection, and right click the
icon to select Properties.

Marme Status Device Mame Connectivity Metwork Cate

Dial-up (2} -
e .@ Metwork Extender l-' [ Standalone Metwork BExtende
- i‘;h_ Disconnected T "“‘.:rr Disconnected
&4 Network Extender SSLVPM A... &4 1SDN WAN Device

LAM or High-5peed Internet (1)

;F' Local Area Connection
; ' : N = 1o Ll 1 |
K 2 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties |
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IPv4:
1t - ﬂ
5. Select Intenet  Protocol Tz Kres Conmection Properies M s g

Version 4 (TCP/IPv4) then click
Properties. Networking |

Connect using:

E"‘ Intel(R) 825660M Gigabit Network Connection

I This connection uses the following tems:

! & Cligrt for Microsoft Networks
| =005 Packet Scheduler
.Q File: and F‘nnter Shanng for Microsoft Networks

H'tteme‘. Protocal Version 4 {TCP/1Pwd) .

. Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

nstall.. | | Uninstal Properies

Dlescription

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

| ok || Cancel |
6. In. the TCP/IPv4 prgperties Internet Protocol Version 4 (TCP/IPv4) Properties -8
window, select the Obtain an IP - :
address  automatically and General | Alternate Configuration |
Obtain DNS Server address
automatically radio buttons. fou can get IP settings assigned automatically f your network supports

this capability. Otherwise, you need to ask your network administrator

Then click OK to exit the setting. B e st 11 Settis:

7. Click OK again in the Local Area
Connection Properties window
to apply the new configuration.

(@ Obtain an IP address automatically
(7) Use the following IP address:

IP address:

aubnet mask:

Defaulk Jakeay

(@ Cbtain DMNS server address automatically
() Use the following DMS server addresses:

Preferred DNS server:

aleernake DMNS server:

[ oc ]| canca |
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IPv6:
8. Select Internet Protocol | 0 ) :
Version 6 (TCP/IPv6) then click Local Ares Connection Properties =

Properties. Metworking | Sharing

Connect using:

l‘-'lf*' Intel{R) 825660M Gigabit Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Netwarks

B 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

i Intemet Protocal Versiond (TCP/IPwd)

i Linke-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

[ Install... ] Lininstall Froperties

Description
TCPAR version §. The next-genetion version of the internet

protocal that provides communication across diverse
interconnected netwarks.

ok || Cancel |

- P

 Intemet Protocol Viersion 6 (TCP/IPv) Properties | P i

9. In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically and
Obtain DS Server address i o I ta oo P
automatically radio buttons.

Then click OK to exit the setting.

General |

@) Obtain an [Pvé address automatically

10. Click OK again in the Local Area s - et

Connection Properties window
to apply the new configuration.

") Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
Bkah s snow
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Configuring a PC in Windows XP

IPv4:

1. Go to Start / Control Panel (in Classic [l E@I
. . ile di = avorites oals = i
View). In the Control Panel, double-click | ™ = ™ ° ; =
on Network Connections O - @ - | P [ roen |-

Address ;[}‘ Contral Panel VI )
»~

2. Double-click Local Area Connection. : % L H °

g" Control Panel &3

G Switch bo Categary Yiew
See Also s _ai %

Printers and  Regional and  Scanners and

Phone and  Power Options
Modem ...

‘“ ‘Windows Updake Faxes Language ... Cameras
@) Help and Support ,"} @ -
=) ;
Scheduled Sounds and Speech
Tasks Audio Devices 2

3. In the Local Area Connection Status S E N Lb st h
window, click Properties. General | Support]

Connection
Status: Connected
Duration: o0:19:32
Speed: 100.0 Mbpsz
Aokt =
Sent J:,.-J—l Feceived
B
Packets: 27 o
d Froperties *[ Diizable ]
4
e

Close

A local Area Connection Properties

4. Select Internet Protocol (TCP/IP) and —
click Properties. oSS

| HE AS5USTek /Broadocom 4402 104100 Integrated Controller |

This connection uses the following items
B3 Client for Microsoft Metworks
4=, File and Printer Sharing for kMicrosaft Metworks
4=l QoS Packet Schedulsr

Imtermet Protocol (TCPAP]

Install... Uninstall [ Propeties )]
—_—

D escription

Transmission Control Protacal/intermet Pratocol. The default
wide area network protocol that provides communication
across diverze interconnected netwasorkes.

[ Shew icon in natification area when connected

5. Select the Obta| n an “:) add ress Internet Protocol (TCP/IP) Properties

General | Altermate Corfiguration |

automatically and the Obtain DNS

. . this capabiliy. Dthenvise. vou need to ask pour network administrator for
server address automatically radio | M= =reweeiaeiesein:
&) Obtain an IP address autornatically

buttons- 2 Use the following IP address:

(—
[—
(—

6. Click OK to finish the Configuration‘ &)Dbtain DMS server address automatically

2 Use the following DMS server addresses:

7]
[

[—r—
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IPv6:

IPv6 is supported by Windows XP, but you should install it first.

Act as shown below:

1. On the desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following screen
appears.

et Cz\ZWINDOWS\=ysteni2\cad. exe

C:~Documents and Settingssytt>

2. Key in command ipv6 install
e CzA\WINDO¥S5h=ysten32\cad. exe
C:sDocuments and SettingssyttXipub inztall

Installing...
Succeeded.

C:“Documents and Settingssyttl

Configuration is OK now, you can test whether it works ok.
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Configuring a PC in Windows 2000

1. Go to Start > Settings > Control Panel.

In the Control Panel, double-click on Network

and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local
window click Properties.

4. Select Internet Protocol (TCP/IP) and

click Properties.

5. Select the Obtain an IP
address automatically radio buttons.

6. Click OK to finish the configuration.

Area Connection Status

address
automatically and the Obtain DNS server

24

[ Network and Dial-up Connections ngﬂ

Fle Edi View Favortes Tooks Advanced Help |ﬁ

EBack - = - | @Search L Folders ®| B xa ‘ [

Address I hetwork and Ciakup Connections j @GD
— ™ =

8 -1
¥ :

) Make New
Network and Dial-up  Connection
Connections
Local Area Connection
Type: LAN Connection
Status! Enabled

A5USTeKBroadcom +40x 10/100
Integrated Contraller

Local Area Connection Status

Zl =l

General I

— Connection

Status: Connected
D uraticin: O6:16:26
Speed: 100.0 Fbps
— &uchivik
* il .
Sent —— gl Feceived
Fackets: 12.215 | 109427

Froperties I Dizable I

Close I

=i ==|

Local Area Connection Properties

Gereral |

Connect using:

I ASUST ek /ABroadcom 440x 105100 Integrated Controller

Compornents checked are used by this connection:

Client for Microsoft Metveorks
ils and Printar Sharing for Misrosoft Metworks
-3 | rt=rnet Protocol [TERAP)

Imstall. |

U mirstall | Properties |

Cescription
Transmission Contral Protocaldlinternet Pratocal. The default
wiide area netwaork protocal that provides communication

across diverse interconnected nebworks.

I Show icon in taskbar when connected

oK | Cancel |

Internet Protocol (TCP/IP) Properties

d ]

General |

rou ean get |P settings assigned automatically if vour network supports
this capability. Othenvize, you need ta ask your network adrministrator For
the appropriate IF settings.

+ Obtain an IP address automatically

i+ Obtain DMNS server address automatically

—{ Use the following IP address:
IF addiess:

Subnet mask:

D efault gateveay:

— Use the fallowing DNS server addresses:

Freferred DS server: I B

Acvanced |
[T | Cancel |

Alternate DHS server:




Configuring a PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration tab.

2. Select TCP/IP > NE2000 Compatible, or
the name of your Network Interface Card (NIC)
in your PC.

3. Select the Obtain an IP address

automatically radio button.

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

HNetwork Ed B3
Configuration I Idertification I Access Contral I
The following nebwork components are installed:
Microsaft Family Logon ;I

SR ASUST ek /Broadcom 440 10100 Integrated Controller

BHE Dial-Up Adapter

Y TCPAP -» A5USTek /Broadcom 440x 10100 |ntegrated
»

[ TCFRAP -» Dial-Up Adapter

< |

T Froperties

Add... | Remove | [

FPrnmary Mebwork Logon:
IMicrosoft Farily Logor

|

File and Frint Sharing... I

Dezcription
TCFAIP is the protocol pou use to connect to the Intermet and
wide-area networks.

Ok I Cancel I
TCP/IP Properties =
Bindings I Advanced 1 MNetBIOS 1
IF Address

DMS Configuration I G ateveay I WS Configuration

A IP address can be automatically assigned to this computer.
If your netveork. does not automatically asszign IP addresses, azk
wour nebwork. administrator for an address. and then vpe it in
the zpace below.

I+ Obtain an [P address automaticalls

 Specily an IP address:

1B Eddiess: | H H - |

Subret M asks | . . - |

TCP/IP Properties

Bindirgs Advanced MetBIOS |
DMS Configuration I Gateway I WIS Configuration I IP Address

= &
— " Enable DMNS

Host I

S Senvern Sear et Wder

[Marratt) Suffiz SeareiEnder,
| el

Cancel
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Configuring a PC in Windows NT4.0

HNetwork = E3

Identification | Services Protocols | Adapters | Bindings |

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on Network
and choose the Protocols tab. il s

T NWLink IPH/SPX Compatible Transport
W NWwLink NetBIOS

2. Select TCP/IP Protocol and click Properties.

s |_memove_|CFrpe

- Description:
Transport Control Protocol/lntemet Protocol. The default wide
area network. protocol that provides communication across
diverse interconnected networks.

| (n] . I =
3. Select the Obtain an IP address from a I

DHCP server radio button and click OK. St e e PR DT

A 1P address can be automatically assigned to this network card
by a DHCF server. If pour nebwork does not hawve a DHCR server,
azk vour network. administrator for an address. and then tepe it in
the space below.

L Obtain an IP address from & DHCF serwer
— { Specify an |P address

I ddress I

Subret FMask: |

LrefaulbE Steve |

Advanced. .. I
oK | Cancel | e |
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

Three user levels are provided by this router, namely Administrator, Remote and Local
respectively. See Access Control .

@ Administrator

P Username: admin
B Password: admin

@ Local

B Username: user
= Password: user

@ Remote

B Username: support
Bk Password: support

If you have forgotten the username and/or password of the router, you can restore the device
to its default setting by pressing the Reset Button more than 5 seconds.

Attention

Device LAN IPv4 settings

Pk |IPv4 Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

Device LAN IPv6 settings

» |Pv6 Address / prefix: Default is a link-local address and is different from each other as MAC

address is different from one to one. For example: f€80:0000:0000:0000:0204:edff:fe01:0001 / 64,
the prefix initiates by fe80::

DHCP server for IPv4

» DHCP server is enabled.
B Start IP Address: 192.168.1.100
B |P pool counts: 100
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LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in

the table.

IPv4
LAN Port WAN Port
IPv4 address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function Enabled enabled to automatically get
P the WAN port configuration
IP addresses for ;00 Ilfl’gazd%%s?e;sogotrr\}tlnwnr? from the ISP. ?
distribution to PCs PR roug
192.168.1.199
IPv6
LAN Port WAN Port
IPv6 address/prefix Default is a link-local address and is
different from each other as MAC  The PPPOE function is
address is different from one to one. |enabled to automatically get
For example :the WAN port configuration
fe80::204:edff:fe01:1/64, from the ISP.
the prefix initiates by fe80::
DHCP server function Enabled
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE(RFC2516) [VPIVCI, VC [ LLC-based multiplexing, Username, Password, Service
Name, and Domain Name System (DNS) I[P address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPOA(RFC2364) Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

VPI/NVCI, VC / LLC-based multiplexing, Domain Name System (DNS) IP
DHCP Client address (it can be automatically assigned by your ISP when you connect or
be set manually).

IPOA(REC1577 VPI/NVCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
OA( ) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).

Pure Bridge . ) )
VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.

29



Easy Signh On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect to the
internet in a matter of seconds without having to logon to the router GUI for any detail configuration.
This configuration method is usually auto initiated if user is to connect to the internet via Billion's
router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser, the
EZSO WEB GUI will automatically pop up and request that you enter some basic information that
you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing the
internet sooner than you realize.

EZSO window pops up:
Stepl: Set the administration password.

Easy Sign On : \- .
I = i“’t .

¥ Administrator Password

Configure Administrator Password

New Password (maximum length is 15}
Confirm Password {maximum length is 15}
Continue

Step 2: Set the Time Zone.

Easy Sign On : \- .
I e i“’t .

~Time Zone
Configure Time Zone Offset

Time zone offset (GMT-00:00} Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London »

Step 3: Configure the WAN interface.

DSL mode

Before configuring with DSL mode, please confirm you have correctly connected the DSL line, and it
is now synchronized.

IEas'_.' Sign On Au\t. .

* WAN Interface  ( WAN > Wirgless
Select WAN Interface

IMain Port | DSL ~ | (Current Main Port: Ethernet)
Layer2 Interface ®amm Opmm

1. Select DSL, press Continue to go on to next step, press “Done” to quit the setting.
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2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

IEas',' Sign On ‘“_\Cﬁ .

TWAN Interface (WAN = Wireless

WAN Service

Type gl_:'F‘F" -J';'El'.l.ftherﬁéi.\I.:‘IE‘IE‘.-_‘.I-Ef: -

VP VEL _' [0-255] / | | [32-65535]
Username [ i

Fassword

Senvice Name

Encapsulation Made [LLcisnAP-BRIDGING ~

Authentication Method [auTo |
IPv4 Address [ static

IF Address
IPv6 for this senice ¥ Enable
IPVE Address [ static

IF Address |
nTU [1402

If the DLS line doesn’t synchronize, the page will pop up warning of the DSL connection failure.

IEasy Sign On *“_\[A_ .

~ WAN Interface (WAN = Wireless)
DSL Line Is Not Ready. Please Check your DSL Line and wait for a while.

3. Wait while the device is configured (DSL synchronized).

IEas',' Sign On ‘W[‘.! .

~ WAN Interface ( WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success and next to wireless, if you want skip wireless setting, click
Done.

IEas',n Sign On ;““\cﬁ .

~ WAN Interface  ( WAN = Wireless)
Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless H Done |

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On L“‘\E .

TWAN Interface

Stop EZSOD
You stopped the EZS0 procedure. Web Configuration will now load.
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key. (1. Leave
it empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEaay Sign On

TWireless (WAN= Wireless
Parameters

Wireless

381D

WPA2 Pre-Shared Key

I Easy Sign On

 Wireless (WAN = Wireless

Please wait while the device is configured.

Enable
|wlan-ap-2.4g

| Click here to display

6. Success in configuring the EZSO.

I Easy Sign On

~ Process finished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured

You can now:

1. Log onto the router management interface for more advanced seftings on 192 163.1.254

2. Continue to wpad.home gateway/wpad.dat

Click link 192.168.1.254, it will lead you to the following page.

I Status

~ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPv4 Address

LAN IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

> VWAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPvd Address
Connection Time

Primary DMNS Server

Secondary DNS Server

Default IPvG Gateway / IPvG Address

BiPAC T20NZ
home.gateway

0D OH 411 118
Thu May & 06:26:53 2014
2324 dr1

192.168.1.2584
2000:1211:1000:4d00:204: edff-fe01: 1/64
00:04:ed:01:00:01

AZpDO038f.d24h
5.30.102.7 cped 12008 4

1291

26919

ppp0.1(DSL)/10.40.80.211

00:02:44

218.2.135.1

218.21351

ppp0.1(DSL)/ 2000:dp98:1000:1000:29ac:afc6:59a4:5816/64
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Ethernet mode

1. Select Ethernet, press Continue to go on to next step.

IEasy Sign On ;“‘\[" .

~ WAHN Interface  (WAN = Wireless)
Select WAN Interface
Wain Paort Ethernet % | (Current Main Port: DSL)

2. Enter the username, password from your ISP, for IP and DNS settings, also refer to your ISP.
Here IPv6 service is enabled by default.

IEas',I Sign On “\E_ .

~VUAN Interface  (WAN > Wireless )

WAN Service

Tipe [PPP over Ethemet (PPPGE) (v
LUsername i
Passwaord

Service Mame

Authentication Methad [AuTo ¥

IPv4 Address [ static
IF Address L

IPvE for this service Enable

IPv6 Address [ static
IP Address

WU [142

Continue

3. Wait while the device is configured.

IEasv Sign On i“\t" .

¥ WAN Interface (WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success.

IEasy Sign On i“'\t‘! .

~ WAN Interface [ WAN = Wireless )
Congratulations !
Your WAM port has been successfully configured.

Mext to Wireless H Done ]

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On l“\‘é .

T WAN Interface

Stop EZ50
You stopped the EZS0 procedure. Weh Configuration will now load
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEasy Sign On

TWireless (WAN=> Wireless
Parameters

Wireless

ssiD

WPAZ Pre-Shared Key

IEasp Sign On

 Wireless (WAN = Wireless

Please wait while the device is configured.

Ml Enable
|wlan-ap-2.4g

| Click here to display

6. Success in configuring the EZSO.

I Easy Sign On

~ Process Tinished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured

You can now:

1. Log onto the router management interface for more advanced settings on 122.165.1.254

2. Continue to wpad.home. gateway/wpad dat

Click 192.168.1.254, it will lead you to the following page.

I Status

~ Device Information

Maodel Name

Host Name

System Up-Time

Date/Time

Software Version

LAM IPvd Address

LAM IPvE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Yersion

v VWAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPvd Address
Connection Time

Primary DNS Server

Secondary DNS Server

Default IPvG Gateway / IPvG Address

BIiPAC 7820MZ

horme. gateway

0D OH 8M 345

Thu May 8 08:32:16 2014
2.32d.dr1

192.168.1.254
2000:1211:1000:4d0b: 204 edff fe01:1/64
00:04:2d:01:00:01

AZ2pD038fd24h

6.30.102.7.cped 12L05.4

0

0

ppp0.1(Enternet)/ 10.40.90.211
00:02:44

218.21351

218.2.1351

ppp0.1 (Ehternet) / 2000:do98:1000:1000:29ac; afc6:59a4.5816/64
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3G/LTE
1. Select 3G/LTE, press Continue to go on to next step.

Easy Sign On \‘ .
I ¥ 5ig L““c -

~* WAN Interface [ WAN = Wireless
Select WAN Interface

Iain Part [36ATE [ (Current Main Port: 3GLTE)
UUsername
APM internet

Continue Done

2. Select the 3G/LTE mode, and enter the APN, username, password from your ISP; and check with
your ISP with the authentication method setting for each SIM (SIM1 and SIM2).

Note: Given that BIPAC 7820NZ supports dual -SIM mobile connectivity, please determine which
SIM you are gonna use or both (3G/LTE failover), and set the exact required connecting information
for each SIM (SIM1 and SIM2).

IEaS',' Sign On ‘u\{. .

T VAN Interface (WAN = Wireless

Parameters

SN 1

Mode UMTS 3G preferred »
APN |internet

Username

Password

Authentication Hethod [0 ™

PIN '

MTU 1500

SIM 2 (Current)

Mode UMTS 3G preferred (v
APM linternat

Username '

Password

Authentication Method AUTO w

PIN [

MTU 1500

Failaver

Obitain DNS @ Use wan Interface O Use Static NS O Parent Contrals

Primary DNS | Secondary DNS

*Warning: Entering the wrong PIN code three times will lock the SIM

3. Wait while the device is configured.

IEaay Sign On L“L\[" .

* WAN Interface (WAN > Wiraless

Please wait while the device is configured.

4. WAN port configuration is success.

Easy Sign On “"\C‘ .
foorse .

~ WAN Interface [ WAN = Wireless
Congratulations !
Your WAN port has been successfully configured.

Nextto Wireless | [ Done |

Click Done, web configuration will be loaded, you will enter the web configuration page.
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IEasy Sign On l“"\-[._ .

TWAN Interface
Stop EZSO

You stopped the EZS0 procedure. Web Configuration will now load

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES).

IEas;- Sign On

T\ireless (WAN = Wireless
Parameters

Wireless

SSID

WPAZ Pre-Shared Key

IEas‘,I Sign On

* Wireless (WAN = Wireless

Please wait while the device is configured.

[lEnable

|wian-ap-2.4g

7. Success in configuring the EZSO.

IEas',' Sign On

T Process finished

Success.

The Easy-3ign-0n process is finished. Your device has been successfully configured.

You can now:

1. Log onto the router management interface for more advanced settings on 132 158 1.254

2. Continue to www.sohu.com

Click 192.168.1.254, it will lead you to the following page.

IS[EI{LIS

¥ Device Information
Madel Mame

Host Name

System Up-Time
Date/Time

Software Version

LAMN IPv4 Address

LAM IPVE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

T WAN

Line Rate - Upstream (Khps}

Line Rate - Downstream (Kbps)
Default Gateway | IPvd Address
Connection Time

Primary DNS Server

Secondary DMS Server

Default IPvE Gateway | IPvE Address

BIPAC 7820MNZ

home.gateway

0D OH 12M 435

Thu May 8 06:35:25 2014
2.32d.dr

192.168.1.254
fe80:204:edfffe01:1/64
00:04:ed:01:00:01

AZpD038f d24h

£.30.102.7 cped.12L08.4

]

0

ppp3gl(3G/ATE) / 10.44.183.197
00-08:30

2215455

58.240.57.33

ppp0.1 (DEL)
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Chapter 4: Configuration

Configuration via Web Interface

Open your web browser; enter the |IP address of your router, which by default is 192.168.1.254, and

click i or press ‘Enter’ key on the keyboard, a login prompt window will appear. The default root
username and password are “admin” and “admin” respectively.

Windows Security [l

The server 192168.1.254 at BiPAC 7820MZ requires a username and
password.

Warning: This server is requesting that your usernarme and password be
zent in an insecure manner (basic authentication without a secure
connection).

| LIser name |

| Password |

["] Remember my credentials

| ok || cancel

Congratulations! You are now successfully logged on to the Triple WAN ADSL2+ Firewall
Router!
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Once you have logged on to your BiPAC 7820NZ Router via your web browser, you can begin to set
it up according to your requirements. On the configuration homepage, the left navigation pane links
you directly to the setup pages, which include:

@ Status (Summary, WAN, Statistics, Bandwidth Usage, Route, 3G/LTE Status, Route, ARP, DHCP,
VPN, Log, VRRP Status)

@ Quick Start (Quick Start)

@ Configuration (LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT,
Wake On LAN)

@ VPN (IPSec, VPN Account, Exceptional Rule Group, PPTP, L2TP, OpenVPN, GRE)

@ Advanced Setup (Routing, DNS, Static ARP, UPnP, Certificate, Multicast, Management,
Diagnostics)
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Status

This Section gives users an easy access to the information about the working router and access to
view the current status of the router. Here Summary, WAN, Statistics, Bandwidth Usage,
3G/LTE Status, Route, ARP, DHCP, VPN, Log and VRRP Status subsections are included.

* Summary

* VAN

b Statistics

F Bandwidth Usage
* 3GILTE Status
' Route

* ARP

* DHCP

VPN

F Log

' VRRP Status

+Configuration

rAdvanced Setup
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Summary

The basic information about the device is provided here (the following is a configured
screenshots to let users understand clearly).

2\
IStatus ‘\‘;:- .

~ Device Information

Model Mame BiPAC 7820NZ

Host Mame home.gateway

System Up-Time 00 OH 40 113

Date/Time Thu May 8 06:26:53 2014
Software Version 2.32d.dr1

LAN IPv4 Address 192.168.1.254

LAN IPvG Address 2000:1211:1000:4d0b:204 edfffe01:1/64
MAC Address 00:04:ed:01:00:01

DSL PHY and Driver Version AZpD038fd24h

Wireless Driver Version 6.30.102.7.cpe4.12L08.4

T VWAN

Line Rate - Upstream (Kbps) 1291

Line Rate - Downstream (Kbps) 26919

Default Gateway ! IPvd Address ppp0.1 (DSL)/10.40.90.211

Connection Time 00:02:44

Primary DNS Server 218.21351

Secondary DMNS Server 21821351

Default IPvG Gateway / IPvG Address ppp0.1 (DSL)/ 2000:db98:1000:1000:29ac:afch:59a4:5816/64

Device Information
Model Name: Displays the model name.

Host Name: Displays the name of the router.

System Up-Time: Displays the elapsed time since the device is on.

Date/Time: Displays the current exact date and time. Sync button is to synchronize the
Date/Time with your PC time without regard to connecting to internet or not.

Software Version: Firmware version.

LAN IPv4 Address: Displays the LAN IPv4 address.

LAN IPv6 Address: Displays the LAN IPv6 address. Default is a Link-Local address, but
when connects to ISP, it will display the Global Address, like above figure.

MAC Address: Displays the MAC address.

DSL PHY and Driver Version: Display DSL PHY and Driver version.

Wireless Driver Version: Displays wireless driver version.

WAN

Line Rate — Upstream (Kbps): Displays Upstream line Rate in Kbps.

Line Rate — Downstream (Kbps): Displays Downstream line Rate in Kbps.

Default Gateway/IP4 Address: Display Default Gateway and the IPv4 address.
Connection Time: Displays the elapsed time since ADSL connection is up.

Primary DNS Server: Displays IPV4 address of Primary DNS Server.

Secondary DNS Server: Displays IPV4 address of Secondary DNS Server.

Default IPv6 Gateway/IPv6 Address: Display the IPv6 Gateway and the obtained IPv6
address.
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WAN

This table displays the information of the WAN connections, users can turn here for WAN connection
information.

IS‘.aius W‘[‘ .
A -

T WAN
Wan Info

interface  Description Type Status f_ﬁged“” IPvé Address [Py Address DNS

ppp0.1 pppoe 0 8 35 PPPoE | Disconnect 00:04:54 10.40.90.194 2000:db88:1000:1000:6669:bf38:a1e06ceZi64 21821351

JGI/LTE Card not

USB3aGo Haind

Interface: The WAN connection interface.

Description: The description of this connection.

Type: The protocol used by this connection.

Status: To disconnect or connect the link.

Connection Time: The WAN connection time since WAN is up.
IPv4 Address: The WAN IPv4 Address the device obtained.
IPv6 Address: The WAN IPv6 Address the device obtained.
DNS: The DNS address the device obtained.
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Statistics

LAN

The table shows the statistics of LAN.

Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no

P4/EWAN interface as P4 is working as a WAN port.

I Status

e

~LAN Statistics
Received Transmitted
Interface
Byles Packets Errors Drops Bytes Packets Erors Drops

P4/EWAN 0 0 ] 0 1] 0 0 1]

P3 0 0 ] 0 0 0 0 0

B2 398001 37a 0 0 3661257 4655 0 0

P1 0 0 o o ] o 0 0

wio 0 0 0 0 3296 24 0 0

I Status “}t
Y
¥ LAN Statistics
Received Transmitted
Interface
Bytes Packets Errors Drops Bytes FPackets Errors Drops
P3 0 0 1] 0 1] 0 0 o
P2 816819497 191880 ] ] 198896059 237800 a o
P1 0 0 0 0 0 0 0 0
wid 1179834 10153 ] i] 2506888 12190 ] o
Reset

Interface: List each LAN interface. P1-P4 indicates the four LAN interfaces.
Bytes: Display the Received and Transmitted traffic statistics in Bytes.
Packets: Display the Received and Transmitted traffic statistics in Packets.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.
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WAN Service

The table shows the statistics of WAN.

I Status WE .
A <

*WAN Service
Statistics

. Received Transmitted
Interface Description
Bytes Packets Errors Drops Bytes Packets Errors Drops
ppp0-1 pppoe_0 8 35 216903 993 0 0 10763 597 0 0
Reset

Interface: Display the connection interface.

Description: the description for the connection.

Bytes: Display the WAN Received and Transmitted traffic statistics in Bytes.
Packets: Display the WAN Received and Transmitted traffic statistics in Packests.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.

XTM

The Statistics-xTM screen displays all the xTM statistics

I Status WE .
4 <

TxTM

Interface Statistics
Port Number InOctets  Ouwt Octets InPackets OutPackets InOAMCells Out OAM Cells In ASM Cells  Qut ASM Cells In Packet Errors In Cell Errors
1 14467180 1330512 11347 7340 2 4 0 0 0 0

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.

Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.
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xDSL

N N
~xDSL
xDSL

‘ |

Line Coding (Trellis) ~ On

SNRMargin(08) 72 72
Atenuation(d) 00 13
OutputPower(@Bm) 72 93
Atiainable Rate (Kbps) 28388 1335

C
|

B(#ofbesinMuxDataFrame) 244 81
i 1
T (o Data Frames oversyncyes) 4 :

R (# of check bytes in FEC Data Frame) 0 0

S (ratio of FEC over PMD Data Frame length) 0.2853 19939
L(#ofbitsin PMD DataFrame) 5360 329
Dnterleaverdeptn) 1 1
Delay(msec) 07 0.49
INP(OMTsymool) 00 0.0
SuperFrames 0 0
SuperFrameEmors 0 0
RSWods D 3255787
RSCorectapleErrors D 0
RSUncomectable Emors 0 0
HECEMOrs D 0
OCDEmors 0 0
LCDEmO'S 0 0
TotaiCels 246668876 11669357
DataCells 174531 18211
Bitgmos 0 0
TomES 0 0
TotalsES 0 0
Tomuss 25 25

:
:
;

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+ and AnnexM.
Traffic Type: Transfer mode, here supports ATM and PTM.

Status: Show the status of DSL link.

Link Power State: Show link output power state.

Line Coding (Trellis): Trellis on/off.
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SNR Margin (dB): Show the Signal to Noise Ratio (SNR) margin.
Attenuation (dB): This is estimate of average loop attenuation of signal.
Output Power (dBm): Show the output power.

Attainable Rate (Kbps): The sync rate you would obtain.

Rate (Kbps): Show the downstream and upstream rate in Kbps.

MSGc (#of bytes in overhead channel message): The number of bytes in overhead channel
message.

B (# of bytes in Mux Data Frame): The number of bytes in Mux Data frame.

M (# of Mux Data Frames in FEC Data Frame): The number of Mux Data frames in FEC frame.
T (Mux Data Frames over sync bytes): The number of Mux Data frames over all the sync bytes.
R (# of check bytes in FEC Data Frame): The number of check bytes in FEC frame.

S (ratio of FEC over PMD Data Frame length): The ratio of FEC over PMD Data frame length
L (# of bits in PMD Data Frame): The number of bit in PMD Data frame

D (interleaver depth): Show the interleaver depth.

Delay (msec): Show the delay time in msec.

INP (DMT symbol): Show the DMT symbol.

Super Frames: The total number of super frames.

Super Frame Errors: The total number of super frame errors.

RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.

RS Uncorrectable Errors: Total number of RS words with uncorrectable errors.

HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test. The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL connection. The test is done by transferring idle cells containing
a known pattern and comparing the received data with this known pattern to check for any errors.

ADSL BER Test -- Start

The ADSL Bit Error Rate (BER) test determines the quality of the
ADSL connection. The testis done by transferring idle cells
containing a known pattern and comparing the received data with
this known pattern to check for any errors.

Tested Time (sec) 20 -

| start | | Close |
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Select the Tested Time (sec), press Start to start test.

ADSL BER Test -- Running
The xDSL BER testis in progress.

Connection Speed 27447 Kbps
The test will run for 20 seconds

[ Stop H Close I

When it is OK, the following test result window will appear. You can view the quality of ADSL
connection. Here the connection is OK.

ADSL BER Test -- Result
The ADSL BER test completed successfully.

Test Time 20 seconds
Total Transferred Bits  Ox000000001DATFS00
Error Ratio 0.00e+00

Close

Reset: Click this button to reset the statistics.
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Bandwidth Usage

Bandwidth Usage provides users direct view of bandwidth usage with simple diagram. Bandwidth
usage shows the use of the bandwidth from two angles: Transmitted and Received, giving users a
clear idea of the usage.

LAN

Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no
P4/EWAN interface as P4 is working as a WAN port.

IStatus m{“ .
4 —

~ LAN Bandwidth Usage-—Received

PAEWAN P3 P2 wil
| View LAN Transmitted | [ View WAN Traffic concurrently |

(DSL)

Press View LAN Transmitted button to change the diagram to the statistics from a Received Bytes
of view. (Note: P2 means Ethernet port #3, and the traffic information of the port #3 is identified with
green, the same color with P3 in the diagram; other ports all take the same mechanism.)
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When you press View WAN Traffic concurrently button, the WAN Bandwidth Usage pops up so
that users can view the WAN traffic concurrently.

[soen n: N

> \WAN Bandwidth Usage---Received

| ! | ! ! ! ! ! ! | ! | ! ! ! ! | ! | ! | ! ! ! ! | ! | 55152

1a238

ppp0.1
View WAN Transmitted
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WAN Service

= e

~\WAN Bandwidth Usage--—-Received

pppd.1
[ View WAN Transmitted ] [ Wiew LAN Traffic concurrently ]

Press View WAN Transmitted button to change the diagram to the statistics from a Received Bytes
of view.
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Press View LAN Traffic concurrently button to directly switch to the LAN Bandwidth Usage page
to view the LAN traffic concurrently.

ISlalus l“‘\t:t -

* LAN Bandwidth Usage-—-Received

PHEWAN P3 P2 F wil

Wiew LAN Transmitted
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3G/LTE Status

- A N

= JG/LTE Status

Paramelers

Current 384 S 1

Stalus Up

Signal Strength BNNNRENNER
Mabwork Hama A

MNabwork lMode LTS

Card Mame e —
Card Firmvacara R ——————————
Currend TX Byles | Fackets K

Currend R Bytes / Packels 1.7M 113K

Toltal TX Bytes | Packels 020 1 & 4K
Total RX Byles | Packets 10,70 1 8K

Total Connaction Time 00 14;55

Current SIM: The current SIM in use.

Status: The current status of the 3G/LTE card.

Signal Strength: The signal strength bar indicates current 3G/LTE signal strength.
Network Name: The network name that the device is connected to.

Network Mode: The current operation mode for 3G/LTE card, it depends on service provider and
card’s limitation, GSM or UMTS.

Card Name: The name of the 3G/LTE card.

Card Firmware: The current firmware for the 3G/LTE card.

Current TX Bytes / Packets: The statistics of transmitted Bytes / Packets, count for this call.
Current RX Bytes / Packets: The statistics of received Bytes / Packets, count for this call.

Total TX Bytes / Packets: The statistics of transmitted Bytes / Packets, count since 3G/LTE
connection is ready.

Total RX Bytes / Packets: The statistics of received Bytes / Packets, count since 3G/LTE
connection is ready.

Total Connection Time: The statistics of the connection time since 3G/LTE connection is ready.
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Route

I Status

~ Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate, D - dynamic (redirect), M - modified (redirect)

Destination Gateway
10.0.0.46 0.0.0.0
192.168.1.0 0.0.0.0
0.0.0.0 0.0.0.0

Subnet Mask Flag Metric
255.255.255 255 UH 0
255.255.255.0 u 0
0.0.0.0 u 0

Destination: The IP address of destination network.
Gateway: The IP address of the gateway this route uses.
Subnet Mask: The destination subnet mask.
Flag: Show the status of the route.
® U: Show the route is activated or enabled.
H (host): destination is host not the subnet.

®

® G: Show that the outside gateway is needed to forward packets in this route.
® R: Show that the route is reinstated from dynamic routing.

® D: Show that the route is dynamically installed by daemon or redirecting.

Semvice
pppoe_0_3_35

pppoe_0_8 35

® M: Show the route is modified from routing daemon or redirect.
Metric: Display the number of hops counted as the Metric of the route.
Service: Display the service that this route uses.
Interface: Display the existing interface this route uses.
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ARP

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’'s Security
— MAC Filtering function. Here IPv6 Neighbor Table, listed with IPv6 address-MAC mapping, is
supported.

A — —

TARP
ARP Table
IP Address Flag MAC &ddress Device Iark:
192.168.1.100 Complete 00:18.de.ce:8f.6h br0 wlan-ap-2.4g (2.4G)
192.168.1.102 Camplete 18:29:05:38:04:03 bra
172.16.1.254 Complete 00:50:7felb1:.14 eth0.1
Neighbor Cache Table
1P Address WAC Address Device Iark
feB0-d160:5adb:9009:87 ae 00:22-64:1b:6f7d ord
2000:1211:1002:4f0b:bd94:aa1e: 35679759 00-22-64:1b:66d ord

ARP table

IP Address: Shows the IP Address of the device that the MAC address maps to.
Flag: Shows the current status of the ARP entries.

® Complete: the route resolving is processing well.

® M(Marked as permanent entry): the route is permanent.

® P (publish entry): publish this route item.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.

Neighbor Cache Table

IPv6 address: Shows the IPv6 Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IPv6 address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.
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DHCP

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP server
in the device.

I Status i u}[" .

~DHCP

Leased Table

Host Name WAC Address IP Address Expires In Idark
hillion-17be6f1 18:29:05:38:04:03 192.168.1.100 18 hours, 47 minutes, 19 seconds

yit-FC 00:18:de:ce:8f.5b 182 168.1.101 23 hours, 58 minutes, 11 seconds wlan-ap-2.4g

Host Name: The Host Name of DHCP client.

MAC Address: The MAC Address of DHCP client host.

IP Address: The IP address which is assigned to the host with this MAC address.
Expires in: The remaining time of the IP being available for this host.

Mark: Show clearly the SSID (WLAN) the device is in.
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VPN
VPN status viewing section provides users IPSec, PPTP, L2TP and GRE VPN status.

IPSec

I Status \ %

TIPSec Status

VPN Tunnels
Mame Active Laocal Subnet Remate Subnet Remote Gateway SA
192.168.1.0 192 168.0.0 e
u X _ 9557559550 955955 9550 je o
Refresh

Name: The IPSec connection name.

Active: Display the connection status.

Local Subnet: Display the local network.

Remote Subnet: Display the remote network.
Remote Gateway: The remote gateway address.
SA: The Security Association for this IPSec entry.
Refresh: Click this button to refresh the tunnel status.
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PPTP

Jou n o
i _

¥ PPTP Status
PPTP Server ¥
Mame ¥ Enable Status Connection Type Peer Metwark IP Connect By Action

test v Connected Remote Access 172.16.1.207 Drop

PPTP Client »

Mame Enahle Status Connection Type Peer Metwark IP Client 1P Action
Refresh

PPTP Server

Name: The PPTP connection name.

Enable: Display the connection status with icon.
Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (client side) network and subnet mask in LAN to LAN PPTP
connection.

Connected By: Display the IP of remotely connected client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

PPTP Client

Name: The PPTP connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (server side) network and subnet mask.

Client: Assigned IP by PPTP server.

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.
Refresh: Click this button to refresh the connection status.
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L2TP

I Status WE .
& —

YL2TP Status

L2ZTP Server®

Mame ¥ Enable Status Connection Type Peer Metwork IP Connect By Action
testt Connected Remote Access 192.168.1.10
L2TP Client »

Mame Enable Status Connection Type Peer Network [P Client IP Action

L2TP Server

Name: The L2TP connection name.

Enable: Display the connection status with icon.
Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (client side) network and subnet mask in LAN to LAN L2TP
connection.

Connected By: Display the IP of remotely connected client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

L2TP Client

Name: The L2TP connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the network and subnet mask of server side.

Client: Assigned IP by L2TP server.

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.
Refresh: Click this button to refresh the connection status.
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OpenVPN

ISlalus

* OpenVPHN Status

OpenVPN Server *

Name ¥ Enable

test1 v

OpenVPH Client *

Mame Enable

| Refrash

ISialus

T OpenVPN Status

OpenVPN Server *

MName ¥ Enable
OpenVPHN Client »

Name Enable
test1 v

OpenVPN Server

Status
Connected

Status

Status

Status
Connected

Connection Type
Remote Access

Peer Metwaork IP

Connection Type

FPeer Network IP
192 168.158.1
(192.168.200.131)

Name: The OpenVPN connection name.

Peer Network IP

Client 1P

Feer Network IP

Client [P
192.168.15.22

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.
Peer Network IP: Display the subnet address of client side in LAN to LAN mode.

Server IP: The tunnel virtual IP of server side assigned by server itself.
Connected By: The assigned tunnel virtual IP to remotely connected OpenVPN client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

OpenVPN Client

Name: The OpenVPN connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.
Peer Network IP: Display the tunnel virtual address (WAN address) of server side.
Client: Assigned tunnel virtual IP by OpenVPN server.

Server IP
192.168.151

Action

Server [P

Action

Disconnect

Connect By
182.168.15.22

Connect By

A“}E

Action
[ Drop |

U

Action

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.

Refresh: Click this button to refresh the connection status.
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GRE

I Status WE
i

~GRE Status

Mame Enable Status Remote Gateway IP
test2 W Connected 69.121.1.22

Name: The GRE connection name.

Enable: Display the connection status with icons.
Status: The connection status, connected or disable.

Remote Gateway: The IP of remote gateway.

Refresh: Click this button to refresh the connection status.
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Log

System Log

Display system logs accumulated up to the present time. You can trace historical information with
this function. And the log policy can be configured in Configure Log section.

US|
I Status A “_[_ :

¥ System Log

Jan 10 02:50:25 daemon info kernel: br0: port 4(wl0) entering disabled state 2
Jan 10 02:50:25 daemon info kernel: device wi left promiscuous mode

Jan 10 02:50:25 daemon info kermel: brO: port 4(wl0) entering disabled state

Jan 10 02:30:26 daemon info kernel: device wi0 entered promiscuous mode

Jan 10 02:50:26 daemon info Kernel: br0: port 2(eth2) entering disabled state

Jan 10 02:50:26 daemon info kernel: br0: port 2(eth2) entering forwarding state

Jan 10 02:50:26 daemon info kernel: bro: port 4(wl0) entering forwarding state

Jan 10 02:50:26 daemon info kernel: brO: port 4(wl0) entering disabled state

Jan 10 02:30:27 daemon info kernel: device wi0 left promiscuous mode

Jan 10 02:50:27 daemon info Kernel: bro: port 4(wl0) entering disabled state

Jan 10 02:50:27 daemon info kernel: device wi0 entered promiscuous mode

Jan 10 02:50:27 daemon info kernel: brd: port 2(eth2) entering disabled state

Jan 10 02:50:2T7 daemon info kernel: bro: port 2(eth2) entering forwarding state

Jan 10 02:30:27 daemon info kernel: brO: port 4(wl0) entering forwarding state

Jan 10 02:50:39 daemon err syslog: dhcpd:sending ACK to 192.168.1.106

Jan 10 02:52:38 daemon err syslog: dhcpd:sending ACK to 192.168.1.103 b

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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Security Log

Security log displays the message logged about security, like filter messages and some firewall
message. You can turn to [P _Filtering Outgoing, |IP Filtering Incoming, URL Filter to determine if you
want to log this information. Also you can turn to Configure Log section below to determine the level
to log the message. You can use this to track potential threats to your system and network.

I Status \ “}C‘ .
A —

> Security Log

Jan 10 02:58:41 daemon alert kernel: Intrusion -> TCP packet from [eth0.1] 192.168.1.100:10322 o
192 168.1.254:80
Jan 10 02:58:44 daemon alert kernel: Intrusion -= TCP packet from [eth0.1] 192.168.1.100:10322 o
192 168.1.254:80

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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VRRP Status

IStatus

TWVRRP Status

Current Status
Current Master

Current Status: Show VRRP current status, Master or Backup.
Current Master: Show the IP address of current master.
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Quick Start

Quick Start

This part allows you to quickly configure and connect your router to internet.

DSL mode

ICIuick Start l“"\[-‘ .

~ VAN Interface  (WAN > Wireless )
Select WAN Interface
[ain Port [DSL %] (CurrentMain Port 3GILTE)

Layer2 Interface @ s OpmM

1. Select DSL, press Continue to go on to next step.

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

ICIuicK Start L“"\E_ .

*WAN Interface (VAN = Wireless

WAN Service

Type [PPP over Ethemet (PPPoE) |

VPIIVC [ 02581 1 [ |122-65535]
Username |

Password

Senvice Mame

Encapsulation Mode [LLC/SNAF-BRIDGING v
Authentication Methad AUTO ¥
IPv4 Address [ static

IP Address

IPvE for this senvice
IPvE Address
IP Address

MTu

Enahle
[ static

1492

If the DLS line is not synchronized, the page will pop up warning of the DSL connection failure.

I Quick Start

¥ VWAN Interface (WAN = Wireless

N N

DSL Line Is Not Ready. Please Check your DSL Line and wait for a while.
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3. Wait while the device is configured.
ICII.IiCK Start

> VAN Interface (VAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.
ICILIiCK Start
¥ VWAN Interface (VAN = Wireless)

Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).

ICIuick Start

TWireless [ WAN = Wireless

Parameters
Wireless Enable
ssID [wlan-ap-2.4g

WPAZ Pre-Shared Key

I Quick Start

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

I Quick Start

*Process finished

Success.

| Click here to display
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If Quick Start is finished, user can turn to Status > Summary to see the basic information.

I Status

¥ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPvd4 Address

LAM IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

> VAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPv4 Address
Connection Time

Primary DNS Server

Secondary DNS Server

Default IPv6 Gateway / IPv6 Address

BiPAC T820MNZ
home. gateway

0D OH 44 118
Thu May & 06:26:53 2014
2.32d.dr1

192.168.1.254
2000:1211:1000:4d0b:204: edff-fe01: 1/64
00:04:ed:01:00:01

AZpDO038f.d24h
5.30.102.7.cped. 12008 4

1291
26919

ppp0.1 (DSL)/10.40.90.211

00:02:44

218.2.135.1

218.2.135.1

ppp0.1 (DSL)/ 2000:db98:1000:1000:29ac:afch:59a4:5816/64
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Ethernet mode
1. Select Ethernet, press Continue to go on to next step.

ICIuick Start i‘% .

¥ VWAN Interface | WAN = Wireless )
Select WAN Interface
IMain Paort

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

ICIuick Start l‘% .

*WAN Interface (VAN = Wireless )

VAN Service
Tipe [PPP over Ethernet (PPPoE) [+ |
Username | |
Password | |
Service Name | |
authentication Method [auTo ]
IPv4 Address [ static

IP Address |
IPVE for this semvice Enable
IPvE Address [ static

IF Address |

TU 1402 |

3. Wait while the device is configured.

ICIuick Start i‘\‘tl_ .

~ WAN Interface (WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

[ s s o

T VAN Interface (VAN = Wireless )
Congratulations !

Your WaAN pert has been successfully configured.

Mext ta Wireless
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it

empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES).

IOLlick Start l% !
TWireless (WAMN> Wireless

Parameters

Wireless Enable

SSID [wlan-ap-2.4

WPAZ Pre-Shared Key

| Click here to display

ICIuicK Start “\‘E .
i _
* Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

I Quick Start

N N
* Process finished

Success,
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3G/LTE
1. Select 3G/LTE, press Continue to go on to next step.

ICIuicK Start l“}; .

¥ WAN Interface [ WAN = Wireless )
Select WAN Interface

Iain Port [3GLTE %] (Current Wain Port Ethernet)
Lsername
APN internet

Continue

2. Select the 3G/LTE mode, and enter the APN, username, password from your ISP; and check with
your ISP with the authentication method setting for each SIM (SIM1 and SIM2).

Note: Given that BIPAC 7820NZ supports dual -SIM mobile connectivity, please determine which
SIM you are gonna use or both (3G/LTE failover), and set the exact required connecting information
for each SIM (SIM1 and SIM2).

ICluicK Start &% .

Parameters

SIM 1

Mode :_'U TS 3G p_ref'e red v
APN [intermet

Username .

Password )
Authentication Methad AUTO v

PIN

MTU |1500

SIM 2 (Current)

Wode |UMTS 3G preferred v |
APN linternet

Username .

Passward L

Authentication Method [T ¥

PIN [

MTU |1500

Failover

Obtain DNS ® Use WaAN Interface O Use StaticDNs O Parent Controls
Frimary DNS | Secondary DNS i 1]

“Warning: Entering the wrong FIN code three times will [ock the S,

|

3. Wait while the device is configured.

ICIuick Start i“\t‘_ .

~ WAN Interface (WAN = Wireless

Please wait while the device is configured.
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4. WAN port configuration is successful.

ICIuicK Start

* WAN Interface (WAN = Wireless )
Congratulations !

Your WAM port has been successfully configured.

Mext to Wireless

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).

ICIuick Start

*Wireless (WAN > Wireless

Parameters
Wireless Enable
sSiD [wlan-ap-z.4g

WPAZ Pre-Shared Key

I Quick Start

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

ICIuicK Start

¥ Process finished

Success.

Click here to display
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT and Wake On
LAN.

» Quick Start
Configuration

* LAN

F Wireless

F VAN

F System

r USB

F 1P Tunnel

F Securty

b Quality of Service

* AT

* Wake On LAN

rAdvanced Setup

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region within
a building.

Ethernet

ICu}nfiguraiion

vLAN

Parameters

Group Mame Default

IP Address 192 168.1254

Subnet Mask 255.255.255.0

IGMP Snooping Enable

IGMP Snooping Made O standard Mode  ® Blocking Mode
LAM side firewall Cenable

DHCP Server

CHCP Server Enable b

Start [P Address
End IP Address
Leased Time (hour)

Option 56

182.168.1.100
192.168.1.199
24

Cenatle

TR

UUse Routers setting as DNS Server
Primary DNS server
Secondary DNS server

Static IP Lease List
Haost Label MAC Address IP Address Remave Edit

Add
IP Alias
IP Alias ClEnable

IP Address

Subnet Mask

Apply Cancel

Parameters

Group Name: This refers to the group you set in Interface Grouping section; you can set the
parameters for the specific group. Select the group via the drop-down box. For more information
please refer to Interface Grouping of this manual.

IP address: the IP address of the router. Default is 192.168.1.254.
Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have
members of that group.”

When enabled, you will see two modes:

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no
client subscribes to a multicast group, it won’t flood to the bridge ports.

LAN side firewall: Enable to drop all traffic from the specified LAN group interface. After activating it,
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all incoming packets by default will be dropped, and the user on the specified LAN group interface
can't access CPE anymore. But, you can still access the internet service. If user wants to manage
the CPE, please turn to |P_Filtering Incoming to add the allowing rules. Note that all incoming
packets by default will be dropped if the LAN side firewall is enabled and user cannot manage this
CPE from the specified LAN group.

DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

@® Disable

DHCP Server
DHCF Server Disable w

Disable the DHCP Server function.

® Enable

Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server

DHCP Server Enahle v
Start IP Address 192.168.1.100

End IP Address 192.168.1.199

Leazed Time (haour) 24

Option 66 [ Enable

Use Routers setting as DMNE Server

Primary DNS server

Secondary DMNS server

Start IP Address: The start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: The end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time (hour): The leased time for each DHCP Client.

Option 66: Click Enable to activate DHCP option 66 for some special devices, like IPTV Set Box.
The devices can get firmware or some special service from the TFTP server. User needs to set the
IP or hostname of the TFTP server.

User Router’s setting as DNS server: Select whether to enable use router’s setting as DNS server
to allow different LAN group with different DNS server settings.

If enabled, the PCs on the LAN side obtain the router’s setting as DNS server. If disabled, please
specify exactly the primary/secondary DNS server.

Primary/Secondary DNS server: Specify your primary/secondary DNS server for your LAN devices.

® DHCP Server Relay

DHCP Server
COHCP Server DHCP Server Relay

DHCP Server IP Address

DHCP Server IP Address: Please enter the DHCP Server IP address.
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Static IP List
The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assigns IP Addresses to Clients.

Static IP Lease List

Host Label MAC Address IP Address Remaove Edit

Add

Press Add to the Static IP List.

Ilionﬁgurazion u\‘ .
A L= —

¥ Static IP
Parameters
Hast Labkel

WMAC Address

IP Address

Cancel

Enter the MAC Address, IP Address, and then click Apply to confirm your settings. But the IP
assigned should be outside the range of 192.168.1.100-192.168.1.199.

Static IP Lease List
Haost Label MAC Address IP Address Remaove Edit

HP 18:29:05:38:04:05 192.168.1.200 O

—_—

IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two
or more local networks to the ISP or remote node.

IP Alias
IP Alias [l Enakle
IP &ddress

Suknet Mask

[i.ppl:.-] [ Zancel ]

IP Alias: Check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.
Subnet Mask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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IPv6 Autoconfig

The IPv6 address composes of two parts, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is “stateful” configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful auto-
configuration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is “stateless” configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

IConfigur'azi-}n u\- .
i T -

*IPvE Autoconfig

Parameters

Mote: Interface ID does MOT support ZERO COMPRESSION ™27, Please enter the complete information.
For exampe: Please enter "0:0:0:2"7 instead of 722",

Group MName Default v
Static LAN IPv6 Address Configuration

Interface Address / Prefix Length

IPvE LAN Applications

DHCPVG Server Enable

DHCPYE Server Type @ stateless O Stateful

Start interface ID 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour) 24

Issue Router Adverisements Enable

ULA Prefix Advertisement ClEnable

RADVD Type ® Randomly Generate O stati cally Configure
P refix

Preferred Life Time -1

‘alid Life Time -1

MLD Snooping M Enable O standard Mede @ Blocking Mode

Group Name: Here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: Enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: Check whether to enable DHCPvV6 server.
DHCPv6 Server Type: Select Stateless or Stateful. When DHCPVG6 is enabled, this parameter is
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available. Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in
LAN are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix) advertised by
routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
from DHCPV6 server.

Start interface ID: Enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: Enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION ":". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): The leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

ULA Prefix Advertisement: Enable this parameter to include the ipv6 ULA address in the RA
messages. ULA, unique local address, is an IPv6 address in the block fc00::/7. It is approximately
the IPv6 counterpart of the IPv4 private address. They are not routable in the global IPv6 Internet.

RADVD Type: The way that ULA prefix is generated.

® Randomly Generated

@® Statically Configured: select to set manually in the following parameters.
Prefix: Set the prefix manually.

Preferred Life Time: The ULA prefix life time. When the time is over, the ULA prefix is invalid any
more, -1 means no limit.

Valid Life Time: It is a time threshold, when the time is over, clients should obtain new IPv6 address
from the router through RA; -1 means to be limitless.

MLD snooping: Similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won’t flood to the bridge ports.
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Stateless and Stateful IPv6 address Configuration

Stateless: Two methods can be carried.
® With DHCPV6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a

combination of locally available information (MAC address) and information (prefix) advertised by
routers.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPVE Server ¥l Enable

DHCPvE Server Type ® stateless O Stateful
Startinterface 1D 0:0:0:2

End interface ID 000254

Leased Time (hour) 24

|ssue Router Advertisements [*] Enable

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPvV6 Server.
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Stateful: two methods can be adopted.
® With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour) 24

Issue Router Advertisements |:|En:3hle

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPV6 server.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPvE Server Type O Stateless & Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

Each group will perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button.

(Please Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no
P4/EWAN interface as P4 is working as a WAN port.)

" — W N

~ Interface Growping
Groups |solation Enabile [}
Apph |

Group Configuration

Kaximum number of entries can be configurad 18

Group Name Remoe WAN inerface LAM Interfacas DHCP Vendor IDs
ppp0.1 PAEWAN
P3
P2
afault
Dalau P1
wlan-ag-2.4g

(=)

Group Isolation: If enabled, devices in one group are not able to access those in the other group.
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Click Add to add groups.

I Combguration

*interface grouping Configuration

Paramaters

M you ks to automatically add LAM clients to a VAN Infarface in the new group add the DHCP vendar ID sifing

By configunng & DHCP wendor ID string any DHCP cliend reguest with the speciied vendor ID (DHCP aphon 800 will be dended an IF address rom thi [ocal DHCF seraer

e

IMPORTANT if & vendor i is configured for 3 speafic dient device, please REBOOT the client device atlached bo the modem o allow it to obiain an appropriste IF address

Growp Name

Grouped WAN Interfaces

Growped LAN interfaces

AutomaBically Add Clients With the following DHCP Vendar IDs

[ 2gpiy |[ cancet

Group Name: Type a group name.

Available WAH Interfaces

pppoe_0_8_3Sipppl1

0]

acailanhe LAN Interfaces

PLEWAN
P3
p— P2
‘_’] 1
{ = | wlan-ap-2.4g
| S

Grouped WAN Interfaces: Select from the box the WAN interface you want to applied in the group.

Grouped LAN Interfaces: Select the LAN interfaces you want to group as a single group from

Available LAN Interfaces.

Automatically Add Clients with following DHCP Vendor IDs: Enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an

Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping

table below.
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In group "test", P2 and PPPO0.1 are grouped in one group, they have their only network , see LAN.

= inferface Grouping

Groups Isolation Enabie ]
I aooty |

PRIy |
Group Configuration
Marmum number of &ntri@s can be configurad | 16

Group Mama Remae WAN Inatace LaN Intarfaces DHCP Vendar D3
P4EVaN
P3
Drafauf P1
wian-ap-2.4qg

test | pppd.1 P2

| Ase R

If you want to remove the group, check the box as the following and press Remove.

I- cnfiguration :i.“"? -

T interface Grouaping

Groups Isslation Enable []

Group Configuration

Barimum number of entries can be configuwred : 16

Group Name Remoe WAN Intertace LA Interfaces DHCP Vendar IDs
PAEWAMN
P3
Default P1
wlan-ap-2.4g
1E51 @ ppp0.1 P2
add | [ Remove

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.
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VRRP

VRRP is designed to eliminate the single point of failure inherent in the static default routed
environment. VRRP specifies an election protocol that dynamically assigns responsibility for a virtual
router to one of the VRRP routers in a LAN. The VRRP router controlling the IP address associated
with a virtual router is called the Master, and forwards packets sent to these IP addresses. The
election process provides dynamic fail-over in the forwarding responsibility should the Master
become unavailable. Any of the virtual router's IP addresses in a LAN can then be used as the
default first hop router by end-hosts. The advantage gained from using VRRP is a higher availability
default path without requiring configuration of dynamic routing or router discovery protocols on every
end-host.

IC-}nfigu:'atian Q\‘ .
i - —

*VRRP

Parameters

VRRP OEnable @ Disable
VRID .U

Priority o

Freempt Mode True False
VRIP

Advertisement Period £

VRRP: Check Enable radio button to activate this function. The default setting is “Disable”.
VRID: A master or backup router running the VRRP protocol may participate in one VRID instance.

Priority: Specifies the sending VRRP router's priority for the virtual router. Higher values equal
higher priority. The priority value for the VRRP router that owns the |IP address associated with the
virtual router MUST be 255. VRRP routers backing up a virtual router MUST use priority values
between 1 and 254. The default priority value for VRRP routers backing up a virtual router is 100.
The priority value zero (0) has special meaning indicating that the current Master has stopped
participating in VRRP. This is used to trigger Backup routers to quickly transition to Master without
having to wait for the current Master to timeout.

Preempt Mode: When preempt mode is enabled, a backup router always takes over the
responsibility of the master router. When disabled, the lower priority backup is left in the master state.

VRIP: One IP address that is associated with the virtual router.

Advertisement period: Indicates the time interval in seconds between advertisements. The default
value is 1 second.
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Wireless

This section provides you ways to configure wireless access. The BIiPAC 7820NZ supports wireless
on the 2.4GHz for users. This part has sub-items as Basic, Security, MAC Filter, Wireless Bridge,
Advanced and Station Info here.

» Quick Start
Configuration
* LAN
T Wireless

' Basic
' Securty
* MAC Filter
* Wireless Bridge
* Advanced
' Station Info
* Schedule Control
* VAN
F System
»USB
kP Tunnel
F Securty
¥ Quality of Service
* NAT
' Wake On LAN

r Advanced Setup
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Basic

It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

Ilionfigura{ion \ i\. .
A -

T Basic

Parameters

Wireless Enable

Hide 531D [ Enable

Clients Isolation [Denanle

Disable WM Advertise I Enable

Wireless Multicast Forwarding (WMF) [ Enable

S8ID wlan-ap-2.4g

BSSID 00:04:ED:01:00:02

Caountry UNITED STATES v

Max Clients 16 [1-16]

Wireless - Guest\irtual Access Points

S8ID Hidden  Clients Isolation Disable WM Advertise  WMF  Max Clients BSSID Enable

wll_Guestt O =] O [l 16 [RIE) =]
wll_Guest? | IF] i |l 16 /A Il
- wi D_;Sue st3 . O O "] O 16 . A "]

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be able to
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VoIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap-2.4g to a unique ID name to the AP already built-in
to the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not exceed 32 characters.
BSSID: Basic Set Service ldentifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to your location.

Max Clients: enter the number of max clients the wireless network can supports,1-16.

Guest/virtual Access Points: A “Virtual Access Point” is a logical entity that exists within a physical
Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual AP
appears to stations (STAs) to be an independent physical AP, even though only a single physical AP
is present. For example, multiple Virtual APs might exist within a single physical AP, each advertising
a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the same SSID
but a different capability set — allowing access to be provided via Web Portal, WEP, and WPA
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simultaneously. Where APs are shared by multiple providers, Virtual APs provide each provider with
separate authentication and accounting data for their users, as well as diagnostic information,
without sharing sensitive management traffic or data between providers. You can enable the virtual
AP.

Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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Security

Wireless security prevents unauthorized access or damage to computers using wireless network.

IC-}nfiguraticn i QBC‘ .

~ Security
If Hide Access Point enabled or Macfilter list is empty with "allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS | Disable [»| (Current: Disable)
Manual Setup AP
Select 551D wlan-ap-2.4g v
Metwork Authentication Open L
WEP Encryption 'Disahle_d vj

Note:

The WPS feature will also be unavailable when the security setting is not WPA2 or OPEN. So, if you
manually set the wireless security setting, you should give notice to it, but you can find prompt
indicating configuration.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open
Metwork Authentication Open “
WEF Encryption Enable
Encrypticn Strength 128-hit »
current Metwork Key 1 |
Metwork Key 1 1234567890123
Metwark Key 2 1234567590123
Metwork Key 3 1234567890123
Metwark Key 4 1234567590123

Enter 12 ASCIl characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCI characters or 10 hexadecimal digits for 64-bit encryption keys.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: Select the strength, 128-bit or 64-bit.
Current Network Key: Select the one to be the current network key. Please refer to key 1- 4 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® Shared
This is similar to network authentication ‘Open’. But here the WEP Encryption must be enabled.

Metwaork Authentication Shared v
YWEP Encryption Enable w

Encryption Strength 128-hit

Current Metwork Key 2w

Metwiark Key 1 1234567880123

Metwork Key 2 1234567390123

Metwark Key 3 1234567880123

Metwork Key 4 1234567390123

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.

® 802.1x
Metwork Authentication B02.1x v
RADILS Server IP Address 0.0.0.0
RADIUS Port 1812
RADIUS Key
WEP Encrypticn Enahle w
Encryption Strenath 128-hit
Current Metwaork Key 2w

Metwark Key 1
Metwaork Key 2 1234567880123
Metwork Key 3 1234567390123
Metwork Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.

RADIUS Key: Enter the password of RADIUS authentication server.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: Select the one to be the current network key. Please refer to key 2- 3 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® WPA

Metwaork Authentication WPA W

WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADILS Port 1812

RADIUS Key

WPANVAP] Encryption TKIF+AES

VWEP Encryption
WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA-PSK /WPA2-PSK

Metwaork Authentication WPA-PSK w

WPAMNAPI passphrase T Click here to display
WPA Group Rekey Interval 3600 [0-2147433647]
WPAMAPI Encryption TKIP+AES »

WEP Encryption

WPA/WAPI passphrase: Enter the WPA.WAPI passphrase; you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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® WPA2

Metwork Authentication WPAZ A

WPAZ Preauthentication Dizsable =«

Metwork Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPAWAR| Encryption AES L

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentication to the new AP, and when handoff happens,
this mode will help reduce the association time.

Network Re-auth Interval: the interval for network Re-authentication. This is in seconds.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server. This is in seconds.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZAVPA w

WPAZ Preauthentication Disahle |»

Metwork Re-auth Interval 26000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPRAMNIARI Encryption AES w

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff happens,
this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.
WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
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TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA-PSkK

Metwork Authentication Mixed WPAZAWPA -PSK |»

WPAWWAP| passphrase tessasatee Click here to display
WPA Group Rekey Interval 3600 [0-2147483647]
WPAVAP| Encryption AES L%

YWEP Encryptian

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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WPS Setup

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. WPS is used
to exchange the AP setting with Station and configure Ap settings. This feature greatly simplifies the
steps needed to create a Wi-Fi network for a residential or an office setting. The commonly known
PIN method is supported to configure WPS.

WPS: Select enable to enable WPS function. Please note that WPS can only be available when
WPA2-PSK or OPEN mode is configured.

Note:
1) WPS feature is only available when in WPA2 or OPEN mode in security settings.

2) Here wireless can be configured as Registrar and Enrollee mode respectively. When AP is
configured as Registrar, you should select “Configured” in the WPS AP Mode below, and default
WPS AP Mode is “Configured”. When AP is configured as Enrollee, the WPS AP Mode below
should be changed to “Unconfigured”. Follow the following steps.

ICenﬂgurazion 'y u‘{f .

¥ Security
If Hide Access Point enabled or Mac filter list is empty with “allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS Enable | (Current Disahle)

aiinnt @ Enter STAPIN O Use AP PIN (This feature is available only when WPA2 PSK or OPEN
made is configured)

PIN Help

Authorized Station MAG |Help

WFS AP Mode C-:nﬂg_lur.llsd w

Setup AP 10864111 |Help

Manual Setup AP

Select SSID wlan-ap-2.4g v |

Metwark Authentication Jpen b

WEP Encryption Disabled v
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Configure AP as Registrar
@ Add Enrollee with PIN method
1. Select radio button “Enter STA PIN”.

2. Input PIN from Enrollee Station (16837546 in this example), Or else users can alternatively
enter the authorized station MAC Help: it is to help users to understand the concept and correct
operation.

3. Cllck[ Add Enrolee ]

IConﬂguraiion \ “}? .

¥ Security
If Hide Access Point enabled or Mac filter list is empty with “allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS _ Enable | (Current Disahle)

Add Client ® Enter sTAPIN O Use AP PIN|  Add Enrolles (This feature is available only when WPAZ PSK or OFPEM
fal

maode is configured)

FIN [15827548 | Help
Authorized Station MAC | | Help
WFS AP Mode '_.L‘;-;nﬂgtlllr.ggl_ |

Setup AP _10864‘111 Mll
Manual Setup AP

Select SSID [wian-ap-2.4g (]

Metwork Authentication Qpen el
WEP Encryption [Disabled v

(Station PIN)

If:onﬂgura:lrm ;“‘\E‘ .

¥ Security

If Hide Access Point enabled or Mac filter list is empty with "allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS :IEHaEIé v {Current: Enable}

sdd Client @ enter sTAPIN O Use AP PIN|  Add Enrollee | (This feature is available only when WPA2 PSK or OPEN

maode is configured)

PIN [ |Help
Authorized Station MAG [18:A0:05:38:04:08  |Hel
WPS AP Mode [configured |

Setup AP [10884111 |Help
Manual Setup AP

Select 351D ;_'-Ni'an-a_p-é.i_g v”_j

Metwork Authentication :_'b_pen Ao
WEP Encryption :-_I.:?i__sap_lp_d |

(Station MAC)

Note: Users can alternatively input PIN from Enrollee Station or enter the authorized station MAC.
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4. Operate Station to start WPS Adding Enrollee. Launch the wireless client’'s WPS utility (eg.Ralink
Utility). Set the Config Mode as Enrollee, press the WPS button on the top bar, select the AP (eg.
Wilan-ap-2.4g) from the WPS AP List column. Then press the PIN button located on the middle

left of the page to run the scan.

LI
T—

= @

(=)

g

Extra Info ==
Channel ==
Authentication »»
Encryption =
Hetwork Type =>
IP Address ==

Sub Mask »=
Defaut Gateway »»

EW =>n/a

Gl »» nfa

MCS »>

HT

nifa

Transmit

Link Speed ==

Throughput »=»

Receive
Link Speed ==
A0 => nfa
Throu k==
SMR1 »>» nia ke
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Profile Hetwork Advanced Statistics WM WPS
WPS AP List
1D = 00000 wian-ap 00-04-ED-01-00-02 1
I0: wilan-ap-2.4q 00-04-ED-00-00-01 i -
L L] b
WP Profile List
L (1[4
FIN [l wPs Associate IE Progress »» 0%
FEC WPS A ILE WPS status is disconnected
Status »> Disconnected Link Quality »» 0%

Signal 5trength 1 == 0%
Signal Strength 2 »> 0%
Hoize Strength == 0%

0.000
Kbps

0.000
Kbps

Radio On/Off  About

Z @

Reccan
Information
Pin Code

16837546  Renew

Canfig Mode

Enrolee -

Disconnect




4. The client's SSID and security settings will now be configured to match the SSID and security
settings of the registrar.

E u @ # @ O 7 £

Profile Metwork Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wlan-ap-2 4g 00-04-ED-01-00-01 1 Information
ID: wian-ap 00-04-ED-38-F7-2E 1 v Fin Code
4 LUl t 16837546 _ Renew
WPS Profile List Config Mode
} wian-ap Enrolee -
4 " I
o @vesssocoee oo o
REC (@] vvs Probe IE PIN - Get WPS profile successfuly. Riscoopect

Export Profile

(4-ED-01-00-01 Link Quality => 100%
Signal Strength 1 == 64%

Moise Strength > 26%

=

wlan-ap-2.49 <--
Link is Up [TxPower:100%]
Channel >= 1 <--= 2412 MHz; central channe

Ztra Info ==

Authentication =>  Open
Encryption => MNOMNE

Metwork Type ==  Infrastructure
IP Address == 192.168.1.100
Sub Mask »> 256.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput >> 5.600 Kbps

Receive
Link Speed == 54.0 Mbps

HT

BW ==40 SNRD == 19
Throughput =>81.608 Kbps 146,840

Gl => long MCS5=> 1A SMR1 == nfa Kbps

You can check the message in the red ellipse with the security parameters you set, here we all use
the default.
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Configure AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode”.

IConﬂguration l‘% .

¥ Security

IfHide Access Point enabled or Mac filter listis empty with “allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS [Enable w] (Current Disable)

i OEnter STAPIN & Use AP PIN| Add Enrallee | (This feature is available only when WPA2 PSK or OPEN
made is configurad)

WPS AP Mode [Unconfigured |

Setup AP | 10884111 |Heln

Manual Setup AP

Select SSID [wian-ap-2 40 |

Metwark Authentication | Open -

WEP Encryption [Disabled v
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2. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number (10864111 (device) for example) in the PIN Code column then choose the
correct AP (eg. wlan-ap-2.4g) from the WPS AP List section before pressing the PIN button to run

the scan.
P= T, —
= — & nY @ Iy 4
Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
00-04-ED-01-00-0:1 Informaticn
ID: D2-VPH 00-1B-11-E4-DA-DS e~ Pin Code
! Ll 4 10864111
e Config Mode
ExRegNWEA4DS6 Registrar -
4 | I 3
BIN [l WPs Associate IE Progress »= 0% Rota
PEC [&] WPS Probe IE Disconnect
Export Profile
r
Status »= Disconnected Link Quality =» 0%
Extra Info == Signal 5trength 1 == 0%
Channel == Signal 5trength 2 == 0%
Authentication >> Moise Strength == 0%
Encryption ==
Metwork Type == Transmit
IP Address == Link Speed »=
sub Mask = Throughput >» 0.000
Default Gateway =» Kbps
Receive
HT Max
Link Speed ==
BW =>n/fa SMRO == nfa
Throughput >= 0.0:00
Gl == nfa MC5 == nfa SHR1 == nfa

Kbps
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3. The router's (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

E o @ & B8 © 9

Pro_ﬂle Metwork Advanced Statistics WIMM WPS Radio On/Off ,ﬁ:bout

WPS AP List

= Rescan

| d -

wian-ap-2 4g 00-04-ED-01-00-01 Information
ID: wian-ap 00-04-ED-38-F7-2E 1 < Fin Code

Pl T

C: 10864111
WPS Profile List Config Mode
P ExResNWEA4036

225308 Registrar -

e

S e r— e s
FEC @ WPS Probe IE

PIN - Get WP profile successfully.

Disconnect
Export Profile

Status =»
Extra Infg<>
Chap

Authentigation »=»

7fan-ap-2.4g <--= 00-04-ED-

0-01 Link Quality == 100%
Link is Up [TxPower:100%]

Signal Strength 1 =» 65%

1 =--» 2412 MHz; central channel : 3
WPAZ-PSK
AES
Metwork Type ==  Infrastructure
192.168.1.100
25R.255.255.0
192.168.1.254

Signal Strength 2 == 39%

Moise Strength >> 26%
Encfyption ==

Transmit

Link 5peed == 243.0 Mbps
SubMask =>

Throughput => 0.000 Kbps
Default Gateway ==

Receive
HT

Link Speed == 40.5 Mbps
BW =>=40

RO=> 20
Throughput =>98.612 Kbps
Gl == long MCS5 == 14 S5HR1 == nfa

. Do Web Page refresh after ER complete AP Configuration to check the new parameters setting
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MAC Filter

IConﬂngr'ation \ u‘\t‘ .
¥ MAC Filter

Parameters

Select 331D

wlan-ap-24g ¥

MAC Restrict Mode * ®pisanle Oallow O Deny

* If‘allow’ is choosed and mac filter is empty, WPS will be disabled

MAC Address Remaove

Add Remove

Select SSID: Select the SSID you want this filter applies to.
MAC Restrict Mode:

@® Disable: disable the MAC Filter function.

® Allow: allow the hosts with the following listed MACs to access the wireless network.
® Deny: deny the hosts with the following listed MACs to access the wireless network.

Click Add to add the MACs.

IConﬂguration

W N

* MAC Filter
Parameters
MAC Address

| 2= ._"—t;.-'pe or select from listbox—

MAC Address: Enter the MAC address(es) or select the MAC address(es). The format of MAC
address could be: XX:XX: XX XX:XX:XX O XX-XX-XX-XX-XX-XX.

Click Apply to apply your settings and the item will be listed below.

I Configuration

N N

*MAC Filter
Parameters
Select SSID wian-ap-2.4g v

MAC Restrict Mode * Opisable @ alow O Deny

*|f'allow’ is chosen and macfilter is empty, WPS will be disabled

MAC Address

Remove Edit
E0:63:E5:C5:B2:B6 [F] Edit
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Wireless Bridge

WDS (wireless distributed system) is a wireless access point mode that enables wireless link and
communication with other access points. It's easy to install, simply define the peer's MAC address of
the connected AP. WDS takes advantage of cost saving and flexibility with no extra wireless client
device required to bridge between two access points and extending an existing wired or wireless
infrastructure network to create a larger network.

Here you can select what role the AP server has, AP or wireless bridge (WDS).

ICaniguratir)n u\- .
A = —

¥ Wireless Bridge

Parameters

You can select Wireless Bridge (also known as Wireless Distribution System) to disable access peint functionality.

ZSelecting Access Peint enables access point functionality.

Wireless bridge functionality will still be available and wireless stations will be able to associate to the AR

Select Disahled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access.

Selecting Enabled or Enabled{Scan) enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access.

AP Mode Access Point  [w

Bridge Restrict Enable e

Remote Bridges MAC Address

Apply Refresh

AP Mode: determines whether the gateway will act as an Access point or as a Bridge.
® Access Point: the gateway communicates with both clients and bridges.

® Wireless Bridge: the gateway communicates with other WDS devices only. In this mode, the
gateway doesn’t communicate with client devices.

If your wireless network includes repeaters that use WDS, the gateway in wireless bridge mode will
also communicate with your repeaters. The gateway in wireless bridge mode will not communicate
with a repeater that uses a proprietary (non-WDS) mode.

Bridge Restrict: When AP Mode is set to Wireless Bridge, this determines whether the gateway
will communicate with all other bridges or only specific ones:

® Enable: to enable wireless bridge restriction. Only those specified in the Remote MAC
Address the gateway can communicate with.

Bridge Restrict Enakle w

Remote Bridges MAC Address

[.i.ppl;.-'][ Fefresh ]

Remote Bridge MAC Address: enter the remote bridge MAC addresses. Here up to 4 bridge
MAC addresses are supported.

® Enabled (Scan): to enable wireless bridge restriction. Only those scanned by the gateway
can communicate.

Bridge Restrict Enabled{Scan) s
231D B=zID
Remuote Bridges MAC Address
F] wlan-ap 00:04:ED:14:27:13

[.i.ppl:.-'] [ Refresh
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Remote Bridge MAC Address: select the remote bridge MAC addresses.

@® Disable: Does not restrict the gateway communicating with bridges that have their MAC
address listed, but it is still open to communicate with all bridges that are in the same network.

Bridge Restrict Disable “

[.i.ppl:.-'][ Refresh ]

Click Apply to apply your settings.
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Advanced

Here users can set some advanced parameters about wireless.

IC.}nﬂgu:'aiien

~ Advanced

Parameters

Band 2.4GHZ |»

Channel 1 w |  Current 1 (interference: severe) [@
Auto Channel Timer 0 | minutes

802.11n/EWC Auta v

Bandwidth 40MHz % | Current: 20MHz

Contrel Sideband

Lower »| Current: MN/A

802 11n Rate Auto v
802.11n Protection Auto |

Support 802.11n Client Only .Off A

RIFS Advertisement Auto (|

0BSS Co-Existance Enable »

RX Chain Power Save Disable [%| Power Save status: Full Power
RX Chain Power Save Quiet Time 10

RX Chain Fower Save PPS 10

54g™ Rate 1 Mbps

IMulticast Rate Aute v

Basic Rate Default v
Fragmentation Threshold 2346 [256-2346]
RTS Threshaold 2347 [0-2347]
DTIN Interval 3| [1-255]
Beacaon Interval 100 [1-65535]
Glokal Max Clients 16 [1-128]
XPress™ Technolagy Disahle [

Transmit Fower 100% v

WM AYI-Fi Multimedia) Enable » |

WK Mo Acknowledgement Disable »

WHMM APSD Enable '+

Apply Cancel

Band: select frequency band. Here 2.4GHz.
Channel: Allows channel selection of a specific channel (1-7) or Auto mode.
Scan Used Channel: Press the button to scan and list all channels being used.

Auto Channel Timer (min): The auto channel times length it takes to scan in minutes. Only
available for auto channel mode.

802.11n/EWC: select to auto enable or disable 802.11n.
Bandwidth: Select bandwidth. The higher the bandwidth the better the performance will be.

Control Sideband: only available for 40MHz. It allows you to select upper sideband or lower
sideband. Sideband refers to the frequency band either above (upper sideband) or below (lower
sideband) the carrier frequency, within which fall the spectral components produced by modulation
of a carrier wave.

802.11n Rate: This allows you to select the fixed transmission rate or auto.
802.11n Protection: turn off for maximize throughput. Auto for greater security.

Support 802.11n Client Only: turn on the option to only provide wireless access to the clients
operating at 802.11n speeds.
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RIFS Advertisement: Reduced Inter-frame Spacing (RIFS) is a 802.11n feature that also improves
performance by reducing the amount of dead time required between OFDM transmissions. Select
Off to disable this function or auto to enable this function.

OBSS Co-Existence: coexistence (or not) between 20 MHZ and 40 MHZ overlapping basic service
sets (OBSS) in wireless local area networks.

RX Chain Power Save: Enabling this feature turns off one of the Receive chains, going from 2x2 to
2x1 to save power.

RX Chain Power Save Quiet Time: The number of seconds the traffic must be below the PPS
value before the Rx Chain Power Save feature activates itself.

RX Chain Power Save PPS: The maximum number of packets per seconds that can be processed
by the WLAN interface for a duration of Quiet Time, described above, before the Rx Chain Power
Save feature activates itself.

Multicast Rate: Setting for multicast packets transmission rate.

Basic Rate: Setting for basic transmission rate. It is not a specific kind of rate, it is a series of rates
supported. When set to Default, the router can transmit with all kinds of standardized rates.

Fragmentation Threshold: A threshold (in bytes) whether the packets will be fragmented and at
what size. Packets succeeding the fragmentation threshold of 802.11n WLAN will be split into
smaller units suitable for circuit size. While the packets smaller than fragmentation threshold will not
be fragmented. Default is 2346, setting the fragmentation too low may result in poor performance.

RTS Threshold: Request to Send (RTS) threshold specifies the packet size, when exceeds the size,
the RTS/CTS will be triggered. The default setting of 2347(max length) will disable the RTS.

DTIM Interval: Delivery Traffic Indication Message (DTIM). The entry range is a value between 1
and 255. A DTIM is countdown variable that informs clients of the next window for listening to
broadcast and multicast messages. When the AP has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM interval value. AP clients hear the beacons
and awaken to receive the broadcast and multicast messages. The default is 1.

Beacon Interval: The amount of time between beacon transmissions in is milliseconds. The default
is 100ms and the acceptable is 1- 65535. The beacon transmissions identify the presence of an
access point.

Global Max Clients: Here you have the option of setting the limit of the number of clients who can
connect to your wireless network.

XPress™ Technology: It has been designed to improve the wireless network efficiency. Default is
disabled.

Transmit Power: select the transmitting power of your wireless signal.

WMM (Wi-Fi Multimedia): you can choose to enable or disable this function which allows for priority
of certain data over wireless network.

WMM No Acknowledgement: Refers to the acknowledge policy at the MAC level. Enabling WMM
No Acknowledgement can result in more efficient throughput but higher error rates in noisy Radio
Frequency (RF) environment.

WMM APSD: Automatic Power Save Delivery. Enable this to save power.
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Station Info

Here you can view information about the wireless clients.

IConﬂguratir}n \ QL\E .
i .

~ Station Info

Associated Stations
MAC Address Associated Authorized S5ID Interface

MAC Address: The MAC address of the wireless clients.

Associated: List all the stations that are associated with the Access Point. If a station is idle for too
long, it is removed from this list

Authorized: List those devices with authorized access.

SSID: Show the current SSID of the client.

Interface: To show which interface the wireless client is connected to.
Refresh: To get the latest information.
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Schedule C

ontrol

Schedule control is aimed to offer methods to flexibly control when the wireless network (SSID) is
allowed for access.

The Wireless schedule only functions whilst Wireless is enabled.
The Guest/Virtual AP schedule control only operates whilst the associated AP is enabled.

For detail setting the timeslot, user can turn to Time Schedule .

ICDn(igura:ion

¥ Schedule Control

The Wireless schedule only functions whilst Wireless is enabled.
The Guest/Virtual AP schedule control only operates whilst the associated AP is enabled.

wlan-ap-2 4g

Time Schedule

Enable
1] Always on v]
2 i__c_hecl_c or selectfrom listbox |

Wireless - GuestMirtual Access Points

will_Guestt

Time Schedule

will_Guest2

Time Schedule

wll_Guest3

Time Schedule

Disable
1| Always ©n |
2 check or select from listhox
Disable

1| Always On

2 f__c_hecl_f. or selectfrom listbox |

Disable
1/ Always On

2 jcheck ar select from listbox

Apply

Sun lan Tue Wed Thu Fri

sun Mon Tue Wed Thu

Sun len Tue Wed Thu Fri

sun an Tue Wed Thu

Sun Man Tue Wed Thu Fri

Sun Ian Tue Wed Thu

Sun an Tue Wed Thu Fri

3un Mon Tue Wed Thu

Sat From UU

Fri Sat From| 00

Sat From| 00
Fri Sat  From| 00

Sat From| 00

Fri Sat  From| 00

Sat From| 00

Fri Sat From| 00

|:[00 | To[00

:[o0  |o[00

|:[o0 7ol 00

;[0 |7d[ 00

| RO T

|:foo <] e[ 00

|- EROINGTOR0D

J:[o0 | To[D0

L“\}C‘_

[+

|:[o0

|:[ 0o

|| oo

|-[00

|2 00

|:[ 0o

Time Schedule: Set when the SSID works. If user wants the SSID works all the time, please select
“‘Always On”; if not, please set or select the exact time your want the SSID works. Here user can set

two separate intervals.

For example: user wants the SSID “wlan-ap-2.49” to work on weekdays except for Wednesday,
under this circumstance, user can set as shown below. (7820NZ offers a optimal way to set two
separate timeslots when user needs to activate the SSID during separate intervals. )

wlan-ap-2.4g Enable

1) check or select from listbox

Time 3chedule

2. [ [ check or select from listbox |~

wlan-ap Enable

1/ check ar selectrom listhox | Csun Muon M Tue Owed O1ho OFn Osat From 00 s

Time Schedule

2. check or selectfrom listeox | CJsun Cwen OTue Owed MThu Mrn Csat From| oo«
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00 »|To| 23 »|:
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WAN-Wide Area Network

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg.
Internet) that is used to connect LAN and other types of network systems.

WAN Service

Two WAN interfaces are provided for WAN connection: DSL and Ethernet.

Ir:on!iguraiil:n

TVVAN Service

3GILTE Interface

Interface Description

UsSB3G0

TEL Mo, APN
Qg7 internet

Click Add to add new WAN connections.

® DSL

Username MNAT
Enabled

N N

Firewall Failover Edit
Enabled Enabled

In DSL mode, there are two transfer modes for you to configure for WAN connection, namely ATM
and PTM, configuration of PTM mode is similar as ATM mode, here take ATM mode WAN
configuration for example.

IConﬂgura{ien

TWAN Service
Parameters

WAN Port

Layer2 Interface

Type

VPIIVCI

Description

B02.1P Priarity
Username

Password

Senvice Mame
Authentication Method
MNAT

IPv4 Address

Dial an demand

IPv6 for this service
IPvE Address

MTU

PPPoE with Pass-through
IGMP Multicast Proxy

Layer2 Interface

0 |10-255] / |35

[DsL |

@am OPTM

[PPP over Ethernet |'|_:'F'F'-3;E'_: w

-1 |[tagged: 0-7; untagged: -1]

AUTO v
Enable
[ static
ClEnable
Enable
[ static
1492
ClEnanle
ClEnable

[32-65535]

Encapsulation Mode

802.1Q VLAN ID

Firewall
Fullcone NAT
IP Address

Inactivity Timeout

IP Address

LD Multicast Proxy

. 2 transfer mode, ATM or PTM.
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[ LLC/SNAP-BRIDGING |+ |

-1 .[tagged: 0-4094; untagged: -1]

Enable
[ClEnable

(minutes) [1-4320]

ClEnable



@ PPPoE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

ICenﬂguraaien A W[- .

>\WAN Service

Parameters

WAN Port [DsL ¥

Layer2 Interface ®am OPTM

Type PPF over Ethernet (PPPGE) (v

VP VCI 0 [0-255] / 3_:' [32-65535] Encapsulation Mode LLC/SNAP-BRIDGING '+

Description |

802.1P Priority = {tagged: 0-7; untagged: -1] 802.1Q VLAN ID 4 | tagged: 0-4004 untagaed: -1]

Usermame
FPassword

Senvice Mame

Authentication Method AUTO  |w Firewall Enable

NAT Enable Fullcone NAT ClEnatle

IPv4 Address [ static IP Address

Dial on demand [JEnanle Inactivity Timeout | | (minutes) [1-4320]
IPVE for this senvice Enable

IPVE Address [ static IP Address

MTU 1492

FPPGE with Pass-through ClEnable

IGMP Multicast Proxy ClEnable MLD Multicast Proxy ClEnable

VCP/VPI: Enter the VCI/VPI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purpose, user can define it yourselfe.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.
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Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted
cone NAT. Of Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P.

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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IConﬁgur'aliDn \ \ i\- .

¥ Default Gateway / DNS

Default Gateway
Selected Default Gateway Interfaces Available Routed WAN Interfaces
pppoe_0_8_35/ppp0.1 USB3G0

Selected WAN Interface As The System Default IPVE Gateway [pppoe_0_8 35/ppp0.1 v

DS
DINS Server Interface ® Available WaN Interfaces O Static DNS Address O Parent Contrals
Selected DNS Server Interfaces Available WAN Interfaces

pppoe_0_8_35/ppp0.1 USB3GO

Frimary DME server

Secondary DMS server

Mote that selecting 3 WAM interface for IPv6 DMS server will enable DHCPvG Client on that interface.
DNS Server Interface ® available WAN Interfaces O Static DNS IPvE Address
WAN Interface selected ppp-:ng__ﬂ_..ﬁ__3.§-'p.p|3.0.1_ w

Frimary IPvG DMNS server

Secondary IPvE DMNS server

Default Gateway
Select default gateway for you connection (IPv4 and IPv6).

DNS
> |Pv4
Three ways to set an IPv4 DNS server
® Available WAN interfaces: Select a desirable WAN interface as the IPv4 DNS server.

@® Static DNS Address: To specify DNS server manually by entering your primary and
secondary DNS server addresses.

@® Parental Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).

> |IPv6
Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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If you don’t need a service, select the item you want to remove, check the checkbox, then press
Remove.

Press Edit button to re-edit this service settings.

ICcmﬁguration i“\t" -

*VWAN Service

ATM Interface

Interface Description Type YRILINVCL  Vian8021p Vianhuxld lgmp MNAT Firewall IPvE Mid Remove  Edit
ppp0.1 pppoe_0_8_35 FPPPoE 8135 INIA MNIA Disabled Enabled Enabled Enabled Disabled il
3GILTE Interface

Interface Description TEL Mo. APM Usermname MNAT Firewall Failover Edit
LUSB3GO R 2 internet Enabkled Enabled Enabled
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Here you can configure WAN Service, if it is OK, you can access the internet. You can go to Status
>WAN or Summary to view the WAN connection information (if your ISP provides IPv6 service, then
you will obtain an IPv6 address).

(IPv4 or IPv6)

I Status

*WAN
Wan Info
Interface Description Type

ppp0.1  pppoe_0_8_35 PPPoE | Disconnect | 00:04:03

Connection
Time

IPv4 Address IPvG Address

3GILTE Card not

USB3G0

I Status

* Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPv4 Address

LAN IPvE Address

MAC Address

DEL PHY and Driver Version
Wireless Driver Version

> WAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPv4 Address
Connection Time

Primary DNS Server

Secondary DNS Server

Default IPvG Gateway / IPvG Address

found

BiPAC 7820MZ
home.gateway

0D OH 41 118
Thu May & 06:25:53 2014
2.32d.dr1

192.168.1.254
2000:1211:1000:4d0b:204 edfffe01:1/64
00:04:2d:01:00:01

AZpDO38f.d24h
6.30.102.7.cped. 12008 4

1291

26919

ppp0.1 (DSL)/ 10.40.90.211
00:02:44

218.21351

218.2.1351

ppp0.1 (DSL)/ 2000:db98:1000:1000:29ac:afc6:59a4:5816/64
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@ PPPoA

ICu}nﬁguraiicn Q\{ .
A

*WAN Service

Parameters

WAN Port [DsL ¥

Layer2 Interface @ st OpTH

Tvpe PPPoA v

VPIIWCI ] [0-255] / 3.:- [32-6553 Encapsulation Mode VCIMUX v
Description

Username

Password

Authentication Method AUTO bt Firewall Enable

e ¥l Enable Fullcone NAT ClEnable

IPvd Address [ static IP Address .

Dial an demand [Ienahle Inactivity Timeout (minutes) [1-4320]
IPv6 for this senice Enable

IPvE Address [ static IP Address

T 1500

IGMP Multicast Proxy [ Enable MLD Multicast Proxy ClEnakle

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.

Note: In this connection, NAT is enabled by default, you can determine whether to enable Fullcone
NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted cone NAT.
With Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an external host
can send a packet, with source IP address X and source port P, to the internal host only if the
internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.
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IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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@ IP over Ethernet

TVVAN Service

Parameters
WAN Port DSL b
Layer? Interface @t QP
Type IF'_-J:.,jn_ar Eth_n_arn_e? W
VPI/VEl [0 |10-258] / [35 [32-65535] Encapsulation Mode [LLCISNAP-BRIDGING ¥
Description
802.1P Priarity -1 j[taggecl: 0-7; untagged: -1] 80210 VLAN D -1 .[taggecl: 0-4094; untagged: -1]
SRS Bl

Option &0 Vendor 1D '

Cption 61 ClientID _

Option 125 ® pisable O Enable

WAN P Address

VAN Subnet Mask

WAN gateway IP Address
IPvE for this service Enable

WWAN IPvE Address/Prefix

Length

WAN Next-Hop IPvG Address .
NAT &l Enable Fullcone NAT ClEnanle
Firewall Enable IGMF Multicast [JEnable
MLD Multicast Proxy [l Eenable
MTU [1500 ' MAC Spaofing

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 Client ID: Enter the associated information provided by your ISP.

Option 125: Option 125 is a complementary standard of DHCP protocaol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the prestored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.

112



Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.

Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

MAC Spoofing: This option is required by some service providers specifying some specific MAC
allowed for connecting in network. You must fill in the MAC address specified by your service
provider when this information is required.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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@ IPoA

ICenﬂgurazien A W(‘ .

> \WAN Service

Parameters

WAN Port [DsL ¥

Layer? Interface ®@am OPTM

Type IPoA b

VPIIVCI 0 [0-255] / 3_:_ [32-6553 Encapsulation Mode LLC='SN%F'-ROUT|HG b
Description

WAN IP Address

WAN Subnet Mask

RAT Enahle Fullcone MAT ClEnable

Firewall Enable IGMP Multicast O enable

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

WAN IP: Enter the WAN IP from the ISP.

WAN Subnet Mask: Enter the WAN Subnet Mask from the ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.
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@ Bridging

ICcnﬂgura‘.iDn \ .\. .
i =

TWAN Service

Parameters

WAN Part DsL |~

Layer2 Interface @at OPTM

Type ' Bridging v/

VP1IVCI .D |[0-258] / |35 [32-65538] Encapsulation Maode LLC/SNAP-BRIDGING  [»

Description |

802.1P Priority |-1 tagged: 0-F: untagged: -1] 80210 VLAM ID =1 [tagoed: 0-4094; untagged: -1]

VCP/VPI: Enter the VCI/VPI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.
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® Ethernet
Ethernet WAN connection is well known as directly broadband WAN connection.

ICDnﬂguraiicn j,“‘\; .

v WAN Service

Parameters

WAN Port [Ethernet ]

Type PPF aver Ethernet ['F‘F‘F';:I'E::" W

Description [ |

802 1P Priority |-1 .: [tagged: 0-7; untagged: -1] 802 1Q VLAN ID =:1 :[tagged: 0-4094; untagged: -1]
Usernarme - '

Password

Semvice Mame

Authentication Method AUTO v Firewall Enable

RIAT Enable Fullcone MAT CIEnable

IPv4 Address [ static IP Address .

Dial on demand [l Eenanle Inactivity Timeout fnuiEs il E sl
IPv6 for this service Enable

IPVE Address [ static IP Address

MTU 1492 [

PPPGOE with Pass-through O enable

IGMP Multicast Proxy ClEnable MLD Multicast Proxy [CIEnable

@ PPPoE

ICDnﬂguraiicn j,“‘\; .

v WAN Service

Parameters

WAN Port [Ethernet ]

Type PPF aver Ethernet ['F‘F‘F';:I'E::" W

Description [ |

802 1P Priority |-1 .: [tagged: 0-7; untagged: -1] 802 1Q VLAN ID =:1 :[tagged: 0-4094; untagged: -1]
Usernarme - '

Password

Semvice Mame

Authentication Method AUTO v Firewall Enable

RIAT Enable Fullcone MAT CIEnable

IPv4 Address [ static IP Address .

Dial on demand [l Eenanle Inactivity Timeout fnuiEs il E sl
IPv6 for this service Enable

IPVE Address [ static IP Address

MTU 1492 [

PPPGOE with Pass-through O enable

IGMP Multicast Proxy ClEnable MLD Multicast Proxy [CIEnable

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
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identification, tagged: 0-4094, untagged : -1.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purpose, user can define it yourselfe.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT. and while you disable Fullcone NAT and only use NAT, the default NAT type is Port
Restricted or Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.
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Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.

ICn}niiguraiion 'y “‘% .

¥ Default Gateway / DNS
Default Gateway
Selected Default Gateway Interfaces Availahle Routed WAN Interfaces

ppp0.1 3G0/USB3G0

Selected WAN Interface As The System Default IPvG Gateway pppoe_eth0/ippp0.1 v -

DHS
DNS Server Interface ® Available WAN Interfaces O Static DNS Address O Parent Controls
Selected DMNS Server Interfaces Availahle WAN Interfaces

ppp0A | 3G0JSB3G0

Primary DMNS server
Secondary DMS server

Mote that selecting a WAN interface for IPvE DMS server will enable DHCPvG Client on that interface.

DMNE Server Interface (@ available WAN Interfaces O Static DNS IPvG Address
WARN Interface selected ppp-:e_ethﬂ-‘pphtl.-'l v

Primary IPvE DMNS server

Secondary IPvE DMNS server

Mext

Default Gateway
Select default gateway for you connection (IPv4 and IPv6).

DNS
> |Pv4
Three ways to set an IPv4 DNS server
® Available WAN interfaces: Select a desirable WAN interface as the IPv4 DNS server.

® Static DNS Address: To specify DNS server manually by entering your primary and
secondary DNS server addresses.

® Parental Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).

> |IPv6
Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.

118



If you don’t need the service, select the item you want to remove, check the checkbox, then press
Remove, it will be OK.

Press Edit button to re-edit this service settings.
ICaniguraliDn

TWWAN Service
ETH Interface

Interface Description Type Viang0z1p Vianhuxd lamp MNAT Firewall IPvE Mg Remave Edit
ppp0.1 pppoe_sthl PFFPaE PiA A Disahled Enabled Enabled Enabled Disahled [F]
JGILTE Interface

Interface Description TEL Ma. APN Username MAT Firewall Failover Edit
USB3G0 *ooEEg internet Enabled Enabled Enahkled

Here the corresponding WAN Service have been configured, if it is OK, you can access the internet.
You can go to Status>WAN or Summary to view the WAN connection information (if your ISP
provides IPv6 service, then you will obtain an IPv6 address).

(IPv4 or IPv6)

IStatus ;“};‘ .

AN

Wan Info

Interface Description Type
ppp0.1 pppoe_ethd PPPoE
USB3G0

Status ?“"”em” IPu4 Address IPV6 Address
Ime
Disconnect | 00:04:03
3AGILTE Card not
found

The device summary information

I Status

~ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPv4 Address

LAM IPvG Address

MAC Address

DEL PHY and Driver Version
Wireless Driver Version

~ WAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPv4 Address
Connection Time

Primary DMNS Server

Secondary DMNS Server

Default IPvG Gateway / IPvE Address

BIFAC 7820NZ

home.gateway

0D OH 91 248

Thu May & 06:32-16 2014
2.35d.dr

192 168 1 254
2000:1211:1000:4d00:204:edfffe01:1/64
00:04:ed:01:00:01

AZpDO38 d24h
£.30.102.7.cpe4.12L08.4

]

]

ppp0.1(Ehternet)/ 10.40.90.211

00:02:44

218.2.1351

218.2.1351

ppp0.1 (Ehternet) / 2000:db98:1000:1000:29ac: afch:59a4: 58 16/64
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@ IP over Ethernet

T VVAN Service

Parameters

WAN Port Ethl_srnet w
Tipe IP over Eth.ernet_ w
Description
802 1P Priority -1 [tagged: 0-7; untagged: -1] 802.1Q VLAN ID e [tagged: 0-4094: untagged: -1]
S Henabie
COption 60 Vendor ID
Option 61 Client 1D
Option 125 @ pisable O Enable
WaN IP Address
WAN Subnet Mask
WANM gateway IP Address
IPv& for this senvice Enable
Obtain an IPvE address Enable

automatically
WaN IPvE Address/Prefix Length

WAN Mext-Hop IPVE Address

e Enable Fullcone MAT [lEnable
Firewall “lEnanle IGMP Multicast ClEnable
MLD Multicast Proxy [JEenable

MTU 1500 MAC Spoofing

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 Client ID: Enter the associated information provided by your ISP.

Option 125: Option 125 is a complementary standard of DHCP protocol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the pre-stored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.
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Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

MAC Spoofing: This option is required by some service providers specifying some specific MAC
allowed to join in network. You must fill in the MAC address specified by your service provider when
this information is required.
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@ Bridging

IConﬂguraii-}ll 4 “.‘\t‘ .

TVVAN Service

Parameters

WAMN Port | Ethernet s |

Type Bridging v

Description

802.1P Priarity -1 [tagged: O-7; untagged: -1] 802 1QVLAN ID --—1 |ltagged: 0-4094; untagged: -1]

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.
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® 3G/LTE

Select 3G/LTE to configure the route to enjoy the mobility. Given that BIiPAC 7820NZ supports dual -
SIM mobile connectivity, please determine which SIM you are gonna use or both (3G/LTE failover),
and set the exact required connecting information for each SIM (SIM1 and SIM2). By default the
3G/LTE interface is on, user can edit the parameters to meet your own requirements.

Configuration

VAN Service
ATM Interface
Interface Description Type VPIHIWCE  Vian8021p YianMuxld lgmp MAT Firewall IPvG Id Remave  Edit
ppp0.1 pppoe_0_8_35 PPPoE 8/35 MIA MIA Disabled Enabled Enabled Enahkled Disabled O
JGILTE Interface
Interface Description TEL Mo. APM Username MAT Firewall Failover Edit
UsB3aGo 1t b internet Enabled Enabled Enabled

Click Edit button to enter the 3G/LTE configuration page.
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ICDnﬂgurazion A u\f-‘ .

v \WAN Service

Parameters

Failover [IEnable

SIM 1 {Current)

lMode UMTS 3G preferred

TEL Mo. G G AP internst

Username Fassword

Authentication Method AUTO v PIN

Dial on demand [IEnable

Keep Alive [CIEnanle :?‘ _Sec-:nnds [1-86400]

IP Address g.848

MTu 1500

Sim 2

lMode UI:!TS G preferrgd b

TEL Mo. Qg APN internet

Username Password

Authentication Method AUTO W Fird

Dial on demand [Enable

Keep Alive [Enable _? seconds [1-86400]

IP Address 8888

T 1500

MAT Enable Firewall Enable

Selected Default Gateway Interfaces Ayailable Routed WAN Interfaces
USB3G0 | pppoa

eth3.

Obtain DNS @ Use wan Interface O Use StaticDNS O Parent Contrals

Selected DNE Server Interfaces Available WAN Interfaces
USB3G0 | pppoa

eth3.
Primary DNS Secondary DNS
“Warning: Entering the wrong PIN code three times will lock the SIM

Failover: If enabled, the 3G/LTE will work in failover mode and be brought up only when there is no
active default route. In this mode, 3G/LTE work as a backup for the WAN connectivity. While if
disabled, 3G/LTE serves as a normal interface, and can only be brought up when it has been
configured to achieve a mobile connectivity.

SIM1 & SIM 2

Mode: There are 6 options of phone service standards: GSM 2G only, UTMS 3G only, GSM 2G
preferred, UMTS 3G preferred, Automatic, and Use 3G/LTE 3g dongle settings. If you are uncertain
what services are available to you, and then please select Automatic.

TEL No.: The dial string to make a 3G/LTE user internetworking call. It may provide by your mobile
service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
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service provider is able to attach anything to an APN to create a data connection, requirements for
APNs varies between different service providers. Most service providers have an internet portal
which they use to connect to a DHCP Server, thus giving you access to the internet i.e. some 3G
operators use the APN ‘internet’ for their portal. The default value is “internet”.

Username/Password: Enter the username and password provided by your service provider. The
username and password are case sensitive.

Authentication Protocol: Default is Auto. Please consult your service provider on whether to use
PAP, CHAP or MSCHAP.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the
SIM card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3 times
in a row, then the SIM card will be blocked and you will require a PUK code from your network/
service provider.

® Connect on Demand: If you want to make UMTS/GPRS call only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet). In this mode, you must set Idle Timeout value at same time. Click on Connect on
Demand, the Idle Timeout field will display.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on
the line for a predetermined period of time. Default is 600 seconds.

Dial on demand i*iEnahle

ldle Timeout G00 secands [10-86400]

® Keep Alive: Check Enable to allow the router to check the mobile connectivity every 7 (can
be changed based on need) seconds by ping the IP address set below the keep the 3G/LTE
link active.

IP Address: The IP address is used to “ping”, and router will ping the IP to find whether the
connection is still on.

Dial on demand [ 1Enable
Keep Alive ¥ Enable |7 seconds [1-86400]
P Address 3.8.8.8

NAT: Check to enable the NAT function.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

MTU: MTU (Maximum Transmission Unit) is the size of the largest datagram that IP will attempt to
send through the interface.

Select default gateway interfaces: Select from the interfaces the default gateway, here commonly
we select ppp3g0.
Selected DNS Server Interfaces: Three ways to set a DNS server.

® Available WAN interfaces: Select a desirable WAN interface as the DNS server.

@® Static DNS Address: To specify DNS server manually by entering your primary and
secondary DNS server addresses.

® Parental Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).
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Click Apply to confirm the settings.

Here you can configure WAN Service, if it is OK, you can access the internet. You can go to Status
>WAN or Summary to view the WAN connection information (Here user can see the 3G/LTE

failover).

I Status

T WaN

Wan Info

Interface Description
PRp0.a PRpoe_0_8_35
pPpp3gl aGo

I Status

¥ Device Information
Model Name

Hast Mame

System Lp-Time
DateTime

Software Version

LAN IPv4 Address

LAMN IPvE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

WAN

Line Rate - Upstream (Khps)

Line Rate - Downstream (Kbps)
Default Gateway / IPv4d Address
Connection Time

Primary DNS Server

Secondary DME Server

Default IPvG Gateway | IPvE Address

PFPoE Unconfigured

Connection
Time IPy4 Address IPvE Address
Failover/ Connected 00:01:10 10.44.183.197

BiPAC 7820MNZ

haome.gateway

0D OH 12M 435

Thu May 8 06:35:25 2014
2.32d.dr

192.168.1.254
fed0:204.edff.fe01.1/64
00:04:2d:01:00:04
AZpD038fd24h
£.30.102.7 cped . 12L08.4

0

0

ppp3g0(3GILTE) / 10.44.183.197
00-06-30

2215455

58.240.57.33

ppp0.1 (DSL)
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Dual SIM

BiPAC 7820NZ offers dual-SIM slots for two mobile SIM cards. The SIM 1 will be in use when two
SIM cards are both up. The current SIM connection will fail over to the other SIM connection when
the situation below happens. But note when the failover is done, the connection cannot fail back to
the previous SIM connection.

IConﬁgura:ion 1“5; .

¥ Dual SIM

Parameters

Failover Enable
Connectivity Decision Motin service when probing failed after |5 consecutive times.
Failover Frabe Cycle Every [12 | seconds.
@ s
Oetlemtiin o g:r;gl_;?st Fail /88838 | 2]

Failover: Check Enable to activate failover feature.
Connectivity Decision: Set how many times of probing failure to switch to the other SIM.

Failover Probe Cycle: Set the time duration for the Probe Cycle to determine when the router will
switch to the other SIM once the current SIM connection fails. For example, when set to 12 seconds,
the probe will be conducted every 12 seconds.

Detect Rule: Choose the probe policy, to Ping Host or when SIM lost
® SIM Lost: SIM card absent or not be able to establish connection.

® Ping Host Fail: It will send ping packets to host pre-set, and wait for response from it in every
“Probe Cycle” to check the connectivity to the mail SIM.

Note:

The time set is for each probe cycle, but the decision to change to the other SIM is determined by
Probe Cycle multiplied by connection Decision amount (e.g. From the image above it will be 12
seconds multiplied by 5 consecutive fails, the router will determine failover to another SIM).
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DSL

This screen allows you to set DSL parameters. DSL knowledge is required to configure these
settings. Contact your ISP to make sure that these parameters are correct.

IConfiguraii-}n A W\c" .
A -

*DSL

Parameters

Modulation cDmt [MGlite [FT1.413 ADSL2 [Mannext [Fapsiz+ [annexm
Phone line pair & Inner pair O Outer pair

Capability Bitswap []SRA

PhyR Jupstream Downstream

=+ 1f DEL line is not ready, related conffiguration cannot successiully set.

[L.ppl;.-J I Advanced Seftings

Modulation: There are 7 modes “G.Dmt”, “G.lite”, “T1.413”, “ADSL2”, “AnnexL”, "ADSL2+”,
“‘“AnnexM” that user can select for this connection.
Phone line pair: This is for reserved only. You can choose "Inner Pair" or "Outer Pair".

Capability: There are 2 options “Bitswap Enable” and “SRA Enable” that user can select for this
connection.

@® Bitswap Enable: Allows bitswaping function.

® SRAEnable: Allows seamless rate adaptation.
PhyR: A new technology to control impulse and noise to improve the BER and DSL data quality.
Click Apply to confirm the settings.

Click L_Advanced Settings | 4, ¢111re configure DSL.

IConﬁguraticn ;“.‘\E .

* DSL Advanced Settings

Parameters

Test Mode ® Normal O Revers O Medley O No Retrain O L3

I Apply ] [ Tone Selection ]

Select the Test Mode, or leave it as default.

Tone Selection: This should be left as default or be configured by an advanced user.
The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125 kHz apart.
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With each tone carrying separate data, the technique operates as if 256 separate modems were
running in parallel. The tone range is from 0 to 31 for upstream and from 32 to 255 for
downstream.

129



SNR

Signal-to-noise ratio (often abbreviated SNR or S/N) is a measure used in science and engineering
that compares the level of a desired signal to the level of background noise. It is defined as the ratio
of signal power to the noise power.

B LTS

v SNR

Parameters

This field can be adjusted to affect the SME value so as to achieve the highest possible sync speed.

Mote that a value set too low may affect stability, a balance needs to be achieved ketween speed and stahility.

There are no setvalues recommended as each ADSL line will be different.

Avalue of 6 is a good starting peint, this is the target 2ME, frem here you can gradually reduce values to achieve the highest possible sync speed whilst still maintaining stability.
egh54..

1is the lowest possible value.

SMR [+ | B 1Aute:-1]

SNR: Change the value to adjust the DSL link rate, more suitable for an advanced user.
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System

Internet Time

The router does not have a real time clock on board; instead, it uses the Network Time Protocol
(NTP) to get the most current time from an NTP server.

NTP is a protocol for synchronization of computers. It can enable computers synchronize to the NTP
server or clock source with a high accuracy.

IC-}nﬂguraiicn A u‘{: .

¥ Internet Time

Parameters

Synchronize with Internettime servers ¥ Enanle

First NTP time server Other v]|[192.43.244 13

Second NTP time server Other v|[128.138.140.44

Third NTP time server Other v 120.6.15.28

Fourth NTF time server Other b 131.107.1.10

Fifth MTP time server | Mone v

Time zone offset (GMT-00:00% Greenwich Mean Time: Dublin, Edinburgh, Lisbon, Lendon »

Choose the NTP time server from the drop-down menu, if you prefer to specify an NTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Choose your local time zone from the drop-down menu. After a successful connection to the Internet,
the router will retrieve the correct local time from the NTP server you have specified. If you prefer to
specify an NTP server other than those in the drop-down list, simply enter its IP address in their
appropriate blanks provided as shown above. Your ISP may also provide an NTP server for you to
use.

Click Apply to apply your settings.
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Firmware Upgrade

Software upgrading lets you experience new and integral functions of your router.

IConﬂgura:n}n j u’\‘ .
A =

~ Firmware Upgrade

You may upgrade the system software on your network device.

After upgrading,let your device restart with factory default settings or current settings.
® Factory Default Settings
O Current Settings

Restart device with

Mew Firmware Image _

Restart device with:

® Factory Default Settings: Restart the device with factory default settings automatically when
finishing upgrading.
@® Current Settings: Restart the device with the current settings automatically when finishing
upgrading.
Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time

this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router,

Warning

132



Backup / Update

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore from a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy in the case of any mistakes. It is advisable to
backup your router’s settings before making any significant changes to your router’s configuration.

I':DI'IﬂEILI!’a{iDI'I \ “\C‘ .

T Backup | Update
Allows you to backup the configuration settings to your computer, or restore configuration from your computer,

Backup Configuration
Backup DSL router configurations. You may save your router configurations to a file on your PC.

Backup Settings
Restore Configuration

Configuration File | Erowse...

Restore will overwrite the current configuration and restart the device. If you want to keep the current configuration, please use "Backup” first to save current cenfiguration.

Update Settings

Click Backup Settings, a window appears, click save , then browse the location where you want to
save the backup file.

Click Browse and browse to the location where your backup file is saved, the click Open. Then in
the above page, click Update Settings, the following process indicating screen will appear. Let it
update to 100%, it will automatically turn to the Device Info page.

progress

progress...

Do not switch off device during flash update or rebooting.

total . 6%
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Access Control

Access Control is used to prevent unauthorized access to the router configuration page. Here you
can change the login user password. Three user levels are provided here. Each user level there’s a
default provided user. You must access the router with the appropriate username and password.
Here the corresponding passwords are allowed to change.

I Configuration A u\‘{ .

*Access Control

Parameters

Level '—".dministrat-_:r b

Usemame admin

0ld Password {maximurm lenath is 15)
MNew Password (maximum lenath is 15)
Confirm Password {(maximurm length is 15)
Cancel

Level: select which level you want to change password to. There are three default levels.

® Administrator: the root user, corresponding default username and password are admin and
admin respectively.

® Remote: username for the remote user to login, corresponding default username and
password are support and support respectively.

® Local: username for the general user, when logon to the web page, only lit items would be
listed for common user, corresponding default username password are user and user
respectively.

Username: the default username for each user level.

Old Password: Enter the old password.

New Password: Enter the new password.

Confirm Password: Enter again the new password to confirm.

Note: By default the accounts of Remote and Local are disabled, please click Valid check-box to
activate the accounts.

IC-Jnfiguraii-}n A Q\{-‘ .

*Access Control

Parameters

Level Remote =

Valid

Username support

Cld Password {maximum length is 15)
Mew Password .l,maximum length is 15}
Confirm Password {maximum length is 15)
Cancel

Click Apply to apply your new settings.
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occurred to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

IConfigura:ien u\‘ .
i E

~ Mail Alert
Server Information
WAN Port DsL »
Apply all the setlings to [ Ethernet [ 3GILTE
SMTP Server
Isername
Password
Senders E-mail (Must be xe@yyy.zz)
SSLITLS [JEnakle
Fort

Account Test

VAN IP Change Alert
Recipients E-mail (Must be ox@yyy.zzz)
3G/LTE Usage Allowance

Recipients E-mail (Must be we@yyy.zzz)

WAN Port: Mail Alert feature can be applicable to every WAN mode: Ethernet, DSL and 3G/LTE.
Select the port you want to use Mail Alert.

For example DSL, then when the WAN connection is in DSL mode and when there is any
unexpected event, the alert message will be sent to your specified E-mail.

Apply all settings to: check whether you want to have a copy of the settings to apply to other WAN
port, suppose the above Main port is DSL, then if you enable this function, then Ethernet port will
have the same configuration.

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

SSL: check to whether to enable SSL encryption feature.

Port: the port, default is 25.

Account Test: Press this button to test the connectivity and feasibility to your sender’s e-mail.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert
message once a WAN IP change has been detected.

Recipient’s Email (3G/LTE Usage Allowance): Enter the email address that will receive the alert
message once the 3G over Usage Allowance occurs.
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SMS Alert

SMS, Short Message Service, is to inform clients the information clients subscribe. The BiPAC
7820NZ offers SMS alert sending clients alert messages when a WAN IP change is detected.

ICDnﬂgura:lon ';WL“ .

v SMS Alert
VUAN IP Change Alert
Recipients Number

Recipient’'s Number (WAN IP Change Alert): Enter the Recipient’'s number that will receive the
alert message once a WAN IP change has been detected.
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Configure Log

I Configuration \ \ ‘\‘ .

~ Configure Log

Parameters

Log ®Enable O Disakble
Log Level | Infarmational |
Display Level Informational s

Mode Local |»

Log: Enable or disable this function.

Log level: Select your log level. The log level allows you to configure which types of events are
logged. There are eight log levels from high to low are displayed below:

® Emergency = system is unusable

Alert = action must be taken immediately
Critical = critical conditions

Error = error conditions

Warning = warning conditions

Notice = normal but significant conditions

© © © © © ©

Informational = information events
® Debugging = debug-level messages

The gateway records all log events at the chosen level and above. For instance, if you set the log
level to Critical, all critical, alert, and emergency events are logged, but none of the others are
recorded

Display Level: Display the log according to the level you set when you view system log. Once you
set the display level, the logs of the same or higher priority will be displayed.

Mode: Select the mode the system log adopted. Three modes: local, Remote and Both.
® Local: Select this mode to store the logs in the router’s local memory.

® Remote: Select this mode to send the log information to a remote log server. Then you must
assign the remote log server and port, 514 is often used.

® Both: Logs stored adopting above two ways.
Click Apply to save your settings.
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USB

Storage here refers to network sharing in the network environment, USB devices act as the storage
carrier for DLNA, NAS (Samba server, FTP server).

Storage Device Info

This part provides users direct access to the storage information like the total volume, the used and
the remaining capacity of the device.

IConﬂgLu'azion 1\ i\.- .

~ Storage Device Info
Storage Device Info
Yolume Mame FileSystem Total Space Used Space Unmount

ush1_1 fat gan 42

Volume Name: Display the storage volume name

FileSystem: Display the storage device’s file system format, well-known is FAT.
Total Space: Display the total space of the storage, with unit MB.

Used Space: Display the remaining space of each partition, unit MB.

Unmount: Click Unmount button if you want to uninstall the USB device. Please Note that first click
Unmount before you uninstall your USB storage.
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User Account

Users here can add user accounts for access to the storage, in this way users can access the
network sharing storage with the specified account, and again protect their own data.

Users added here are entitled to have access to both Samba server and FTP server.
Default user admin.

IConﬂgu:'azion j WE .
i -

¥ User Accounts

User Accounts

A maximum accounts can be configured: 16

Username Home Directory Remove Edit
admin !

Add Remaove

Click Add button, enter the user account-adding page:

Icrmﬂgura{ion ;\ i\. .

¥ User Accounts
Parameters

Username
FPassword
Confirm Password

Volume Mame ush1_1 %

Cancel

Username: user-defined name, but simpler and more convenient to remember would be favorable.
Password: Set the password.
Confirm Password: Reset the password for confirmation.

Volume Name: Select Volume name, as to create access to the volume of the specified partition of
the storage.

For example, a user test is setup behind the usb1_1.

IC-}nIigura!.iDn i\ i\.. ‘

¥ User Accounts
User Accounts
A maximum accounts can be configured: 16

Username Home Directory Remave Edit
admin !
test ushi_1ftest O

The user “test” has the right to access both Samba and FTP server.
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How to access Samba:
In your computer, Click Start > Run, enter \\192.168.1.254 (LAN IP)

M 44192,168.1.254

p See more results

|u192.158.1.254l X | | Shut down | b
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When accessing the network storage, you can see a folder named “public”, users should have the
account to enter, and the account can be set at the User Accounts section.

When first logged on to the network folder, you will see the “public” folder.
Public: The public sharing space for each user in the USB Storage.

When user register a USB account and log successfully, a private folder (the same name as the user
account registered) exclusive for each user is established. Go on to see the details.

> - =
- L A0 - e
\r)'\) [ Network » 1921681.254 »

- | 4 | | Search 192.1681.254

]
o
File Edit View Tools Help
Organize v Network and Sharing Center View remote printers B= o« [ @
o Name Type Comments
4 public Share

shared folders on each volume
i Libraries

“:| Documents
J Music
k= Pictures

E Videos

"M Computer
&, Local Disk (C:)
a Local Disk (D:)
a Local Disk (E:)
ca Local Disk ()

Glil Metwork

I

| | .
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Access the folder public.

r 5
Windows Security B

Enter Network Password
Enter your password to connect to: 1921681254

= |

[cees ]

Domain: WINT-64
Remember my credentials

@ Access is denied,

| ok || cancel |

- R—
. o ... T SeeeEs L o P e | o]
| 4 » Network » 1921681254 » public » v |+ [ Search public pe
% |_._ — = — — _g?i —— _|
File Edit View Tools Help
Organize » New folder =~ 0 @

X Favorites Name Date modified Type Size

1. usbl 1 share 1/4/2013 10:40 AM File folder

4 Libraries
@ Documents
J‘ Music
|| Pictures
B videos

1% Computer
&, Local Disk (C)
w Local Disk (D)
w Local Disk (E:)
—a Local Disk ()

‘.‘- Network

1 item Offline status: Online
= | Offline availability: Not available
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When successfully accessed, the private folder of each user is established, and user can see from
the following picture. The test fold in the picture is the private space for each user.
- - - - = = - - e - w LA m@g-‘

[ O
T
@ )% |/M » Network » 192.168.1.254 »

File Edit View Tools Help

Organize » MNetwork and Sharing Center View remote printers = = O @

0 Favorites Name Type Comments

l;,:_‘ Recent Places | . public Share shared folders on each volume

B Desktop & test Share Home Directory
& Downloads

= Libraries
@ Documents
J’ Music
|&] Pictures

B Videos

1% Computer
&L Local Disk (C)
—a Local Disk (D:)
w Local Disk (E:)
= Local Disk (F:)

G‘j MNetwork

4| 1 b

. public (\4192.168.1.254) Offline availability: Not available
— | Share Offline status: Online
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How to use FTP:
Please note to enable remote FTP access in Remote Access.

1. Access via FTP tools

Take popular FTP tool of FlashFXP for example:

1) Open FlashFXP

2) Create ftp sites (LAN IP / WAN IP, and set the account, port).

3) Connect to the ftp site.

J6.228.233. 114 — FlashFEP Evaluation Copy

Seszion Sites Options Gueue Commands Tools Directory V¥iew Help
S RXn>-BS P -0 R e
% '{}' @ |@J‘r v| ITE ﬁ' @ |@C:\Documents and Settings v||
Hame Size Date Attrib Hame Size Modified
tParent Directory tParent Directory
[C)public 0 2014-2-26 6:53 drwxr—xr—x C)hdministrator 2014-1-9 15:05
Ctest g KB 1980-1-1 drwsrwsrws [C)A11 Vsers 2012-3-30 9:44
) Default User 2011-4-28 14:10
vt 2014-2-14 1500
0 Files, 2 Folders, 2 Total (0 bytes) 0 Files, 4 Folders, 4 Total O bytes (4537 GB Freel
36,228,233, 114 Local Browser
Hame Target Size Remark Efj ASMSEAR;sume request sueccessful. e
[L] P¥D
[L] 257 “/" iz cwrrent directory.
[L] TYPE &
[L] 200 Type set to &
[L] BASY
[L] 227 Entering Passiwe Mode (38, 228,233, 114,4,1)
[L] Opening data conmection IF: 36,228 233.114 PORT: 1025
[L] LIST -al
[L] 150 OK
[L] 226 Transfer complete. =
[L] Lizt Complete: 112 bytes in 0.63 second (0.1 EB/=) b
T Tdle. (00:14)
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2. Web FTP access

1) Enter ftp://admin@VWAN-IP_or ftp://admin@LAN-IP at the address bar of the IE. In terms of other
browsers, type ftp://WAN-IP or ftp:// LAN-IP directly.

2) Enter the account's username and password.
Internet Explorer R W

? To log on to this FTP server, type a user name and password,

FTP server: 36.224.45, 186

User name:

Password:

After you log on, you can add this server to your Favorites and return to it easily.

[7] Log on anonymously
| logon || cancel |
F @ — - - ﬁl
FTP root at 36.224.45.186 - Windows Internet Explorer [
. 4 - PR L L L »n -

@O - |g, ftp://36.224.45.186/ v| ] | | % | Bing R v|
7.7 Favorites | 9% @] Suggested Sites » @1 Web Slice Gallery

@ FTP root ot 36.224 45186 [ ] B~ B v = @ v Pagev Sofetyr Tools~ @~

FTP root at 36.224.45.186

To view this FTP site in Windows Explorer, click Page. and then click Open FTP Site in Windows Explorer.

01/01/1970 12:00RM Directory public

01/01/1980 12:00AM Directory test
Done & Internet | Protected Mode: On 5~ ®100% ~ }
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Print Server

The Print Server feature allows you to share a printer on your network by connecting a USB cable
from your printer to the USB port on the 7820NZ. This allows you to print from any location on your
network.

Note: Only USB printers are supported

Setup of the printer is a 3 step process (7820NZ for example)
1. Connect the printer to the 7820NZ’s USB port

2. Enable the print server on the 7820NZ
3. Install the printer drivers on the PC you want to print from

IConﬂguralion L‘\‘El_ -

~ Print Server

Parameters

On-board Print Server [¥IEnable
Printer Name OfficePrinter
Make And Model Epson Stylus Photo R2!

On-board Print Server: Check Enable to activate the print server

Printer Name: Enter the Printer name, for example, OfficePrinter

Make and Model: Enter in the Make and Model information for the printer, for example, Epson
Stylus Photo R290

Note:
The Printer name can be any text string up to 40 characters. It cannot contain spaces.
The Make and Model can be any text string up to 128 characters.

Set up of Printer client (Windows 7)

Step 1: Click Start and select “Devices and Printers”

@
‘% Snipping Tool

— warehouse
,, ==] Control Panel 3

Documents

E‘l Microsoft Excel 2010 3

=1 Pictures
“—_ SyncMe Client for Windows

I.T;/f') Paint 3

—l Calculator

Music

Computer

Control Panel

WeordPad 2
Devices and Printers

Tera Term
Default Programs

Microsoft Outlook 2010 3

Help and Support

Rernote Desktop Connection 4

0

D o [ & [ ED

=

3G0 HSPA Mobile Card

» Al Programs

146



Step 2: Click “Add a Printer”.

OO—|@ » Control Panel » Hardware and Sound » Devices and Printers »

v‘-’

[ Al - =B O o L 3

Add a device [ Add a printer

4 Devices (3)

Start the Add Printer Wizard, which
helps you install a printer

73
O

Generic Non-PnP WAREHOUSE_PC Wheel Mouse
Monitor Optical

Step 3: Click “Add a network, wireless or Bluetooth printer

@@Mﬁpﬁrﬁef T B —— — — 4 »

What type of printer do you want to install?

= Add a local printer

Use this option enly if you don't have a USB printer, (Windows automatically installs USE printers
when you plug them in.)

& Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on.

[hew
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Step 4: Click “The printer that | want isn’t listed”

- . p——_ [
@ = Add Printer - -

-

Searching for available printers...

Printer Name Address

| E— Stop

= The printer thatI want isn't listed

Step 5: Select “Select a shared printer by name”

Enter http://7820NZ- LAN-IP:631/printers/printer-name or. Make sure printer’s name is the same as what you set in
the 7820NZ earlier

For Example: http://192.168.1.254:631/printers/OfficePrinter

OfficePrinter is the Printer Name we setup earlier

@ = Add Printer

Find a printer by name or TCP/IP address

(") Browse for a printer
(@ Select a shared printer by name

http://192.168.1.254:631/printers/OfficePrinter

Example: \\computernameiprintername or
http://computername/printers/printernarme/ . printer

() Add a printer using a TCP/IP address or hostname

| [ Cancel

148



Step 6: Click “Next” to add the printer driver. If your printer is not listed and your printer came with an installation
disk, click “Have Disk” find it and install the driver.

;
Add Printer Wizard i W - =

Select the manufacturer and model of your printer. f your printer came with
an installation disk, click Have Disk. i your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer * | | Prirters ir
Brother L4 [l Epson Stylus Photo R200 (M)
Canan @ Epson Stylus Phota R210 (M)
Eoson 2
Fuiji Xerox @ Epson Stylus Photo BR300 (M)
Fiensrie T | [ I=IFnenn Shiie Photn B30 W i

= This driver is digitally signed.

Tell me why driver signing is important

|
oK || cancel |
L
Step 7: Click “Next”
. )

'\..} = Add Printer -

[l
You've successfully added OfficePrinter on http://192.168.1.254:631

Printer name: OfficePrinter on http://192.168.1.254:631

This printer has been installed with the EPSON Stylus Photo R290 Series driver.
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Step 8: Click “Next” and you are done

\ E@ Add Printer

You‘ve successfully added OfficePrinter on http://192.168.1.254:631

To check if your printer is working properly, or to see troubleshooting informatien for the printer, print a
test page.

You will now be able to see your printer on the Devices and Printers Page

[ R — [F=REER =)

~ g
2 » Control Panel » ardware and Sound » evices ani rinters » - earch Devices and Printers
*®) Control Panel » Hard: dSound b Ds d Print: 43 ||[ Search D Prin 2|

Add adevice  Add a printer - @

4 Devices (3)

Nyeo

Generic Non-PrP WAREHOUSE_PC Wheel Mouse
WMonitor Optical

4 Printers and Faxes (1)

C/

OfficePrinter on
http://192.168.1.2
54631

150



DLNA

The Digital Living Network Alliance (DLNA) is a non-profit collaborative trade organization
established by Sony in June 2003, which is responsible for defining interoperability guidelines to
enable sharing of digital media between consumer devices such as computers, printers, cameras,
cell phones and other multiple devices.

DLNA uses Universal Plug and Play (UPnP) for media management, discovery and control. UPnP
defines the types of devices (‘server’, ‘renderer’, ‘controller’) that DLNA supports and the mechanism
for accessing media over a network.

Overall, DLNA allows more convenience, more choices and enjoyment of your digital content
through DLNA certified devices. Any DLNA certified devices or software can access the DLNA
server.

With USB storage, 7820NZ can serve as a DLNA server.

IC.}nfigur'a{ian A u}r‘ .

~ Digital Media Server settings

Parameters

On-board digital media server i¥!Enable

Interface Default »

Media Library Path ush1_1 [

Cancel

On-board digital media server: Enable to share the device as a DLNA server.
Interface: The VLAN group, it is the bound interface for DLNA server accessing.

Media Library Path: Default is usb1_1, total USB space (pictures, videos, music, etc, all can be
accessed with this path).
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Take Windows media player in Windows 7 accessing the DLNA server for example for usage of

DLNA .

-
|| Windows Media Player

o e e

File View Play Tools

I Organize « Stream

Ep Library
[i| Playlists
4 [ Music
5 Artist
(=) Album
: ) Genre
i B Videos
|| Pictures
I =] Recorded TV
| ) Other media
1

@"‘ Other Libraries
IPAC-TE0OMNX: Ei'

|I ﬂMed[aGuide -

Help

s
@O » BIPAC-TRIONX: 254 »

Lreate playlist «

Title

e

Music

Videos

Play
jel v| @ H§ave|ist
>
- ») > ‘
Pictures  Recorded TV  Playlists 7

0 itemns

Burmn

£

lear list [

Unsaved list

Unsaved list >

Drag items here
to create a playlist.

b4

O ] @ Eiie ) —_@‘..'

v

- Y
@ Windows Media Player ‘ -8 - '-u_ulr—'@
File View Play Tools Help
v » BIPAC-TE0ONX: 254 » Music » All music Play Burmn Sync
I Organize v  Stream +  Create playlist = ¥ |Search R 'l @ [ Savelist Clearlist P~ A~
4 JJ Music < Album # | Title
3, Artist 09K The One That Got Away.mp3
(2 Album @07 The One That Got Away.. g
b= [ oot et
B Videos Unknown Genre h Shop it
I |=]| Pictures Unknown Year
|| = Recorded TV & Unsaved list =
Il D Other media + The One That Got Away.mp3 247
i sl Born To Die.mp3 4:46
Other Lib
| F o nes 99E Born To Die.mp3
4 @'-" BiPAC-T200MX: 254 = ooL
4 Jd Music 1 Unknown Genre
| L Artist Unknown Year
=) Album
|
Iy Genre
B Videos
\=l| Pictures
= Recorded TV 4
- I|
|I ‘9 Media Guide - I
> 2 items, 8 minutes
g @07 wos( W O | B (44 '\@J Ph B —S =
i =
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IP Tunnel

An IP Tunnel is an Internet Protocol (IP) network communication channels between two networks of
different protocols. It is used to transport another network protocol by encapsulation of its packets.

IP Tunnels are often used to connect two disjoint IP networks that do not have a native routing path
to each other, via an underlying routable protocol across an intermediate transport network, like VPN.

Another prominent use of IP Tunnel is to connect islands of IPv6 installations across the IPv4
internet.

IPv6inIPv4

6in4 is an Internet transition mechanism for migrating from IPv4 to IPv6. 6in4 uses tunneling to
encapsulate IPv6 traffic over explicitly configured IPv4 links. The 6in4 traffic is sent over the IPv4
Internet inside IPv4 packets whose IP headers have the IP Protocol number set to 41. This protocol
number is specifically designated for IPv6 capsulation.

6RD:

6RD is a mechanism to facilitate IPv6 rapid deployment across IPv4 infrastructures of internet
service providers (ISPs).

It is derived from 6to4, a preexisting mechanism to transporting IPv6 packets over IPv4
infrastructure network, with the significant change that it operates entirely within the enduser’s ISP
network, thus avoiding the major architectural problems inherent in the original design of 6to4.

IConﬂguraIicn ] Q\‘ .
A = -

~*IPv6iniPvd
6in4 Tunnel Configuration
MName WAN  LAN  Dynamic V4 Common Bit Lenath Grd Prefix with Prefix Length Border Relay Address Remove

Add Remave

Click Add button to manually add the 6in4 rules.

If:onﬂgura:lon } m{ .
A ~

* 6ind Tunnel Configuration
Parameters

Tunnel Mame

Ilechanism [6RD v
Associated WAN Interface v
Associated LAN Interface LAN/BO v

lethod @ panual O Autematic

V4 Comman Bit Length
Grd Prefix with Prefix Length
Border Relay P4

Tunnel Name: User-defined name.

Mechanism: Here only 6RD.
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Associated WAN Interface: The applied WAN interface with the set tunnel, thus when there are
packets from/to the WAN interface, the tunnel would be used to transport the packets.

Associated LAN Interface: Set the linked LAN interface with the tunnel.

Method: 6rd operation mechanism: manually configured or automatically configured. If manually,
please fill out the following 6rd parameters.

V4 Common Bit Length: Specify the length of IPv4 address carried in IPv6 prefix, for example, 0
means to carry all the 32 bits of IPv4 address while 8 carries 24 bits of the IPv4 address.

6rd Prefix with Prefix Length: Enter the 6rd prefix and prefix length you uniquely designate to 6rd
by the ISP( The 6rd prefix and prefix length are to replace the standard 6to4 prefix 2002::/16 by an
IPv6 prefix that belongs to the ISP-assigned.)

Border Relay IPv4 Address: The IPv4 address of the border relay. The relay is used to unwrap
capsulated IPv4 packets into IPv6 packets and send them to the IPv6 network.
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IPv4inIPv6

4in6 refers to tunneling of IPv4 in IPv6. It is an inherent internet interoperation mechanism allowing
IPv4 to be used in an IPv6 only network.
4in6 uses tunneling to encapsulate IPv4 traffic over configured IPv6 tunnels. 4in6 tunnels are usually

manually configured but they can be automated using protocols such as TSP to allow easy
connection to a tunnel broker.

DS —Lite
DS —Lite, or Dual-Stack Lite, is designed to let an ISP omit the deployment of any IPv4 address to

the customer’s CPE. Instead, only global IPv6 addresses are provided (Regular Dual-Stack Lite
deploys global addresses for both IPv4 and IPv6).

The CPE distributes private IPv4 addresses for the LAN clients, the same as a NAT device. The
subnet information is chosen by the customer, identically to the NAT model. However, instead of
performing the NAT itself, the CPE encapsulates the IPv4 packet inside an IPv6 packet.

ICDnﬁgurazu}n ) Q\‘ .
) | = -

T IPv4inlPvG
4in6 Tunnel Configuration
Mame WAN LAM Dynamic AFTR Remave

Add Remove

Click Add button to manually add the 4in6 rules.

IConﬂgura!ion “ - .
A | = —

¥ 4in6 Tunnel Configuration

Parameters

Tunnel Mame

IMechanism Ds-Lite v
Associated WAN Interface ¥
Asgsociated LAN Interface LAN/brD v

Method @ Manual O Automatic

AFTR

Tunnel Name: User-defined tunnel name.

Mechanism: It is the 4in6 tunnel operation technology. Please select DS-Lite.

Associated WAN Interface: The applied WAN interface with the set tunnel, and when there are
packets from/to the WAN interface, the tunnel would be used to transport the packets.
Associated LAN Interface: Specify the linked LAN interface with the tunnel.

Method: Manually to specify the AFTP (Address Family Transition Router) address or Automatic.
AFTR: Specify the address of AFTP (Address Family Transition Router) from your ISP.
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Security
IP Filtering Outgoing

IP filtering enables you to configure your router to block specified internal/external users (IP address)
from Internet access, or you can disable specific service requests (Port number) to /from Internet.
The relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is satisfied, the
specified action will be taken.

Outbound IP Filtering by default is set to forward all outgoing traffic from LAN to go through the
router, but user can set rules to block the specific outgoing traffic.

Note: The maximum number of entries: 32.

ICanigura:il}n i W\E .

*|P Filtering
Cutgoing IP Filtering Setup
A maximum entries can be configured: 32

; P Source IP address Source Port : : -
Crder  Filter Mame i Protocol == —— Action  Log Disable Remove Edit
Version Destination IP address Destination Port

Add Remaove Reaorder

Click Add button to enter the exact rule setting page.

ICDniiguraIion ;,Wt‘ .

¥ Qutgoing IP Filtering Setup

Parameters

Filter Mlame [ == | -type or select from listhox— »

IF Version [1Pv4 [

Protacol | TCR/UDF js# Pratacol Number '[0—25{

Source IP address | - Source Port [port or portport]
Destination IP address 2 ._ . Destination Port .. [port or portpord]
Time Schedule Always On R Sun Mon Tue Wed Thu Fri Sat From| 00 [o0 ~|mdfoo ~|:[oo

Action [forward » Log i

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP ) that the rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
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above.

Destination Port [port or port: port]: Traffic with the particular set destination port or port in the set
port range is to be blocked from going through the router. Default is set port from port range: 1 —
65535.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

; ”in list table indicating the rule is inactive. See Time Schedule.

Action: Select to drop or forward the packets fit the outgoing filtering rule.
Log: check the check-box to record the security log. To check the log, users can turn to Security Log.

Example: For example, if there is an outgoing rule set as follows, then the 21 application between
source IP and destination IP will be forwarded. Or exactly in the rule below, all traffic trying to access
FTP will be forwarded.

ICanigurati-}n -\ WE .

* Outgoing IP Filtering Setup

Parameters

Filter Mame [FrP == | ~type or select fram listhox— |

IP Version [1Pus =]

Protocal | TCR/UDP |8 Protacol Number ' [0-254]

Source IP address | ~ Source Port [port or portpor]
Destination IP address = ._ . Destination Port ?21 [port or portport]
Time Schedule Always On w Sun IMon Tue Wed Thu Fri Sat From| 00 .| 00 Tofoo - |:[oo

Action :f-:nrwc_-lr_d w | Log

IConﬂguratir}n “\. .
4 | = —

¥ IP Filtering
Outgoing IP Filtering Setup
A maximum entries can be configured: 32

: 1= Source IP address Source Port : : )
Filter Mame Versi Pratocal S i Action Log Disable Remaove Edit
ersian Destination IP address Destination Port
Any Any
ERE 4 TCP - - forward Enable
5 o O

Add Remaove

(The rule is active; disable field shows the status of the rule, active or inactive)
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I Configuration

N N
~ Outgoing IP Filtering Setup
Parameters
Filter Mame |l——|'F' |€<| —type or select from listbox— L@
i Version
Pratocal TP~ Pratocal Number [ |wo-254
Source IP address | |~| | Source Port l:l [port or portport]
Destination IP address | | ~| | Destination Port [port or port:port]
Time Schedule < Disable D [sun [Imen [ue "lwed [IThu [IFri [ Isat From{oo - |:[o0 - |Tofoo - |:[o0 |
Action forward Log
~ P Filtering '
s o

Amaximum entries can be configured: 32
FTP 4 EeP

Any Any

5% forward Enable 4 [F]

Any

(Rule inactive)
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IP Filtering Incoming

Incoming IP Filtering is set by default to block all incoming traffic, but user can set rules to forward
the specific incoming traffic.

Note:

1. The maximum number of entries: 32.

2. When LAN side firewall or firewall in WAN interface(s) is enabled, user can move here to add
allowing rules to pass through the firewall.

ICanigura:iGn ﬁ i\- .
A g

~|P Filtering
Incoming IP Filtering Setup
A maximum entries can be configured; 32

P Source IP address Source Port
Filter Mame Interfaces : Protocol inati Lo Disable Remaove Edit
Version Diestination [P address Esrsttlnatlon 2

Click Add button to enter the exact rule setting page.

ICenﬂgura:.icn A u‘\f .

¥ Incoming IP Filtering Setup

Parameters

Filter Name << type or selectfrom listhox— ¥

IP Version IPyd

Protocel TCP/UDF v Protocal Number [0-254]

Source IP address ~ Source Port [port or portport]
Destination IP address | =1 | Destinatien Port _ [port or portport]
Interfaces Al Mlipoe_etho/etho. 1 [ bromro

Time Schedule Always On v 3un Man Tue Wed Thu Fri Sat From| 00 5|00 +|Tol 0O ~ |:|00

Log E]

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP ) that the rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range.. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
above.

Destination Port [port or port : port]: Traffic with the particular set destination port or port in the
set port range is to be blocked from going through the router. Default is set port from port range: 1 —
65535

Interfaces: Check if the filter rule applies to all interfaces. User can base on need select interfaces
to make the rule take effect with those interfaces.
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Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

b

”in the list table indicating the rule is inactive. See Time Schedule.

Log: check the check-box to record the security log. To check the log, users can turn to Security Log.
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MAC Filtering

MAC Filtering is only effective on ATM PVCs configured in Bridged mode.

FORWARDED means that all MAC layer frames will be forwarded except those matching with any
of the specified rules in the following table.

BLOCKED means that all MAC layer frames will be blocked except those matching with any of the
specified rules in the following table.

IConﬂguratir}n ’AQ"\[‘ .

¥ MAC Filtering

MAC Filtering Setup
MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be FORWARDED except those matching with any of the
specified rules in the following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Filtering Policy For Each Interface

Interface Palicy Change
atma.1 FORVVARD ]
WARNIMG: Changing from one policy to another of an interface will cause all defined rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new rules
for the new palicy
Change Policy
MAC filtering rules
Interface Protacol Destination MAC Source MAC Frame Direction Remave
Add Remave

By default, all MAC frames of the interface in Bridge Mode will be forwarded, you can check
Change checkbox and then press Change Policy to change the settings to the interface.

For example, from above, the interface atm0.1 is of bridge mode, and all the MAC layer frames will
be forward, but you can set some rules to let some item matched the rules to be blocked.

Click Add button to add the rules.

ICO|1ﬂgL|ra1ion \ u}; .

¥ MAC filtering rules
Parameters
Protocol [ v|

Destination MAC

Saource MAC
Frame Direction LAN===WAN |+
VAN Interface br_eth/eth0.2 v

Protocol type: Select from the drop-down menu the protocol that applies to this rule.
Destination /Source MAC Address: Enter the destination/source address.

Frame Direction: Select the frame direction this rule applies, both LAN and WAN: LAN <=>WAN,
only LAN to WAN: LAN=>WAN, only WAN to LAN: WAN=>LAN.

WAN Interfaces: Select the interfaces configured in Bridge mode.
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Blocking WAN PING

This feature is enabled to let your router not respond to any ping command when someone others
“Ping” your WAN IP.

ICDnﬁguration 1“}% !

~ Block WAN PING

Parameters
Block WAN PING OEnable @ Disable
Block WAN (IPvE) PING OEnable @ Disable
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Time Restriction

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router’'s MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN during the specified time.

This page adds time of day restriction to a special LAN device connected to the router. To Restrict
LAN device(s), please click Add button to add the device(s) from accessing internet under some set
time. To find out the MAC address of a window based PC, go to command window, and type
“‘ipconfig/all”.

Note: The maximum entries configured: 32.

IConfiguration \ ‘ i\a .

~ Time Restriction

Access Time Restriction

A maximum entries can be configured: 32

Host Label MAC Address Sun IMan Tue ‘Wed Thu Fri ~ Sat Start Time End Time Remaove Edit

Remave

Click Add to add the rules.

ICDnﬂguralicn i u\t‘ .
A _

T Time Restriction

Parameters

Host Label

MAC Address == | —type or selectfrom listhox— v

[drop v| [sun [ IMon " ITue | wed | Thu [ IFri [ Isat From[oo - |:[00 - |To[00
00

Time Schedule

Host Label: User-defined name.

MAC Address: Enter the MAC address(es) you want to allow or block to access the router and LAN.
The format of MAC address could be: XX:XX:XX:XX:XX:XX Or XX-XX-XX-XX-XX-XX. For convenience, user
can select from the list box.

Time Schedule: To determine when the rule works.

® Drop: To drop the MAC entries always; in other words, the MACs are blocked access to router
and internet always.

® Forward: To forward the MAC entries always; in other words, the MACs are granted access to
the router and internet always.

® Check or select from listbox: To set the time duration during which the MACs are blocked
from access the router and internet. “select from listbox” means that you can select the
already set timeslot in “Time Schedule” section during which the MACs are blocked from
access the router and internet.

Click Apply to confirm your settings. The following prompt window will appear to remind you of the
attention.
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An example:

IConﬂguratiDn L“*\E' .

* Time Restriction
Access Time Restriction

A maximum entries can be configured; 32

Hast Label MAC Address Sun  Mon Tue Wed Thu Fri  Sat  StatTime EndTime Remove Edit
test 18:29:05:38:04:03 forward *] Edit
child-use 13:30:05:04:12:23 @ X x x X 00:00 2359 b

Here you can see that the user “child-use” with a MAC of 18:a9:05:04:12:23 is blocked to access the
router from 00:00 to 23:59 Monday through Friday.
The “test” can access the internet always.

If you needn’t this rule, you can check the box, press Remove, it will be OK.
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing
particular websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to
meet your requirements.

Note:
1) URL Filter rules apply to both IPv4 and IPv6 sources.

2) But in Exception IP Address part, user can click “#=* to set the exception IP address(es) for
IPv4 and IPv6 respectively.

IC.}nﬂgurazien \Il“ .
'Y L= =

* URL Filter
Parameters
Keywords Filtering [CJEnahble Detail ¥
Domains Filtering [IEnable Detail ¥

Restrict URL Features BLock [duava applet Clactivex [ cookie [ Prowy

Except IP Address Detail »

Log |l

Time Schedule Always On v Sun Man Tue Wed Thu Fri Sat From| 00 -[00 To| 00 iy}

Keywords Filtering: Allow blocking against specific keywords within a particular URL rather than
having to specify a complete URL (e.g.to block any image called “advertisement.gif’). When enabled,
your specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

Domains Filtering: This function checks the whole URL address but not the IP address against
your list of domains to block or allow. If it is matched, the URL request will either be sent (Trusted) or
dropped (Forbidden).

Restrict URL Features: Click Block Java Applet to filter web access with Java Applet components.
Click Block ActiveX to filter web access with ActiveX components. Click Block Cookie to filter web
access with Cookie components. Click Block Proxy to filter web proxy access.

Exception IP Address: You can input a list of IP addresses as the exception list for URL filtering.
These IPs will not be covered by the URL rules.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled. See Time Schedule.

Log: Select Enable for this option if you will like to capture the logs for this URL filter policy. To
check the log, users can turn to Security Log.
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Keywords Filtering
Note: Maximum number of entries: 32.

Click Del* to add the keywords.

IConﬁguratir}H i‘ i\- .

¥ Keywords Filtering
Parameters

Keyword

Add Edit/ Delete | Return *

Enter the Keyword, for example image, and then click Add.

IConfigurazi-}n ;_Q'\;f .

* Keywords Filtering

Parameters

Keyword

Edit/Delete | Return »

Edit Keyword Delete
O image

O

You can add other keywords like this. The keywords you add will be listed as above. If you want to
reedit the keyword, press the Edit radio button left beside the item, and the word will listed in the
Keyword field, edit, and then press Edit/Delete to confirm. If you want to delete certain keyword,

check Delete checkbox right beside the item, and press Edit/Delete. Click Return to be back to the
previous page.

Domain Filtering

Note: Maximum number of entries: 32.

Click P&zl to add Domains.

IC-}nfigur'aIion A Q}t‘ .

* Domains Filtering
Parameters

Diomains Filtering

Edit/Delete | Return»

Type ' Forhidden Domain v

Domain Filtering: enter the domain you want this filter to apply.
Type: select the action this filter deals with the Domain.

® Forbidden Domain: The domain is forbidden access.

® Trusted Domain: The domain is trusted and allowed access.

Enter a domain and select whether this domain is trusted or forbidden with the pull-down menu. Next,
click Add. Your new domain will be added to either the Trusted Domain or Forbidden Domain listing,
depending on which you selected previously. 1%8r specific process, please refer to Keywords



Filtering.

Exception IP Address
In the section, users can set the exception IP respectively for IPv4 and IPv6.

Click P&l to add the IP Addresses.

IConﬂguranon i “‘\t‘ .
a -

T Except IP Address
Parameters
IP Version IPyv4 |w

Internal IP Address |

Edit/Delste | Retum *

Enter the except IP address. Click Add to save your changes. The IP address will be entered into
the Exception List, and excluded from the URL filtering rules in effect. For specific process, please
refer to Keywords Filtering.

For example, users can set IPv4 client 192.168.1.103 in your network as a exception address that is
not limited to the rules set in URL filter ( or IPv4 clients (a range) ). And also an IPv6 client
(2000:1211:1002:6ba4:d160:5adb:9009:87ae) or IPv6 clients(a range ) can be the exceptions from
the URL rules.

At the URL Filter page, press Apply to confirm your settings.
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Parental Control Provider

Parental Control Provider provides Web content filtering offering safer and more reliable web surfing
for users. Please get an account and configure at the selected Provider “www.opendns.com” in
advance. To use parental control (DNS), user needs to configure to use parental control (DNS
provided by parental control provider) to access internet at WAN configuration or DNS page(See
DNS).

IConfiguratinn ;mr‘ .

¥ Parental Control Provider

Parameters

Farental Control Provider provides Web content filtering while surfing the web safer and more reliable.
Please get an account and configure at the selected Provider in advance

Provider www.opendns.com
Host Mame
Username

Password

Host Name, Username and Password: Enter your registered domain name and your username
and password at the provider website www.opendns.com.
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QoS - Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet) to WAN
(Internet). This feature allows you to control the quality and speed of throughput for each application
when the system is running with full upstream load.

Note: ADSL line speed is based on the ADSL sync rate. But there is no QoS on 3G/LTE as the
3G/LTE line speed is various and can not be known exactly.

Iliu:-nﬁguraslen “\t‘ .
A —_—

T Q05 Classification Setup
EVVAN Line Speed
Upstream ! Downstream 0 /|0 lkbps [0 : Disable]

WMaximum rules can be configured: 32
Class Mame [P Version Direction Internal IP Address  Internal Pot Protocol External IP Address  External Port DSCP Mark Rate Type Disabled Remove Edit

EWAN Line Speed

Upstream / Downstream: Specify the upstream and downstream rate of the EWAN interface.
Click Apply to save the EWAN rate settings.

Click Add to enter QoS rules.

ICenﬂguraiicn ‘“}E .

¥ Quality of Service

Non-Assigned Bandwidth Ratio == Upstream (LAN to VWAN) : 100%  Downstream (VAN to LAN) : 100%

IP Yersion [1Pva v:

application ' <[ ~type or selectfrom listhox— v

Direction LAN to WAN w Protacol [Any = DSCP Marking | Disable v
Rate Type Frioritization v Ratio % Priarity MNarmal v

Internal IP Address | -_ & -_ Internal Fort | {~1

External IP Address ]~ ] External Port _ -

Time Schedule Always COn v Sun Ian Tue Wed Thu Fri Sat From| 00 |7[00 ~|Tol0Q ~ |:|00

IP Version: Select either IPv4 or IPv6 base on need.

Application: Assign a name that identifies the new QoS application rule. Select from the list box for
quick setup.

Direction: Shows the direction mode of the QoS application.

® LAN to WAN: You want to control the traffic from local network to the outside (Upstream).
You can assign the priority for the application or you can limit the rate of the application.
Eg: you have a FTP server inside the local network, and you want to have a limited control by
the QoS policy and so you need to add a policy with LAN to WAN direction setting.

® WAN to LAN: Control traffic from WAN to LAN (Downstream).
Protocol: Select the supported protocol from the drop down list.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the trafficléjg the application to be executed according to the



DSCP value.
IP Precedence and DSCP Mapping Table

Mapping Table
Default (000000) Best Effort

EF(101110)

Expedited Forwarding

AF11 (001010)

Assured Forwarding Class1(L)

AF12 (001100)

Assured Forwarding Class1(M)

AF13 (001110)

Assured Forwarding Class1(H)

AF21 (010010)

Assured Forwarding Class1(L)

AF22 (010100)

Assured Forwarding Class1(M)

AF23 (010110)

Assured Forwarding Class1(H)

AF31 (011010)

Assured Forwarding Class1(L)

Assured Forwarding Class1(M)

Assured Forwarding Class1(H)
Assured Forwarding Class1(L)
Assured Forwarding Class1(M)
Assured Forwarding Class1(H)

AF32 (011100)
AF33 (011110)
AF41 (100010)
AF42 (100100)
AF43 (100110)

CS1(001000) Class Selector(IP precedence)1

CS2(010000) Class Selector(IP precedence) 2
CS3(011000) Class Selector(IP precedence)3
CS4(100000) Class Selector(IP precedence) 4
CS5(101000) Class Selector(IP precedence) 5
CS6(110000) Class Selector(IP precedence) 6
CS7(111000) Class Selector(IP precedence) 7

DSCP offers three levels of service, Class Selector (CS), Assured Forwarding (AF) and Expedited
Forwarding (EF). AF1, AF2, AF3 and AF4 are four levels of assured forwarding services. Each AF
has three different packet loss priorities from high, medium, to low. Also, CS1-CS7 indicates the IP
precedence.

Rate Type: You can choose Limited or Prioritization.

® Limited (Maximum): Specify a limited data rate for this policy. It also is the maximum rate
for this policy. When you choose Limited, type the Ratio proportion. As above FTP server
example, you may want to “throttle” the outgoing FTP speed to 20% of 256K and limit to it,
you may use this type.

® Prioritization: Specify the rate type control for the rule to used. If you choose Prioritization
for the rule, you parameter Priority would be available, you can set the priority for this rule.

® Set DSCP Marking: When select Set DSCP Marking, the packets matching the rule will be
forwarded according to the pre-set DSCP marking.

Ratio: The rate percent of each application/policy compared to total traffic on the interface with
limited rate type. For example, we want to only allow 20% of the total data for the LAN-to-WAN
direction to be used for FTP server. Then we can specify here with data ratio = 20. If you have ADSL
LINE with 256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps.
(For 0.9 is an estimated factor for the effective data transfer rate for an ADSL LINE from LAN to
WAN. For WAN-to-LAN, it is 0.85 to 0.8)

Priority: Set the priority given to each policy/application. Specify the priority for the use of bandwidth.
You can specify which application can have higher priority to acquire the bandwidth. Its default
setting is set to Normal. You may adjust this setting to fit your policy / application.

Internal IP Address: The IP address values for Local LAN devices you want to give control.

Internal Port: The Port number on the LAN side, it is used to identify an application.
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External IP Address: The IP address on remote / WAN side.
External Port: The Port number on the remote / WAN side.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

; " indicating the rule is inactive. See Time Schedule.
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Examples: Common usage

HTTP web Normal PCs
browsing users

Restricted PC

1. Give outgoing VolP traffic more priority.

The default queue priority is normal, so if you have VolP users in your local network, you can set a
higher priority to the outgoing VolP traffic.

IConnguralion l‘_\&_ -

¥ Quality of Service

Non-Assigned Bandwidth Ratio => Upstream (LAN to VAN) : 100%  Downstream (VAN to LAN} : 100%

I Versian [IPvd ¥
Application |'\F0ip |<<|—t;-'|:e ar select from listhox— v|
Directicn |I_J\N 1o WAN [» Frotoceol ﬂn_y v| DSCP Marking EF{101110} w|

Rate Type | Prioritization v] Ratio P Priority High |~
| :

Internal IP Address | |= | Internal Fort | |=| |
External IP Address | |~ | Extsrnal Port ~
Time Schedule [timeslott v| Osun Muon MTue Mwed Ethu BFi [Isat From[ 00 v|: 00 »|To[ 09 »|:[19 |

2. Give regular web http access a limited rate

IConnguralion

N N

¥ Quality of Service

Non-Assigned Bandwidth Ratio => Upstream (LAN to VAN) : 100%  Downstream (VAN to LAN} : 100%

I Versian [IPvd ¥

Application |HTTP |+=| HTTP(TCP 8D ~|

Direction [LAN 10 WAN [ Protocal [Ter ~| DSCP Marking  [Disable v

Rate Type [ Lirmited (Maximun) v | Ratio 20 Priority [Normal

Internal IP Address | |=| | Internal Fort | |= l—

External IP Address | |~| | External Port 80 ~ 80

Time Schedule [timeslott v| Osun Muon MTue Mwed Ethu BFi [Isat From[ 00 v|: 00 »|To[ 09 »|:[19 |
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3. If you are actively engaged in P2P and are afraid of slowing down internet access for other users
within your network, you can then use QoS to set a rule that has low priority. In this way, P2P
application will not congest the data transmission with other applications.

IConﬂgura:icn

¥ Quality of Service
Non-Assigned Bandwidth Ratio == Upstream (LAN to VWAN) : 80%  Downstream (VAN to LAN) : 100%

N N

IF Version [1Pv4 (]

Application P2F' .i“ '_.—t;r'|JE or selectfrom listhox— ¥

Direction Protocal [Any ] DSCP Marking | Disable ]

Rate Type | Frioritization v Ratio i 0% Priority L:m w |

Internal IP Address _' ~ _' Internal Port ~

External IP Address Gil ] External Port ] il

Time Schedule | timeslot1 ' v| Osun Muon Mtve Mwed Mthu BFi Clsat From[00 w]:[00 v|To[09 ] :[19 v

Other applications, like FTP, Mail access, users can use QoS to control based on need.
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QoS Port Shaping

QoS port shaping supports traffic shaping of Ethernet interfaces. It forcefully maximizes the
throughput of the Ethernet interface. When “Shaping Rate” is set to “-1”, no shaping will be in place
and the “Burst Size” is to be ignored.

I Advanced Setup A “}6 .

* QoS5 Port Shaping
Parameters
QoS port shaping supports traffic shaping of Ethernet interface. If "Shaping Rate” is setto ™17, it means no shaping and "Burst Size” will be ignared.

Interface Type 0 Shaping Rate (kbps) Burst Size (Byte)
P3 LAN [ 0
P2 LAN [ ] [0
P LAN [ [0
PAIEWAN LAN 1 o

Interface: P1-P4. P4 used as EWAN also covered.

Type: All LAN when P4 is LAN port; P4 used as EWAN, type WAN and all others LAN.
QoS Shaping Rate (Kbps): Set the forcefully maximum rate.

Burst Size(Bytes): Set the forcefully Burst Size.
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NAT

NAT (Network Address Translation) feature translates a private IP to a public IP, allowing multiple
users to access the Internet through a single IP account, sharing the single IP address. It is a natural
firewall for the private network.

Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking Virtual Server/ DMZ access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

ICDniiguraii.)n Q‘\t‘ .
h -

T Exceptional Rule Group

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit

1 Graoup Allow
2 Group2 Allow Edit
3 Group3 Allow
4 Groupd Allow
5 Groups Allow Edit
g Groups Allow
T Group? Allow
g Groupd Allow Edit

Press Edit to set the exceptional IP (IP Range).

IIZ-:-nﬂguraElDH i u\‘; .

~ Exceptional Rule Group

Parameters

Group Mame Groupt
Default Action Allow Block

Exceptional Rule IP Range

IF Address Range =

Default Action: Please first set the range to make “Default Action” setting available. Set “Allow” to
ban the listed IP or IPs to access the Virtual Server and DMZ Host

Check “Block” to grant access to the listed IP or IPs to Virtual Server and DMZ Host.
Apply: Press Apply button to apply the change.
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Exceptional Rule Range
IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants to block IP range of 172.16.1.102-172.16.1.106 from accessing your set
virtual server and DMZ host, you can add this IP range and valid it.

Configuration u\}c‘ .
cors \

> Exceptional Rule Group

Parameters
Group Name | Group
Default Action @ allow O Block

Exceptional Rule [P Range

IP Address Range | [~

Add Edit/ Delete

Edit Action IP Address Range Delete
@ Block 172.16.1.102 ~ 172.16.1.106 ]
O Block 172.16.1.108 ~ 172.16.1.108 ]
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Virtual Servers

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding if
you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

This part is only available when NAT is enabled.
Note: The maximum number of entries: 64.

ICDI1ﬂEleu’aIi'JII A u\‘ .
A - -

*Virtual Servers

Virtual Servers Setup

External Port Internal Fort ) ’
Server Name Protocal Server IP Address WAN Interface Disabled Remove Edit

Start End Start End
Add Remove

It is virtual server listing table as you see, Click Add to move on.
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The following configuration page will appear to let you configure.

*\irtual Servers
Parameters
Interface pppoe_0_8_35/pppl.1 v VAN IP
Server Mame CL_ISt':Im Service 8.
Custom Service |
Server IP Address | ==| ~type or select from listhox—- v

Always On ~ Sun Man Tue Wed || Thu Fri Sat From| 00 «|:|00 «|To| 0O

Time Schedule T
|00

Exceptional Rule Group Mone |«
External Part Internal Part
Protocol Protocol Mumber
Start End Start End
TCP v
TCP v
TCP b
TCP v
TCP v
TCP v
TCP b
TCP i
TCP v
TCP v
TCP b
TCP v

Interface: select from the drop-down menu the interface you want the virtual server(s) to apply.
Server Name: select the server name from the drop-down menu.

Custom Service: It is a kind of service to let users customize the service they want. Enter the user-
defined service name here. It is a parameter only available when users select Custom Service in
the above parameter.

Server IP Address: Enter your server IP Address here. User can select from the list box for quick
setup.

External Port

® Start: Enter a port number as the external starting number for the range you want to give
access to internal network.

® End: Enter a port number as the external ending number for the range you want to give
access to internal network.

Internal Port
® Start: Enter a port number as the internal staring number.

@® End: Here it will generate automatically according to the End port number of External port
and can’t be modified.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP.

Time Schedule: Select or set exactly when the Virtual Server works. When set to “Always On”, the
Virtual Server will work all time; and also you can set the precise time when Virtual Server works,
like 01:00 - 19:00 from Monday to Friday. Or you can select the already set timeslot in Time
Schedule during which the Virtual Server works. And when set to “Disable”, the rule is disabled and

there will be an icon in the list table indicating the rule is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptional group listed. It is to grant or block Virtual Server
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access to a group of IPs. For example, as we set previously group 1 blocking access to
172.16.1.102-172.16.1.106. If here you want to block Virtual Server access to this IP range, you can
select Group1.

@ Set up

1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server |IP Address.

~\irtual Servers

Parameters
Interface | pppoe_0_8_35/ppp0 A v| WAN IP
Server Name | Custom Service v |

Custom Service | |

Server IP Address | |<< | —type or select from listhox— »

S L |: _rglilm v| [lsun [ Imen [ ITue [ lwed [ [Thu [ IFri [ /sat Fromloo - |:[0o0 -~ |To[o0 |
Exceptional Rule Group [None v

External Port Internal Port

Protocal Protocal Mumber

Start End Start End
| || | TP ™ I | I |
| | | | [cr @ | | | |
[ | | [ ©

| | I | [Tcr @ | | I | I |
| | | | [TcP & | | | | |
| | | | [TcP ™ | | | | |
| | | | [ree vl | | | | I |
| | | [rcr o

I | | [ ® I | | |
| | [ | Y] |
| | | [ 8

| | I | [TcP | | I | I |

2. Press Apply to conform, and the items will be list in the Virtual Servers Setup table.

IConﬂguration L‘}[t_ .

~\irtual Servers
Virtual Servers Setup

External Port Internal Port

Server Name i & Pratacal s = Server IP Address WAN Interface Disabled Remove Edit

Age of Empires 47624 47624 TGP 47624 47624  192.168.1.103 ppR0.1 O
Age of Empires §073 073  TCP BO73 073 192.168.1.103 ppp0.1 O
Age of Empires 2300 2400  TCP 2300 2400  192.168.1.103 pRRO.1 "]
Age of Empires 2300 2400  UDP 2300 2400  192.168.1.103 ppR0.1 O
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IConﬂguratian

*\irtual Servers

Virtual Servers Setup

Server Mame

Age of Empires
Age of Empires
Age of Empires

Age of Empires

External Port
Start End
47624 47624
6073 6073
2300 2400
2300 2400

Frotocol

TCP
TCP
TCP
UDP

(v Means the rule is inactive)

@ Remove

Internal Port
Start End
47624 47624

6073 6073
2300 2400
2300 2400

Server [P Address

192.168.1.103
192.168.1.103
192.168.1.103
192.168.1.103

WAN Interface

pppo.1 ¥
ppp0.1
ppp0.1
pppo.1

1

Disabled Remove Edit

If you don’t need a specified Server, you can remove it. Check the check box beside the item you
want to remove, then press Remove, it will be OK.

IConﬂguration

TVirtual Servers

Virtual Servers Setup

Server Name

Age of Empires
Age of Empires
Age of Empires

Age of Empires

Add || | Remove

External Port
Start End
47624 47624
5073 6073
2300 2400
2300 2400

Protocol

TEE
TCP
TCP
UDP

Internal Port
Start End
47624 47624

6073 6073
2300 2400
2300 2400

Server [P Address

192.168.1.103
192.168.1.103
192.168.1.103
192.168.1.103

180

WAN Interface Disabled
ppp0.1 v
ppp0.1

pppo.1

ppp0.1

\ L

Remove Edit
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DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by Firewall and NAT algorithms
before being passed to the DMZ host, when a packet received does not use a port number used by
any other Virtual Server entries.

ICDnﬂguramn iu\t‘ .

~ DMZ Host

Parameters

DMZ Host IP Address | <= —type or select from listhox-- w
Time Schedule Always on ~| Sun lan Tue Wed Thu Fri Sat From 00 [oo 1ol 00 -[on
Exceptional Rule Group None |v

IConﬂgur'a'tir)n \ “\t‘ .
¥ DMZ Host
Parameters
DMZ Host IP Address | <= | —type or selectfrom listhox— »|
Time Schedule | Always On w 3un Man Tue Wed Thu Fri Sat From| 00 11 oo _TDE ao ;|00
Exceptional Rule Group Groupt % | Group Information

Group Index 1

Group Mame Group

Action Block

172 16.1.102~172.16.1.106

IF Address Range
17216.1.108~172.16.1.108

(Group Information)

DMZ Host IP Address: Enter the IP Address of a host you want it to be a DMZ host. Select from the
list box to quick set the DMZ.

Time Schedule: Select or set exactly when the DMZ works. When set to “Always On”, the DMZ will
work all time; and also you can set the precise time when DMZ works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in Time Schedule during which the
DMZ works. And when set to “Disable”, the DMZ Host is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptional group listed. It is to grant or block DMZ access to
a group of IPs. For example, as we set previously group 1 blocking access to 172.16.1.102-
172.16.1.106. If here you want to block DMZ Access to this IP range, you can select Group1.

Using port mapping does have security implications, since outside users are able to connect

”075' to PCs on your network. For this reason you are advised to use specific Virtual Server

' entries just for the ports your application requires instead of simply using DMZ or creating a

Virtual Server entry for “All” protocols, as doing so results in all connection attempts to your
public IP address accessing the specified PC.

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server function will
hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning the IP
addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring
Virtual Servers is to manually assign static IP address to each virtual server PC, with an
address that does not fall into the range of IP addresses that are to be issued by the DHCP
server. You can configure the virtual server IP address manually, but it must still be in the
Attention same subnet as the router.
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One-to-One NAT

One-to-One NAT maps a specific private/local address to a global/public IP address. If user has
multiple global/public IP addresses from your ISP, you are free to use one-to-one NAT to assign
some specific public IP for an internal IP like a public web server mapped with a global/public IP for
outside access.

I.:enﬁgurazion &‘ I\. .

T One-to-One NAT

Parameters

alid |

VWAN Interface | Pppoe_0_8_35/ppp0.1 v |
Global IP Address

Internal IF Address

Exceptional Rule Group [None |

Add Edit/ Delete

Valid: Check whether to valid the one-to-one NAT mapping rule.
WAN Interface: Select one based WAN interface to configure the one-to-one NAT.

Global IP address: The Global IP mapped to an internal device. It can be left empty, and under this
circumstance, it can be reached through the WAN [P of interface set in the field above.

Internal Address: The IP address of an internal device in the LAN.

Exceptional Rule Group: Select the exceptional group listed. It is to give or block access to a group
of IPs to the server after One-to-One NAT. For example, a server with 192.168.1.3 is mapped to
123.1.1.2 by One-to-One NAT, then the exceptional group can be designated to have or have not
access to 123.1.1.2.

For example, you have an ADSL connection of pppoe 0 8 35/ppp0.1 interface with three fixed
global IP, and you then can assign the other two global IPs to two internal devices respectively.

If you have a WEB server (IP address: 192.168.1.3) and a FTP server (IP address: 192.168.1.4) in
local network, owning a public IP address range of 123.1.1.2 to 123.1.1.4 assigned by ISP. 123.1.1.2
is used as WAN IP address of the router, 123.1.1.3 is used for WEB server and 123.1.1.4 is used for
FTP server. With One-to-One NAT, the servers with private IP addresses can be accessed at the
corresponding valid public IP addresses.
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Port Triggering

Port triggering is a way to automate port forwarding with outbound traffic on predetermined ports
(‘triggering ports’), incoming ports are dynamically forwarded to the initiating host, while the
outbound ports are in use. Port triggering triggers can open an incoming port when a client on the

local network makes an outgoing connection on a predetermined port or a range of ports.

ICDnﬂguraticn
~* Port Triggering
Port Triggering Setup
Trigger Open
e Protocal Z;r:tRange = Protocal
@ Remave
Click Add to add a port triggering rule.
ICu}nﬂgur'a{irjn
¥ Port Triggering
Parameters
Interface | Pppoe_0_8_35/ppp0.1 &
Application ‘Custom Application v
Custom Application
Trigger Port Open Port
Trigger Protocol
Start End Start
TCP v
|TcP v
TCF -
TCP ¥
TEP v
[TcP v
TCF v
: TCP v

Port Range
Start

End

End

W

VWAN Interface Remove Edit

Cpen Protocol

TCP
[Tcp
TCF
TCP
TCP
‘TcP
TCP
TCP

£ 1A K] (] & & (=] =

Interface: Select from the drop-down menu the interface you want the port triggering rules apply to.
Application: Preinstalled applications or Custom Application user can customize the utility yourself.
Custom Application: It is a kind of service to let users themselves customizes the service they

want. Enter the user-defined service name here.

Trigger Port

@® Start: Enter a port number as the triggering port starting number.
® End: Enter a port number as the triggering port ending number.

Any port in the range delimited by the ‘Start’ and ‘End’ would be the trigger port.
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Open port
® Start: Enter a port number as the open port staring number.
@® End: Enter a port number as the open port ending number.

Any port in the range delimited by the ‘Start’ and ‘End’ would be the preset forwarding port or open
port.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP.

@ Set up

An example of how port triggering works, when a client behind a NAT router connecting to Aim Talk,
it is a TCP connection with the default port 4099.

When connecting to Aim Talk, the client typically makes an outgoing connection on port 4099 to the
Aim Talk server, but when the computer is behind the NAT, the NAT silently drops this connection
because it does not know which computer behind the NAT to send the request to connect.

So, in this case, port triggering in the router is working, when an outbound connection is attempted
on port 4099 (or any port in the range set), it should allow inbound connections to that particular
computer.

1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server |IP Address.

IConﬂgur'a!.ion u\- .
A = -

* Port Triggering
Parameters
Interface PRPoe_0_8_35/ipppl.1 v

Application Aim Talk ¥|

Custom Application

Trigger Port Open Fort
Trigger Protocel Open Protocol
Start End Start End
4099 4099 TCP - 5191 5181 TCP

TCP b | | | | TEP w
TCP el TCP el
TGP b TCP b
TCF v TCP v
TCF v TCP hd
TCP v TCP v
TGP v TCP W

2. Press Apply to conform, and the items will be list in the Virtual Servers Setup table.

IConﬂguf'azion A Wc‘ .

~ Port Triggering
Port Triggering Setup

Trigger Open
Application Fort Range Fort Range VAN Interface Remove Edit
Frotocal Protocol
Start End Start End
Aim Talk TEP 4099 4099 TCP 5191 5191 ppp0.1 [¥] Edit
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@ Edit/Remove

If you don’t need a specified Server, you can remove it. Check the check box beside the item you

want to remove, and then press Remove.
Click Edit to re-edit your port-triggering rule.

ICDnﬂguration

~ Port Triggering
Port Triggering Setup
Trigger Open
Application Paort Range
Protocol Protacal
Start End
Aim Talk TCP 4009 4099 TCP

Add Remaove

185

Port Range
Start
5191

End
5191

WAN Interface

pppo.1

W N

Remaove Edit



ALG

The ALG Controls enable or disable protocols over application layer.

1
IConﬂguration i“_\t&_ .

vALG
Parameters

SIP CEnable @ Disable
H.223 ®Enable O Disable
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Wake On LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

ICanigura:i.)n l“'\;“ .

TWake On LAN
Parameters
HaostLahel

MAC Address _ | <= | —select- ¥ | (type or select from listbox)
Wake by Schedule CEnabie Schedule *

Add

Host Label: Enter identification for the host.
Select: Select MAC address of the computer that you want to wake up or turn on remotely.

Wake by Schedule: Enable to wake up your set device at some specific time. For instance, user

can set to get some device woken up at 8:00 every weekday. Click Schedule to enter time schedule
configuring page to set the exact timeline.

I Configuration Wr‘ .
a T —

YWWake up Time Schedule
Parameters

Mame

Dayin aweek Osun Owon O1ue Owed Otau OFr O sat
Time 00 v -[00 &

Edit Mame Dayinaweek Time Celete
) 11 SMTWTFs 08:00 ]

Add: After selecting, click Add then you can submit the Wake-up action.

Edit/Delete: Click to edit or delete the selected MAC address.
Ready:

“Yes” indicating the remote computer is ready for your waking up.
“No” indicating the machine is not ready for your waking up.
Delete: Delete the selected MAC address.

IConﬁguraiir}n A W;‘. .

¥ Wake On LAN
Parameters
Host Label
MAC Address <= | —select- ~ | itype or select from listbox)
Wake by Schedule [ Enable Sch

Edit Action Haost Label MAC Address Ready Delete
(@) Schedule hillion-17bcEf 18:40:05:38:04:03 Yes ||

edule ¥
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VPN

A virtual private network (VPN) is a private network that interconnects remote (and often
geographically separate) networks through primarily public communication infrastructures such as
the Internet. VPNs provide security through tunneling protocols and security procedures such as
encryption. For example, a VPN could be used to securely connect the branch offices of an
organization to a head office network through the public Internet.

IPSec

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session. IPsec
also includes protocols for establishing mutual authentication between agents at the beginning of the
session and negotiation of cryptographic keys to be used during the session.

IPsec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.
It can be used in protecting data flows between a pair of security gateways (network-to-network), or
between a security gateway and a host (network-to-host).

Note: A maximum of 16 sessions for IPSec.

I VPH Q‘r\‘ .
Y e -

TIPSec
MAT Traversal
MNAT Traversal [ enable Keep Alive Second(s) [1-60]

Tunnel Mode Connections
Active L2TP Connection Mame Local Metwork Remaote Network Remote Security Gateway Femaove Edit

Add

NAT Traversal

NAT Traversal: This directive enables use of the NAT-Traversal IPsec extension (NAT-T). NAT-T
allows one or both peers to reside behind a NAT gateway (i.e., doing address- or port-translation).

Keep Alive: Type the interval time(sec) for sending packets to keep the NAT Traversal alive.

Click Apply to save and apply your settings.
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Click Add to create IPSec connections.

I~ a
A = =

vIPSec

IPSec Settings

L2TP over IPSec ClEnable

Connection Name - . WAN Interface Default b IP Version IPvd %
Local Metwork [single Adaress v IP Address MNetmask

Remaote Security Gateway Oan onymous

Remaote Metwork Single Address v IP Address MNetmask

Key Exchange Method IKE IPsec Protocol ESP

Fre-Shared Key

Lecal ID Type | Default v ID Content

Remaote ID Type Default + | 1D Content
Phase 1
IMode lain v
ol ; T Integrity Mo
ption A I0ES 2 5
Encryption Algarithm 30ES » Algarithm MD5 |»
CH Group MODP1024(DHZ} ¥ SA Lifetime 480 Minute(s) [60-1440]
Phase 2
e e Integrity =
Encryption Algorithm | 3DES | Alaorithm | MDS  (w
DH Group Mane | IPSec Lifetime 80 Winute(s) [50-1440]
Keep Alive rl;zne W
MTU 0 (0 : Default)
Apply

IPSec Settings
L2TP over IPSec: Select Enable if user wants to use L2TP over IPSec. See L2TPover IPSec

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set used interface for the IPSec connection, when you select adsl
pppoe_0 0 35/ppp0.1 interface, the IPSec tunnel would transmit data via this interface to connect to
the remote peer.

IP Version: Select the IP version base on your network framework.
Local Network: Set the IP address or subnet of the local network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host).

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network)

IP Address: The local network address.
Netmask: The local network netmask.

Remote Secure Gateway: The IP address of the remote VPN device that is connected and
establishes a VPN tunnel.

Anonymous: Enable any IP to connect in.
Remote Network: Set the IP address or subnet of the remote network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host). If the remote
peer is a host, select Single Address.

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network), If the remote peer is a network, select
Subnet.
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Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Local ID Type and Remote ID Type: When the mode of phase 1 is aggressive, Local and Remote
peers can be identified by other IDs.

ID content: Enter ID content the name you want to identify when the Local and Remote Type are
Domain Name; Enter ID content IP address you want to identify when the Local and Remote Type
are IP addresses (IPv4 and IPv6 supported).

Phase 1

Mode: Select IKE mode from the drop-down menu: Main or Aggressive. This IKE provides
secured key generation and key management.

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® DES: Stands for Triple Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHAZ1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before
new encryption and authentication key will be exchanged. Enter a value to issue an initial
connection request for a new VPN tunnel. Default is 480 minutes (28800 seconds). A short SA time
increases security by forcing the two parties to update the keys. However, every time when the VPN
tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

Phase 2

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular

Exponentiation Groups.
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IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.

Ping for Keep Alive: Select the operation methods:

® None: The default setting is “None”. To this mode, it will not detect the remote IPSec peer
has been lost or not. It only follows the policy of Disconnection time after no traffic, which the
remote IPSec will be disconnected after the time you set in this function.

® DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

180 Second(s) [180-

864001

Detection Interval: The period cycle for dead peer detection. The interval can be 180~86400

seconds.

Detection Interval [dle Timeout 5 Consecutive times [5-99]

Idle Timeout: Auto-disconnect the IPSec connection after trying several consecutive times.

® Ping: This mode will detect whether the remote IPSec peer has lost or not by pinging specify IP
address.

Fing IP {0.0.0.0 : NEVER) 0.0.00 Interval 10 Second(s) [0-3600, 0 : MEVER]

Ping IP: Type the IP for ping operation. It is able to IP Ping the remote PC with the specified IP
address and alert when the connection fails. Once alter message is received, Router will drop this
tunnel connection. Reestablish of this connection is required. Default setting is 0.0.0.0 which
disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection
status. Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, 0
second disables the function.

MTU: Maximum Transmission Unit, maximum value is 1500.
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IPSec for L2TP

I VPN A u\;:‘ .

~IPSec

IPSec Settings

L2TP over IPSec Enable
Connection Name WAN Interface Default v IP Version =
Remote Security Gateway L Anonymous
Key Exchange Method IKE IPsec Protocol ESP
Fre-Zhared Key
. - Integrity =

Alai 3 (=3 1ns
Encryption Algorithm 3DES v Aludrm MDE v
CH Group Mone | IPSec Lifetime 60 [Minute(s) [50-1440]

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set interface for the IPSec tunnel.
Remote Security Gateway: Input the IP of remote security gateway.
Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® DES: Stands for Triple Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHAZ1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.
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Examples:

1. LAN-to-LAN connection

Two BiPAC 7820NZs want to setup a secure IPSec VPN tunnel

Note: The IPSec Settings shall be consistent between the two routers.

Branch Office

Public IP
192.168.0.254 69.121.1.30

—~ o —~ (D

Head Office

192.168.1.254

Router Router
IPSec Encryption Data —
VPN Connection
192.168.0.024 192.168.1.0/24
IPSec VPN-LAN to LAN
Head Office Side:
Setup details:

1 Connection Name H-to-B Give a name for IPSec connection
Local Network

5 Subnet Select Subnet
IP Address 192.168.1.0 ]

Head Office network

Netmask 255.255.255.0

3 Secure Gateway 69.121.1.30 IP address of the Branch office router
Address(Hostanme) T (on WAN side)
Remote Network
Subnet Select Subnet

4
IP Address 192.168.0.0

Branch office network

Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5

5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)

Pre-shared Key

123456
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IVPN

~IPSec
IPSec Settings
L2TP over IPSec

Connection Mame

Local Network

Femote Security Gateway
Remote Metwork

Key Exchange Method
Pre-Shared Key

Local ID Type

Remaote ID Type

Phase 1
Mode

Encryption Algorithm

OH Group
Phase 2

Encryption Algorithm
OH Group
Keep Alive

Detection Interval

MTu

[CJEnanle

H-to-B WAN Interface | Default v IP Version
IP Address  |192.168.1.0 | Netrmask
89.121.1.30 | Ol Anonymous

IP Address  [192.168.0.0 | Netmask
IKE IPsec Protocol  ESP

123456 |

| Defautt v|IDcContent | |

| Default v|IDContent | |

Ilain

Integrity
3DES b Algorithm MD5 &

[MODP1024(DH2} |»|  SALifetime  [480 Minute(s) [50-1440]

Integrity
3DES w Algorithm MD5  »

| None v|  IPSecLifeime |50 Minute(s) [50-1440]

i

180 : .
180 Isecond(s) [180- e rmeout 5 |consecutive times [5-99]

264007

(0 : Default}
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Branch Office Side:

Setup details: the same operation as done in Head Office side

ltem Function Description
1 Connection Name B-to-H Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.0.0 i
Branch Office network
Netmask 255.255.255.0
Remote Secure )
3 Gateway 69.121.13 I(I;’navtelc'ia\r;\alsssidcgf) the Head office router
Address(Hostanme)
Remote Network
Subnet Select Subnet
4
IP Address 192.168.1.0
Head office network
Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456

I VPN

*IPSec
IPSec Settings
L2TP over IPSec

Connection Mame
Laocal Metwork
Remote Security Gateway
Remote Network

Key Exchange Methaod
Pre-Shared Key
Local ID Type
Femote ID Type
Phase 1

Mode

Encryption Algorithm
CH Group

Phase 2

Encryption Algarithm
DH Group

Keep Alive

Detection Interval

MTu

ClEnable
BtoH
Subnet
69.121.1.3
Subnet
IKE
[123458
_'Def'auit

| Default

Main v

3DES v

[MoDP1024(DHZ) |

B
Mone

[oPD v

180 |Second(s) [180-

86400]

WAN Interface | Default

W IF Address
[ Anonymous
w IP Address

IPsec Protocol ESP

w | 1D Content

| ID Content

Integrity
Algarithm

SA Lifeime 480

MDs

Integrity
Algorithm

~|  IPsecLifetime |80

Idle Timeout |5

1EUlD. | (0 Default)
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3. Host to LAN
Router servers as VPN server, and host should install the IPSec client to connect to head office
through IPSec VPN.

Head Office

Public IP Public IP
69.121.1.30 6912113 192.168.1.254

p—

Windows XP Rowuter

Encryption Data
IPSec __r‘ﬁl—_— IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN

1 Connection Name Headoffice-to-Host Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.1.0 i
Head Office network
Netmask 255.255.255.0
Remote Secure )
3 Gateway 69.121.1.30 IP address. of the Branch office router
(on WAN side)
(Hostanme)
4 Remote Network
Single Address | 69.121.1.30 Host
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456
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I VPH

TiPSec

IPSec Settings
L2TP over IPSec

Connection Name
Local Network
Remote Security Gateway
Remote Metwork

key Exchange Method
Pre-Shared Key
Local ID Type
Remote ID Type
Phase 1

Mode

Encryption Algorithm
OH Group

Phase 2

Encryption Algorithm
OH Group

Keep Alive

Detection Interval

T

[JEnanle

Headaffice-to-Hy

Subnet

I

[89.121.1.30

Single Address v

KE

WAN Interface | Default v/ IP Version

IP Address  [192.168.1.0 | Netmask
| D.Anonymous

IP Address  [69.121.1.30 | Netmask

IPsec Protocol ESP

(123455

| Default

[ Defautt

Main

30ES v

II

|MODP1024(DH2) |

.

3DES v

|N0ne v|

DFD |»

i

180 Second(s) [180-

v|IDContent | |

v|IDContent | |

Integrity

Algaorithm

SA Lifetime 480

Minute(s) [50-1440]

Integrity

Algorithm MD5 |
PSecLifeime (80 |Minute(s) [50-1440]

Idle Timeout

5 Consecutive times [5-29]
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VPN Account

PPTP and L2TP server share the same account database set in VPN Account page.

I VBN A “‘}E .

TVPN Account

VPN Account applied to PPTRIL2TP/OpenVPMN Server.
Parameters

Mame Tunnel @ Enable ) Dizable
Username Password

Connection Type @ Remote Access O LAN to LAN

Feer MNetwork IP ' FPeer Netmask

Add Edit/ Delete

Name: A user-defined name for the connection.

Tunnel: Select Enable to activate the account. PPTP(L2TP) server is waiting for the client to
connect to this account.

Username: Please input the username for this account.

Password: Please input the password for this account.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for remote network.

Peer Netmask: Please input the Netmask for remote network.
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Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking PPTP/L2TP server access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

IConiiguraii.)n “‘\E’ .
i -

T Exceptional Rule Group

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit
1 Group Allow
2 Group2 Allow
3 Group3 Allow
4 Groupd Allow Edit
5 Group5 Allow
g Groups Allow
T Group? Allow Edit
g Groupd Allow Edit

Press Edit to set the exceptional IP (IP Range).

IC.:—nﬂguraslon “\t‘ .
i —

~Exceptional Rule Group

Parameters
Group Mame Groupt
Default Action Allow Block

Exceptional Rule IP Range

IF Address Range =

Default Action: Please first set the range to make “Default Action” setting available. Set “Allow” to
ban the listed IP or IPs to access the PPTP and L2TP server.

Check “Block” to grant access to the listed IP or IPs to the PPTP and L2TP server.
Apply: Press Apply button to apply the change.
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Exceptional Rule Range

IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants to block IP range of 172.16.1.102-172.16.1.106 from accessing your
PPTP and L2TP server, you can add this IP range and valid it.

IConﬂgura!ion A “‘\t‘ .
~ Exceptional Rule Group
Parameters

Group Mame | Group
Default Acticn

Exceptional Rule IP Range
IP Address Range

@ alow O Block

Add Edit/ Delete

Edit Action IP Address Range

Delete
O Block 172.16.1.102 ~ 172.16.1.106 |
) Block 172.16.1.108 ~ 172.16.1.108 ]
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PPTP

The Point-to-Point Tunneling Protocol (PPTP) is a Layer2 tunneling protocol for implementing
virtual private networks through IP network. PPTP uses an enhanced GRE (Generic Routing
Encapsulation) mechanism to provide a flow- and congestion-controlled encapsulated datagram
service for carrying PPP packets.

In the Microsoft implementation, the tunneled PPP traffic can be authenticated with PAP, CHAP,
Microsoft CHAP V1/V2 or EAP-TLS. The PPP payload is encrypted using Microsoft Point-to-Point
Encryption (MPPE) when using MSCHAPv1/v2 or EAP-TLS.

Note: 4 sessions for Client and 4 sessions for Server respectively.

PPTP Server

In PPTP session, users can set the basaic parameters(authentication, encyption, peer address, etc)
for PPTP Server, and accounts in the next page of PPTP Account. They both constitutes the PPTP
Server setting.

I VPN A u.‘\t- .

T PPTP Server

Parameters

PPTP Function ®Enable O Disable
WAN Interface Default v
Auth. Type Pap or Chap »
Encryption Key Length Auto

Peer Encryption Mode Only Stateless

IP Addresses Assigned to Peer startfrom : 192.168.1,0
Idle Timeout 0 [0-120] Minute(s)

Exceptional Rule Group Mone

Apply Cancel

PPTP Funtion: Select Enable to activate PPTP Server. Disable to deactivate PPTP Server function.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap and MS-CHAPv2. When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also
allows for challenges at different periods to ensure that an intruder has not replaced the client. When
passed the authentication with MS-CHAPVv2, the MPPE encryption is supported.

Encryption Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger
encryption than 40 bit keys.

Peer Encryption Mode: You may select “Only Stateless” or “Allow Stateless and Stateful” mode.
The key will be changed every packet when you select Stateless mode.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Idle Timeout: Specify the time for remote peer to be disconnected without any activities, from 0~120
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minutes.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the PPTP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your PPTP Server basic settings.

PPTP Client
PPTP client can help you dial-in the PPTP server to establish PPTP tunnel over Internet.

Iu.ﬂrl _ u\{ .
a —

¥ PPTP Client

Parameters

Name WAN Interface Default v
Username Fassword

Auth. Type ' F'ap or Chap v FPTF Server Address

Connection Type ® Remote Access O LANto LAN Tirne to Connect O always @ Manual

Peer Metwork IP Peer Metmask

Edit/ Delete

Name: user-defined name for identification.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Username: Enter the username provided by your VPN Server.
Password: Enter the password provided by your VPN Server.

Auth. Type: Default is Auto if you want the router to determine the authentication type to use, or
else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else
the authentication type you want clients connecting to you to use (when acting as a server). When
using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that an intruder has not replaced the
client.

PPTP Server Address: Enter the IP address of the PPTP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Time to Connect: Select Always to keep the connection always on, or Manual to connect manually
any time.

Peer Network IP: Please input the subnet IP for Server peer.

Peer Netmask: Please input the Netmask for server peer.

Click Add button to save your changes.
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Example: PPTP Remote Access with Windows7
(Note: inside test with 172.16.1.208, just an example for illustration)

Business Trip
Windows XP

PPTP Cliemt

Public IP

=
! JH@ adouarter

172.16.1.208
_

’ PPTP Server _
192.168.1.0/24 *

Server Side:

1. Configuration > VPN > PPTP and Enable the PPTP function, Click Apply.

IVPN

YPPTP Server
Parameters

FPTF Function & Enable O Disable

WAN Interface | Default

b
Auth. Type (us-CHAPv2 v
Encryption Key Length @
FPeer Encryption Made |0nIfStateIess v|
IF Addresses Assigned to Peer start from 192_153_1_!UD—|

Idle Timeout 10 | {0-120] Minute(s)

Exceptional Rule Group Mone w

2. Create a PPTP Account “test”.

I VPH

*VPN Account

VPN Account applied to PPTR/LZTR/OpenVPN Server.
Parameters
Hame

Usemama Password

Connedtion Type & Remote Access O LAN 1o LAN
Peer Metwork I

Edit | Delele

Edit Hams Tunngl Connechon Type Peer Mabaork IF Feer Hetmask
O lest Enabile Remate Accass

Paer Metmask
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Client Side:
1. In Windows7 click Start > Control Panel> Network and Sharing Center, Click Set up a new

connection network.

O L5 <« All Control Panel ltems » Network and Sharing Center Search Control Ponel £

Control Panel Home

View your basic network information and set up connections

Change adapter settings Il'* I}b 3 : 0 See full map
o~ =

Change advanced sharing WINT-64 Metwork 4 Internet
i or ntern

settings f
E (This computer)
View your active networks Connect or disconnect
L’ Metwork 4 Access type: Internet
2 Work network Connections: f?'l Local Area Connection
Change your networking settings
g- Set up @ new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acfess
point.
ﬂs, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
q Choose homegroup and sharing options
Access files and printers located on other netwaork computers, or change sharing settings.
@ Troublesheot problems
Cor e Diagnese and repair network problems, or get troubleshooting infermation,
HomeGroup

Internet Options

Windows Firewall
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2. Click Connect to a workplace, and press Next.

r

3. Select Use my Internet connection (VPN) and press Next.
. LT :
| R ——— — e
@ ﬂ Connect to a Workplace
j e —
How do you want to connect?
2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
< Dial directly
Connect directly to a phene number without going through the Internet.
What is 3 VPN connection?
Cancel

E,;,;—) ? Set Up a Connection or Networlk

oo—— T l

-

Choose a connection option

Connect to the Internet

| Setup a new network
<am, Configure a new router or access point.

Connect to a workplace

(}—I Set up a dial-up connection

Set up a dial-up or VPN connection to your waork

Connect to the Internet using a dial-up connection.

lace,

Set up a wireless, breadband, or dial-up connection to the Internet.

| Net || Cancel
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4. Input Internet address and Destination name for this connection and press Next.

P
-

o » e ST e

1
@ & Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: [Exarnple:Cu:untu:usu:u.com or157.54.0.1 or 3ffe1 234:1111]
Destination name: VPN Connection
[7] Use a smart card

@ [7] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[7] Don't connect now; just set it up so I can connect later

| Net | [ Cancel |

& Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 17216.1.208

Destination name: test

[7] Use a smart card

@ Allow cther people to use this connection 1

This option allows anyone with access to this computer to use this connection,

Don't connect now: just set it up so I can connect later
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5.

P

Input the account (user name and password) and press Create.

- —= -

@ gh Connect to a Workplace

Type your user name and password

User name |

Password:

[7] Show characters
[T Rermember this password

Domain (optional):

I Create I[ Cancel ]

— 5 -
o = o1

L'_]E Connect to a Workplace

Type your user name and password

User name; test

Password: "'""‘l "]
[7] Show characters
[ Remember this password

Dorain (optional):

[ Create -i[ Cancel ]
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6. Connect to the server.
r —r : R

@ E Connect to a Workplace

The connection is ready to use

Lk} % I

= Connect now

. - e c— — E
- .
e L=
= I B -
U 1? Connect to a Workplace
W m—
Connecting to test...
Verifying user name and password..,
-
[ skp || cancel
o T o— E 3
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Z. Successfully connected. -

' - - ==
@ l:;; Connect to a Workplace

You are connected

LY R

= -

L

PS: You can also go to Network Connections shown below to check the detail of the connection.
Right click “test” icon, and select “Properties” to change the security parameters (if the connection

fails, users can go here to change the settings)

e - B o Network and Intermet & Network Connections » - ﬂ
Organace = i i 0
- Local Area Connection = Local Area Connection 2 g et
8 Metwork 4 Metwark cable unplugged h'h' test 2
& Healek ATLEIESCIPYELIICIP) Fa.. x = intel(R) PROA00+ Management @3 WAN Maniport (PPTP
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-
; test Properties

)

| General | Dptions| Security | Metwarking | 5haring|
Type of VPN:
[iFv.L.rtumati:: v]
[ Advanced settings ]
Diata encryption:
[F{equire encryption (disconnect if server declines) v]
i
Authentication
(71 Use Extensible Authentication Protocol (EAF) '

@ Alow these protocols
EAP-MSCHAPwZ will be used for IKEvZ WP type. Select

any of these protocols for other YPM types.
[] Unencrypted password (PAP) |
Challenge Handshake Authertication Protocol (CHAR)
Microsoft CHAP Version 2 (M5-CHAF v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

Properties

| ok || cancel |

* w
g test Status

)

Property

Device Type
Authentication
Encryption
Compression

PPP multilink framing
Client IPv4 address
Server IPv4 address
MAP State

Origin address
Destination address

Value

WAN Miniport (PFTF)
vpn

MS CHAP V2

MPPE 128

(none)

Off

192.168.1.100
192.168.1.254

Mot MAP-capable
{unknown)
172.16.1.208 i
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Example: Configuring a LAN-to-LAN PPTP VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office

Public IP
192.168.0.254 6912113 192.168.1.2%4

~S=@—-S—
Roamer Roiter

n ion
PPTP Cliem -%—- PPTP Server

VPN Connection

192.168.0.0/24 192.168.1.024
PPTP VPN-LAN to LAN

Server side: Head Office

I N N

*PPTP Server

Parameters

FPTP Functicn & Enable O Disable

VAN Interface | Detault v

Auth. Type m|

Encryption Key Length I@

Peer Encryption Mode | Only Stateless V|
IP Addresses Assigned to Peer startfom:192.1681/00 |
Idle Timeout |ﬁ—| [0-120] Minute(s}
Exceptional Rule Group M—_v|

The above is the common setting for PPTP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.
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Then the PPTP Account.

I~ u

* VPN Account

VPN Account applied to PFTR/LZTP/OpenVPN Server,

Parameters
Hame HD Tunnal & Enabla O Disabbe
Usemams HO Password sanw
Connedion Type O Remote Access ) LAN to LAN
Peer MNetwork 1P 192.1568.0.0 Feer Nelmas 2585.255.255.0
“aaa | [(EatiDeies )
[Edit Hame Tunngl Connection Type Peer Metwork IP Peer Netmask Dedete

{ ?I

Ho Enable LAN 1o LAN 192168 0.0 255.255.255.0 O

Client Side: Branch Office

The client user can set up a tunnel connecting to the PPTP server, and can also set the tunnel as
the default route for all outgoing traffic.

I~ N N

¥ PPTP Client

Parameters

Mame IPEIO ] | WAN Interface |_D|;f_ault _:|

Uzermname [test | Passwaord !_-:_-_:_. |

Auth Type [Ms-CHAPV2 | PETF Server Address [68121.1.3 |

Connection Type O Remote Access &) LAN to LAN Time to Connect O sways @ Manual

Peer MNetwork [P |1—9_2?38_16_ | Peer Metmask |72_5_5_'“_5_5_'“_5_5_D |

Edit Enable Heno Mame E;i;ﬂci PPTF Zerver Address  Connection Type Peer Network IP Peer Metmask Delete
® O OJ | BO Manual §9.121.1.3 LAN to LAN 192.168.1.0 255.255.255.0 OJ

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.

212



L2TP

The Layer 2 Tunneling Protocol (L2TP) is a Layer2 tunneling protocol for implementing virtual
private networks.

L2TP does not provide confidentiality or strong authentication by itself. IPsec is often used to secure
L2TP packets by providing confidentiality, authentication and integrity. The combination of these two
protocols is generally known as L2TP/IPsec.

In L2TP section, both pure L2TP and L2TP/IPSec are supported. Users can choose your preferable
option for your own needs.

Note: 4 sessions for Client and only one for Server respectively.

L2TP Server

In L2TP session, users can set the bassic parameters(authentication, encyption, peer address, etc)
for L2TP Server, and accounts in the page of VPN Account. They both constitutes the complete
L2TP Server settings.

I W o
& e

TL2TP Server

Parameters

L2TP @ Enable O Disable

WAN Interface Default or IPSec Tunnel | IPSeack
Auth. Type Pap or Chap (v

IP Addresses Assigned to Peer startfrom : 192.168.1.0

Tunnel Authentication Ll

Secret

Remote Host Mame

Local Host Mame

Exceptional Rule Group | Mone |

Apply Cancel

L2TP: Select Enable to activate L2TP Server. Disable to deactivate L2TP Server.

WAN Interface: Select the exact WAN interface configured as source for the tunnel. Select different
interfaces, you will decide whether to use L2TP over IPSec or the pure L2TP.

® L2TP over IPSec, Select “Default or IPSec Tunnel” only when there is IPSec for L2TP rule in
place.

® Pure L2TP, Select Default (there is no IPSec for L2TP in place) or other interface to activate
the pure L2TP.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap. When using PAP, the password is
sent unencrypted, whilst CHAP encrypts the password before sending, and also allows for
challenges at different periods to ensure that an intruder has not replaced the client.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Tunnel Authentication: Select whether to enable L2TP tunnel authentication. Enable it if needed
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and set the same in the client side.
Secret: Enter the secretly pre-shared password for tunnel authentication.

Remote Host Name: Enter the remote host name (of peer) featuring the destination of the L2TP
tunnel.

Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the L2TP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your L2TP Server basic settings.
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L2TP Client
L2TP client can help you dial-in the L2TP server to establish L2TP tunnel over Internet.

I W -
A =

¥ L2TP Client

Parameters

Mame _ L2TP aver IPSec [JEnable
VAN Interface Default w

Username | Password

Auth. Type Fap or Chap » L2TF Server Address

Connection Type @® Remote Access O LAN to LAN

Feer Metwork [P Feer Metmask

Tunnel Authentication O Secret

Remate Host Name ' Laocal Host Name

Add Edit/ Delete

Name: user-defined name for identification.

L2TP over IPSec: If your L2TP server has used L2TP over IPSec feature, please enable this item.
under this circumstance, client and server communicate using L2TP over IPSec.

® Enable
I N N
T L2TP Client
Parameters
Name | L2TP over IPSec Enable
IPSec Tunnel [testz ] IPsec?
Usermname Password
Auth. Type | Pap or Chap » | L2TP Server Address
Connection Type @ Remote Access O LAN to LAN
Peer Network IP ' Peer Netmask
Tunnel Authentication il Secrat
Remote Host Mame Local Host Mame

Add Edit/ Delete

IPSec Tunnel: Select the appropriate IPSec for L2TP rule configured for the L2TP Client.
Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.
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Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.
Peer Netmask: Please input the Netmask for Server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.

Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.
Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Click Add button to save your changes.

@® Disable

I‘a’::'!'-l \" .
A Q*c

¥ L2TP Client

Parameters

Mame L2TP over IPSec [ Enable
WAN Interface Default v

Usemname _ Password

Auth. Type | Pap or Chap [%| L2TP Server Address

Caonnection Type & Remote Access ) LAN to LAN

Peer Network IP Peer Metmask

Tunnel Authentication O Secret

Remate Host Name Local Host Mame

Add Edit/ Delete

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel. Under this circumstance, client and server communicate
through pure L2TP server.

Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.

Peer Netmask: Please input the Netmask for server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.
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Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.
Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.
Click Add button to save your changes.
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Example: L2TP over IPSec Remote Access with Windows7
(Note: inside test with 172.16.1.185, just an example for illustration)

172.16.1.185

27
w ! Headquartes

@  L2TP Server
192.168.1.0/24

Server Side:

IVPN

YL2TP Server

Parameters
2T

WAN Interface

Auth. Type

IP Addresses Assigned to Peer
Tunnel Authentication

Secret

Remuote Host Mame

Local Host Mame

Exceptional Rule Group

The IPSec for L2TP rule

I VPN

TIPSec
IPSec Settings
L2TP over IPSec FlEnable

Connection Name | |

<A —

Business Trip
windows ¥ with

Public IP

172.16.1.102 i

1. Configuration > VPN > L2TP and Enable the L2TP function, Click Apply.

®Enable O Disable

| Default or IPSec Tunnel v||F'Se-: ¥

[Chap |
startfrom:192.168.1/10 |
O

L
L ]
[ 1

WAN Interface

Default v|

IF Version

Remote Security Gateway |

| Anonymaous

Key Exchange Method IKE
Pre-Shared Key Hﬁﬁﬁ |

IPsec Protocol ESP
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2. Create a L2TP Account “test1”.

I VRN i"‘é .

= VPN Accoiant

VPN Account applied to PPTR/LZTR/OpenVVPN Server.
Parameters

Hame pest! Tunngl ®Enable O Disable
Usemams test Password senan

Connedion Tpe & Remole Access O LAM o LAN

Feer Metwork IP Pgar Helmagk

| Aga | [ EstiDatets

Edit Hame Tunnal Conneciion Tipe Paar Natwork IF Faar Hatmask Dalete
@ 1est! Enable Ramadte Access

Client Side:

1. In Windows7 click Start > Control Panel> Network and Sharing Center, Click Set up a new
connection network.

Control Panel Hi . A " " 3 tﬁ
bkt View your basic network information and set up connections

Change adapter settini ﬂa,..l h ’ See full map
Ch ; d i dsh . g & ' 0
o WINT-64 Network 4 Internet

(This computer)

View your active networks Connect or disconnect

H Network 4 Access type: Internet

Work network Connections: [ Local Area Connection

Change your networking settings

{;- Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acfess
point.

G& Connecttoanetwork

Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection,

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

:] Troubleshoot problems
e o Diagnose and repair network problems, or get troubleshooting information.

HomeGroup
Internet Opticns

Windows Firewall
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2. Click Connect to a workplace, and press Next.
[ i . W o m— - ’mﬂﬂ-s—h-

- B r—-——d— e -
E\__—J ? Set Up a Connection or Networlk l

Choose a connection option

Connect to the Internet
Set up a wireless, breadband, or dial-up connection to the Internet,

_ 4 Setup a new network
<, LConfigure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

=y Setup a dial-up connection
'ﬁ‘ Connect to the Internet using a dial-up connection.

[ Net || cancel

3. Select Use my Internet connection (VPN) and press Next.

P

» oconlucl
O —— ———— g
@ & Connect to a Workplace ‘
i e e—
How do you want to connect?
# Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
= Dial directly
Connect directly to a phone number without going through the Internet.
What is 3 VPN connection?
Cancel
o = E
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4. Input Internet address and Destination name for this connection and press Next.

P

@ E .Cannecﬂna orkplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: | [EKEmp|E:CDHtDSD.CDm or157.54.01 or 3ffe1234::1111] |

Destination name: VPHN Connection

Uze a smart card

@ Allow cther people to use this connection

This option allows anyone with access to this computer to use this connection,

Don't connect now: just set it up so I can connect later

[Nee ] (caneeia)

W

4

@ ﬁ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 172161185

Destination name; LITP_IPSec

Use a smart card

'@ [#]i&llow other people to use this connection;

This optien allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so I can connect later

[ MNet || Cancel
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5. Input the account (user name and password) and press Create.

" -

@ QE Connect to a Workplace

- =l

Type your user name and password

User name |
Password:

[7] Show characters
[T Rermember this password

Domain (optional):

[ Create ][ Cancel ]

- -

- B O T
@ l:ﬂ Connect to a Workplace

Type your user name and password

User name: testl
Password: ol
[} Show characters

[T Rernember this password

Dormain (optional):

[ Create ][ Cancel
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6. Connection created. Press Close.

- - ) {=

@ L;!.'I Connect to a Workplace

The connection is ready to use

A o

< Connect now

7. Go to Network Connections shown below to check the detail of the connection. Right click
“‘L2TP_IPSec” icon, and select “Properties” to change the security parameters.

L_'. Bluetooth Metwork Connection L_'. L2TP_IPSec

o Mot connected ~ ----.N,“'-fll L2TP_IPSec

xR @ Bluetooth Device (Personal Area ... @2 WAN Miniport (L2TP)

L-'. Local Area Connection L-'. Wireless Metwork Connecticn
"o Metwork cable unplugged Sos* o billion-ap

x @ Broadcom NetXtreme Gigabit Eth... sim Intel(R) PRO/Wireless 3945ABG M...
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8. Chang the type of VPN to “Layer 2 Tunneling Protocol with IPSec (L2TP/IPSec)” and Click
Advanced Settings to set the pre-shared (set in IPSec) key for authentication.

F T
= L2TP_IPSec Properties [
p

| General | Options | Security | Metwarking I Sharing|

Type of YPN;
{Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) ~ =b
[ Advanced settings ]
Data encryption:
[Hequire encryption (disconnect f server declines) v]
Authentication

71 Use Edensible Authentication Protocal (EAP)

Properties

@ Allow these protocols

[ Unencrypted pas
Challenge Handshake Authertication Protocol {CHAF
icrosoft CHAP Version 2 (MS-CHAF v2)

[]Automatically use my Windows logon name and
assword (and domain, if any)

| oKk || cancel |

Advanced Properties ﬁ
LZITP
@8 preshared key for authentication

Key: | 123456

(71 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ oK J [ Cancel
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9. Go to Network connections, enter username and password to connect L2TP_IPSec and check
the connection status.

F B
K- Connect L2TP_IPSec - . (S

IUser name: test1
Password: LR Ll L
Domain:

Save this user name and password for the following users:
(71 Me anly
l@'@ Anyone who uses this computer

[ Connect ][ Cancel H'@'Fmpeﬂies][ Help ]

5 L2TP_PSec Status e

Value
WaAMN Minipart (LZTP)
vpn
Authentication CHAP
Encryption IPsec: AES 128
Compression (none)
FPP multilink framing off
Client IPv4 address 192,168, 1.10
Server IPv4 address 192.168.1.254
MAP State Mot MAP-capable
Metwork Adapter Used  Wireless Metwork Connection
Origin address 172.16.1.102
Destination address 172.16.1.185
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the LAN-LAN application.

Branch Office Head Office

Public IP Public IP
192.168.0.254 5091213 69.121.1.33  192.168.1.25

= g — — &g
Rowter Rowuter

L2TP Cliemt -%— L2TP Server

VPN C onnection

192.168.0.0:24 192.168.1.0/24
L2TP VPN-LAN to LAN

Server side: Head Office

= ne

¥ L2TP Server

Parameters

L2TF @ Enable O Disable

VWAN Interface | Default or IPSec Tunnel V||F'-‘3-?-: »
Auth. Type [chap ¥

IP Addresses Assigned to Peer start from : 192.168.1.i_1_0—l
Tunnel Authentication O

Secret |—|

Remate Host Name ]

Local Host Mame |—|
Exceptional Rule Group lNone—v|

I N N

~IPSec
IPSec Settings

L2TP aver IPSec ™ Enable

Connection Mame iﬁl WAN Interface @ IP Version W‘
Remate Security Gateway [ag12112 | O &nonymous

Key Exchange Method IKE IPsec Protocol ESP

Pre-Shared Key @4?87|

Encryption Algarithm [30ES  ¥| mt;grmm MDE v

DH Group [MODP1024(DH2) | IPSecLifetime  [60  [Minute(s) [50-1440}
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Tunnel Mode Connections

Active L2TP  Connection Mame Local Metwork Remote Metwork Remaote Security Gateway Remaove Edit

e testl ANCNYymMous O
o test2 §9.121.1.3 O

The above is the common setting for L2TP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.

Then account the L2TP Account.

I VBN i “% .

* VPN Accodnt

VPN Account applied to PPTR/LZTP/OpenPN Server.

Parameters

Mame HO Tunnel & Enante O Disable
Lksgrmame test2 Fassword LLLL L]

Connection Type O Remole Access @ LAN to LAN

Fear Network I 19216600 Faer Hatmask 255.255.255.0

| Aga | [ Edit/Delate |

Edit Harma Tunnal Connaction Typa Paar Hitwark [P Paar Hutmask CHibit
& HO Enabla LAM 1o LAN 182.166.0.0 255258 255 0 | H
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Client Side: Branch Office

The client user can set up a tunnel connecting to the PPTP server, and can also set the tunnel as
the default route for all outgoing traffic.

I N

~L2TP Client
Parameters

Mame E3 : L2TP over IPSec Enable
IPSec Tunnel _t_ggt?__y_: IPSeck

Username :_test2 Password |esses

Auth. Type Chap A L2TF Server Address |68.121.1.33
Connection Type O Remote Access @ LaN to LAN

Peer Network IP [192.168.1.0 Peer Netmask [255 255 2585
Tunnel Authentication il Secret

Remaote Host Mame i Local Host Mame

| 2od | [ Edit/Delete |
Edit Enablg tw y Hame L2TF Server Address Connection Type Feer Metwork IP Feer Metmask Cielete
® (=] H BO 69.121.1.33 LAMN to LAN 192.168.1.0 255.255.255.0 ]

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.
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OpenVPN

OpenVPN is an open source software application that implements virtual private network (VPN)
techniques for creating secure point-to-point or site-to-site connections in routed or bridged
configurations and remote access facilities. It uses a custom security protocol that utilizes SSL/TLS
for key exchange. It is capable of traversing network address translation (NAT) and firewalls.

OpenVPN allows peers to authenticate each other using a pre-shared secret key, certificates, or
username/password. When used in a multiclient-server configuration, it allows the server to release
an authentication certificate for every client, using signature and Certificate authority. It uses the
OpenSSL encryption library extensively, as well as the SSLv3/TLSv1 protocol, and contains many
security and control features.

OpenVPN is good at portability. OpenVPN has been ported and embedded to several systems.

OpenVPN Server

Users can set the bassic parameters(source/destination address, protocl/port, authentication,
encyption, etc) for OpenVPN Server.

I~ a
A =

* OpenVPN Server
Parameters
OpenVPN Server O Enable @ Disable

WAN Interface Default

Protocal [TcP

Fart Number 11194
Tunnel Virtual Subnet

Tunnel Metmask

Cipher Encryption BF-CBC
HMAC Authentication SHA1T

lzo Compression Enable

OpenVPN Server: Select Enable to activate OpenVPN Server.

WAN Interface: Select the exact WAN interface configured as source for the tunnel. Select Default
to use the now-working WAN interface for the tunnel.

Protocol: OpenVPN can run over User Datagram Protocol (UDP) or Transmission Control Protocol
(TCP) transports. Select the protocol.

Port Number: Port 1194 is the official assigned port number for OpenVPN
Tunnel Virtual Subnet: Set the tunnel virtual subnet IP for OpenVPN server.
Tunnel Network: Set the tunnel virtual subnet mask.

Cipher Encryption: OpenVPN uses all the ciphers available in the OpenSSL package to encrypt
both the data and channels. Select the encryption method.
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HMAC Authentication: OpenVPN support HMAC authentication, please select authentication item
from the list.

Izo Compression: Enable to use the LZO compression library to compress the data stream.

Click Apply to submit your OpenVPN Server basic settings.
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OpenVPN CA

OpenVPN offers pre-shared keys, certificate-based, and username/password-based authentication,
with certificate-based being the most robust. Generally, the part offers the billion factory-defined
authentication certificate.

I VPH

¥ OpenVPN CA

Cerificate

Recipients E-mail

[——BEGIN CERTIFICATE— A
IMIEMTCCASqgAWIBAgIJAM2c ArpOnGISMAOGCSqGSIb3DQEBBQUAMI

HCMQswCQYD

| VQQGEWJUVZEPMAOGATUECBMGYGFpd2FUMRAWDgYDVQQHEWdIC
|2uY2h1MSMwI QYD

|VQQKEXpCaWxsaWauUIEVsZWNOCmI ENvLIWg THRELJEJMCEGATUECKM
lagmisbGlv

biBFbGVjdHpYyBDby4sIEx0ZC4xJiAkBgNVBAMTHUIpbGxpb24gRWTY

| 3RyaWnMg
| Q28ULCBMdGQUIENBMRAWHAY JKoZInve NAQKBFg93d3cuyYmisbGIvhis)

b20wHhcM

[MTMWNTEZMDYxMU2Whe NMIMwNTEOMDY xMjU2WICBWELMAKGATU
|EBhMCVFcxDzAN
|BghVBAGTBIRhaXdnbjEQMALGATUEBXMHSHNpbmNod TEjMCEGATUE
|ChMmaamisbGlv

bIBFbGVjdHIpYyBDby4sIEX0ZC4xizARBgNYBAST GRIpbGxpb24gRVWHY

|3RyaWMg

| Q2B8ULCBMAGQUMSYWJAYDYQQDEXT CaVWxsaWoulEYsZWHOCcmIjIENY
|Liwg THRELIBD

|QTEEMBWGCSqGSIDIDAEJARYPA3dILMIph Grpb24uY20tMIGTIMADG
|CSgGSIb3DQEE

| AQUAAAGNADCBIQKBgQCTVA3IcY xuyvBviNI+58ng3LIBhE3M2Vew 1K
|51tr3uulG

|ayNhDdhQAZT TifnEKn/red QUICTUGIpSA41 q153wpiSFOZvC QUKKUpYOwY

| rOnUBtO ~
|qBYyy42KrPySharOalL3QkoSyoSSasSKiyASOIUFX4djbrz

o

Recipient’s Email: Set the recipient’s email address to send the trusted CA to the OpenVPN client.
OpenVPN server and client need matched certificate to establish trusted VPN tunnel, on client side,
please import this certificate in Trusted CA.

I Advanced Setup

T Trusted CA

Trusted CA (Certificate Authority) Certificates

Maximum certificates can be stored: 8

Mame Subject

CA-billion i

Impaort Certificate

(client side CA)

=TW/ST=Taiwan/L=Hsinchu/0=Billien Electric Co., Ltd./OU=Billion Electric Co., Ltd/CN=Billion Electric Co., Ltd.
ChlemailAddress=www.billion.com
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OpenVPN Client

OpenVPN client can help you dial-in the OpenVPN server to establish a trusted OpenVPN tunnel
over Internet.

& -

¥ OpenVPN Client

Parameters

Name [ WAN Interface [ Default v
Username . Password .

OpenVPN Server Address

Protocol [TcP & Port Number 194

Cipher Encryption [BFcBC v HIAC Authentication [sHA1 v
Izo Compression [FlEnable Certificate Authority [ CAbillion (] Trusted Ca»

Add Edit/ Delete

Name: user-defined name for identification.

WAN Interface: Select the exact WAN interface configured as source for the tunnel. Select Default
to use the now-working WAN interface for the tunnel.

Username: Enter the username provided by your OpenVPN Server.

Password: Enter the password provided by your OpenVPN Server.

OpenVPN Server Address: Enter the WAN IP address of the OpenVPN server.

Protocol: The protocol, same as set in server side.

Port Number: 1194,

Cipher Encryption: Be consistent with what set on server side.

HMAC Authentication: Be consistent with what set on server side.

Izo Compression: Enable to use the LZO compression library to compress the data stream
Certificate Authority: Select your trusted CA from your server side to establish the trusted VPN

tunnel with server.

Click Add button to save your changes.
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How to establish OpenVPN tunnel

1. Remote Access OpenVPN

(If the client wants to remotely access the OpenVPN Server, on client side, users had better install
an OpenVPN client application/installer and connect to server accordingly. Here only give the

configuration on server side.)

Server side on router

1. Set up parameters (WAN interface, port, tunnel virtual subnet IP/mask, encryption, authentication,

etc) on OpenVPN server side.

I VPN

~ OpenVPN Server
Parameters
OpenVPHN Server
WAN Interface
Protocol

Port Mumber

Tunnel Virtual Subnet
Tunnel Metmask
Cipher Encryption
HMAC Authentication

lzo Comprassion

| Defaut
TCP v

[sHA1

S N

®Enable O Disable

W

1194
192.168.2.0

M Enable

2. Create an account for the OpenVPN tunnel for client to connect in.

I\-‘PI‘J

TVPN Account
VPN Account applied to PRTRIL2ZTP/CpenyPH Server.

Parameters

Narme [tests

Usermame |tesd
Connection Type

Peer Network [P

Add Edit/ Delete
Edit
®

Tunnel
Enable

Mame
testd

Connection Type
Remote Access

N o

Tunnel ®Enable O Disable

Password KL

& Remote Access O LAN to LAN

Peer Metmask

Delete

]

Feer Network IP FPeer Metmask

233



3. Set the OpenVPN client’'s E-mail address to receive trusted CA from server to establish a trusted
OpenVPN tunnel.

I ae

¥ OpenVPN CA

——BEGIN CERTIFICATE--— A
MIEMTCCASQoAWIBAGIAMZ2c ArpOnGISMAOGC SqGSIb3DQEBBQUAMI
|[HCMQswCQYD

|VQQGEWJUYZEPMADGATUECBMGYGF pd2FuMRAWDgYDVQQHEwWdIC
2luY2h1MSMwIQYD

VQOKExpCaWxsaWoulEVsZWHNOcmlIENvLIiwg THRELJEJMCEGATUECKM
atmlishGlv

bIBFbGVjdHIpYYBDby4sIEX0ZC 4xljAKBgNYBAMTHUIpbGxpb 24 gRWaY
3RyaVWhg
Q28uLCBMdGQUIENBMRAWHAY JKoZIhve NAQKBFg93d3cuYmishGlvbig)
b20wHhcM

MTMwNTE2MDY xMjU2Whe NMjMWNTEOMDY xMjU2WCBWELIMAKGATU
EBhMCVFcxDzAN 3
BghvBAg TEIRhaXdhbjEQMA4GATUEBMHSHNpbmMNod TEjMCEGATUE
ChiatmisbGly

biBFbGVjdHIpYyBDby4sIEx0ZC4xlzANBgNVBAST GRpbGrpb24gRWHY
3RyaWng

Q28ULCBMdGQUMSYwJAYDYQQDEX1 CaWxsaWOuIEVsZWHNOCmIIENY
LiwgTHRKLIBD
QTEeMBWGCSqGSID3DQEJARYPA3d3LMIphGrph24uY 20tMIGIMADG
CS5qGSIb3DQEB
AQUAA4GNADCBIQKBgQCTYV43IcYwylvBviVl+58ng3LIsha3m2yowi K
|51tr3uuIG

ayMNhDdhQAZT TimEkn/redQUtCrUgfpSA41g1s3wpiSFOzvC QUKKupvOv
ronUBto

qByy42KrPvab9rOalL3QkoSyoSSasSkiyABOuFXdjbrz

Recipients E-mail !gangel@gmail.cnm |[r-.-1ust be xe@yyyzzz)| Apply

Certificate

| £
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2. LAN-to-LAN OpenVPN

The branch office establishes a OpenVPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.
Configured in this way, head office and branch office can access each other.

Note: Both office LAN networks must be in different subnets with the LAN-to-LAN application.

Eranch Office Head Office

Public IP Public IP

192.168.0.2 go.121.3 69121133 192.168.1.2M
— EZI :@ﬁl:ﬁ;—._I —
Rowter Rowter

OpenVPN Client Encryption Data OpenVPN Server
—_—

VPN C onnection

192.168.0.0/24 |
LAN-to-LAN OpenVPN 192.168.1.0/24

Server side: Head Office

1. Set up parameters (WAN interface, port, tunnel virtual subnet IP/mask, encryption, authentication,
etc) on OpenVPN server side.

Iupn l‘\é— .

T OpenVPH Server

Parameters

OpenVPN Server @Enable O Disable
WAN Interface | Default v
Protocal [Tcr &

Port Mumber |W—|

Tunnel Virtual Subnet lWl

Tunnel Metmask |§5_§5_.§§5_D__|

Cipher Encrypticn |ﬁ3§(_37v|
HIIAC Authentization [sHat &

Izo Compression Enable
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2. Create an account for client to connect in

I ne

VPN Account
WPM Account applied to PPTRIL2ZTP/OpenVPM Server.

Parameters
Mame [testz Tunnel @ Enable O Disable
Username itestS | Password !o.... |
Connection Type O Remote Access @ LAN to LAN
| B T 1 = = =

Peer Metwork IF [192.168.0.0 ] Peer Metmask |255.255.255.0

Add Edit/Delete
Edit Mame Tunnel Connection Type Peer Metwork [P Feer Metmask Delete
® test3 Enable LAM to LAN 192.168.0.0 255.255.255.0 [¥]

3. Set the OpenVPN client’s E-mail address to receive trusted CA from server to establish a trusted
OpenVPN tunnel.

= ae

~OpenVPH CA

——BEGIN CERTIFICATE-—— -
MIEMTCCASqoANBAGIANM2c ArpOnGISMADGC SqGSIb3DQEBBQUAMI
[HCMQswCaYD

VQOGEWUVZEPMADGATUECEBMGYGE pd2FulMRAWDgYDVQQHEwdIC
2IuY2h1MSMWIQYD

VQOKExpCaWxsayeulEYsZWNOCmIjENvLiwg THRKLIEIMCEGATUECKM
aQmishGlv
bIBFbGV|dHIpYYBDby4sIEX0ZCAxAKBONYVBAMTHUpbGrpb 24 gRWKTY
3RyaWMg

Q28ULCEMAGQUIENBMRAWHAYKoZIhve NAQKBFg93d3cuYmIshGIvbis]
b20wHhCN

MTMwNTE2MDYxMU2Whe NMMwNTEOMDY U2 WiCBwELMAKGATU
EBhMCVFCxDzAN ;
BgNVBAgTEIRhaXdhbjEQMA4GATUEBMHSHNpbmNod TEJMCEGATUE
ChiMaamishbGlv

bIBFbGV|dHJpYYBDby4sIEX0ZC4XZANBgNYBAST GkIphGrpb24gRWXY
3RyaWMg

Q28ULCEMdGQUMSYWIAYDYQQDEL1 CaWksaWouIEYsZWHOCmIIENY
Liwg THRKLIBD
QTEEMBWGCSqGSIb3DQEIARYPA3d3LMIpbGXphZ4UY 20tMIGIADG
|CSqGSIb3DAER

| AQUAAAGNADCEIQKBgQCTYA3ICY anylvBviWI+58ng3fLishaamM2vowt K
51trauulc

ayNhDAhQAZT TiEkn/redQUICTUGTpSA41q1 s3wpiSFOzvCQUKKUpYOY
rOnUBto

Byy42KrPVEbor0aLL3Qkosy0SSasKiyABOUF Xdjbrz

Recipients E-mail Egangel@gmail.cnm | (Must be me@yyyzzz)| Apply

Certificate

|4
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Client Side: Branch Office

1. Import your trusted certificate from server side, which is used to authenticate between client and
server for establishing trusted OpenVPN tunnel.

N N

I.C\d'.'anced Setup

> Trusted CA — Import CA certificate

Parameters

Name |CA-illion |
----- BEGIN CERTIFICATE--—- ~
MIEMT CCASqgAwWBAGIAMZcArpONGISMAOGCSqGSIb3DQE
BEQUAMIHCMQswCQYD
VOQOGEWJUVZEPMAOGATUECBMGY GFpd2FuMRAWDgYDYQ
QHEwdIc2IuY2h 1 MSMwlQYD
VOQOKEpCaWxsalWaulEYsZWHNOc mijIENVLiwg THRKLJEJMCEG
ATUECxMaQmisbhGlv
bIEFbGVjdHIpYyBDby4sIEx0ZC4x)jAkBghVBAMTHUIpbGxpb
24gRWrlY3RyaWWhig
Q28uLCBMdGQUIENBMR4WHAY JKoZIhve NACKBFg@3dacuym
IsbGlvbigjb20wHhc
MTMwNTE2MDY :MjU2WheNMjMwH TEOMDY xMjU2WICBwELM

Certificate AKGATUEBhMCVFrxDzAN
BghVBAgTEIRhaXdhbjEQMA4GATUEBXMHSHNpbmMNod TEjM
CEGA1TUEChMaCmisbGlv
bIBEFbGVjdHIpYyBDby4sIEx0ZC4xzAhBgNYVBAST Gklpb Gxpb2
4gRWxIY 3RyaWMg
Q25uLCBMdGQuUMSYwlAYDYVQQDE: CalWxsaWaulEVsZWN
EUtijIEI‘JuLingHRkLiBD
|QTEeMBWGCSqGSIb3DAEJARYPA3d3LMIpbGxpb24uy 20t
|GMIADGCSqGSIbaDAES
|AQUAAAGNADCBIQKBgQCTV43Ic Yawy vEBviVI+58ng 3TLTENE3
ih12Vcw1 K51tr3UulG
|ayNhDdhQAZT TifnEkn/redQUICIUgIpSA41q1s3wpiSFOzvCaQU
| KKupvOwrOnUBt0 b
[gByy42KrPvibaroal L3Qko5yoS5asSKiyAGOtuF Xdjorz

2. On the OpenVPN client side, fill in the parameters the same as set for OpenVPN server.

I VPN l“'\tl

~ OpenVPHN Client

Parameters

Mame |test3 WAN Interface | Default v|

Username ItestS Password Iu.u '

OpenyPH Server Address |68.121.1.33

Frotocaol |'I:C_P_T| Port Mumber :ﬁg_at |

Cipher Encryption [BF-cBC | HIAC Authentication [sHA1 |

lzo Compression Enahle Certificate Autharity I_C_k_—lylhgn_ZI Trusted CA W

Add Edit/ Delete

W N
I A
¥ OpenVPN Client

Parameters

MName WAN Interface | Default v|
Username | Password |
CpenVPH Server Address I |

Frotocol '_TC‘TP v Fort Mumber 1194

Cipher Encryption [BF-cBC ¥ HIAC Authentication [sHat &

lzo Compression Enable Cerificate Autharity

Add Edit/ Delete
Edit MName WAN Interface OpenVPN Server Address Protocol Fort Mumber Delete
O test3 default TCF 1184 1
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Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.
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GRE

Generic Routing Encapsulation (GRE) is a tunneling protocol that can encapsulate a wide variety
of network layer protocol packets inside virtual point-to-point links over an Internet Protocol (IP)
network. And the common use can be GRE over IPSec.

Note: up to 8 tunnels can be added, but only 4 can be activated.

I e o
_ -~

~GRE

Parameters

MName WAN Interface Default v

Local Tunnel Virtual IP Local Netmask .

Remate Tunnel Virtual IP Remote Gateway IP

Femote Metwork SHingIe Address IF Address [ Metmask

Enable Keepalive O Keepalive Retry Times 10 Keepalive Interval 3 Second(s)

Edit/ Delete

Name: User-defined identification.

WAN Interface: Select the exact WAN interface configured for the tunnel as the source tunnel IP.
Select Default to use the now-working WAN interface for the tunnel.

Local Tunnel Virtual IP: Please input the virtual IP for the local tunnel side.
Local Netmask: Input the netmask for the local tunnel side.

Remote Tunnel Virtual IP: Please input the virtual destination IP for tunnel.
Remote Gateway IP: Set the destination IP for the tunnel.

Remote Network: Select the peer topology, Single address (client) or Subnet.

IP Address: Set the IP address if the peer is a client. If the peer is a subnet, please enter the IP and
netmask.

Enable Keepalive: Normally, the tunnel interface is always up. Enable keepalive to determine when
the tunnel interface is to be closed. The local router sends keepalive packets to the peer router, if
keepalive response is not received from peer router within the allowed time (‘retry time’ multiply
‘interval’, based on default settings, the time interval can be 30 seconds), the local router will shut up
its tunnel interface.

Keepalive Retry Times: Set the keepalive retry times, default is 10.

Keepalive Interval: Set the keepalive Interval, unit in seconds. Default is 3 seconds.
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Advanced Setup

There are sub-items within the System section: Routing, DNS, Static ARP, UPnP, Certificate,
Multicast, Management, and Diagnhostics.

» Quick Start
~Advanced Setup

¥ Routing
FDONS

' Static ARP
* UPnP

» Certificate
' Multicast

F Management
» Diagnostics
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Routing

Default Gateway

I Advanced Setup \ “‘\-C. .

T Default Gateway
Default Gateway Interface List
Only one default gateway interface will be used according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is connected.
Selected Default Gateway Interfaces Available Routed WAN Interfaces
[pppo1 ' [usBaco

Preferred VWAN Interface As The System Default IPvE Gateway
Selected WAN Interface | PRpoe_0_8_35/ppp0.1 (v

WAN port: Select the port this gateway applies to.

To set Default Gateway and Available Routed WAN Interface. This interfaces are the ones you
have set in WAN section, here select the one you want to be the default gateway by moving the

-=

interface via | | or| = | . And select a Default IPv6 Gateway from the drop-down menu.

Note: Only one default gateway interface will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
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Static Route

With static route feature, you can control the routing of all the traffic across your network. With each
routing rule created, you can specifically assign the destination where the traffic will be routed.

I;‘acl'.-ancecl Setup Q‘\‘ .
i L= -

¥ Static Route

Parameters
IP Version Dst IR [ Prefix Length Gateway Interface etric Remove

Add Remave

Above is the static route listing table, click Add to create static routing.

IAEI:-ancecI Setup ,,WE .

¥ Static Route

Parameters

IP Version [1Pva |

Destination IP Address / Prefix Length '

Interface | ~|

Gateway IP Address

Metric .[greaterthan or equal to zera]

IP Version: Select the IP version, IPv4 or IPv6.

Destination IP Address / Prefix Length: Enter the destination IP address and the prefix length. For
IPv4, the prefix length means the number of ‘1’ in the submask, it is another mode of presenting
submask. One IPv4 address,192.168.1.0/24, submask is 255.255.255.0. While in IPv6, IPv6
address composes of two parts, thus, the prefix and the interface ID, the prefix is like the net ID in
IPv4, and the interface ID is like the host ID in IPv4. The prefix length is to identify the net ID in the
address. One IPv6 address, 3FFE:FFFF:0:CD30:0:0:0:0 / 64, the prefix is 3FFE:FFFF:0:CD3.

Interface: Select an interface this route associated.
Gateway IP Address: Enter the gateway IP address.

Metric: Metric is a policy for router to commit router, to determine the optimal route. Enter one
number greater than or equal to O.

Click Apply to apply this route and it will be listed in the route listing table.
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In listing table you can remove the one you don’'t want by checking the checking box and press
Remove button.

IAcIuancecl Setup l“"\tl_ .

¥ Static Route

Parameters
IF Version Dist IP/Prefix Lenagth Gateway Interface IMetric Remove
4 192.168.1.0/24 ppp0 1
(sl (oo )

— —
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Policy Routing

Here users can set a route for the host (source IP) in a LAN interface to access outside through a
specified Default Gateway or a WAN interface.

The following is the policy Routing listing table.

I Advanced Setup A W‘E .

~ Policy Routing

Parameters

Policy Mame Source IP LAM Port WAN Default Gateway Remaove
Add Remove

Click Add to create a policy route.

IAc|-‘rar|cecI Setup ' “\‘ .
A L= -

~ Policy Routing
Parameters
Policy Name
Physical LAN Part «|
Source [P

Interface :|]|ZI|J-JE 0.0 3:‘_"|3|J|JD:1 v:

Default Gateway

Cancel

Policy Name: User-defined name.

Physical LAN Port: Select the LAN port.

Source IP: Enter the Host Source IP.

Interface: Select the WAN interface which you want the Source IP to access outside through.

Default Gateway: Enter the default gateway which you want the Source IP to access outside
through.

Click Apply to apply your settings. And the item will be listed in the policy Routing listing table. Here
if you want to remove the route, check the remove checkbox and press Remove to delete it.
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RIP

RIP, Router Information Protocol, is a simple Interior Gateway Protocol (IGP). RIP has two versions,
RIP-1 and RIP-2.

I Advanced Setup A “‘\[‘ .

TRIP

Parameters
RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled (such as PPPoE).

Interface Version Operation Enable
atm0.2 | 2 & | Passive v | |
Apply Cancel

Interface: the interface the rule applies to.
Version: select the RIP version, there are two versions, RIP-1 and RIP-2.
Operation: RIP has two operation mode.

® Passive: only receive the routing information broadcasted by other routers and modifies its
routing table according to the received information.

® Active: working in this mode, the router sends and receives RIP routing information and
modifies routing table according to the received information.

Enable: check the checkbox to enable RIP rule for the interface.

Note: RIP can’t be configured on the WAN interface which has NAT enabled (such as PPPoE).

Click Apply to apply your settings.
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DNS

DNS, Domain Name System, is a distributed database of TCP/IP application. DNS provides
translation of Domain name to IP.

DNS

~DNS

Parameters

Select DMNE Server Interface from available WARN interfaces OR enter static DMNS server IP addresses OR IP addresses provided by Parental Control Provider for the system.
In ATM mode, if only a single PVC with IPoA or static IPoE protocal is configured, Static DNS server IP addresses must ke entered.

DS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used according to the priority with the first being the higest and the
last one the lowest priority if the WARN interface is connected.

Priarity order can be changed by removing all and adding them back in again.

© gelect DNS Server Interface from available WAN interfaces
Selected DNS Server Interfaces Available WAN Interfaces

ppp0.A
UsSB3G0o

E

O Use the following Static DMS P address

Primary DMS server

Secondary DNS server

O Use the IP Addresses provided by Parental Control Provider

Mote that selecting a WAN interface for IPvE DMS server will enable DHCPyE Client on that interface
@) Obtain IPvE DNS info from a WAN interface

WAN Interface selected | !_J|J|J-3_Ef__D_8_3E-'|J|J|JEI.1 v

O Use the following Static IPvE DMNS address
Frimary IPvE DMNS server

Secondary IPvE DNS senver
Cancel

> IPv4d
Three ways to set an IPv4 DNS server

@ Select DNS server from available WAN interfaces: Select a desirable WAN interface as the
IPv4 DNS server.

® User the following Static DNS IP address: To specify DNS server manually by entering your
primary and secondary DNS server addresses.

® Use the IP address provided by Parental Control Provider: If user registers and gets an
DNS account in the parental control provider website, expecting to enjoy a more reliable and
safer internet surfing environment, please select this option (need to configure at Parental
Control Provider).

> |PvG6:

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and Static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the drop-down menu to
be as an IPv6 DNS.

Use the following Static IPv6 DNS address



Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is especially
useful for hosting servers via your ADSL connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes from
time to time. This dynamic IP address is the WAN IP address of the router, which is assigned to you
by your ISP.

Here users can register different WAN interfaces with different DNS(es).

IAcI:-ancecI Setup \ WE .

T Dynamic DNS
Parameters
Host Mame Usermame Semvice Interface Remove  Edit

Remaove

Click Add to register a WAN interface with the exact DNS.

I}:'.El'.falh'.‘etl Setup iu\}t‘ .

~ Dynamic DHS

Parameters

Dynamic DNS Server www dyndns.org |'cust'0m:: hd
HostMame .

Username

Passward

Period o Days) v

Selected WAN Interface Available WAN Interfaces

|ipoe_ethO/etho 1
pppoe_0_8_35/ppp0.1

| 3E0/USB3G0

Select DDNS Server Interface from available WAN interfaces.
DDMS Server interface can have multiple WAN interfaces served as system DDNS server but only one will be used according to the priority with the first being the higest and the
last one the lowest pricrity if the WAN interface is connected.

Apply

You will first need to register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/

Dynamic DNS Server: Select the DDNS service you have established an account with.

Host Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update
when your dynamic IP address changes.

Selected WAN Interface: Select the Interface that is bound to the registered Domain name.
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User can register different DDNS to different interfaces.

Examples: Note first users have to go to the Dynamic DNS registration service provider to register
an account.

User test register two Dynamic Domain Names in DDNS provider http://www.dyndns.org/ .

1. pppoe_0_8 35 with DDNS: www.hometest.com using username/password test/test

Advanced Setu i “\t. .
[ : \ |

~ Dynamic DNS

Parameters

Dynamic DNS Server www.dyndns.org (custom) v._'

HostName %'-f_\p'w'-.-w'.h-:metest. com

Username iiest

Password g-aa.a

Feriod 25 If)a;r'["s_:- v|

Selected WAN Interface Available WAN Interfaces
:pppoe;ﬂ;ﬁ'_é-ﬁfﬁppﬂf‘l' [ ;'ip-:ne_et-hﬁ.-'ét'ﬁﬁ.‘i

| 2C0/USB3GD

Select DDNS Server Interface from available WAN interfaces.
DDMNS Server interface can have multiple WAN interfaces served as system DOMNS server but only one will be used according to the priority with the first being the higest and the
last one the lowest priority if the WAN interface is connected.

I Advanced Setup 4 “‘}E .

~Dynamic DNS

Parameters
Haost Name Lsername Senice Interface Remove Edit

wwwhometestcom test dyndns-custom ppp0.1 ¥
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2. ipoe_ethO with DDNS: www.hometest1.com using username/password test/test.

I Advanced Setup

¥ Dynamic DNS
Parameters
Dynamic DNS Server

Host Mame

Username

Passwaord

Period

Selected WAN Interface
ipoe_ethl/eth0 A

Select DDMS Server Interface from available WAN interfaces.

| www.dyndns.org (custom) |

| www.hometestl.com |

!test |

25 |[Dayis) ~|

Available WAN Interfaces

pppoe_0_&_35ppp0A
3GOISB3GO

DDMNS Serverinterface can have multiple WAN interfaces served as system DDMS server but only one will be used according to the priority with the first being the higest and the

last one the lowest priority if the WARN interface is connected.

I Advanced Setup

¥ Dynamic DNS

Parameters

Host Name Usemame
www.hometest.com test
www.hometestl.com test

Senvice Interface
dyndns-custom ppp0.1
dyndns-custom eth0.1
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DNS Proxy

DNS proxy is used to forward request and response message between DNS Client and DNS Server.

Hosts in LAN can use router serving as a DNS proxy to connect to the DNS Server in public to
correctly resolve Domain name to access the internet.

IAc!uancecl Setup

*DNS Proxy
Parameters

DNS Proxy @ Enable O Disable

Heost name of the Broadband Router ..h-mwe.gatewa;.'

Domain name of the LAN network

Cancel

home. gateway

DNS Proxy: Select whether to enable or disable DNS Proxy function, default is enabled.
Host name of the Broadband Router: Enter the host name of the router. Default is home.gateway.

Domain name of the LAN network: Enter the domain name of the LAN network. home.gateway.
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Static DNS

Static DNS is a concept relative to Dynamic DNS; in static DNS system, the IP mapped is static
without change.

You can map the specific IP to a user-friendly domain name. In LAN, you can map a PC to a domain
name for convenient access. Or you can set some well-known Internet IP mapping item so your
router will response quickly for your DNS query instead of querying from the ISP’s DNS server.

IAcI;-an-:ecI Setup \ l\‘ .
A -

¥ Static DNS
Parameters

Host Mame

IP Address

Host Name: Type the domain name (host name) for the specific IP .
IP Address: Type the IP address bound to the set host name above.

Click Add to save your settings.
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Static ARP

ARP (Address Resolution Protocol) is a TCP/IP protocol that allows the resolution of network layer
addresses into the link layer addresses. And “Static ARP” here allows user to map manually the
layer-3 MAC (Media Access Control) address to the layer-2 IP address of the device.

I.a.cl-,-ancecl Setup ;u\if .

~ Static ARP
Parameters
IP Address MAC Address

Edit/ Delete

IP Address: Enter the IP of the device that the corresponding MAC address will be mapped to.
MAC Address: Enter the MAC address that corresponds to the IP address of the device.
Click Add to confirm the settings.
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UPnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control
and data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding
much easier by letting the application control the required settings, removing the need for the user to
control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows Me natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

I;‘:tl-\-ancetl Setup \ i‘\; .
& ~

~UPnP

Parameters

UPRF & Enable  Disable
UPNP:

® Enable: Check to enable the router’s UPnP functionality.
@® Disable: Check to disable the router’s UPnP functionality.
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

[Add/Romove Programs Properties K|

Install/ninstall  *#findovws Setup I Startup Dizk |

To add ar remove a component. zelect or clear the check box. If
the check box iz shaded, only part of the component will be
inztalled. To =ee what's included in a component. click. D etails.

LComponents:

1 [E] Accessibili D.0ME =
.&ccessories 13.8 ME j
) Address Book 1.5MB

& Communications 7.OrE

ﬁ Desktop Themes 5.9 MB ;l
Space uzed by inztalled components: 42 8 MB
Space required: 0.0 MB
Space available on dizk: 2574 4 mMB

Description

Includes acceszsaries to help you connect to other computers
and anline services.

5 of 9 components selected
Have Dizk. . |

Ok I Cancel I Aol I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

=

Tomztall & component, select the check box next ta the
component name. of clear the check box if wou do not wank bo
install it & shaded box means that only part of the compornent waill
be inztalled. To see what's included in a comporent, click Detadls.

LComponents:
¥ 52 Nethesting 4Z2MB =]
¥ & Phone Disler 0.2 MB
1 Universal Pheg and Play
1521 Virtual Private Metworking 0.0OMB EI
Space used by installed components: 424 MB
Space required: 0.0 MB
Space availabhe on disk: 866.3 ME
Description

Uriversal Plug and Play enables seamless connectivity and
communication between "Aindows and mteligent apphances.

IJKIEanr:ell

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
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Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

‘,!- Metwork Connections

File Edit Wiew Favorites Tools BEGEEREEE Help

~ | Operabor-Assisted Dialing
[ﬁ: F el Dial-up Preferences. ..

_.'_." Bacl -\_jl

Address | &) Metwork Cornections Mebwork Identification. ..
— e Bridge Connections

Metwork Tasks Adwvanced Settings. ..

Optional Metworking Components. .,
The Windows Optional Networking Components Wizard window displays.

Step 4: Select Networking
Windows Optional Metworking Components Wizard

Service in the Components selection box and click Details.

Windows Components
Y'ou can add or remove components of YWindows =P,

To add or remove a component, click the checkbox. A shaded box means that anly
part of the component will be inztalled. To see what's included in a compaonent, click

Details.

Compaonients:

Il:l Eﬂ b anagement and Maonitaring Tools 2.2 MB
= 1 Metworking Services 0.3 ME

O Eﬂ Other Metwark. File and Print Services 0.1 Me

Dezcription:  Containg a wariety of zpecialized, network-related zervices and protocols.,

Total disk zpace reguired: 0.0MB ;
Dietails. .
Space available on disk: 11457 8 ME s

< Back [ M et > ][ Cancel ]
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Step 5: In the Networking Services window, select the Universal Plug and Play check box.
Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and

click Next.

Metworking Services

To add ar remaove a companent, click the check box, & shaded bax means that only part
af the companent will be installed. Tao zee what's included in a component, click Details.

Subcomponents of Metworking Services;

Internet Gateway Device Discoven and Caontral Client 0.0 MB
[ ™ Peerto-Pear 0.0 B
O] B RIP Listener 0.0 MB
1 Simple TCP/IP Services 0.0 B

L UPAP User Interface 0.2 ME

Description:  Dizplavs icong in My Metwork, Places for UPRP devices detected an the
nebwork. Alzo, opens the required YWindows Firewall paorts,

Total disk space reguired: 0.0MB e
Space available on dizk: 114553 MB

[ k. ] [ Cancel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under

Internet Gateway.
Step 2: Right-click the icon and select Properties.

‘5 Hetwork Connections

File Edit \Miew Favorites Tools Advanced Help

| ,_,,f' Bacl J I? /.H} Search l| Folders -.-

Address |€;\, Mebwork Connections

.~/ Internet Gateway

Metwork Tasks =

[5] cCreate anew
conneckion

ﬂ Set up a home or small
~ office netwark,

LAN or High-Speed Ir -

& Change Windows
Firewall settings

e.:‘.- Start this conmection @—F Local Area ) peate Shortcut j

R thi fi Connected, |
Iim ename this conneckion 2l MYIDIA nFar]

Change settings af this Rename
conneckion .

Propetties
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Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.

“® Internet Connection Properties

General |
|

Connect to the Intemet using:

\_-:! Internet Connection

Thiz connection allows vou to connect to the [ntermet through a
shared connection on anather computer.

Settings...

] Show icon in notification area when connected

[ oK ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.

Advanced Settings

Services |

Select the services running on your network that [ntemet users can
access.

Services

service]
sEMvice?
zerviced

Service Settings

Descrption of service:

ITest

Mame or [P address [for example 192.168.0.12) of the
compter hosting thiz semvice on paur nebwark:

|192.153.1.11

External Part number far this service;
|1 43

& TCP O LDP

Internal Paort number for this service:
]1 43

Add.. ] Delete ]

ok | Cancel

o) [ cen ]

Step 5: Select Show icon in notification area when connected option and click OK. An icon displays
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in the system tray

L) Internet Connection is now connecked | *
Click here for more information. .

4 Upnpz - Paint

Step 6: Double-click on the icon to display your current Internet connection status.

General |
[mtemet Gateway
Status: Connected 05:50:45
Speed: 576.0 Kbps
Activity
Imtemet Intemet Gateway My Computer
Packets Sent: 63,353 3,056,450
Received: 64,342 4 081,813
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Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 7820NZ without first finding out
the IP address of the router. This helps if you do not know the router’s IP address.
Follow the steps below to access web configuration.

Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

"= Network Connections |Z||E|[Z|
Fie Edit View Favortes Tools Advanced Help ‘l-'
& Back \J'I i.ﬁ /'_.] Search i _ Falders v
Address |e__', Metwork Connections e | 4 Go

s _ LANor High-Speed Internet

| Metwork Tasks

[ ] % Local Area Connection U Local Area Connection 4
[5] Create anew connection Acquiring nebwork address, Fir,.. Metwork cable unplugged, Fire. ..
Q Set up a home or small T A MVIDIA nForce MCP Metworkin, ., |—F.Ijil D-Link DFE-530T% PCI Fast EE..,
office network

& Change Windows Firewal
settings
See Also

é.) Metwork Troubleshooter

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BIiPAC 7820NZ and select Invoke. The web configuration
login screen displays.

Step 6: Right-click on the icon of your BIiPAC 7820NZ and select Properties. A properties window
displays basic information about the BiPAC 7820NZ.
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Certificate

The feature is to facilitate users to import different certificates for server certificate authentication,
like TR-069, OpenVPN etc. If the imported certificate doesn't match the authorized certificate of the
ACS Server, OpenVPN Server, the device will have no access to the server.

Trusted CA

IA:I'\-ancecI Setup IWE .

*Trusted CA

Trusted CA (Certificate Authority) Certificates

[Maximum certificates can be stored: 4

Mame Subject Type Action

Import Certificate

Certificate Name: The certificate identification name.

Subject: The certificate subject.

Type: The certificate type information. "ca", indicates that the certificate is a CA-signed certificate.
"self", indicates that the certificate is a certificate owner signed one.

"x.509", indicates the certificate is the one created and signed according to the definition of Public-
Key System suggested by x.509.

Action:
@ View: view the certificate.

@ Remove: remove the certificate.
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Click Import Certificate button to import your certificate.

Ialmranced Setup

*Trusted CA —- Import CA certificate

Parameters

Mame

Certificate

————— BEGIN CERTIFICATE-————-
<insert certificate herel>
————— END CERTIFICATE————-—

Enter the certificate name and insert the certificate.

I Advanced Setup

*Trusted CA — Import CA certificate

Parameters

Mame

Cerlificate

acscert

wHhcHMDAWNIEvMDcOOTUyWhe

HIEyMDQzHNzAZWJApMO=swC QY DVQREEWJIDT J
YYXRp

b24gQOEwgZ8wDQY JEoZThveNAQEEEQADGYOAMT GIA0GEANe sUEgQN1 sWL SplT
ZuTJD
r5wXGEiaexPnBisSzNIcTOSPQYGvAn3IQvI+wIuUZ I ¥YFzFE8qiDYPFQBwThREI LS
TuSbe

pUJEenzvYRgT InUfJOPEYy+SsRUpcDAPXTHNR4EEvEQEnMOJGEHAOELHDY 73
J/ze+H

JETWhOHh=zCTFS5QQZRLIoZ2 ILEAgMBARAGjgcMwgcAwSAY DVROFEEEWP=A 90 Dn
gCaf3
MDUxCzAJBgNVBAY TAKNOMERcwE Y DVOOFEwWSDRENEIFEvEGL e SEDQTENMAS

GAIUE
AxMEQI JMMTALBgNVHOEEBAMCAQYwHWYDVROIBBgwFoAULS JufeTtBb/wvel

FahogX
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Click Apply to confirm your settings.

I Advanced Setup

e N

Trusted CA (Certificate Authority) Certificates
Maximum cerificates can be stored: 4
acscert C=CMIO=CFCA Qperation CA

[‘u’lew] [Remuve ]

| Import Certificate |
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Multicast

Multicast is one of the three network transmission modes, Unicast, Multicast, Broadcast. It is a
transmission mode that supports point-to-multipoint connections between the sender and the
recipient. IGMP protocol is used to establish and maintain the relationship between IP host and the
host directly connected multicast router.

IGMP stands for Internet Group Management Protocol, it is a communications protocols used to
manage the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and the
adjacent multicast routers to establish multicast group members. There are three versions for IGMP,
that is IGMPv1, IGMPv2 and IGMPV3.

MLD, short for Multicast Listener Discovery protocol, is a component if the Internet Protocol
version 6(IPv6) suite. MLD is used by IPv6 to discover multicast listeners on a directly attached link,
much as IGMP used in IPv4. The protocol is embedded in ICMPv6 instead of using a separate
protocol. MLDv1 is similar to IGMPv2 and MLDv2 is similar to IGMPv3.

Iﬁcl'.-‘ancecl Setup Q\‘ .
4 L= .

*IGMP

Parameters

Multicast Precedence Disable v |lower value, higher priarity

Default Version 3 [1-3]

CQuery Interval 125

CQuery Response Interval 10

Last Member Cuery Interval 10

Rebustness Value 2

IMaximum Multicast Groups 25

Maximum Multicast Data Sources (for IGMPv3) 10 [1-24]

Maximum Multicast Group Members 25

FastLeave [¥IEnable

LAN o LAM (Intra LAN) Multicast [IEenable

Membership Join Immediate (IFTV) I

MLD

Cefault Version 2 [1-2]

Cuery Interval _12:‘

CQuery Response Interval 10

Last Member Query Interval 10

Robustness Value 2

Maximum Multicast Groups 10

Iaximum Multicast Data Sources (for MLDWZ) [10 [1-24]

Maximum Multicast Group Members 10

FastLeave [lEnable

LAM to LAN (Intra LAM) Multicast Cenable
IGMP

Multicast Precedence: It is for multicast QoS. With lower multicast precedence, IGMP packets will
be put into higher-priority queue. Default is set to disable.

Default Version: Enter the supported IGMP version, 1-3, default is IGMP v3.

Query Interval: Enter the periodic query interval time (sec) the multicast router sending the query

message to hosts to understand the group membership information.
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Query Response Interval: Enter the response interval time (sec).

Last Member Query Interval: Enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: Enter the router robustness parameter, 2-7, the greater the robustness value,
the more robust the Querier is.

Maximum Multicast Groups: Enter the Maximum Multicast Groups.

Maximum Multicast Data Sources( for IGMP v3): Enter the Maximum Multicast Data Sources,1-
24,

Maximum Multicast Group Members: Enter the Maximum Multicast Group Members.

Fast leave: Check to determine whether to support fast leave. If this value is enabled, IGMP proxy
removes the membership of a group member immediately without sending an IGMP membership
query on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get IGMP
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.

Membership Join Immediate (IPTV): When a host joins a multicast session, it sends unsolicited
join report to its upstream router immediately. The Startup Query Interval has been set to 1/4 of the
General Query value to enable the faster join at startup.

MLD
Default Version: Enter the supported MLD version, 1-2, default is MLDv2.

Query Interval: Enter the periodic query interval time (sec) the multicast router sending the query
message to hosts to understand the group membership information.

Query Response Interval: Enter the response interval time (sec).

Last Member Query Interval: Enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: Enter the router robustness parameter, default is 2, the greater the robustness
value, the more robust the Querier is.

Maximum Multicast Groups: Enter the Maximum Multicast Groups.
Maximum Multicast Data Sources( for MLDv2): Enter the Maximum Multicast Data Sources,1-24.
Maximum Multicast Group Members: Enter the Maximum Multicast Group Members.

Fast leave: Check to determine whether to support fast leave. If this value is enabled, MLD proxy
removes the membership of a group member immediately without sending an MLD membership
query on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get MLD
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.
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Management

SNMP Agent

SNMP, Simple Network Management Protocol, is the most popular one in network. It consists of
SNMP Manager, SNMP Agent and MIB. Every network device supporting SNMP will have a SNMP
Agent which is a management software running in the device.

SNMP Manager, the management software running on the server, it uses SNMP protocol to send
GetRequest. GetNextRequest, SetRequest message to Agent to view and change the information
of the device.

SNMP Agents, the management software running in the device, accepts the message from the
manager, Reads or Writes the management variable in MIB accordingly and then generates
Response message to send it to the manager. Also, agent will send Trap message to the manager
when agent finds some exceptions.

Trap message, is the message automatically sent by the managed device without request to the
manager about the emergency events.

IAc!-.-'ancecI Setup \ i\. .
A

~ SNMP Agent

Parameters

SNIP Agent O Enable @ Disable
Read Community

Set Community

System Mame

System Location

System Contact

Trap Manager IP

SNMP Agent: enable or disable SNMP Agent.

Read Community: Type the Get Community, which is the authentication for the incoming Get-and
GetNext requests from the management station.

Set Community: Type the Set Community, which is the authentication for incoming Set requests
from the management station.

System Name: here it refers to your router.

System Location: user-defined location.

System Contact: user-defined contact message.

Trap manager IP: enter the IP address of the server receiving the trap sent by SNMP agent.
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TR- 069 Client

TR-069 (short for Technical Report 069) is a DSL Forum (which was later renamed as Broadband
Forum) technical specification entited CPE WAN Management Protocol (CWMP). It defines an
application layer protocol for remote management of end-user devices.

As a bidirectional SOAP/HTTP based protocol it can provides the communication between customer
premises equipment (CPE) and Auto Configuration Server (ACS). It includes both a safe
configuration and the control of other CPE management functions within an integrated framework. In
the course of the booming broadband market, the number of different internet access possibilities
grew as well (e.g. modems, routers, gateways, set-top box, VolP-phones).At the same time the
configuration of this equipment became more complicated —too complicated for end-users. For this
reason, TR-069 was developed. It provides the possibility of auto configuration of the access types.
Using TR-069 the terminals can get in contact with the Auto Configuration Servers (ACS) and
establish the configuration automatically and let ACS configure CPE automatically.

IAI:I'-'a”CBI:l Setup u\‘ .
P 3= -

*TR-069 Client

Parameters

Inferm CiEnable @ Disable
Infarm Interval 300 .[1-214?48354?:
ACS URL '
ACS User Name admin

ACS Password [eeaes

WAMN Interface used by TR-068 client | Any_WAN ¥

Display SOAP messages on serial console O Enable & Disable
Connection Request Authentication

Connection Request User Name admin

Connection Request Password [ensee

Connection Request URL nttp:10.0.10.114:30005/

[ Apply || GetRPCMethods

Inform: select enable to let CPE be authorized to send Inform message to automatically connect to
ACS.

Inform Interval: Specify the inform interval time (sec) which CPE used to periodically send inform
message to automatically connect to ACS. When the inform interval time arrives, the CPE will send
inform message to automatically connect to ACS.

ACS URL: Enter the ACS server login name.

ACS User Name: Specify the ACS User Name for ACS authentication to the connection from CPE.
ACS password: Enter the ACS server login password.

WAN interface used by TR-069: select the interface used by TR-069.

Display SOAP message on serial console: select whether to display SOAP message on serial
console.

Connection Request Authentication: Check to enable connection request authentication feature.
Connection Request User Name: Enter the username for ACS server to make connection request.

Connection Request User Password: Enter the password for ACS server to make connection
request.

Connection Request URL: Automatically match the URL for ACS server to make connection
request.
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GetRPCMethods: Supported by both CPE and ACS, display the supported RFC listing methods.

Click Apply to apply your settings.
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HTTP Port

The device equips user to change the embedded web server accessing port. Default is 80.

IAEI'.-ancetl Setup 1.“-\&:! .

THTTP Port
Parameters
HTTF Fort SD (Default: 80)
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Remote Access

It is to allow remote access to the router to view or configure.

IAcI'\-ancecI Setup Wc‘ .
i _—

¥ Remote Access

Parameters

Remote Access Enahle

Enable Serice HTTP CssH CIFre LI TELMET Tl Snmp
Allowed Access IP Address Range

Valid

IP Version | IP-,:J bt IF Address Range ~

Add Edit/ Delete

Remote Access: Select “Enable” to allow management access from remote side (mostly from
internet). If disabled, no remote access is allowed for any IPs even if you set allowed access IP
address. So, please note that enabling remote access is an essential step before granting remote
access to IPs.

Enable Service: Select to determine which service(s) is (are) allowed for remote access when
remote access is enabled. By default (on condition that remote access is enabled), the web service
(HTTP) is allowed for remote access.

Click Apply button to submit your settings.

"Allowed Access IP Address Range" was used to restrict which IP address could login to access
system web GUI.

Valid: Enable/Disable Allowed Access IP Address Range

IP Address Range: Specify the IP address Range, IPv4 and IPv6 address range can be supported,
users can set IPv4 and IPv6 address range individually.

Click Add to add an IP Range to allow remote access.

Note: 1. If user wants to grant remote access to IPs, first enable Remote Access.
2. Remote Access enabled:

1) Enable Valid for the specific IP(s) in the IP range to allow the specific IP(s) to remote access the
router.

2) Disable Valid for all specific IP(s) in the IP range to allow any IP(s) to remote access the router.
3) No listing of IP range is to allow any IP(s) to remote access the router.
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Mobile Network
User can press Scan to discover available 3G/LTE mobile network.

IConﬂguration i“'\g !

~ Mobile Networks

Parameters
Select Network Auta

Apply Cancel
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3G/LTE Usage Allowance

3G/LTE usage allowance is designated for users to monitor and control the 3G flow usage. 7820NZ’s
3G/LTE usage allowance offers exact control settings for each SIM card.

I:‘acl-.-ancecl Setup

¥ 3G/LTE Usage Allowance
Parameters

3GILTE Usage Allowance
SIM 1 {Current)

Mode

The billing period begins on

Over usage allowance action

E-mail alert at percentage of bandwidth
Save the statistics to RCOM

Sim 2

Maode

The hilling period begins on
Cwer usage allowance action
E-mail alert at percentage of bandwidth

Save the statistics to ROM

MlEnable

@ Volume-based ) )
Cnly Download w (|10 MB data volume per month included

O Time-based
1 hours per month included

day |1 of a month.
E-mail Alert v
80 %

Every ocne hours | »

®vo lume-hased
| @nly Download v|[10
QTim_e_—r;asecl

1 hours per manth included

B data volume per maonth included

day (1 of a month.
[ E-mai Alert v
80 1%

Every one hours [»

3G/LTE Usage Allowance: Enable to monitor 3G/LTE usage.

SIM1 & SIM 2

Mode: include Volume-based and Time-based control.

® Volume-based include “only Download”, "only Upload” and “Download and Upload” to limit

the flow.

® Time-based control the flow by providing specific hours per month.

The billing period begins on: The beginning day of billing each month.

Over usage allowance action: What to do when the flow is over usage allowance, the available
methods are “E-mail Alert”, "Email Alert and Disconnect” and “Disconnect”.

E-mail alert at percentage of bandwidth: When the used bandwidth exceeds the set proportion,

the system will send email to alert.

Save the statistics to ROM: To save the statistics to ROM system.
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Power Management

Power management is a feature of some electrical appliances, especially computers that turn off the
power or switch to a low-power state when inactive.

Five main parameters are listed for users to check to manage the performance of the router.

I Advanced Setup

* Power Management
Parameters

Wait instruction when Idle
DRAM Self Refresh
Energy Efficient Ethernet

Ethernet Auto Power Down and Sleep

Adaptive Voltage Scaling

[“]Enable
[#]Enable
[“]Enable

[“]Enable

[ Enable

Status
Status

Status

Status

Status

Enabled
Enabled

Enabled
Enabled

Enabled
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Time Schedule

The Time Schedule supports up to 32 timeslots which helps you to manage your Internet connection.
In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or
allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Internet Times for details.

Il‘.lanagemeni ;“}c" .

*Time Schedule

Parameters
MName | Dayin a week Osun Owon Ctue Owed Cthu CFi [ sat
Start Time 00 (v |:[00 ] End Time 00 (v :[00 (v

Add Edit/ Delete

For example, user can add a timeslot named “timeslot1” features a period of 9:00-19:00 every
weekday.

Il‘.lanagement ;“}c" .

* Time Schedule

Parameters

Name _ Day in a week Osun Owon Otue Owed Othe OFa O sat

Start Time 00 (v |:[00 ] End Time 00 v |:[00 (v

Edit/ Delete

Edit Name Dayin a week Start Time End Time Delete
@) timeslat! SHTWTFs 09:00 19:00 O
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Auto Reboot

Auto reboot offers flexible rebooting service (reboot with the current configuration) of router for users
in line with scheduled timetable settings.

IAcI'.-ancecl Setup L“\‘E .

~ Auto Reboot

Parameters
1. CJEnable 2un Man Tue Wed Thu Fri Sat Timeénijlﬁ” ; DD 7
Schedule T T ]
2. ClEnanle sun Mon | Tue Wed |_IThu Fri Sat Time 00 - |00 |

Enable to set the time schedule for rebooting.

For example, the router is scheduled to reboot at 22:00 every single weekday, and to reboot at 9:00
on Saturday and Sunday. You can set as follows:

Advanced Setup “‘\E .
[ \ a

¥ Auto Reboot

Parameters

e 1. Menabte Csun Euon M Tue Mwed Mhu Eri Csat Time/ 22 v]:[00 v

i 2. Menaple Msun Owmen OTue Olwed Ol thu CIFri M sat Time| 09 ;[ 00 v |
Apply
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Diagnostics

Diagnostics Tools

BiPAC 7820NZ offers diagnostics tools including “Ping” and “Trace route test” tools to check for
problems associated with network connections.

Advanced Setu \._ .
frconcea sows e

¥ Diagnostics Tools
Ping Test
Destination Host

Source Address & Interface v | O P sddress |

Trace route Test

Destination Host

Source Address ® Interface v/ OIP Address |
Max TTL valug 16 |[2-30]

Wait time 3 iseconds [2-999]

Trace route Test

Ping Test: to verify the connectivity between source and destination.
Destination Host: Enter the destination host (IP, domain name) to be checked for connectivity.

Source Address: Select or set the source address to test the connectivity from the source to the
destination.

Ping Test: Press this button to proceed ping test.

Trace route Test: to trace the route to see how many hops (also see the exact hops) the packet of
data has to take to get to the destination.

Destination Host: Set the destination host (IP, domain name) to be traced.

Source Address: Select or set the source address to trace the route from the source to the
destination.

Max TTL value: Set the max Time to live (TTL) value.

Wait time: Set waiting time for each response in seconds.
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Example: Ping www.google.com

I Advanced Setup l‘_\é_

* Diagnostics Tools

Ping Test
Destination Host www.google.com
Source Address @ |nterface pppoe_0_8_35/pppl.1 = 'f'IPﬁ.ddress;

Trace route Test

Destination Host

Source Address @ Interface » O IP Address |
Max TTL value 16 [230]
Wait time 3 seconds [2-999]

i X
@ hitpy//192.168.1.254/ping.htmi -... il . e

| €] http://192.168.1.258/ping htmI E

s

Ping www.google.com
Fing Result : Successful

U
&) Internet | Protected Mode #5 + #100% -
—

= — v
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Example: “trace” www.google.com

Indvanced Setup

* Diagnostics Tools
Ping Test

Destination Host

Source Address

Trace route Test

Destination Host
Source Address
Max TTL value

Wait time

[ Trace route Test ]

@ http://192.168.1.254/tracerthtml - Windows Intern... [ L= | 12] [R5

\ i

@ Interface T () |P Address

www.google.com

@ Interface pppoe_0_8 35/ppp0.1 () IP Address
16 [2-30]

3 seconds [2-999]

| £ | http://192.168.1.254 tracert.html

Trace www.google.com
Mo. Route Address
1 112.86.208.1
2 2216993
i 3 22162169
| 4 2191582441
5 2181582318
1 & 219.158.19.190
| 7 219.158.3.238
| 8 7214215130
| 9 2088524860
10 209.85250.122
11 209.85.250.103
| 12 =
13 17319472147

Time

22220 ms
20352 ms
24 345 ms
52837 ms
54 696 ms
54.904 ms
57.824 ms
58.851 ms
57 644 ms
81.242 ms
81.351 ms

* *

79753 ms
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Push Service

With push service, the system can send email messages with consumption data and system
information.

IF\E|'.'6I'ICBII| Setup iu}[‘ .

~Push Service
Parameters

Recipients E-mail (st be oo@yy =)

Push Mow

Recipient’s E-mail: Enter the destination mail address. The email is used to receive system log ,
system configuration, security log sent by the device when the Push Now button is pressed
(information sent only when pressing the button ), but the mail address is not remembered.

Note: Please first set correct the SMTP server parameters in Mail Alert.
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Diagnostics

Check the connections, including Ethernet connection, Internet Connection and wireless connection.

Click Help link that can lead you to the interpretation of the results and the possible, simply
troubleshooting.

I Diagnostics — pppoe_0_8_35 l“% .

* Test the connection to your local network

Test LAN Connection (P3 ) FAIL Help
Test LAN Connection (P2 ) PASS Help
Test LAN Connection { P1) FAIL Help
Test LAN Connection ( PAEWAN ) FAIL Help
Test your Wireless Connection PASSPASS Help
~ Test the connection to your DSL service provider

TestxDSL Synchronization PASS Help
Test ATM OAM F5 segment ping PASS Help
Test ATM OAM F5 end-to-end ping PASS Help
~ Test the connection to your Internet service provider

Test PPP server connection PASS Help
Test authentication with ISP PASS Help
Testthe assigned |IP address PASS Help
Ping default gateway PASS Help
Ping primary Domain Name Server FAIL Help

Test|| TestWith OAMF4
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Fault Management

IEEE 802.1ag Connectivity Fault Management (CFM) is a standard defined by IEEE. It defines
protocols and practices for OAM (Operations, Administration, and Maintenance) for paths through
802.1 bridges and local area networks (LANs). Fault Management is to uniquely test the VDSL PTM
connection; Push service

IAc!'.-ancecI Setup W(‘ .
A

¥ 802.1ag Connectivity Fault Management
Parameters

This diagnosticis anly used for xDSL PTHM mode.

Maintenance Domain (MD) Level 2w

Destination MAC Address

80213 VLAN ID 0 [0-4095]
¥DSL Traffic Type Inactive

Testthe connection to another Maintenance End Foint (MEPR}

Loopback Message (LBM)

Find Maintenance End Points (MEFs)

Linktrace Message (LTH)

SetMD Level | [ SendLoopback | [ Send Linkirace

Maintenance Domain (MD) Level: Maintenance Domains (MDs) are management spaces on a
network, typically owned and operated by a single entity. MDs are configured with Names and
Levels, where the eight levels range from 0 to 7. A hierarchal relationship exists between domains
based on levels. The larger the domain, the higher the level value.

Maintenance End Point: Points at the edge of the domain, define the boundary for the domain. A
MEP sends and receives CFM frames through the relay function, drops all CFM frames of its level or
lower that come from the wire side.

Link Trace: Link Trace messages otherwise known as Mac Trace Route are Multicast frames that a
MEP transmits to track the path (hop-by-hop) to a destination MEP which is similar in concept to
User Datagram Protocol (UDP) Trace Route. Each receiving MEP sends a Trace route Reply directly
to the Originating MEP, and regenerates the Trace Route Message.

Loop-back: Loop-back messages otherwise known as MaC ping are Unicast frames that a MEP
transmits, they are similar in concept to an Internet Control Message Protocol (ICMP) Echo (Ping)
messages, sending Loopback to successive MIPs can determine the location of a fault. Sending a
high volume of Loopback Messages can test bandwidth, reliability, or jitter of a service, which is
similar to flood ping. A MEP can send a Loopback to any MEP or MIP in the service. Unlike CCMs,
Loop back messages are administratively initiated and stopped.
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Restart

This section lets you restart your router if necessary. Click 4" Restart i the Jow right corner of each
configuration page.

W o

If:onﬂguration

~ Restart
After restarting. Please wait for several seconds to let the system come up.

- O Factory Default Settings

Restart device with

® current Setlings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings. Or you just want to restart after the current setting, the select the Current

Settings, and Click Restart.

progress

progress...
Do not switch off device during flash update or rebooting.

total - a5
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem

Suggested Action

None of the LEDs is on when you turn
on the router

Check the connection between the router and the
adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.

or password

You have forgotten your login username [Try the default username "admin" and password

"admin". If this fails, you can restore your router to
its factory settings by pressing the reset button on
the device rear side.

Problems with WAN interface

Problem

Suggested Action

Frequent loss of ADSL line sync
(disconnections)

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax
machines, analogue modems) have a line filter
connected between them and the wall socket (unless
you are using a Central Splitter or Central Filter
installed by a qualified and licensed electrician), and
ensure that all line filters are correctly installed and the
right way around. Missing line filters or line filters
installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections. If you have a back-to-base alarm
system you should contact your security provider for a
technician to make any necessary changes.
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Problem with LAN interface

Problem

Suggested Action

Cannot PING any PC on LAN

Check the Ethernet LEDs on the front panel.

The LED should be on for the port that has a PC
connected. If it does not lit, check to see if the cable
between your router and the PC is properly
connected. Make sure you have first uninstalled your
firewall program before troubleshooting.

\Verify that the IP address and the subnet mask are

consistent for both the router and the workstations.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your
product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98/8, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are
registered Trademarks of Microsoft Corporation. 285
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