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Introduction

1.1 Introducing the BiPAC 7300(N)

Thank you for purchasing the BiPAC 7300(N) Router. Your new router is an all-in-one unit
that combines an ADSL modem, ADSL2/2+ router and Ethernet network switch to provide
everything you need to get the machines on your network connected to the Internet over an
ADSL broadband connection.

The BIiPAC 7300(N) router complies with ADSL2+ standards for deployment worldwide and
supports downstream rates of up to 12 or 24 Mbps and upstream rates of up to 3 Mbps.
Designed for small office, home office and residential users, the router enables even faster
Internet connections. You can enjoy ADSL services and broadband multimedia applications
such as interactive gaming, video streaming and real-time audio much easier and faster
than ever before.

The BIiPAC 7300(N) supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol) over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over
Ethernet (RFC 2516) to establish a connection with your ISP. Your new router also supports
VC-based and LLC-based multiplexing.

The perfect solution for connecting a small group of PCs to a high-speed broadband Internet
connection, the BIPAC 7300(N) allows multiple users to have high-speed Internet access
simultaneously.

Your new router also serves as an Internet firewall, protecting your network from access by
outside users. Not only does it provide a natural firewall function with Network Address
Translation (NAT), it also provides rich firewall features to secure your network. All incoming
data packets are monitored and filtered. You can also configure your new router to block
internal users from accessing the Internet.



The BIPAC 7300(N) provides two levels of security support. First, it masks LAN IP
addresses making them invisible to outside users on the Internet, so it is much more difficult
for a hacker to target a machine on your network. Second, it can block and redirect certain
ports to limit the services that outside users can access. To ensure that games and other
Internet applications run properly, you can open specific ports for outside users to access
internal services on your network.

The Integrated DHCP (Dynamic Host Control Protocol) client and server services allow
multiple users to get IP addresses automatically when the router boots up. Simply set local
machines as a DHCP client to accept a dynamically assigned IP address from the DHCP
server and reboot. Each time a local machine is powered up; the router recognizes it and
assigns an IP address to instantly connect it to the LAN.

For advanced users, Virtual Service (port mapping) functions allow the product to provide
limited visibility to local machines with specific services for outside users. For instance, a
dedicated web server can be connected to the Internet via the router and then incoming
requests for web pages that are received by the router can be rerouted to your dedicated
local web server, even though the server now has a different IP address.

Virtual Server can also be used to re-task services to multiple servers. For instance, you can
set the router to allow separated FTP, Web, and Multiplayer game servers to share the same
Internet-visible IP address while still protecting the servers and LAN users from hackers.



1.2 Features

@ Express Internet Access — ADSL2/2+ capable

The BIPAC 7300(N) complies with ADSL worldwide standards. Supporting downstream
rates of 8 Mbps with ADSL, the router is capable of up to 12/24 Mbps with ADSL2/2+, and
upstream rates of up to 3 Mbps. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and
real-time audio which are easier and faster than ever. The router is compliant with
Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (ITU G.992.1); Ghs (ITU G994.1);
G.dmt.bis (ITU G.992.3); and G.dmt.bisplus (ITU G.992.5).

@ 802.11n Wireless AP with WPA Support

With integrated 802.11n Wireless Access Point in the router, the device offers a quick and
easy access among wired network, wireless network and broadband connection (ADSL)
with single device simplicity, and as a result, mobility to the users. In addition to 300 Mbps
802.11n data rate, it also interoperates backward with existing 802.11g and 802.11b
equipment. The Wi-Fi Protected Access (WPA) and Wired Equivalent Privacy (WEP)
supported features enhance the security level of data protection and access control via
Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/2100Mbps fast Ethernet switch is built-in with automatic switching between MDI
and MDI-X for 10Base-T and 100Base-TX ports, with auto detection allowing you to use
either straight or cross-over Ethernet cables.

@ EWAN

Besides using ADSL to get connected to the Internet, BIiPAC 7300(N) offers its Ethernet port
1 as a WAN port to be used to connect to Cable Modems, VDSL and fibre optic lines. This
alternative, yet faster method to connect to the internet will provide users more flexibility to
get online.

@ Multi-Protocol to Establish a Connection

The router supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516) to establish a
connection with an ISP. The router also supports VC-based and LLC-based multiplexing.



@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices
and PCs from many different vendors, and it makes setting up a network simple and
affordable. UPnP architecture leverages TCP/IP and the Web to enable proximity
networking in addition to control and data transfer among networked devices. With this
feature enabled, you can seamlessly connect to Net Meeting or MSN Messenger.

@ Network Address Translation

Network Address Translation (NAT) allows multiple users to access outside resources such
as the Internet simultaneously with one IP address/one Internet access account. Many
application layer gateways (ALG) are supported such as web browser, ICQ, FTP, Telnet,
E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@ Firewall
NAT technology supports simple firewalls and provides options for blocking access from the
Internet, like Telnet, FTP, TFTP, WEB, SNMP and IGMP.

@ Domain Name System Relay

Domain Name System (DNS) relay provides an easy way to map a domain name with a
user-friendly name such as www.google.com with an IP address. When a local machine
sets its DNS server to the router’s IP address, every DNS conversion request packet from
the PC to this router is forwarded to the real DNS on the outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.
This dynamic IP address is the WAN IP address. To use the service, you must first apply for
an account from a DDNS service such as http://www.dyndns.org/.

@ PPP over Ethernet (PPPOE)

The BIPAC 7300(N) provides an embedded PPPoE client function to establish a connection.
You get greater access speed without changing the operation concept, while sharing the
same ISP account and paying for one access account. No PPPoE client software is required
for the local computer. Automatic Reconnect and Disconnect Timeout (Idle Timer) functions
are also provided.

@ Quality of Service (QoS)


http://www.dyndns.org/

QoS gives you full control over which types of outgoing data traffic should be given priority
by the router, ensuring important data like gaming packets, customer information, or
management information move through the router ay lightning speed, even under heavy
load. The QoS features are configurable by Internal IP address, External IP address,
protocol, and port. You can throttle the speed at which different types of outgoing data pass
through the router, to ensure P2P users don’t saturate upload bandwidth, or office browsing
doesn’t bring client web serving to a halt. In addition, or alternatively, you can simply change
the priority of different types of upload data and let the router sort out the actual speeds.

@ Virtual Server

You can specify which services are visible to outside users. The router detects an incoming
service request and forwards it to the specific local computer for handling. For example, you
can assign a PC in a LAN to act as a Web server inside and expose it to the outside network.
Outside users can browse inside the web server directly while it is protected by NAT. A DMZ
host setting is also provided for local computers exposed to the outside Internet network.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server
On a WAN site, the DHCP client obtains an IP address from the Internet Service Provider
(ISP) automatically. On a LAN site, the DHCP server allocates a range of client IP
addresses, including subnet masks and DNS IP addresses and distributes them to local
computers. This provides an easy way to manage the local IP network.

@ Rich Packet Filtering
This feature filters the packet based on IP addresses as well as Port numbers. Filtering
packets to and from the Internet provides a higher level of security control.

@ Web-based GUI
A web-based GUI offers easy configuration and management. It also supports remote
management capability for remote users to configure and manage this product.

@ Firmware Upgradeable
You can upgrade the router with the latest firmware through its web-based GUI.



1.3 Applications of the BiPAC 7300(N)

QoS (Prioritization, IP Throttling)

Switching
HUB
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Security

Firewall



Product Overview

Standards-Based Technology

The BIiPAC 7300(N) Wireless Router utilizes the 802.11n standard. The IEEE 802.11n
standard is an extension of the 802.11g standard. It increases the data rate up to 300 Mbps
within the 2.4GHz band, utilizing OFDM technology. This means that in most environments,
within the specified range of this device, you will be able to transfer large files quickly or even
watch a movie in MPEG format over your network without noticeable delays. This
technology works by transmitting high-speed digital data over a radio wave utilizing OFDM
(Orthogonal Frequency Division Multiplexing) technology. OFDM works by splitting the radio
signal into multiple smaller sub-signals that are then transmitted simultaneously at different
frequencies to the receiver. OFDM reduces the amount of crosstalk (interference) in signal
transmissions.

Installation Considerations

The BIPAC 7300(N) Wireless Router lets you access your network, using a wireless
connection, from virtually anywhere within its operating range. Keep in mind, however, that
the number, thickness and location of walls, ceilings, or other objects that the wireless
signals must pass.

Keep the number of walls and ceilings between the BIPAC 7300(N) and other network
devices to a minimum - each wall or ceiling can reduce your BiPAC 7300(N) wireless
product’s range from 3-90 feet (1-30 meters.)

Position your devices so that the number of walls or ceilings is minimized. Be aware of the
direct line between network devices. Position the devices so that the signal will travel
straight through a wall or ceiling (instead of at an angle) for better reception. Building
Materials can impede the wireless signal - a solid metal door or aluminium studs may have a
negative effect on range.

Try to position wireless devices and computers with wireless adapters so that the signal
passes through drywall or open doorways and not other materials. Keep your product away
(at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate extreme
RF (radio frequency) noise.



2.1 Important Notes

-

Warning

~

Do not use the same power source for the BiPAC 7300(N) as
other equipment.

Do not use the BIPAC 7300(N) in high humidity or high
temperatures.

Do not open or repair the case yourself. If the BIPAC 7300(N) is
too hot, turn off the power immediately and have it repaired at a
gualified service center.

Avoid using this product and all accessories outdoors. /

~

Attention

~

Place the BIPAC 7300(N) on a stable surface.

Only use the power adapter that comes with the package. Using a
different voltage rating power adaptor may damage the router.

J

2.2 Package Contents

© 0 00 0CO0GEO

Power adapter

Quick Start Guide

BiPAC 7300(N) (802.11n) ADSL2+ Firewall Router
CD containing the on-line manual

RJ-11 ADSL/telephone Cable
Ethernet (CAT-5 LAN) Cable

3 x Antennas (wireless model only)

Splitter/ Micro-filter (Optional)



2.3 The Front LEDs

O =00 ==
A= \\ /1 \\ _I?
—— Ethernet ——— 1 .
, Power 1 2 3 4 \Mreless WPS DSL Intemet . \
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1 Internet Lit red when WAN port fails to get IP address.
Lit green when WAN port gets IP address successfully.
Lit when successfully connected to an ADSL DSLAM
2 DSL "
(“linesync”).
WPS (Only
3 available for | Blinking when WPS is in progress.
7300N)
Wireless
4 (Only Lit green when the wireless connection is established.
available for | Flashes when sending/receiving data.
7300N)
Ethernet Lit when connected to an Ethernet device.
5 Port 1.4 Green for 100Mbps; Orange for 10Mbps.
Blinking when data is Transmitted / Received.
When the power is plugged in, it will lit Red and when the
6 Power system is ready, it will lit Green. Whilst the system is
rebooting or firmware upgrading, the LED light flashes.




2.4 The Rear Ports

1 Power Connect the supplied power adapter to this jack.

After the router is powered on, press this reset button using the
end of paper clip or other small pointed object to reset the router
and to restore it to factory default settings.

2 Reset
1. Recovery procedures for non-working routers (e.g. after a
failed firmware upgrade flash).
2. Recovery procedures for a lost web interface password:
WPS (Only
3 available Push WPS button to trigger Wi-Fi Protected Setup function.
for 7300N)

Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one of the
4 Ethernet four LAN ports when connecting to a PC or an office/home
network of 10Mbps or 100Mbps.

Note: Only Ethernet port 1 can be used for EWAN.

Connect the supplied RJ-11 (“telephone”) cable to this port when

° DSL connecting to the ADSL/telephone network.
Antenna

6 z(ic\zgiléble for | Connect the detachable antenna to this port.
7300N)

10



@& The detail instruction in Reset Button

1. Recovery procedures for non-working routers (e.g. after a failed firmware upgrade flash):
Hold the Reset Button on the back of the modem in. Keep this button held in and turn on the
modem. Once the lights on the modem have stopped flashing, release the Reset Button.
The modem's emergency-reflash web interface will then be accessible via
http://192.168.0.254 where you can upload a firmware image to restore the modem to a
functional state. Please note that the modem will only respond via its web interface at this
address, and will not respond to ping requests from your PC or to telnet connections.

Before powering on the router to enter the recovery process, please
07;' configure the IP address of the PC as 192.168.0.100 and proceed with the

following step by step guide.

1. Power the router off.

2. Hold the "Reset Button”.

3. Power on the router. Then Router's IP will reset to Emergency IP
address (Say 192.168.0.254)

\ 4. Download the firmware. /

11


http://192.168.0.254/

2.5 Cabling

One of the most common causes of problems is because of bad cabling or ADSL line(s).
Make sure that all connected devices are turned on. On the front of the product is a bank of
LEDs. Verify that the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are
using the proper cables.

Ensure that all other devices connected to the same telephone line as your router (e.g.
telephones, fax machines, analog modems) have a line filter connected between them and
the wall socket (unless you are using a Central Splitter or Central Filter installed by a
gualified and licensed electrician), and to ensure that all line filters are correctly installed and
the right way around. Missing line filters or line filters installed being the wrong way around
can cause problems with your ADSL connection, which includes frequent disconnections.

12



Installation

You can configure the BIPAC 7300(N) router through the convenient and user-friendly
interface of a web browser. Most popular operating systems such as Linux and Windows
7/Vista/98/NT/2000/XP/Me include a web browser as a standard application.

3.1 Before Configuration

PCs must have a properly installed Ethernet interface which connects to the router directly
or through an external repeater hub. In addition, PCs must have TCP/IP installed and
configured to obtain an IP address through a DHCP server or a fixed IP address that must be
in the same subnet as the router. The default IP address of the router is 192.168.1.254 and
the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the same subnet, and
have an IP address in the range between 192.168.1.1 and 192.168.1.253). The easiest way
is to configure the PC is to obtain an IP address automatically from the router using DHCP. If
you encounter any problems accessing the router’s web interface you are advised to
uninstall any kind of software firewall on your PCs, as they can cause problems when trying
to access the 192.168.1.254 IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all,
check your PC’s network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating
system manuals.

”07'5' Any TCP/IP capable workstation can be used to communicate with or
?3\ through the BIPAC 7300(N). To configure other types of workstations,
please consult the manufacturer’s documentation.

13



Network Configuration

Configuring a PC in Windows 7
1. Go to Start. Click on

Control Panel. () 3 s Contotpmna »

Adjust your computer’s settings

2. Then click on Network and
Internet.

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

8
Ny

Choese homegroup and sharing options

./ Hardware and Sound
%‘ View d and printers
Add a device

Ik

Adjust commenly used mobility settings

Uninstall  program

l\‘“—/‘ Programs

v|c,\| Search Contral Pans

Viewby: Category ©

User Accounts and Family Safety
Add or remove user accounts
'5‘ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region

Change keyboards or other input metheds

When the Network and

@th <« Network and Intemet » Network and Sharing Center

Sharing Center window
pops up, select and click on

Control Panel Home

B

View your basic network information and set up connections

. IManage wireless networks [?.! ;E
Change adapter settings 070000 ot e

Change advanced sharing

(This computer)
settings

on the left window panel.

View your active networks

Change your networking settings

&

BGS10N-
Public network

Set up 3 wireless, broadband, dial-up, acl hoe, or VBN connection: or set up  router or access

point.

Connect to a netwerk

"5.

Connect or reconnect to a wireles

Connect or disconnect

Aecess type:

Internet

Connection:

Set up 3 new connection or network

s, wired, dial-up, or VPN network connection.

See full map

ork Connection

Select the Local Area

oo =

@uvll‘:\ <« MNetwork and Internet » Network Connections

Connection, and right click
the icon to select
Properties.

Organize v Disable this network device

‘!". Local Area Connectien |

% Brog
RETER s

L" Wirel W

| W) = Diagnoze

~ ) i,
Athe @

) Bridge Connections

Diagnose this connection

| = Metwork Extender

Disconnected

P

K

k! Mot connected

a_dﬂ Microsoft Virtual WiFi Mi
Create Shortcut
Delete

®  Rename

#  Properties
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Rename this connection »

etwork Extender S5LVPN Adapter
Sa# Network Bxtender SSLYPN Adap

- [4]

[=lr)

l: (@ Standalone Network Extender
S _ Disconnected

Wireless Netwaork Connection 3

niport A...

- 0@

s Standalone Network Extender S5L...

o




5.

Select Internet Protocol
Version 4 (TCP/IPv4) then
click Properties.

In the TCP/IPv4 properties
window, select the Obtain
an IP address
automatically and Obtain
DNS Server address
automatically radio
buttons. Then click OK to
exit the setting.

Click OK again in the Local
Area Connection
Properties window to apply
the new configuration.

4 Local Area Connection Properties

Metworking | Sharing

Connect using:

l_:l'* Broadcom 57(k Gigabit Integrated Contraller

This connection uses the following tems:

0% Cliert for Microsaft Netwarks

1 0105 Packet Scheduler

E_,I File and Printer Sharing for Microsoft Networks
- Intemet Protocal Version & (TCP/IPyE)
4
i Link-Layer Topology Liscovery Mapper [0 Driver
<& |ink-Layer Topology Discovery Responder

ninstall Properies

| nstal.. |

Description

Transmission Control Protocal /Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

| oK

Internet Protocol Version 4 (TCP/IPw4) Properties

General | Alternate Configuration |

‘fou can et IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.,

(@ Obtain an IP address automatically

() Use the following IP address:
IF address:

Subnet mask:

Default gateway:

(@ Obtain DNS server address automatically

{71 Use the following DMS server addresses:

Preferred DMS server:

Alkernate DM server:

Validate settings upon exit

Ok

] [ Cancel

)
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Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and
Sharing Center at the top
bar.

# Add a printer

Organize ¥ 5= . ke and Sharing Center

This computer is not connected to § network. Click to connect...

EavorteLinks | Name Category Workgroup MNetwork location

E| Dacuments

Ej Pictures

@ Music

% Recently Changed

@ Searches

) Public

3. When the Network and
Sharing Center window

pops up, select and click on

Manage network

connections on the left Conmect to  network .

WI ndOW pane . Set up a-ccinnectir_irj ur-rwt-j\-'urk 1&’ = G I"
Manage network connections TESTL-WHQL o]
Diagnose and repair (This computer)

!.- Not connected

You are currently net connected to any networks,
Connect to a network

4. Select the Local Area
Connection, and right click
the icon to select Properties.

Dh=able this network device™ | Diagnos

Marmne Status Device Mame Connectivity Metwork Cate

Dial-up (2} -
I-' .@ Metwork Extender l-' Standalone Metwork Extende
e, Disconnected o= Disconnected

-
& Network Extender SSLVPN A... &3 1SDN WAN Device

LAM or Highs
5!' ocal Area Connection
i - !

% w2 In Disable

Status

Diagnaose
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select

6.

Internet Protocol
Version 4 (TCP/IPv4) then
click Properties.

In the TCP/IPv4 properties
window, select the Obtain an
IP address automatically
and Obtain DNS Server
address automatically radio
buttons. Then click OK to exit
the setting.

Click OK again in the Local
Area Connection
Properties window to apply
the new configuration.

r < ﬂ
ﬁ:‘ I_D-caIArea Connection Properties —— ﬁ

~

Metwoarking

Connect using:
l_?[" Intel(R) 825660M Gigabit Network Connection

This connection uses the following tems:

& Cliert for Microsoft Networks
o S80S Packet Scheduler
.@ File and F‘nrrter Shanng for Microsoft MNetworks

Imtemet Protocol Version 4 {TEF‘ '|P‘h’4}

& Link-Layer Topology Discovery Mapper A0 Driver

b Link-Layer Topology Discoverny Responder

Install.. ] ' LIninstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

| ok

Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7) Use the following IP address:

ﬂ.;l-

aul: gatewary

(@) Obtain DNS server address automatically
(71 Use the following OMS server addresses:

Preferred DNS server:

flernake DMS server:

[ o

] [ Cancel

)
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Configuring a PC in Windows XP
1. Goto Start / Control Panel (in Classic

View). In the Control Panel, double-click

on Network Connections
2. Double-click Local Area Connection.

3. Inthe Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

18

B Control Panel |:”E|rg|
File  Edit ‘iew

Favarites  Tools  Help fF

< e 4 " ,“1 Search v

address ;G' Control Panel

Folders

v%Go

L % C

Phone and  Power Options
Modem ...

E" Control Panel e3

G‘ Switch o Category Yisw

See Also = _ai ﬁ

) Printers and  Regional and  Scanners and

Q ‘windows Update Faxes Language ... Cameras

Q) Help and Support ‘:} @ =
Scheduled Sounds and Speech

Tasks Audio Devices

4 local Area Connection Status

General |m|
Connection
Status: Conneched
Druratiorn: o0:19:32
Speed: 100.0 Mbps
Achiviby =
Sent ,_3.-‘" Fieceived
el WY
FPackets: 27 u]
d FProperties *[ Diizable ]
4
e ———

—4— lLocal Area Connection Properties

General | Authentication | Adwvanced |

Connect using

| EE ASUSTek Broadcom 440x 104100 Integrated Controller |

Thiz connection uses the following itens:

B Client for Microsoft Metworks

4=l File and Frinter Sharing for kicrosoft M etworks
4=l 0 oS Packet Scheduler

Internet Frob

Install . [ Fiopertties )]
—_—
Description

Transmission Control Protocollntermst Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

ol [TCPA1F)

Llrninstall

[] Show icon in notification area when conmnected

Internet Protocol (TCP/IP) Properties

General | slternate Configuration |

“ou can get |P_settings assigned automatically if pour nebwork supports
this capability. Othenvise. pou need to ask wour netweork. administrator for
the appropriate |FP settings.

N
&) Obtain an P address automatically

O Use the following IF address:

&) Obtain DHS server address automatically
3 Use the fallowing DMS server addresses:

(I
]

[ oK I [

Cancel |




Configuring a PC in Windows 2000
1. Go to Start / Settings / Control Panel. EEEEIETEIETE =01

Fle Edt Wew Favorkes Tools Advanced Help

In the Control Panel, double-click on o+ | Qe Greem @ KT X O[T

N etWO r k an d DI al -u p CO nn ectl ons. Address I Hetwork and Dial-up Cannections j i

1 ek =
] [

- Make Mew
i H Network and Dial-up  Comection
2. Double-click Local Area Connection. | comnections

Local Area Connection
Type: LAM Connection
Status: Enabled

ASUSTek [Broadcam 440x 10/100
Inkegrated Controller

3. Inthe Local Area Connection Status =~ 5= ““ Lomnrenon Stan =
window click Properties. e
Status: Connected
D uration: 0OE:16:26
Speed: 100.0 kMbp=s
— Enchiviky
Sent —— =&= Received
Packets: 12215 | 109,427
Properti=s I Dizable I

4. Select Internet Protocol (TCP/IP) and T wesisaiisstiiimams=

General |

click Properties. Connect using:

I B3 ASUSTeK/Broadcom 440x 10/100 Integrated Controller

Components checked are used by this connection:

Intermet P ol [TCRAP)

Install... | Uninstall | Properties |

wide area netwark protocal that provides communication

D escription
Transmission Control Protocol/lnternet Protocol. The default
across diverse interconnected networkes.

I Show icon in taskbar when conmnected

oK | Cancel |

5. Select the Obtain an IP address R e s =

General |

automatically and the Obtain DNS ‘ou san et [P sitings sssigned automatioall if your netwerk supports
this capability. Otherwise. you need ta ask pour network. administratar for
H H the appropriate IP settings.
server address automatically radio
+ Obtain an IP address automatically
bUttOnS —i Use the following IF address:
IF address: I . . .

Subnet mask ——
Default gateway —
6. Click OK to finish the Configuration_ ' Obtain DNS server address automaticalls

—{ Use the following DMS server addresses:

Prefened DS server: I -
Altertiate DHS servern: I ° s °

Advanced. I
oK. | Cancel |
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Configuring PC in Windows 98/Me
1. Go to Start / Settings / Control Panel.
In the Control Panel, double-click on
Network and choose the
Configuration tab.

2. Select TCP/IP ->NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3. Select the Obtain an IP address
automatically radio button.

4. Then select the DNS Configuration
tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

20

HNetwork

Configuration I Identification I Access Control I

The following network components are nstalled:

icrosaft Family Logon AI

B3 ASUST ek /Broadcom 440x 104100 |Integrated Controller
S5 Dial-Up Adapter
T TCPAP -» ASUSTek/Broadoom 440 10100 Integrated
-
»

[4 TCFAP -» Dial-Up Adapter
4| |

add.. | B EGEEE

Frimary Mebwork Logorn:
IMlcrostt Family Logon vI

Filz and Print Sharing. I

D escription
TCPAIP iz the protocal you use to connect o the Internet and
wide-area networks

Ok I Cancel I
TCP/IFP Properties EdE3
Bindings 1 v anced | MetBIOS 1

DMS Configuration I S atevaay I M S Configuration IP Address

2 |IP addressz can be automatically assigned ta thiz computer.
If pour network. does not automatically assign |IP addresses. ask
wour netwaork, administratar for an address. and then tepe it in
the zpace belavs,

= i0btain an [P address automaticali

i~ Specify an IP address:

(R | . . . |

Subnet Mask: | - - - |

= 1

Cancel I

TCPY/IP Properties K

Bindings | idvanced | MetBI0S |
DMS Configuration I G atewveay I WwiRS Configuration I IP Address
(;\- i

— " Enable DMNS

Host I

S Servern Search Wnder
| . . . | |

| B = I

(o et St Seaneh mnder

| el

Cancel




Configuring PC in Windows NT4.0

1. Go to Start / Settings / Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click
Properties.

3. Select the Obtain an IP address from a
DHCP server radio button and click OK.
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Network

Identification | Services Frotocols IAdapEersf Bindings |
HMetwork Protocols:

% NetBEUI Protocol

I NWwWLIink IPX/SPX Compatible Transport

F NWLink NetBIOS
-3 TCP/IP Protocol

Add...

Eemove l Properties. ..
e
— Description:

Transport Control Protocol/Intermet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

C o1

Cancel I

Microsoft TCP/IF FProperties KHE3

IF Address | NS | wiNS address | Fouting |

A P address can be automatically assigned to this netveork card
by a DHCP server. |f pour network. does not have a DHCP zserver.
azk vour network. adrministrator for an addresz, and then tupe it in
the =pace below

Adapter:

L Obtain an IP addrezzs from a DHCP zerver

~ £ Specify an IP address

P Eddiess: |

Siitiriet b ek |

W efatlbiEste vt

Adwanced... I

Fe et |

Cancel I

o |




3.2 Factory Default Settings

Before configuring the BIPAC 7300(N) router, you need to know the following default
settings.

@ Web Interface: (Username and Password)
X Username: admin

X Password: admin

The default username and password are “admin” and “admin” respectively.

-

If you ever forget the username/password to login to the router, you
may press the RESET button up to 6 seconds then release it to restore
the factory default settings.

Caution: After pressing the RESET button for more than 6 seconds then release it, to

be sure you power cycle the device again. /

Attention

@ LAN Device IP Settings
X |P Address: 192.168.1.254
X Subnet Mask: 255.255.255.0

@ ISP setting in WAN site
X PPPoE

@ DHCP Server
X DHCP server is enabled.
X Start IP Address: 192.168.1.100
X IP pool counts: 100
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3.3 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are preset at the factory. The default values are

shown below.

LAN Port

WAN Port

IP address

192.168.1.254 The PPPoE function is

Subnet Mask

enabled to automatically get
255.255.255.0 the WAN port configuration

DHCP server function | Enabled in ports 1, 2, 3 and 4 | from the ISP.

IP addresses for
distribution to PCs

100 IP addresses continuing
from 192.168.1.100 through
192.168.1.199

3.4 Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider)
what kind of services are provided, such as PPPoE, PPPoA, MPoA or Pure Bridge.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username, Password,
Service Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set
manually).

PPPoOA VPI/VCI, VC-based/LLC-based multiplexing, Username, Password, and

Domain Name System (DNS) IP address (it can be automatically

assigned by your ISP when you connect or be set manually).

RFC1483 Bridged

VPI/VCI, VC-based/LLC-based multiplexing to use Bridged Mode.

RFC1483 Routed

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).
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3.5 Configuring with your BiPAC 7300(N)

1. To configure this device, you must have IE 5.0 / Netscape 4.5 or

-
” 0’ E;' above installed

2. You may configure the router for Internet access in two ways:

A) Easy Sign-On (EZSO B) Web Configuration
\_ (A) y Sig ( ) (B) a )

Easy Sign On

After setting up the router with appropriate cables plugged, proceed to load the internet
browser to surf Internet, the EZSO WEB GUI will be popped up and request you to input
some basic information you get from ISP. After this, you can surf Internet right away.

Follow the Easy Sign-On configuration wizard and it will guide you to complete the basic
network configuration.
1. Click continue.

IEasy Sign On A“\}t- !
*VAN Port (WAN = Wireless
WAN Port
Connect Mode ADSL
Protocol PPPoE (RFC2516, PPP over Ethernet)
WPIIVCI 8/35
Usemame Username

IF Address 0.0.00

[ Continue ] [ Jump to Wireless setting ]

2. Choose “Auto” or “Manually” to scan ADSL information.

l Easy Sign On

TWAN Port  (WAN = YWireless)

ADSL Line Is Ready.
Auto scan ®Auto O Manually

Continue

I Easy Sign On

TWAN Port  (WAN = ‘Wireless )

Please wait while the ADSL is scanning.

[ Abortto manually setting ]
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3. Show Auto scan result - Protocol information.

IEaay Sign On 3“‘\6 .

vWWAN Port [ WAN = Wireless )

Auto scan result

Fraotacol

Continue

[VPINVGI 0/33 LLC MPoA (RFC1483/RFC2684, Multipptocol Encapsulation over AAL5) (Dynamic IP) [+

4. Please enter “Username” and “Password” as supplied by your ISP (Internet Service
Provider) and click continue.

IEasy Sign On

“WAN Port  {WAN = Wireless)
Select protocol

Frotocol FFPFOE (RFC2516, PFF over Ethernet) v
YRIIVCI I

Lzarnarne ’W

Password [seeessss

Semvice Marne l—

Encapsulation method (O Wehug (3 LLG

Authentication Protocal Auto v

IP Address ’DDDD— {'0.0.0.0' means 'Ohtain an IP address automatically’)

5. Wait for the device to be configured.

I Easy Sign On

TWAN Port (WAN = Wireless )

Please wait while the device is configured.

6. You've have completed the WAN port setup and now click “Next to Wireless” to proceed
to the wireless configuration. (Only available for 7300N)

I Easy Sign On

TWAN Port  (WAN = Wireless)

Congratulations !

Your WAN port has been successfully configured.

[ Nedtowireless | [Dane |

7. Please configure the Wireless LAN setting and click Continue.
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I Easy Sign On

TWireless (VAN = Wireless )
Set Wireless configuration.
WLAMN Service

ESSID |

() Enable (%) Disahle

Channel 1D
Security Mode

8. Save Configuration.
IEasySign On

T Save confguration

Save configuration to FLASH. Please wait for 10 seconds

9. Congratulations!! You've completed the setup procedure and you are now ready to surf
the Internet, enjoy.

IEasy Sign On

¥ Process finished

Success.

The Easy-Sign-0n process is finished. Your device has heen successfully configured.
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Web Configuration

Open your web browser, enter the IP address of your router, which by default is
192.168.1.254, and click “Go”, a user name and password window prompt appears. The
default username and password are “admin” and “admin”.

Connect to 192.168.1 .25*

E I-._g

e
‘WebAdmin
User narne: |ﬁ admin v|
Password! | senne |

[ ]remember my passwaord

I Ok ][ Cancel ]

Congratulations! You have successfully logged on to your BiPAC 7300(N) Firewall Router!
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Basic Configuration

Once you have logged on to your BIiPAC 7300(N) Router via your web browser, you can
begin to set it up according to your requirements. On the configuration homepage, the left
navigation pane links you directly to the setup pages, which include:

@ Advanced (Switch to Advanced Configuration mode)
@ Status

@ Quick Start

@ WAN

&@ WLAN (Only available for 7300N)

I Status l‘\&_ -

T Device Information ¥ Physical Port Status

[Model Mame BiPAC 7300N Ethernet o

Systemn Lp-Time 15 Houris) 47 min(s) ADSL 2413123293 kbps

Hardware Version  Annex A EWVVa W

Software Versicon 1.07 Wireless ¥ o

T VWAN

Portr  Protocol VPIVCI Operation  Connection IP Address Netmask Gateway Primary DNS
ADEL PPPoE 8/35 Authentication Fail
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4.1 Status

- n
A —

T Device Information ¥ Physical Port Status

[Model Mame BiPAC 7300N Ethernet v

System Up-Time 15 Hour(s} 48 min(s) ADSL o 2413123293 kbps

Hardware Version  AnnexA EWAN K

Software Version ATy Wireless ¥ =

T VWAN

Portr  Protocol VPIVCI Operation  Connection IP Address Netmask Gateway Primary DNS
ADSL  PPPoE 8/35 Authentication Fail

Device Information

@ Model Name: Provide a name for the router for identification purposes.
@ System Up-Time: Records system up-time.

@ Hardware Version: Device version

@ Software Version: Firmware version

Port Status

@ Port Status: User can look up to see if they are connected to Ethernet, ADSL, EWAN or
Wireless.

WAN

@ Port: Name of the WAN connection.

@ Protocol VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Operation: Current available operation.

@ Connection: The current connection status.

@ Net mask: WAN port IP subnet mask.
@ Gateway: The IP address of the default gateway.

@ IP Address: WAN port IP address.
@ Primary DNS: The IP address of the primary DNS server.
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4.2 Quick Start

ICIuiu:k Start ;u*\\c" .

*WAN Port  (VWAN = Wireless )

Select WAN Port

Connect Mode ADSL v|
Protocol PPFoE (RFC2516, PPP over Ethernet)
VPIIVCI 81735

Lisername Username

IP Address 0.0.0.0

Continue ] [ Jump to Wireless setting ]

B Set Wireless configuration (Only available for 7300N)

TWireless (YWaN = Wireless )

Set Wireless configuration.

WLAN Service (¢ Enable (" Disahle

EZSID fwian-ap|

Channel ID |channel1 2412GHn x|

Security Mode | Disanle |
Continue |

@ WLAN Service: Default setting is set to Enable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security purpose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the device,
in order to get connected to your network.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.
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4.3 WAN

IIZ.:-nﬂguraEan ;u\}c" .

*\WAN Port

WAHN Connection

Main Port |ADSL | (CurrentMain Port: ADSL )

Parameters

FProtocal : FPFPoE (RFC2516, PPF aver Ethernet} v:
VPI/VCI 2 /|28

Username |Llsername

Password |secaseee

Senice Name |

Encap. method CveMux & LLC

Auth. Protocol Auto |

IP Address |D.D.D.D (0.0.0.0° means 'Obtain an IP address automatically’}
MTU 1402

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive)

@ Service Name: This item is for identification purposes. If it is required, your ISP provides
you the information. Maximum input is 15 alphanumeric characters.

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP

@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) that IP will attempt to send through the interface.
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4.4 WLAN (Only available for 7300N)

II:.:-nﬂguraEan ;Qs}f .

FWLAN

Wireless Parameters

WLAM Senvice (=) Enable () Disable
ESSID |wian-ap

Hide ESSID () Enable (&) Disable
Regulation Domain [ M.America | |

Channel ID Channel 1 ({2412 GHz} |»
Security Parameters

Security Mode Disaﬁle v:

@ WLAN Service: Default setting is set to Enable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the device,
in order to get connected to your network.

Note: ESSID is case sensitive and must not excess 32 characters.

@ Hide ESSID: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default setting
is Disable.

® Enable: Select Enable if you do not want broadcast your ESSID. When select Enable,
no one will be able to locate the Access Point (AP) of your router.

® Disable: When Disable is selected, you can allow anybody with a wireless client to
be able to locate the Access Point (AP) of your router.

@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.
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Security Parameters
@ WPA | WPA2

IIZu:-nﬂguraslon u"\c‘ .
i -

» WLAN

Wireless Parameters

WLAMN Senvice (# Enable () Disable
ESSID [wian-ap

Hide ESSID () Enable (&) Disable
Regulation Domain _Nﬁ._m;rica v

Channel IO Channel 1 (2412 GHz) »

Security Parameters
Security Mode WEA !

RADIUS / 802.1x [[1Enakle

WPA Shared Key |

Group Key Renewal |3|30III seconds

@ WLAN Service: Default setting is set to Enable. If you want to use wireless, you can
select Enable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) used to
distinguish one from another. For security propose, change to a unique ID name which is
already built into the router wireless interface. It is case sensitive and must not exceed 32
characters. Make sure your wireless clients have exactly the ESSID as the device in order to
connect to your network.

@ Channel ID: Select the channel ID that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP to protect wireless network.
The default mode of wireless security is Disable.

@ RADIUS/802.1x: You can enable or disable the RADIUS service.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

If you want to enable the RADIUS function, check Enable and then do the following settings.
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Security Mode WPA J

RADIUS / 802.1x [v]Enable

Group Key Renewal |3|3IZIIZI seconds

RADIUS Server IP Address |

RADIUS Fort 1812

RADIUS Shared Secret |

@ RADIUS Server IP Address: The IP address of RADIUS authentication server.

@ RADIUS Server Port: The port number of RADIUS authentication server here. Default
value is 1812.

@ RADIUS Shared Secret: The password of RADIUS authentication server.

@ WPA / WPA2 Pre-Shared Key

WPA and WPAZ2 pre-shared keys are an authentication mechanism in which users provide
some form of credentials to verify that they should be allowed access to a network. This
requires a single password entered into each WLAN node (Access Points, Wireless Routers,
client adapters, bridges). As long as the passwords match, a client will be granted access to
a WLAN.

IIZu:-nﬂguraslon u"\c‘ .
i -

» WLAN

Wireless Parameters

WLAMN Senvice (# Enable () Disable
ESSID wilan-ap

Hide ESSID (3 Enable (&) Disable
Regulation Domain _N.é_mgrica v

Channel ID Channel 1 (2412 GHz} %

Security Parameters

Security Mode WPAWPA2-PSK w

WPA Shared Key |
|

Group Key Renewal 3600 seconds

@ WLAN Service: Default setting is set to Enable. If you want to use wireless, you can
select Enable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) used to
distinguish one from another. For security propose, change to a unique ID name which is
already built into the router wireless interface. It is case sensitive and must not exceed 32
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characters. Make sure your wireless clients have exactly the ESSID as the device in order to
connect to your network.

@ Hide ESSID: This function enables the router to become invisible on the network. Thus,
any clients using the wireless setting to search for available or specific router on the network
will not be able to discover the router whose Hide ESSID function is set to enabled. The
default setting is disabled.

@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be different
based on this setting.

@ Channel ID: Select the channel ID that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP to protect wireless network.
The default mode of wireless security is Disable.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and the key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key between
wireless client and Access Point (AP). This process is done automatically.

Note: Wireless performance may degrade if the selected channel ID is already being
occupied by other AP(s).
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@ WEP

Ir:c-nﬂgurailon \ “}C‘ .

» WLAN

Wireless Parameters

WLAN Service (%) Enable () Disable
ESSID wilan-ap

Hide ESSID (O Enable (&) Disable
Regulaticn Domain _N._b._mv_aricg v

Channel ID Channel 1 (2.412 GHz) (& |

Security Parameters

Security Mode [wep v

RADIUS [ 802.1x []Enakle

WEP Authentication | Open System v

Default Used WEP Key ®1020304

Fassphrase (Generate Key) | [ WEFPG4 ][ WEP128
Key 1 Hex w |

Key 2 Hex v__|

Key 3 [Hex |w |

Key 4 [ Hex v|

WEP 64 - Hex: 10 Hex codes, (1~8, a~f, A~F). EX. 11aa22cc33

WEP 64 - ASCII: 5 ASCI characters are required. Insert your WEP key manually. EX: 1a3eb

WEP 128 - Hex: 26 Hex codes, (1-8, a~f, A~F). EX. 11a3a22cc33dd44ees5effe st
WEP 128 - ASCI: 12 ASCIl characters are required. Insert your WEP key manually. EX: 1a3e%?!ldbd2ert
Cancel

@ WLAN Service: Default setting is set to Enable. If you do not have any wireless, select
Disable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) used to
distinguish one from another. For security propose, change to a unique ID name which is
already built into the router wireless interface. It is case sensitive and must not exceed 32
characters. Make sure your wireless clients have exactly the ESSID as the device in order to
connect to your network.

@ Hide ESSID: This function enables the router to become invisible on the network. Thus,
any clients using the wireless setting to search for available or specific router on the network
will not be able to discover the router whose Hide ESSID function is set to enabled. The
default setting is disabled.

@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be different
based on this setting.

@ Channel ID: Select the wireless connection channel ID that you would like to use.
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Note: Wireless performance may degrade if the selected channel ID is already being
occupied

@ Security Mode: You can disable or enable with WPA or WEP to protect wireless network.
The default mode of wireless security is Disable.

@ RADIUS / 802.1x: You can disable or enable the RADIUS service.

@ WEP Authentication: To prevent an unauthorized wireless station from accessing the
data transmitted over the network, the router offers a secure data encryption, known as
WEP. There are 3 options to select from: Open System, Shared key or both.

@ Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

@ Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128.

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format can be either HEX style or ASCII
format, 10 and 26 HEX codes or 5 and 13 ASCII codes are required for WEP64 and
WEP128 respectively.

If you want to enable the RADIUS function, check Enable and then do the following settings.

Security Parameters
Security Mode

RADIUS [ 802.1x

WEP Authentication Cpen System

RADIUS Server IP Address |

RADIUS Port [1812

RADIUS Shared Secret |

) (Ganea)

@ RADIUS Server IP Address: The IP address of RADIUS authentication server.

@ RADIUS Server Port: The port number of RADIUS authentication server here. Default
value is 1812.

@ RADIUS Shared Secret: The password of RADIUS authentication server.

Click Apply to confirm the settings.
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Advanced Configuration

Once you have logged on to your BIPAC 7300(N) Router via your web browser, you can
begin to set it up according to your requirements. On the configuration homepage, the left
navigation pane links you directly to the setup pages, which include:

@ Basic (Switch to Basic Configuration Mode)

@ Status (ADSL Status, ARP Table, DHCP Table, System Log, Firewall Log, UPnP Portmap)
@ Quick Start

@ Configuration (LAN, WAN, System, Firewall, QoS, Virtual Server, Wake on LAN, Time
Schedule and Advanced)

The following sections provide an overview of the settings available for configuring your
router.
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5.1 Status

I Status i‘\%_ .

¥ Device Information ¥ Physical Port Status

Maodel Name BIFAC 7200M Ethernet i

Host Mame » home. gateway ADSL » 2413123293 khps
System Up-Time 158 Hour{s) 56 min{s} EWVVan W

Current Time » Sat.Jan 1 15:56:51 2000 Wireless » 7,

Hardware Version Annex A
Software Version 1.07

MAC Address 00:04:ed:94:2d:0f

*VWAN

Port» Protocol VPINCI Operation Connection IP Address Metmask Gateway Primary DNS
ADSLr PPPoE B35 Authentication Fail

Device Information

@ Host Name: Provide a name for the router for identification purposes. Host Name lets
you change the router name.

I Configuration

*Device Management

|hnme.gatewav
Emhedded tel-Seper

HTTF Fort 20 (The default HTTF port numberis 800
Expire to auto-logaut 3 mings)

Universal Plug and Play (UPnP)

LIPnP (%) Enable () Dizable
LUPnP Port 2800

39



@ System Up-Time: Records system up-time.

@ Current time: Set the current time. See the Time Zone section for more information.
@ Hardware Version: Device version.

@ Software Version: Firmware version.

@ MAC Address: The LAN MAC address.

WAN

@ Port: Name of the WAN connection.

@ Protocol VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Operation: Current available operation.

@ Connection: The current connection status.

@ IP Address: WAN port IP address.

@ Net mask: WAN port IP subnet mask.
@ Gateway: The IP address of the default gateway.

@ Primary DNS: The IP address of the primary DNS server.

Port Status
@ Port Status: User can look up to see if they are connected to Ethernet, ADSL, EWAN or
Wireless.
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5.1.1 ADSL Status

sos n N
b

*ADSL Status

Parameters

DSP Firmware Yersion DMT FPwier: 3.9420_4 TC, HwVerT14F7_50
DT Status Lp

Operational Mode » ADSL2+

pstream 2413 kbps

Downstream 23283 kbps

SMR Margin (Upstream) 6.3 db

SMR Margin (Downstream) 6.0 db

Line Aftenuation (Upstream) A5db

Line Aftenuation (Downstream) 0.0 db

Refresh

@ DSP Firmware Version: DSP code version

@ DMT Status: Current DMT Status

@ Operational Mode: To show the state when user select “AUTO” on connect mode.
@ Upstream: Upstream rate.

@ Downstream: Downstream rate.

@ SNR Margin (Upstream): This is noise margin in upstream.

@ SNR Margin (Downstream): This is noise margin in downstream.

@ Line Attenuation (Upstream): This is attenuation of signal in upstream.

@ Line Attenuation (Downstream): This is attenuation of signal in downstream.

ICunﬁgurmiun
> ADSL Mode
WiaN Connection
ADSL Mode | Open Annex Type and Follow DSLAM's Sefting » |
Modulator :Autn w

@ ADSL Mode: There are four modes “Open Annex Type and Follow DSLAM'’s
Setting”, "Annex A", "Annex L”, "Annex M” and “Annex J” that user can select for this
connection.

@ Modulator: There are seven modes “AUTO”, "ADSL
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Multimode”,”ADSL2", "TADSL2+","G.Lite", “T1.413" and “G.DMT" that user can select for
this connection.
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5.1.2 ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows
the mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a
quick way of determining the MAC address of the network interface of your PCs to use with
the router’s Firewall — MAC Address Filter function. See the Firewall section of this manual

for more information on this feature.

I Status u%
A

~ARP Table

Wireless

IP Address MAC Address Interface Static ARP
Wired

IP Address MAC Address Interface Static ARP
192.168.1.63 00:24:21:5C:81:C8 lan Mo

@ IP Address: It is IP Address of internal host that join this network.
@ MAC Address: The MAC address of internal host.

@ Interface: The interface name (on the router) that this IP address connects to.

@ Static ARP: Shows the status of static ARP.

5.1.3 DHCP Table

ISiaIus \ “E-_-
Y

~DHCP Table

Leased Table
[P Address » MAC Address Client Host Mame Register Infermation

-..__

@ IP Address: The current corresponding DHCP-assigned dynamic IP address of the

device.

@ MAC Address: The MAC Address of internal DHCP client host.
@ Client Host Name: The Host Name of internal DHCP client.

@ Register Information: Register time information.
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5.1.4 System Log

Display system logs accumulated up to the present time. You can trace historical information
with this function.

I Status ;u“\[" -

* System Log
Current Time: Wed Mar 5 05:56:51 2008

Jan 1 00:00:04 syslog: Detected TC3162 (PRID: cd01) 2
Jan 1 00:00:04 syslog: Enable IMEM addr=1c8000

Jan 1 00:00:04 syslog: Enable DMEM addr=1cc000

Jan 1 00:00:04 syslog: CPU revision is: 0000cdO1

Jan 1 00:00:04 syslog: isTC3162L4P4: 1, dcache_size=8192 |_cache_size=32768

Jan 1 00:00:04 syslog: 32 entry TLB.

Jan 1 00:00:04 syslog: Primary instruction cache 32kb. linesize 16 bytes

Jan 1 00:00:04 syslog: Primary data cache 8kb. linesize 16 bytes

Jan 1 00:00:04 syslog: OS (14:40:51, Feb 14 2008)

Jan 1 00:00:04 syslog: ttyS00 at Oxbfbf0003 (irg = 0) is a tc3162_uartt

Jan 1 00:00:04 syslog: TC3162 hardware watchdog module loaded

Jan 1 00:00:04 syslog: tc3162 flash device: 0x4000000 at 0x1fc00000

Jan 1 00:00:04 syslog: Amd/Fujitsu Extended Query Table v1.1 at 0x0040

Jan 1 00:00:04 syslog: number of CFl chips: 1 B

5.1.5 Firewall Log

Firewall Log displays log information of any unexpected action with your firewall settings.
This page displays the router’s Firewall Log entries. The log shows log entries when you
have enabled Intrusion Detection or Block WAN PING in the Configuration — Firewall
section of the interface. Please see the Firewall section of this manual for more details on
how to enable Firewall logging.

I Status \i \-_ .
i =

T Firewall Log
Current Time: Tue Mar 4 03:05:30 2008
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5.1.6 UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play). Please
see the Advanced section of this manual for more details on UPnP and the router’s UPnP
configuration options.

I Status “'\-t‘ .
A —

*UPnP Portmap

Table
Mame Frotocol External Port Internal Port IP Address
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5.2 Quick Start

ADSL

ICIuiu:k Start l“‘\?

*WAN Port  (VWAN = Wireless )

Select WAN Port

Connect Mode | ADSL v
Protocol PPFoE (RFC2516, PPP over Ethernet)
VPIIVCI 81735

Lisername Username

IP Address 0.0.0.0

[ Continue ] [ Jump to Wireless setting ]

@ Connect mode: ADSL

@ Protocol: The current ATM protocol in the device

@ VPI/ VCI: The current value of VPI / VCI in the device

@ IP address: To show current value of IP address in the device.

EWAN

IOLlick Start 1“%

*WAN Port (WAN = Wireless )
Select WAN Port
Connect Mode IIE‘."MN (Recommended) v

Protocol Obtain an IP Address Automatically

[ Continue | [  Jumpto Wireless setting |

!--l

Click on Continue to choose the Protocol to connect with EWAN or click Jump to Wireless
Setting to use Protocol: Obtain an IP Address Automatically to connect and setup wireless

settings at the same time.
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Obtain an IP Address Automatically

When connecting to the ISP, BiPAC 7300(N) also functions as a DHCP client. BiIPAC 7300(N)
can automatically obtain an IP address, subnet mask, gateway address, and DNS server
addresses if the ISP assigns this information via DHCP.

| A N
ICILIICH Start L“t_

*VWWAN Port (WAN = Wireless )

Select protocol

Protocol | Obtain an IP Address Automatically v:

@ Protocol: The current ATM protocol in the device

Click on the Continue button and wait for your connection to be connected.

1
ICILlick Start i“‘\;— .

VAN Port  ({WAN = Wireless )
Please wait while the device is configured.

If connection is successful the following image will be shown.

1
ICILlick Start i“‘\;— .

VAN Port  ({WAN = Wireless )
Congratulations !

Your WAR port has been successiully configured.

Mext to Wireless |
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Fixed IP Address
Select this option to set static IP information. You will need to enter in the Connection type,

IP address, Netmask, and gateway address, provided to you by your ISP. Each IP address
entered in the fields must be in the appropriate IP form, which is four IP octets separated by
a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IGLlick Start lu“\[‘" .

*WAN Port (WAN = Wireless )

Select protocol

Protocol . Fixed IP Add.ress v:

IP &ddress
Metmask
Gateway

@ Protocol: The current ATM protocol in the device

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Netmask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type
the subnet mask assigned to you by your ISP (if given).

@ Gateway: You must specify a gateway IP address (supplied by your ISP)

Click on the Continue button and wait for your connection to be connected.

ICILlick Start iw.;' .

VAN Port  ({WAN = Wireless )
Please wait while the device is configured.

If connection is successful the following image will be shown.

IClLlick Start ,W‘E .

VAN Port  ({WAN = Wireless )
Congratulations !

Your WAR port has been successiully configured.

Mext to Wireless |
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PPPOE
PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.

Iomcx Start 1“31:" .

*\WAN Port ({ WAN = Wireless

Select protocol

Protocol | PPPaE v/

Username |

Password l—

Senvice Mame [

IP Address l— (0.0.0.0° means 'Chiain an IP address automatically’)
Authentication Protocol _'_-i.utn |

WTU [1402

@ Protocol: The current ATM protocol in the device

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Service Name: Enter a name for this connection.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) an IP attempts to send through the interface.

Click on the Continue button and wait for your connection to be connected.

ICILlick Start i% .

VAN Port (WAN = Wireless )

Please wait while the device is configured.

If connection is successful the following image will be shown.
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IClLlick Start ,,WE- .

VAN Port  (WAN = Wireless |
Congratulations !
Your WAR port has been successiully configured.

Mext to Wireless |

E Set Wireless configuration

TWireless (VAN = Wireless )

Set Wireless configuration.

WLAN Service @ Enable ¢ Disable

ESSID |wian-ap

Channel ID | Channel 1 (2412 GHz > |

Security Mode | Disable ;‘
Continue |

@ WLAN Service: Default setting is set to Enable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the device,
in order to get connected to your network.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.
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5.3 Configuration

Click this item to access the following sub-items that configure the ADSL router: LAN, WAN,
System, Firewall, QoS, Virtual Server, Wake on LAN, Time Schedule and Advanced.
These functions are described in the following sections.

bl

Advanced o L
I |
Csews |

Quick Start
AN

* VAN

b System

*» Firewrall

' QoS

» Virtual Server
' Wake on LAN

* Time Schedule
» Advanced

5.3.1 LAN (Local Area Network)

A Local Area Network (LAN) is a shared communication system to which many computers
are attached and is limited to the immediate area, usually the same building or floor of a
building.

There are six items within the LAN section: Ethernet, IP Alias, Wireless (Only available
for 7300N), Wireless Security (Only available for 7300N), WPS (Only available for
7300N) and DHCP Server.

B 5.3.1.1 Ethernet

ICDnﬁguration L‘_\&_ .

~ Ethernet

Parameters

IP Address ]‘192.158.‘1.254

Metmask ]255.255.255.0

RIP | Disable v
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The router supports more than one Ethernet IP addresses in the LAN, and with distinct LAN
subnets through which you can access the Internet at the same time. Users usually only
have one subnet in their LAN. The default IP address for the router is 192.168.1.254.

@ IP Address: The default IP on this router.
@ Netmask: The default subnet mask on this router.
@ RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

F 53.1.21IPAlias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to
connect two or more local networks to the ISP or remote node. In this case, an internal router
IS not required.

IIZ.:—nﬂguraslon m .
A E .

P Alias
Parameters
IF Address Metmask

@ IP Address: Specify an IP address on this virtual interface.
@ Netmask: Specify a subnet mask on this virtual interface.
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5.3.1.3 Wireless (Only available for 7300N)

IL'DI“IQIIFEI'[IDH

*Wircless
Parameters
WYLAR Sotvice

Made

EESIO

Hide ESZIC
Ragulation Domaln
Channel [T
Channel Wicth

T Paowear Level

AP Mac Addess

AP Firmwanz Yersion

EEnshle O Disakle
202 11g+n W

WS- 3R

i Enzhle ) Disable
MAMIENCS [

Chanrel 12412 GHzy =
Z040MHT

100 (0 ~10m

o010 g coFE]

2203

WFS Semice (Enable &) Disable
WWPS Statz 2 Configured 2 Unconfiqured
Wilh b (Enzble (&) Disable
Wireless Distribution System (IWDS)
WDE Setrvice L2 Enzhle (&) Disable
PearwD s MAC address B +

ER 1.

Apply | | Cancel | Sepyrity setings *

Parameters
@ WLAN Service: Default setting is set to Enable.

@ Mode: The default setting is 802.11g+n (Mixed mode). If you do not know or have both
11g and 11n devices in your network, then keep the default in mixed mode. From the
drop-down manual, you can select 802.11g if you have only 11g card. If you have only 11b
card, then select 802.11b. If you have only 11n card, then select 802.11n.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the device,
in order to get connected to your network.

Note: ESSID is case sensitive and must not excess 32 characters.

@ Hide ESSID: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default setting
is Disable.

© Enable: Select Enable if you do not want broadcast your ESSID. When select Enable,
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no one will be able to locate the Access Point (AP) of your router.

® Disable: When Disable is selected, you can allow anybody with a wireless client to
be able to locate the Access Point (AP) of your router.

@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.

@ Channel Wdith: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The
higher the bandwidth the better the performance will be.

@ Tx Power Level: It is function that enhances the wireless transmitting signal strength.
User may adjust this power level from minimum O up to maximum 100.

Note: The Power Level maybe different in each access network user premises environment
and choose the most suitable level for your network.

@ AP MAC Address: Itis a unique hardware address of the Access Point.

@ AP Firmware Version: The Access Point firmware version.

@ WPS service: Enable / disable

@ WPS State: Current WPS state in AP. It is be used for WCN (Windows Connect Now).

© Configured: This AP is be configured via WPS. It is not allowed to configure via
WCN.

® Unconfigured: This AP is un-configured via WPS. It can be configured via WCN.

WMM: This feature works concurrently with QoS that enables the system to prioritize the
flow of data packets according to 4 categories: Voice, Video, Best Efforts and Background.
@ Enable: Check to activate WMM feature.

@ Disable: Check to deactivate WMM feature.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other
access point. It is easy to be installed, simply define the peer's MAC address of the
connected AP. WDS takes advantages of cost saving and flexibility which no extra wireless
client device is required to bridge between two access points and extending an existing
wired or wireless infrastructure network to create a larger network.

@ WDS Service: The default setting is Disable. Check Enable radio button to activate this
function.

@ 1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that
your peer’s AP must include your MAC address in order to acknowledge and
communicate with each other.
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& 2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
@ 3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.

@ 4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.
Note: For MAC Address, Semicolon (: ) or Dash (-) must be included.

B 5.3.1.4 Wireless Security (Only available for 7300N)
You can disable or enable with WPA or WEP for protecting wireless network. The default
mode of wireless security is Disable.

I Configuration

Wireless Security
Parameters

Security Mode ;Disahle

3

[Applﬁ;] [ Cancel ]

WPA /| WPA2

IConﬂguraiion i“‘\é -
*\Wireless Security
Parameters
Security Mode _*F'.- v
[(]Enable

ke ]

RADILS 1 802 1x
WPA Algorithms

WPA Shared Key

Group Key Renewal |3|30I:|

seconds

ICDnﬂguraiiDn i“% -
~\ireless Security
Parameters

Secury ods [weawererk )

WPA Algarithms T}_<IF' -

WPA Shared Key

Group Key Renewal |EEDD

seconds
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@ Security Mode: You can choose the type of security mode you want to apply from the
drop down menu.

@ RADIUS/802.1x: Whether to enable RADIUS function or not (For WPA/WPA2/WEP
encryption).

@ WPA Algorithms: There are 3 types of the WPA-PSK, WPA2-PSK & WPA/WPA2-PSK.
The WPAPSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms,
which incorporates Message Integrity Code (MIC) to provide protection against hackers.
The WPA2-PSK adapts CCMP (Cipher Block Chaining Message Authentication Code
Protocol) of the AES (Advanced Encryption Security) algorithms.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP). Default value is 3600
seconds.

Click Apply to confirm the settings.

WEP

I.:c—nﬂguraslon \ “.‘\C‘ .

*\Wireless Security

Parameters

Security Mode EP w

RADIUS / 802.1x [JEnable

WEP Authentication | Open Systemn |

Default Used WEP Key ®1020304

Passphrase (Generate Key) | WEPG4 || WEP128
Key 1 Hex ||

Key 2 |Hex ||

Key 3 Hex v_|

Key 4 [Hex v.|

WEP 64 - Hex: 10 Hex codes, {1~8, a~f A~F). EX. 11aa22cc33

WEF 64 - ASCIl: 5 ASCIl characters are required. Insert your WEP key manually. EX: 1a3eb
WEP 128 - Hex: 26 Hex codes, (1~8, a~f, A~F). EX 11aa22cc33dd44eeb5afffedsd

WEP 128 - ASCI: 13 ASCIl characters are required. Insert your WEP key manually. EX: 1a3e?ldbd3ert

@ RADIUS / 802.1x: Whether to enable RADIUS / 802.1x.

@ WEP Authentication: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers secure data encryption, known as WEP.
There are 3 options to select from: Open System, Shared key or both.
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@ Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.
@ Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128.

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format can be either HEX style or ASCII
format, 10 and 26 HEX codes or 5 and 13 ASCII codes are required for WEP64 and
WEP128 respectively.

Click Apply to confirm the settings.

Note: For information about settling Radius/802.1x, please refer to WLAN setup section.
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F 5.3.1.5WPS (Only available for 7300N)

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This
feature greatly simplifies the steps needed to create a Wi-Fi network for a residential or an
office setting. WPS supports 2 types of configuration methods which are commonly known
among consumers: PIN Method & PBC Method.

IC-:-nﬂguramn “}E .
) -

T WPS

Parameters

WPS Senvice {7 Enakle (&) Disahle
Raole Registrar Enralles
WPS PIN 258793810

Enrollee’s FIN [

Wi-Fi Network Setup (only for BIPAC 7300N)
PIN Method: Configure AP as Registrar
1. Jot down the client’s Pin (eg. 16837546).

II:O!’IrICIUI'fsEiDE'I “._\; -
i r -

“\WPS
Parameters

WPS Senvice @ Enable () Disable
Role @ Registrar ) Enrollee
WPS PIN 25879810

Enrollee’s PIN 16837546

Start| [ Cancel |

2. Enter the Enrollee’s PIN number and then press Start.

3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as
Enrollee, press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP
List column. Then press the PIN button located on the middle left of the page to run the scan.
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3 & @
H ﬁ E 0
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
1D = 00000 wian-ap 00-1D-92-C0-13-CD 1 i Information
ID: wian-ap 00-04-ED-00-00-01 1 i Pin Code
‘ i * 16837546 Renew
WPS Profile List Config Mode
Enrolee hd
4 m b
PIN [l wrs Associate IE Progress >> 0%
ESC ] wPs Probe IE WPS status is disconnected Disconnect
a
Status »» Disconnected Link Quality > 0%
Extra Info »= Signal Strength 1 == 0%
Channel => Signal Strength 2 = 0%
Authentication >= Noise Strength == 0%

Encryption ==
Network Type == Transmit

IP Address »» Link Speed »»

Sub Mask >> Throughput ==
Default Gateway »»
Receive
HT
Link Speed »>
BW =»n/a SHRO => n/a
Throughput >>

Gl »» n/a MCS>> n/a SMR1 >> n/fa

4. The client's SSID and security setting will now be configured to match the SSID and
security setting of the registrar.
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. e 2 5 =z
« i = s A
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wian-ap 00-1D-92-C0-13-CD 1 Information
ID: wian-ap . 00-04-ED-38-F7-2E 1 ¥ Pin Code
1 ] [ 16837546 Renew
WPS Profile List Config Mode
’ wian-ap ]Enr-ﬁlee *‘I
4 [ »
o @vessocers | oo ot
PEC WPS Probe IE PIN - Get WPS profile successfuly. Disconnect
Export Pjrol‘ﬂ.e
Status >> wlan-ap <--> 00-1D-92-C0-13-CD _:b’iim »» 100% ﬁ
Extra Info>> Link is Up [TxPower:100%] Signal Strength 1 >> 64%
Channel »> 1 <--> 2412 MHz; central channel : 3 —‘3"3* St_”?"'it“ 2> 34%
Authentication >> Open BN roise Strength > 26%
Encryption >> MNOMNE
Network Type »>> Infrastructure Transmit
IP Address >> 192.168.1.100 Link Speed >> 270.0 Mbps
Sub Mask >> 255.255.255.0 Throughput >> 5,600 Kbps
Default Gateway »> 192.168.1.254
Receive
- HT
Link Speed >= 54,0 Mbps
BW »»40 SNRO »> 19
Throughput >»81.608 Kbps
Gl => long MCS»» 156 SNR1 => n/a

PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.

2. Jot down the WPS PIN (eg. 25879810).

ltnnhgurallon

vWPS

Parameters

WPS Service @ Enable © Disable
Role ) Registrar @ Enrollee
WPS PIN 25879810

Mode PIN

[Stan) [Gance |

3.

Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as

Registrar. Enter the PIN number in the PIN Code column then choose the correct AP (eg.
wlan-ap) from the WPS AP List section before pressing the PIN button to run the scan.
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i-Irrwrr
‘—

Profile

ExRegNWEA4036

BIN
PEC

Status »>

Extra Info ==
Channel »>
Authentication »>
Encryption >
Network Type ==
IP Address ==

Sub Mask ==
Default Gateway »>

BW =>n/a

Gl => nfa

e »
Network Advanced Statistics
WPS AP List
wian-ap
D2-VPN

m

WPS Profile List

m

[ wes Associate IE
[@] wPs Probe IE

Disconnected
HT
SMRD => n/a
MCS>> nfa SMR1 => n/a

WMM

00-1D-92-C0-13-CD

00-1B-11-E4-DA-D5

Progress == 0%

Transmit
Link Speed >>

Throughput >>
Receive
Link Speed ==

Throughput >=

¥

WPS

Link Quality == 0%
Signal Strength 1 >> 0%
Signal Strength 2 == 0%

Noise Strength >> 0%

Radio On/Off

Py
About

-

Rescan
Information

Pin Code

IEEB?‘}‘S1D

Config Mode

|R.eglstrar 'l

Rotate
Disconnect
Export Profile

4. The router’s (AP’s) SSID and security setting will now be configured to match the SSID
and security setting of the registrar.
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o [E ~ ®
a = —_ ® Y s K . =3
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: ExRegNWEA4036 00-1D-92-C0-13-CD 1 i information
ID: wian-ap 00-04-ED-38-F7-2E 1 v Pin Code
4 I b 25879810 f
WPS Profile List Config Mode
P ExResNWEA4036 ¥ Registrar v]
4 nr 3
R e ye— S ratte
EEC WES Probe [E PIN - Get WPS profile successfully. Disconneet
Expork Profile
.
Status => ExRegNWEA4036 <--= 00-1D-92-C0-13-CD i
Extra Info >» Link is Up [TxPower:100%] Signal Strength 1 >> 65%
Channel >> 1 <--» 2412 MHz; central channel : 3 Signal Strength 2 »» 36%
Authentication >> 'WPA2-PSK Motse Strength == 26%
Encryption == AES
Network Type »»  Infrastructure Transmit
IP Address »> 192.168.1.100 Link Speed > 243.0 Mbps
Sub Mask >>  255.255.255.0 Throughput >> 0.000 Kbps
Default Gateway >> 192.168.1.254
Receive
HT
Link Speed »»> 40.5 Mbps
BW ==40 SNROD == 20
Throughput +=98.612 Kbps
Gl == long MCS>> 14 SMR1 == n/fa SRS r

5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the
security setting of the registrar setting match with the parameters found on both Wireless
Configuration and Wireless Security Configuration page.

62




« 58 = @ & @ 0 7 7@

Profile ~ Network  Advanced Statistics WMM WPS  Radio On/Off  About

WPS AP List

%

ID: wian-ap 00-1D-92-C0-13-CD 1 Illmilm
ID: wian-ap 00-04-ED-22-22-23 1 * ——PinCode——
< m j * |25879810  feneyy

= )
WPS Profile List — Config Mode ———

ExRegNWEA4036 a Iw;[ra_r v|

Detail
Connect.
PIN [@ wrs Associate IE | Progress »> 0% Rotate
L .“'PSPI’“'E h’lPSstatmisdiscmtﬁd -&
.. Export Profie

SSID = |Exne-gNWE.MO36

BSSID »>  00-00-00-00-00-00

Authentication Type >>  wpA2-pSK | Encryption Type »>

= g

Key Length »> |5 -l Key Index »> |1 |

Key Material >> ‘31 1B5B9F3403DCBOBBATIBFIE4TBT581CI7DC4BDD147C4E62526D4EBCI9DBFTE

[l show Password
Ok Cancel

VWireless
Paramelers
WALAM Senvics S Enable ) Digable
Mode 2ipen v
ESEID EdRegMWEASD 20
Hude ESS0 [ Enzble @ Dusable
Rz quinsan Domain NAmEHea v
Channal 1D Channel 1(2412 GHz} =
Channel Widn HAHE -
Tx Power Level 00 0~ 100)
AP MAC Address 00 ADE2C0 1350
AP Firmare 1/ecs an 2203
WS Bendco & Enable O Disable
VP State ® Configued T Unconfigurd
W VEnable @ Disable
Wineless Distribulion Sysiam (\WDS)
WIDE Sandce FIEnanie @ Moable
S : :

@ decurdy 2eftings ¥
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Ir:mmguraiion

*\Wireless Security
Parameters
Security Mode

WPRA Algarithms
WPA Shared Key

Group Key Renewal

PBC Method:

| WPAMWPA2-PSK v

[AES v

|811EIEEIEIF3:103DCEIDBI

2800 seconds

1. Press the PBC button of the AP.
2. Launch the wireless client’'s WPS Utility (eg. Ralink Utility). Set the Config Mode as

Enrollee. Then press the WPS button and choose the correct AP (eg. wlan-ap) from the
WPS AP List section before pressing the PBC button to run the scan.

4 2 ~ ®
= - .4 & O
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
D= wlan-ap 00-04-ED-00-00-01 1 Information
ID : 0x0004 wian-ap 00-1D-92-C0-13-CD 1 ¥ Pin Code
2 il ¢ 16837546  Renew
WPS Profile List Config Mode
Enrollee hd
4 m b
BIN WPS Associate IE Progress =» 0%
FEC [ vPs Probe IE WPS status is disconnected Disconnect
.
Status >> Disconnected Link Quality >> 0%
Extra Info == Signal Strength 1 == 0%
Channel == Signal Strength 2 »» 0%
Authentication »»> Noise Strength == 0%
Encryption »»
Network Type == Transmit
IP Address >> Link Speed =>
Sub Mask == T
Default Gateway »>
Receive
HT
Link Speed >>
BW ==n/a SHRO == n/a
Thr hput >>
Gl »> nfa MCS>> nfa SNR1 == n/a hsl
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3. When the PBC button is pushed, a wireless communication will be established between
your router and the PC. The client’'s SSID and security setting will now be configured to
match the SSID and security setting of the router.

Ha | & = ~
i e Fg @ © : 2z
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wian-ap 00-1D-92-C0-13-CD 1 i Information
ID: wian-ap 00-04-ED-38-F7-2E 1 i Pin Code
P m ¥ 16837546  Renew
WPS Profile List Config Mode

} wian-ap Enroles -

‘ n J

B @wesssocater | G o

FEC [ wPs Probe 1 PBC - Get WPS profile successfully. Disconnect

Export Profile

Status >» wian-ap <--» 00-1D-92-C0-13-CD Link Quality == 100%
Signal Strength 1 > 60%

Signal Strength 2 »» 44%

Extra Info > Link is Up [TxPower:100%]
Channel »> 1 <--» 2412 MHz; central channel : 3
Authentication >» Open Moise Strength >> 26%

Encryption >» NONE

Metwork Type ==  Infrastructure Transmit
IP Address »»> 192.168.1.100 Link Speed >> 243.0 Mbps
Sub Mask »»  255.255.255.0 Throughput =» 0.192 Kbps
Default Gateway > 192.168.1.254
Receive
HT
Link Speed => 81.0 Mbps
BW >>40 SNRO => 20
Throughput >>93,732 Kbps
Gl == long MCS>> 14 SNR1 >> n/a e =

Wi-Fi Network Setup with Windows Vista WCN:
1. Jot down the AP PIN from the Web (eg. 25879810).
2. Access the Wireless configuration of the web GUI. Enable WPS service, set the WPS

State to Unconfigured and then click Apply.
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= Wirgless

Paramebers

WLAM Senice = Engble ) Disable
Mode BlziigTn v

ESSID wian-ag

Hide ES3ID TV Enable = Dicable
Regulaban Daman MoAmetics =

Channal ID Chanrel 1(2 492 GHZ) =
Channel Widih 20M0MHE -

Te Prwer Lawel 100 [0~ 100}

AP MAC Adareas HEDE2:COECD

&P Firmisarng Yargion 2203

WP Senics @ Enzble ) Disabls
WiPE State O Canfigured @ Unesnhgured
WM 1 Eneble & Dizable
Wirebess Distribution System (WDS}

WS Senvice 'Enable @ Disable
Feer WDS MAC addioss ; :

appiy | [ Canced | S[ECUNTY SETIngs

3. In your Vista operating system, access the Control Panel page, then select Network and
Internet > View Network Computers and Devices. Double click on the BiPAC 7300N icon
and enter the AP PIN in the column provided then press Next.

[ IEIEEE

N v;‘f”Eh ,Ol

.\‘)\‘_) |§ » MNetwork »

—— ——— — ——
Fle Ede View Ti L@l
'u Configure 2 WCH device

Favarite Links
[ Decuments Type the FIN for the selected device
E Fietures
E’! Music Te configure thic device for use on your network, type the PIN. You can find the PIN in the
information that came with the device or on a sticker on the device,
Morz »
Folders
Bl Desktop PIN:
user 158798101
. Public
1% Computer [¥] Display characters
'i’ Mebwork
& USER-PC

Contrel Panel
@ Recycle Bin

o]

e —————————
BiPAC 7300MN

o Categories: Metwork Infrastructure

L

4. Enter the AP SSID then click Next.
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OOWF‘J » Network » ) ) v|‘1~||Sew'ch_ ﬁ|

File Edit View Tools Hep

By Organize » 33 Views | e i daprnter W Addawirele

Favorite Links MName Categorny Workg:uup MNetwork lecation

[l Documents . L MR
: ol 51 )
E| Pictures

n RS @ Configure a WCHN device

More »»

Folders
B Desktop

E U Choose a name that people who connect to your network will recognize
1 Public

18 Computer Metwork name (S510):
I? Metwork
Contral Panel

|5 Recycle Bin

Give your network a name

USER-PC_Metwark

fou can type up to 32 letters or numbers.

1 items

&

5. Enter the passphrase then click Next.

[

S e
Ow'|_'EP'PNeMDrkP o LS . = v|‘1||5r:'crrn P

File Edit View Tools Help

W Addawir
Favirite Links Maimg Category Workgroug MNetwork location
B Documents - W
B Pictures
g M @ Configure 3 WCN device
Mare »
Folders J
Help make your network more secure with a passphrase
= Desldop
SRl Windows will use the passphrase provided below to generate 3 WPA secunty key for you. The first
1 Public time that peeple connect to this network, they will need the passphrase
8 Computer
= Network
E Control Panel Paszphraze:
|E Recycle Bin

NHF1iBj619NExxiNuLEG4]

The passphrese must be at least 8 characters and cannet begin or end with a space.

Dizplay characters

Create a different passphrasefor me

Show advanced network security options

2 items
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6. When you have come to this step, you will have completed the Wi-Fi network setup using
the built-in WCN feature in Windows Vista.

&, Configure a WCN device

Configured the selected device for wps_test
If this can be used wirelessly, you can disconnect the cable.

To use this with other network computers, you might need to install the appropriate drivers first,

Close
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\.,./l\._...fl |l_:!‘ v Metwork » v|"»||§egr‘_‘h Dl

File Edit View Tools Hep

By Organize » B3 Views ~ == Network znd Shaning Center s Addaorinter B Add a wireless device

Favorite Links MName Categorny Workg;cup MNetwork lecation
[l Documents ’ - T
==l
E Pictures I"J E
E} L @ Configure a WCHN device
More »»
Folders .
Give your network a name
Bl Desktop
H U Choose a name that people who connect to your network will recognize
. Public
18 Computer Metwork name (S510):
& Network USER-PC_Metwark
Control Fanel e or
'@ Recycle Bin

You cantype up to 32 letters or numbers.

= |
si 2 tems :]Carwd l

E 5.3.1.6 DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or
enable the router's DHCP relay functions. The DHCP protocol allows your router to
dynamically assign IP addresses to PCs on your network if they are configured to obtain IP
addresses automatically.

@ DHCP Server Mode: Disable

To disable the router’'s DHCP Server, check Disabled and then click Apply. When the
DHCP Server is disabled, you will need to manually assign a fixed IP address to each PC on
your network, and set the default gateway for each PC to the IP address of the router (the
default is 192.168.1.254).
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I Configuration

*DHCP Server
Parameters
DHCP Server Maode

Current Mode:DHCP Server

Dizable L

@ DHCP Server Mode: DHCP Server

To configure the router’'s DHCP Server, check DHCP Server. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP
address to be allocated to PCs on your network), lease time for each assigned IP address
(the period of time the IP address assigned will be valid), DNS IP address and the gateway
IP address. These details are sent to the DHCP client (i.e. your PC) when it requests an IP
address from the DHCP server. Click Apply to enable this function. If you check “Use
Router as a DNS Server”, the ADSL Router performs the domain name lookup, finds the IP
address from the outside network automatically and forwards it back to the requesting PC in

the LAN (your Local Area Network).

IIZ.:—nﬂguraslon

*DHCP Server
Parameters
DHCF Server Mode

Domain Mame

Range Start

Fange End

Default Lease Time
Maximum Lease Time

Use Router as DNS Server
Frimary DMNS Server Address

Secondary DMNS Server Address

Apply | Fixed Host »

Current Mode: DHCP Senver

DHCF Server w»

|hu:|me.gate=.-va;'

[192.168.1.100

[192.188.1.199

|432IJEI seconds
86400 seconds

@ DHCP Server Mode: DHCP Relay

If you check DHCP Relay and then you must enter the IP address of the DHCP server which
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assigns an IP address back to the DHCP client in the LAN. Use this function only if advised
to do so by your network administrator or ISP. Click Apply to enable this function.

ICDI'IfIgLIrﬁIiDI'I l‘\[l_ .

~DHCP Server
Parameters
DHCF Server Mode | DHCF Relay |»

OHCFP Relay Server ]

Current Mode DHCF Server

5.3.2 WAN (Wide Area Network)

A WAN (Wide Area Network) is an outside connection to another network or the Internet.
There are two items within the WAN section: WAN Profile and ADSL Mode.

-~

Advanced o L
i
I "N

 Basi

* Quick Start
+Configuration
* LAN

VAN
* VAN Profile
: ADSL Mode
P System

* Firewall

' QJos

F Virtual Server
* Wake on LAN

' Time Schedule
» Advanced
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B 5.3.2.1 WAN Profile

Main Port--ADSL

& PPPOE Connection (ADSL)

PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.

IIZ-:—nﬂguraslon L“‘}t" .

T\WVAN Profile

Parameters

Main Port |ADSL »| (Current Main Port: EWAN)

Protocol < [PFPoE (RFC2516, PPP over Ethemet) b

Description | VPLIVCI |8 |3£ Encap. method |LLC |»
Username ]Username Fasswaord W Senice Mame I—
NAT Enahle IP(0.0.0.0: Auto) [0.000  Auth Protocol | Auta |

Obtain DMNS Automatic Primary ’— Secondary I—
Connection Always On |dle Timeout ’7 minis) MTU 1492

MAC Spoofing  [JEnable |

(2dd] [ Apply/Edit/ Delete |

Edit Protocol Interface Description VPl WCl  Encap. method NAT IF Delete
& PFPFoE wan_main g LI B Enahle 0.0.0.0

@ Description: A user-definable name for this connection.

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive)

@ Service Name: This item is for identification purposes. If it is required, your ISP provides
you the information. Maximum input is 15 alphanumeric characters.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

72



@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP

address from your ISP.

@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS

servers are passed to the DHCP clients along with the IP address and the Netmask.

@ Connection:
© Always on: If you want the router to establish a PPPoE session when starting up
and to automatically re-establish the PPPoE session when disconnected by the ISP.
® Connect to Demand (un-select Always On): If you want to establish a PPPoE
session only when there is a packet requesting access to the Internet (i.e. when a
program on your computer attempts to access the Internet). In this mode, you must set
Idle Timeout value at same time.

@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity

on the line for a predetermined period of time. The minimum value is 10 minutes.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding

media-specific headers) an IP attempts to send through the interface.

@ MAC Spoofing: This option is required by some service Providers. You must fill the MAC

address specified by your service provider when this information is required. The default

setting is set to disable.

& PPPoA Connection (ADSL)

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides
access control and billing functionality in a manner similar to dial-up services using PPP.

I Configuration u’\t‘ .
A -

*WAN Profile

Parameters

Main Port ADSL | (CusentiainP ARl

Pratocal @:QEBE{ PPP over AALS) >

Description | VPI/VCI E 1|38 Encap. method |LLC |
Username |Username Password W

MNAT [¥] Enable IP (0.0.0.0: Auto) |0.0.0.0 Auth. Protocol Auto »

Obtain DME [#] Automatic Primary l— Secondary l—
Connection [#] Always On Idle Timeaut limin[s} MTU W

[ Apply/Edit/ Delete

Edit Protocol Interface Description VPl VCl  Encap. method NAT IP Delete
(= FPPPoE wan_main 8 35 LLE Enable 0.0.0.0
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@ Description: User-definable name for the connection.
@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.
@ Encapsulation method: Select the encapsulation format, the default is LLC. Select the
one provided by your ISP
@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.
@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).
@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.
@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.
@ Authentication Protocol: Default is Auto. Your ISP should advise you on whether to use
Chap or Pap.
@ Obtain DNS Automatically: Select this check box to use DNS.
@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the Netmask.
@ Connection:
® Always on: The router will establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.
© Connect to Demand (un-select Always On): If you want to establish a PPPoA
session only when there is a packet requesting access to the Internet (i.e. when a
program on your computer attempts to access the Internet). In this mode, you must set
Idle Timeout value at same time.
@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity
on the line for a predetermined period of time. The minimum value is 10 minutes.
@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) that the IP attempts to send through the interface.
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@ MPoA Connection (ADSL)

Iuj.:-nﬂguraslon l“\}é .

~\WAN Profile

Parameters

Main Part |ADSL '~ | (Current Main Port: EWAN)

Protacal P4 (RFC1482/RFC2684, Multipratocal Encapsulation over AALS)

Descripticn | TETTVCE iti 1]35 Encap. method |LLC (&

Encap. mode :'Elr_i-:!_ged ¥ MAT [#] Enable Keep Alive []Enable
IP(0.0.00:Aute) [0.000  Netmask [2552552550  Gateway [

CObtain DNS Automatic Primary Secondary

MAC Spoofing []Enable |

|Add] [ Apply/Edit/Delste |

Edit Protocol Interface Descripticn WPl VCl  Encap. method MAT IP Celete
(& FFFoE wan_main g 35 LLC Enahble 0.0.0.0

@ Description: Your description of this connection.

@ VPI and VCI: Enter the VPI and VCI information provided by your ISP.

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP.

@ Encap. mode: Choose whether you want the device to function as bridge mode or
routing mode.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing the single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Keep Alive: Set Enable to keep the router on line and prevent to be disconnected by the
ISP when they think there is no activity on the line.

& IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Netmask: The default is 255.255.255.0. User can change it to other such as
255.255.255.128. Type the netmask assigned to you by your ISP (if given)

@ Gateway: Enter the IP address of the default gateway.

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the netmask.
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@ Pure Bridge Connections (ADSL)

I Configuration A ““LE& !

TWAN Profile

Parameters

Main Port | ADSL vi { Current Main Port ; ADSL)

Protocol < [Pure Bridge E>

Description | VPI IV E 135 Encap. method |LLC v
Add| | Apply/Edit/ Delete |

Edit Protocol Interface Diescription WPl  VWCl Encap. method MNAT 1P Delete
(& PPPoE wan_main g 35 EE e Enable 0.0.00

@ Description: A user-definable name for this connection.
@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.
@ Encap. method: Select the encapsulation format, this is provided by your ISP.
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Main Port—EWAN

Besides using ADSL to get connected to the Internet, BIPAC 7300(N) offers its Ethernet port
1 as a WAN port to be used to connect to Cable Modems, VDSL and fibre optic lines. This
alternative, yet faster method to connect to the internet will provide users with more flexibility
to get online

@ Obtain an IP Address Automatically (EWAN)

When connecting to the ISP, BiPAC 7300(N) also functions as a DHCP client. BiPAC 7300(N)
can automatically obtain an IP address, netmask, gateway address, and DNS server
addresses if the ISP assigns this information via DHCP.

I.:.:-nﬂguraslon \ i\\.. .
L r -

AN Profile
Parameters

Main Port EWAN | (Current Main Port : EWAN)

Line Speed 30000 Kbps / [30000  Kbps (Downstream / Upstream)
Protacol Obtain an IP Address Automatically

MNAT [#]Enable

Cbtain DNS Automatic Primary Secondary

MAC Spoofing [JEnable |

@ Line Speed: Set the downstream and upstream of your connection in kilobytes per
second. The connection speed is used by QoS settings.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the netmask.

@ MAC Spoofing: Select Enable and enter a MAC address that will temporarily change
your router's MAC address to the one you have specified in this field. Leave it as Disabled if
you do not wish to change the MAC address of your router.
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@ Fixed IP Address (EWAN)

Select this option to set static IP information. You will need to enter in the Connection type,
IP address, netmask, and gateway address, provided to you by your ISP. Each IP address
entered in the fields must be in the appropriate IP form, which is four IP octets separated by
a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IIZ-:-nﬂguraEan “’E". .
A F -

*\WAN Profile

Parameters

Main Port E'."'."i.r-l | { Current Main Port : EWAN)

Line Speed 30 befags— W s (Downstream ! Upstream}
Frotocol d élix_ed IP Address b

MNAT [#] Enable

IP &ddress Metmask Gateway
Qhtain DMNES Lutomatic Primary 168.95.1.1 Secondary 210.241.192 201

MAC Spoofing []Enable |

@ Line Speed: Set the downstream and upstream of your connection in kilobytes per
second. The connection speed is used by QoS settings.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.
@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ IP Netmask: The default is 0.0.0.0. User can change it to other such as
255.255.255.0.Type the netmask assigned to you by your ISP (if given).

@ Gateway: You must specify a gateway IP address (supplied by your ISP)

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the netmask.

@ MAC Spoofing: Select Enable and enter a MAC address that will temporarily change
your router's MAC address to the one you have specified in this field. Leave it as Disabled if
you do not wish to change the MAC address of your router.
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@ PPPoE (EWAN)

PPPoOE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.

IIZ-:-nﬂguraEan J “’\1:' .
& 5 —_—

*WAN Profile
Parameters
Main Port E'."'."i'-.r-l v| [ Current Main Port : EVWAN)

Line Speed 30000 kKbps ! |30000 Khps (Downstream ! Upstream}

Protocal PPPQE >

Username | Fasswaord ’— Senice Mame I—
NAT [#] Enable IP(0.0.0.0: Auto) [0.000  Auth Protocol | Auta |

Obtain DMNS [¥] Automatic Primary ’— Secondary I—
Connection [¥] Always On Idle Timeout 0 min(s) MTU 1492

MAC Spoofing  [JEnable |

@ Line Speed: Set the downstream and upstream of your connection in kilobytes per
second. The connection speed is used by QoS settings.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Service Name: Enter a name for this connection.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.
@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the subnet mask.

@ MAC Spoofing: Select Enable and enter a MAC address that will temporarily change
your router's MAC address to the one you have specified in this field. Leave it as Disabled if
you do not wish to change the MAC address of your router.
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B 5.3.2.3ADSL Mode

ICunﬁguratiun

*ADSL Mode

YWAN Connection

ADSL Mode Qpen Annex Type and Follow DSLAM's Setting v
‘Bipen Annex Type and Follow DSLAM'S Setiing

Modulatar

@ ADSL Mode: There are four modes “Open Annex Type and Follow DSLAM’s
Setting”, "Annex A”, "Annex L”, "Annex M” and “Annex J” that user can select for this
connection.

@ Modulator: There are seven modes “AUTO”,"”ADSL multimode”,”ADSL2","ADSL2+",
“G.Lite:”, “T1.413” and “G.DMT” that user can select for this connection.

ICunﬁguratiun

T ADSL Mode
WaAN Connection
ADSL Mode | Open Annex Type and Follow DSLAM'S Setting v |

Modulatar

ADSL Multimode
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5.3.3 System

There are five items within the System section: Time Zone, Firmware Upgrade,
Backup/Restore, Restart, User Management and Mail Alert.

LN '
Advanced ;‘fh
I T N

 Quick Start

*LAN
L

' Time Zone
* Firmware Upgrade
' Backup/Restore

' Restart
* User Management
* Mail Alert
* File

' QoS

» Virtual Server
' Wake on LAN

* Time Schedule
» Advanced
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B 5.3.3.1Time Zone

*Time Zone
Parameters
Time Zone (®1Enable () Disable
Local Time Zone (+-GMT Time) {GMT) Greenﬁi"ch Mean T-i.me v
e 1182.43.244.18 1128.138.140.44
[128.6.15.29 1131.107.1.10
Dravlight Saving Automatic
Resync Period |144IZI minutes

The router does not have a real time clock on board; instead, it uses the Simple Network
Time Protocol (SNTP) to get the current time from an SNTP server outside your network.
Choose your local time zone, click Enable and click the Apply button. After a successful
connection to the Internet, the router retrieves the correct local time from the SNTP server
you have specified. If you prefer to specify an SNTP server other than those in the
drop-down list, simply enter its IP address as shown above. Your ISP may provide an SNTP
server for you to use.

Resync Period (in minutes) is the periodic interval the router waits before it resynchronizes
the router’s time with that of the specified SNTP server. To avoid unnecessarily increasing
the load on your specified SNTP server you should keep the poll interval as high as
possible — at the absolute minimum every few hours or even days.

82



B 5.3.3.2 Firmware Upgrade

Your router’s “firmware” is the software that allows it to operate and provides all its
functionality. Think of your router as a dedicated computer, and the firmware as the software
it runs. Over time this software may be improved and modified. Your router allows you to
upgrade the software it runs to take advantage of these changes.

Clicking on Browse allows you to select the new firmware image file you have downloaded

to your PC. Once the correct file is selected, click Upgrade to update the firmware in your
router.

ICnnﬁguratiun

*Firmware Upgrade
You may uparacde the system software on your network device.
After upgrading,let your device restar with factory default settings or current settings.

(&) Factory Default Settings
Restart device with

) Current Seftings
Mews Firmare Image .

Upgrade | | Cancel |

@ Restart Device with: To choose “Factory Default Settings” or “Current Settings” which
uses your current setting on the new firmware (it is highly advised to use Factory Default
Settings over Current Settings for a clean firmware upgrade).

@ New Firmware Image: Type in the location of the file you wish to upload in this field or
click Browse... to locate it.

@ Browse...: Click Browse... to find the file with the .afw file extension that you wish to
upload. Remember that you must decompress compressed (.zip) files before you can
upgrade from the file.

@ Upgrade: Click upgrade to begin the upload process. This process may take up to three
minutes.

4 )

O DO NOT power down the router or interrupt the firmware upgrade while it
is still in process. Improper operation may damage the router. Please see
Warning section 2.4 for emergency recovery procedures.

- J
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E 5.3.3.3 Backup / Restore
ICunﬁguratiun

TBackupRestore
Allows you to backup the configuration settings to your computer, or restore configuration from your computer.
Backup Configuration

Backup configuration to your computer.

Backup
Restore Configuration
Canfiguration File

Restore will overwrite the current configuration and restart the device. Ifyou want to keep the current configuration, please use
"Backup" firstto save current configuration.

Restore

These functions allow you to save and backup your router’s current settings to a file on your
PC, or to restore a previously saved backup. This is useful if you wish to experiment with
different settings, knowing that you have a backup handy in the case of any mistakes. It is
advisable to backup your router’s settings before making any significant changes to your
router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also
change the name of the file when saving if you wish to keep multiple backups.

Press Browse... to select a file from your PC to restore. You should only restore settings
files that have been generated by the Backup function, and that were created when using
the current version of the router’s firmware. Settings files saved to your PC should not
be manually edited in any way.

Select the settings files you wish to use, and press Restore to load those settings into the
router.
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F 5.3.3.4 Restart Router

Click Restart with option Current Settings to reboot your router and save the current
configuration to device.

ICDnﬁguratiun

~Restart
After restarting. Please wait for several seconds to let the system come up.

(7 Factory Default Settings
Restart device with

{®) Current Settings

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

E 5.3.3.5 User Management

I Configuration u% .
A —

* User Management
Parameters
Valid User Fassword Comfirm Login Mode Level

O | Basic Super v |
Edit/ Delete

Edit Walid User Login Mode Level Delete
) true admir Basic Super Administrator

In order to prevent unauthorized access to your router’s configuration interface, it requires
all users to login with a password. You can set up multiple user accounts, each with their own
password.

You are able to Edit existing users and Add new users who are able to access the device’s
configuration interface. Once you have clicked Edit on the account you want to edit, the
information of the account will be displayed above. Just go ahead and change the password.
You can change the user’s password, whether their account is active and Valid. These
options are the same when creating a user account, with the exception that once created
you cannot change the username. You cannot delete the default admin account; however
you can delete any other created accounts by clicking ticking the box under Delete and then
press the Edit/Delete button.
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You are strongly advised to change the password on the default “admin” account when you
receive your router, and any time you reset your configuration to Factory Defaults.

E 5.3.3.6 Mail Alert

Send a log via email, if WAN IP is changed or if intruders accessing your computer without
permission.
~ Mail Alert

Server Information
SMTF Server

Username

Fassword

Sender's E-mail (hiust be ooy 222

WAN IP Change Alert

Recipient's E-rmail | (Must be woudnny.2z2)

Intrusion Detection

Alert Mail Tirme |30 rmin(s)

Recipient's E-mail | EMust be ooy o)
Apply | Cancel |

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the
alert message once a computer / network server failover occurs.

Alert Mail Time (Intrusion Detection): The interval for sending alert mail.

Recipient’s Email (Intrusion Detection): Enter the email address that will receive the alert
message once intrusion has been detected.

5.3.4 Firewall

Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet
access from your LAN, as well as helping to prevent attacks from hackers. In addition to this,
when using NAT (Network Address Translation) the router acts as a “natural” Internet firewall,
since all PCs on your LAN use private IP addresses that cannot be directly accessed from
the Internet. See the WAN configuration section for more details on NAT.
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cel —
.':_'. i @ PR
4 t_... Router

I

Arccess Control

' _NAT

- Packetfilter :
. : - Packetfilter = Unauthorized users &
- Unauthorized users & - MAC fllter _ Intrusion Detection SrbliE st
applications - URL filter

- Blacklisting - Malicious attacks

- Unwanted wehsite
ACCESS

Firewall & Filter

Firewall: Prevents access from outside your network.

NAT natural firewall: This masks LAN users’ IP addresses, which are invisible to outside
users on the Internet, making it much more difficult for a hacker to target a machine on your
network. This natural firewall is on when the NAT function is enabled.

4 )

”07'5' When using Virtual Servers (port mapping) your PCs are exposed to the
ports specified opened in your firewall packet filter settings.

- J

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules
prevent unauthorized computers or applications accessing your local network from the
Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent, and log malicious
attacks.

MAC Filter rules: Prevents unauthorized computers accessing the Internet.
URL Filter: Blocks PCs on your local network from unwanted websites.
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A detailed explanation of each of the following five items appears in the Firewall section
below: Packet Filter, MAC Address Filter, Intrusion detection, Block WAN PING and
URL Filter.

I =
Advanced 4
Pl |
"N
 Quick Start
F LAN
F VAN

* Packet Filter
* MAC Filter
* Intrusion Detection
* Block WAN PING
URL Filter
' QoS
F Virtual Server

* Wake on LAN

* Time Schedule

F Advanced

B 5.3.4.1 Packet Filter

Packet filtering enables you to configure your router to block specified internal/external
users (IP address) from Internet access, or you can disable specific service requests (Port
number) to /from Internet. This configuration program allows you to set up to 6 different filter
rules for different users based on their IP addresses or their network Port number. The
relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is
satisfied, the specified action will be taken.
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IIZ.:-nﬂguralen m .
i =

¥ Packet Filter

Parameters

Fule Mame | <] —select- | (type or zelect from listhox)

Internal IF Address | ~|

External IP Address | ~|

Protocal TGP W Action forward _

Internal Part | - Extarnal Part -

Direction outgoing  w Time Schedule Always On  w Log il

Add
: Internal IP Address Internal Port e ; Time

Edit Order Rule Mame Frotocol Direction  Action Delete
External IP Address External Fort Schedule
Any Any

Default - Any — cutgoing  forward Always Cn

Any Any

@ Rule Name: Users-define description to identify this entry. The maximum name length is
32 characters, and then can choose application that they want from listbox.

@ Internal IP Address / External IP Address: This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Input the range you want to filter out. If you
leave empty or 0.0.0.0, it means any IP address.

@ Protocol: Specify the packet type (TCP, UDP, ICMP, etc.) that the rule applies to.

Select TCP if you wish to search for the connection-based application service on the remote
server using the port number. Or select UDP if you want to search for the connectionless
application service on the remote server using the port number.

@ Action: If a packet matches this filter rule, Forward (allows the packets to pass) or
Drop (disallow the packets to pass) this packet.

@ Internal Port: This Port or Port Range defines the ports allowed to be used by the
Remote/WAN to connect to the application. Default is set from range 0 ~ 65535. It is
recommended that this option be configured by an advanced user.

@ External Port: This is the Port or Port Range that defines the application.

@ Direction: Determine whether the rule is for outgoing packets or for incoming packets.
@ Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

@ Log: Choose “log” if you wish to generate logs when the filer rule is applied to a packet.
@ Add: Click this button to add a new packet filter rule and the added rule will appear at the
bottom table.

@ Edit: Check the Rule No. you wish to edit, and then click “Edit”.

@ Delete: Check the Rule No. you wish to delete, and then click “Delete”.
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@ Reorder: Be aware that packet filtering parameters appear in priority order i.e. the first
one takes precedence over all other rules. There is a sort function next to the Rule Name
column, you can move the rule to higher or lower priority by clicking the Order arrow, and
press “Reorder” to save the new priority.

: Internal IF Address Internal Fort L : Time
Edit Order Rule Mame Protocol Direction  Action Delete
External IP Address External Paort Schedule
Any Any ) i
O+ FTP - TCP outgoing  forward Always On H
Any 21-21
t+  HTTP Any TCP Any tgoi forward  Always O
outgoin orwar Always On
© Any 80~80 Seing [
An ¥ . A ¥ . .
Default = Any = outgoing  forward  Always On
K If the DHCP server option is enabled, you must be very careful in assigning\

IP addresses of a filtered private IP range to avoid conflicts because you do
not know which PC in the LAN is assigned which IP address. The easiest
and safest way is that the filtered IP address is assigned to a specific PC
that is not allowed to access an outside resource such as the Internet. You
Attention configure the filtered IP address manually for this PC, but it stays in the

\ same subnet with the router. j

F 5.3.4.2 MAC Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each
PC on your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your
router's MAC Address Filter function, you can configure to block specific machines from
accessing your LAN.

There are no pre-defined MAC address filter rules; you can add the filter rules to meet your
requirements.
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IC-:—nﬂgurailon lwtl' .

* MAC Filter
Filter Action
Action {yDisahble (O Allow (& Block

Parameters

MAC Address == | —-gelect- w | (type or select from listhox)

Time 2chedule -.-*-.I'-.-n'a_.-'s on v

The format of MAC address could be: XX: XX XX XX XX XX OF XX-XX-XX-XX-XX-XX.

Filter Action

@ Action: Select an action for MAC Filter. This feature is disabled by default. Check Allow
or Block to activate the filter.

Parameters

@ MAC Address: Enter the ethernet MAC addresses you wish to have the filter rule
applies.

@ Time Schedule: A self defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.
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F 5.3.4.3 Intrusion Detection

Check Enable if you wish to detect intruders accessing your computer without permission.
The router automatically detects and blocks a DoS (Denial of Service) attack if a user
enables this function. This kind of attack is not to access confidential data on the network;
instead, it aims to disrupt specific equipment or the entire network. If this happens, users will
have trouble accessing the network resources.

IIZ-:—nﬂguraslon “’\? .
A r =

¥ Intrusion Detection

Parameters

Intrusion Detection {JEnahble (& DOisahle
Maximum TCP Open Handshaking Count li persecond
Maximum Ping Count li persecond
WMaximurm ICMP Count 100 persecond
Log

@ Intrusion Detection: Check Enable if you wish to detect intruders accessing your
computer without permission.

@ Maximum TCP Open Handshaking Count: This is a threshold value to decide whether
a SYN Flood attempt is occurring or not. Default value is 100 TCP SYN per seconds.

@ Maximum Ping Count: This is a threshold value to decide whether an ICMP Echo Storm
is occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.

@ Maximum ICMP Count: This is a threshold to decide whether an ICMP flood is occurring
or not. Default value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

@ Log: Check Log if you wish to generate logs when the filer rule is applied to the Intrusion
Detection.
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For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event
Log but it will not be able to protect against such attacks.

Hacker attack types recognized by the IDS

Type of Block

Intrusion Name Detect Parameter |Blacklist . Drop Packet [Show Log
Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139,|Src IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf Des IP is broadcast Dst IP Protection Yes Yes
Land attack SrclP = DstIP Yes Yes

UDP Echo Port and
Echo/CharGen Scan CharGen Port Yes Yes

UDP Dst Port

Echo Scan Echo(7) Src IP Scan Yes Yes
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X'mas Tree Scan TCP Flag: X’mas |Src IP Scan Yes Yes
IMAP TCP Flag: SYN/FIN
SYN/EIN Scan DstPort: IMAP(143) |Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP,
SYN/FIN/RST/ACK  |No Existing session Src IP Scan Yes Yes
Scan And Scan Hosts
more than five.
TCP

No Existing session
DstPort = Net Bus
12345,12346, 3456

Net Bus Scan SrclP Scan Yes Yes

UDP, DstPort =

Orifice Port (31337)[>'¢'F [Scan ves ves

Back Orifice Scan

Max TCP Open
SYN Flood Handshaking Count Yes
(Default 100 c/sec)

Max ICMP Count
ICMP Flood (Default 100 c/sec) e

Max PING Count
ICMP Echo (Default 15 c/sec) =
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Src IP: Source IP Src Port: Source Port

Dst Port: Destination Port Dst IP: Destination IP

B 5.3.4.4 Block WAN PING

Check Enable if you wish to exclude outside PING requests from reaching this router.

ICunﬁguratinn

*Block WAN PING
Parameters
Block YWAN PING {7 Enable (&) Disable

Aoply | | Cancel

B 5.3.45URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.example.com )
filter rules allow you to prevent users on your network from accessing particular websites
from their URL. There are no pre-defined URL filter rules; you can add filter rules to meet
your requirements.

I.:.:-nﬂguraslon \ i\. .
A —

T URL Filter

Parameters

Keywords Filtering [JEnable Detail »

Camains Filtering [JEnable Detail »

Restrict URL Features Block [JJavaApplet [JActvex [[]Cookie []Proxy
Except IP Address Detail »

Time Schedule Always On ¥

Log i

@ Keywords Filtering: Allows blocking by specific keywords within a particular URL rather
than having to specify a complete URL (e.g. to block any image called “advertisement.gif”).
When enabled, your specified keywords list is checked to see if any keywords are present in
URLs accessed to determine if the connection attempt should be blocked. Note that the URL
filter blocks web browser (HTTP) connection attempts using port 80 only.
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http://www.example.com/

For example, the URL http://www.abc.com/abcde.html would be dropped since the keyword
“abcde” occurs in the URL.

I Configuration

*Keyvwords Filtering

Parameters

Fenniord

i Return k

@ Domains Filtering: Checks the domain name in URLs accessed against your list of
domains to block or allow. If it matches, the URL request is sent (Trusted) or dropped
(Forbidden). The checking procedure is:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection
attempt is sent to the remote web server.

2. If not, it is checked with the forbidden list. If present, the connection attempt is dropped.
3. If the packet matches neither of the above, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For
example to Dblock traffic to www.google.com.au, enter “www.google” or
“www.google.com”

I Configuration

T Domains Filtering

Parameters

Daomain Mame | Type Fnrb.idden Dnmaih w

|add| | Edit/Delete | Return »

Forbidden Domain
Edit Domain Kame Delete
) wwowrgoogle =

Trusted Domain
Edit Dormain Kame Delete
) weenetabc ]

@ Restrict URL Features: This function enhances the restriction to your URL rules.
® Block Java Applet: Blocks Web content which includes the Java Applet to prevent
someone who wants to damage your system via the standard HTTP protocol.
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http://www.google/
http://www.google.com/

©® Block ActiveX: Blocks ActiveX
©® Block Cookies: Blocks Cookies
©® Block Proxy: Blocks Proxy

@ Except IP Address:

ICDn(igura{ion ‘“_\g .

*Except IP Address

Parameters

Internal IF Address ~

Return ¥

@ Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

@ Log: Click “Log” if you wish to generate logs when the filer rule is applied to the URL
Filter.
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5.3.5 QoS (Quality of Service)

Quality of Service Introduction

If you've ever found your ‘net’ speed has slowed to a crawl because another family member
Is using a P2P file sharing program, you’ll understand why the Quality of Service features in
the routers is such a breakthrough for home users and office users.

QoS: Keeping Your Net Connection Fast and Responsive

Configurable by internal IP address, external IP address, protocol, and port, the Quality of
Service (QoS) gives you full control over which types of outgoing data traffic should be given
priority by the router, ensuring bandwidth-consumption data like gaming packets,
latency-sensitive application like voice, or even mission critical files, move through the router
at lightning speed, even under heavy load. You can throttle the speed at which different
types of outgoing data pass through the router. In addition, you can simply change the
priority of different types of upload data and let the router sort out the actual speeds.

QoS Setup

Please choose the QoS in the Configuration item of the left window as depicted below.
ICunﬁguratiun

*os

Hon-Assigned Bandwidth Ratio == Upstream (LAN to YWAN) : 100%  Downstream (WAN to LAN) : 100%
Parameters

Application | Direction LAR to Wian » |
Protocol Ay W DSCP Marking | Disable o
Rate Type . Guarahteed (.r_u.1ir.1imum_]| v: Ratio Ii % Friority . Nnrmal. b .
Internal IP Address | ~| Internal Port | ~|
External IP Address | ~| External Port | -
Time Schedule _AlwayS_On v
Add

After clicking the QoS item, you can Add/Edit/Delete a QoS policy. This page will show the
brief information for policies you have added or edited. This page will also display the total
available (Non-assigned) bandwidth, in percentage, can be assigned.

@ Application: A name that identifies an existing policy.

@ Direction: The traffic flow direction to be controlled by the QoS policy.
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There are two settings to be provided in the Router:
© LAN to WAN: You want to control the traffic flow from the local network to the outside
world. e.g., you have a FTP server inside the local network and you want to have a limited
traffic rate controlled by the QoS policy. So, you need to add a policy with LAN to WAN
direction setting.
® WAN to LAN: Control Traffic flow from the WAN to LAN. The connection maybe either
issued from LAN to WAN or WAN to LAN.)
@ Protocol: The Protocol will be controlled. For GRE protocol, there is no need to specify
the IP addresses or Application ports in this page. For other protocols, at least one value
shall be given.

® ANY: No protocol type is specified.

®© TCP

® UDP

© ICMP

®© GRE: For PPTP VPN Connections.
@ DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS
byte. DSCP Marking allows users to classify traffic based on DSCP value and send packets
to next Router.
Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS network.
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DSCP Mapping Table
ADSL2+ Router Standard DSCP
Disabled None
Best Effort Best Effort (000000)
Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
Bronze service (L) Class 3, Gold (011010)
Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)

@ Rate Type: 2 types are provided:

© Limited (Maximum): specify a limited data rate for this policy. It also is the maximal
rate for this policy. As above FTP server example, you may want to “throttle” the outgoing
FTP speed to 20% of 256K and limit to it, you may use this type.

® Guaranteed (Minimum): specify a minimal data rate for this policy. For example,
you want to provide a guaranteed data rate for your outside customers to access your
internal FTP server with, say at least, 20% of your total bandwidth. You can use this type.
Then, if there is available bandwidth that is not used, it will be given to this policy by following
priority assignment.

@ Ratio: Assign the data ratio for this policy to be controlled. For examples, we want to only
allow 20% of the total data transfer rate for the LAN-to-WAN direction to be used for FTP
server. Then we can specify here with data ratio = 20. If you have ADSL LINE with
256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps. (For
0.9 is an estimated factor for the effective data transfer rate for an ADSL LINE from LAN to
WAN. For WAN-to-LAN, it is 0.85 to 0.8).
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@ Priority: Specify the priority for the bandwidth that is not used. For examples, you may
specify two different QoS policies for different applications. Both applications need a minimal
bandwidth and need more bandwidth, beside the assigned one, if there is any
available/non-used one available. So, you may specify which application can have higher
priority to acquire the non-used bandwidth.

® High

®© Normal: The default is normal priority.

® Low
For the sample priority assignment for different policies, it is served in a First-In-First-Out
way.
@ Internal IP Address: The IP address values for Local LAN machines you want to control.
(For IP packets from LAN to WAN, it is the source IP address. For IP packages from WAN to
LAN, it is the destination IP address.)
@ Internal Port: The Application port values for local LAN machines you want to control.
(For TCP/UDP packets from LAN to WAN, it is the source port value. For TCP/UDP packets
from WAN to LAN, it is the destination port value.)
@ External IP Address: The IP address values for Remote WAN machines you want to
control. (For IP packets from LAN to WAN, it is the destination IP address. For IP packages
from WAN to LAN, it is the source IP address.)
@ External Ports: The Application port values for remote machines you want to control.
(For TCP/UDP packets from LAN to WAN, it is the destination port value. For TCP/UDP
packets from WAN to LAN, it is the source port value.)
@ Time Schedule: Scheduling your prioritization policy.
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B QoS example for your Network

Connection Diagram

HTTP web
browsing users

Normal PCs

Restricted PC

ADSL Subscription Rate

Upstream: 256 kbps
Downstream: 2048 Mbps

Example QoS Plan

Application | IP or Ports Control Flow Data Rate Time Schedule
VoIP User | 192.168.1.1 Outgoing Minimal 20% with high priority | Always
for non-used bandwidth with
DSCP marking Class 1 Gold
Service.
FTP Sever | 192.168.1.100 | Incoming and | outgoing: minimal 30%. Data | Only  Working
Outgoing rate. Hours 9:00 to
incoming: minimal 30%. Data | 17:00 Monday
rate. to Friday.
Both with low priority for
non-used bandwidth.
HTTP web | 80 Incoming and | outgoing: limited 20%. Data | Always
browsing Outgoing rate.
users incoming: limited 30%. Data
rate.
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Example QoS Setup

I Configuration

(oS

Hon-Assigned Bandwidth Ratio == Upstream (LAN to WAN) : 45% Downstream (WAN to LAN) : 65%
Parameters

Application Ciirection :_LAN o WAR

Pratocal P-.nﬁ; v | agr?{::r;g | Disable v

Fate Type . Guaranteed {Minimum}_ v Fatio Ii% Friority .Nn_rmal b
Internal IP Address | ~| /Internal Port | ~
Exernal IP Address | ~| External Port | ~|

Time Schedule :_ﬁ.-l.wg}ra_.(ﬁ.n v

|4dd| | Edit/Delete |

Edit Application Direction Fate Tyvp Fatio Time Schedule Delete
@ YOI LA 1o VAN Guaranteed 20% Always On []
0 FTF Serer LAM t0 WA Guaranteed 15% TirmeSlot il
& FTF Sererili)  WWAN to LAN Guaranteed 15% Tirmeslot il

= HTTF Browsing 2

o (OUT) LAM to WA Limnited 20% Alwranys 0N ]

= HTTF Browsing 2

O (M) WAN to LAN Limnited 20% Alwranys 06 ]

VoIP application

Voice is latency-sensitive application. Most VVoIP devices are used SIP protocol and the port
number will be assigned by SIP module automatically. Better to use fixed IP address for
catching VolIP packets as high priority.
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5.3.6 Virtual Server

I T N

b Status
» Quick Start
+Configuration
F LAN
F VAN
F System

F Firewvall

* Port Mapping

* DMZ
 ALG
* Wake on LAN
* Time Schedule

b Advanced

In TCP and UDP networks a port is a 16-bit number used to identify which application
program (usually a server) incoming connections should be delivered to. Some ports have
numbers that are pre-assigned to them by the IANA (the Internet Assigned Numbers
Authority), and these are referred to as “well-known ports”. Servers follow the well-known
port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from
other machines on the Internet that are outside your local network), or any application that
can accept incoming connections (e.g. Peer-to-peer/P2P software such as instant
messaging applications and P2P file-sharing applications) and are using NAT (Network
Address Translation), then you need to configure your router to forward these incoming
connection attempts using specific ports to the PC on your network running the application.
You also need to use port forwarding if you wish to host an online game server.

The reason is that when using NAT, your publicly accessible IP address is used by and
points to your router, which needs to deliver all traffic to the private IP addresses used by
your PCs. Please see the WAN configuration section of this manual for information on NAT.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the
assignment of unique parameter values for Internet protocols. Port numbers range from 0 to
65535, but only port numbers 0 to 1023 are reserved for privileged services and are
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designated as “well-known ports”. The registered ports are numbered from 1024 through
49151. The remaining ports, referred to as dynamic ports, or private ports, are numbered
from 49152 through 65535.

Examples of well-known and registered port numbers are shown below, for further
information, please see IANA's website at: http://www.iana.org/assignments/port-numbers

Well-known and Registered Ports

Port Number |Protocol Description

20 TCP FTP Data

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)

|69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)

161 TCP SNMP

443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

4000 TCP ICQ

7070 UDP RealAudio
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http://www.iana.org/assignments/port-numbers

B 5.3.6.1 Port Mapping

ICunﬁguratiun
*Port Mapping
Parameters
Application | == |--select- » | (type or select from listhox
Protocal | TCP v External Port | ~|
Internal IP Address | dd.--aelect-- » | ithvpe or select from listhox
Internal Port Time Schedule Always On
Add

@ Application: Select the service you wish to configure

@ Protocol: Automatic when you choose Application from listbox or select a protocol type
which you want.

@ External Port & Internal Port: Enter the public port number & range you wish to
configure.

@ Internal IP Address: Enter the IP address of a specific internal server to which requests
from the specified port is forwarded.

@ Add: Click to add a new virtual server rule. Click again and the next figure appears.

@ Edit: Check the Rule No. you wish to edit and then click “Edit/Delete”.

@ Delete: Check the Rule No. you wish to delete then click “Edit/Delete”.

Since NAT acts as a “natural” Internet firewall, your router protects your network from access
by outside users, as all incoming connection attempts point to your router unless you
specifically create Virtual Server entries to forward those ports to a PC on your network.
When your router needs to allow outside users to access internal servers, e.g. a web server,
FTP server, Email server or game server, the router can act as a “virtual server”. You can set
up a local server with a specific port number for the service to use, e.g. web/HTTP (port 80),
FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port 110). When an incoming
access request to the router for a specified port is received, it is forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local
server (PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined
application, you need to add it manually.
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I Configuration

*Port Mapping

Parameters

Application | == |--zalect- s | itvpe or select from listho
Frotocol [ TCP W External Port | ~|

Internal IF Address | == --s_el_ec_t_-- w | (type or select from listhox)

Internal Port Ii Time Schedule | Ahways On v:

|4dd| [ Edit/Delete |

Edit Application Protocal  External Port Internal [P Address Internal Fort Time Schedule  Delete
X EEE TCF 2121 192 168.1.25 Ay Alveays On ]
i HTTR TCF 80~80 182.168.1.2 Ay Abweays O ]

In addition to specifying the port number used, you also need to specify the protocol used.
The protocol is determined by the particular application. Most applications use TCP or UDP,
however you can specify other protocols using the drop-down Protocol menu. Setting the
protocol to “all” causes all incoming connection attempts using all protocols on all port
numbers to be forwarded to the specified IP address.

E 53.6.2DMZ

DMZ: The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets are checked by the Firewall and
NAT algorithms, it is then passed to the DMZ host when a packet received does not use a
port number in use by any other Virtual Server entries.

I Configuration

*DMZ

Parameters

Internal IP Address ddi--ael.ec.t-.- | (type or select from listhox

Time Schedule | Always On v|

[Applﬁ;] | Cancel ]
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B 53.6.3ALG
Controls enable or disable various protocols over application layer.

IIZ-:-nﬂguraslon

TALG
Parameters
SIP

%) Enable () Disable

For example, SIP ALG:
Enable: When SIP phone need ALG to pass through the NAT.
Disable: When SIP phone included NAT-Traversal algorithm. Turn off the SIP ALG.

W
o7E:
pa-\

N\

~

Using port mapping does have security implications, since outside users
are able to connect to PCs on your network. For this reason you are
advised to use specific Virtual Server entries just for the ports your
application requires instead of simply using DMZ or creating a Virtual
Server entry for “All” protocols, as doing so results in all connection
attempts to your public IP address accessing the specified PC. /

-~

Attention

\_

1. If you disable the NAT option in the WAN-ISP section, the Virtlh
Server function becomes invalid.

2. If the DHCP server option is enabled, you have to be very careful in
assigning the IP addresses of the virtual servers in order to avoid
conflicts. The easiest way of configuring Virtual Servers is to manually
assign a static IP address to each virtual server PC, with an address
that does not fall into the range of IP addresses that are issued by the
DHCP server. You can configure the virtual server IP address
manually, but it must still be in the same subnet as the router. /
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5.3.7 Wake on LAN

This feature provides greater flexibility for users to turn on / boot the computer of the network
from a remotely site.

IIZ-:-nﬂguralen ;“E'-" .

*\Wake on LAN

Parameters

MAC Address <= | —gelect- w | (type or select from listhox)

Add

MAC Address: Enter the MAC address of the target computer or you can select the MAC
address directly from the Select drop down menu on the right.

—select- ¥ You can select the MAC from this list.

5.3.8 Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through
Sunday to restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real
time clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current
time from an SNTP server from the Internet. Refer to Time Zone for details. You router time
should correspond with your local time. If the time is not set correctly, your Time Schedule
will not function properly.
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ICunﬁguratiun

T Time Schedule

Parameters

Mame Dray in a week [ISun [IMon [JTue []¥Wed [(JThu []Fri []Sat
Start Time 08 v |:[00 v End Time 18 w100 »

Edit Marme Day in a weelk Start Time End Time Clear
O TimeSlot1 smtwifs 08:00 18:00 [
) TimeSlot2 smitwifs 08:00 18:00 ¥
£ TimeSlot3 srmtwifs 08:00 18:00 ]
£ TimeSlot4 srmtwifs 08:00 18:00 ]
O TimeSlots srmtwifs 08:00 18:00 [
B TimeSloth smitwifs 08:00 18:00 ]
£ TimeSloty srmtwifs 08:00 18:00 ]
£ Timeslots srmtwifs 08:00 18:00 []
O TimeSlotd srmtwifs 08:00 18:00 [
) TirmeSlot1 0 smitwifs 08:00 18:00 ¥
£ TimeSlot11 srmtwifs 08:00 18:00 ]
£ TimeSlot! 2 srmtwifs 08:00 18:00 ]
O TimeSlot! 3 srmtwifs 0a:00 18:00 [
B TirmeSiot! 4 smitwifs 08:00 18:00 ]
£ TirmeSlot1 5 srmtwifs 08:00 18:00 ]
£ TimeSlot1 B srmtwifs 08:00 18:00 []

@ Name: A user-define description to identify this time portfolio.

@ Day in a week: The default is set from Sunday through Saturday. You may specify the
days for the schedule to be applied.

@ Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
@ End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the
schedule. Select the Apply button to apply your changes.
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5.3.9 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of the router. Users who do not understand the
features should not attempt to reconfigure their router, unless advised to do so by support
staff.

There are seven items within the Advanced section: Static Route, Static ARP, Dynamic
DNS, VLAN, Device Management, IGMP, SNMP Access Control and Remote Access.

-

Advanced o L
o
I "N

* Quick Start
+Configuration

* LAN

F VAN

F System

» Firewall

' QoS5

F Virtual Server

* Wake on LAN

' Time Schedule

Advanced
' Static Route
' Static ARP
* Dynamic DNS
* VLAN
* Device Management
* IGMP
* SNMP Access Condtrol
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B 5.3.9.1 Static Route

ICunﬁguratiun
> Static Route
Parameters
Diestination Metmask Gateway Interface Cost
N

Add

@ Destination: The destination subnet IP address.

@ Netmask: Subnet mask of the destination IP addresses based on above destination.
@ Gateway: The gateway IP address to which packets are forwarded.

@ Interface: Select the interface through which packets are forwarded.

@ Cost: Represents the cost of transmission for routing purposes. The number need not be
precise, but it must be between 0 and 65535.

F 5.3.9.2 Static ARP
This feature allows you to map the layer-2 MAC (Media Access Control) address that

corresponds to the layer-3 IP address of the device.

IIZ.:-nﬂguraslon ;m' .

¥ Static ARP

Parameters

IP Address MAC Address

Add

IP Address: Enter the IP of the device that the corresponding MAC address will be mapped
to.

MAC Address: Enter the MAC address that corresponds to the IP address of the device.
Click Add to confirm the settings.

Edit: Check the Edit radio button to display the parameter of the selected application, then
after changing the parameters click the "Edit/Delete" button to apply the changes.
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IIZ-:—nﬂguraslon u\? .
A r -

¥ Static ARP

Parameters

IP Address | MAC Address
Add Edit/ Delete

Edit IF Address MAC Address Delete
@ 192 168.1.20 A4BB.CC:DD:EEFF ¥

Delete: To remove a static ARP entry, check the Delete box of the selected entry then click
the "Edit/Delete" button.

B 5.3.9.3 Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if
your ISP does not assign you a static IP address you can still use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to
connect to you may use your domain name, rather than having to use your dynamic IP
address, which changes from time to time. This dynamic IP address is the WAN IP address
of the router, which is assigned to you by your ISP.

You first need to register and establish an account with the Dynamic DNS provider using
their web site, for example http://www.dyndns.org/

ICunﬁguratiun

~Dynamic DNS
Parameters

Dynarmic DNS () Enable (&) Disable
Cynamic DME Server

Wildcard Enable
Domain Marme |
LUsernarme |
Password |

Perind [26

@ Disable: Check to disable the Dynamic DNS function.

@ Enable: Check to enable the Dynamic DNS function. The fields following are activated
and required.

@ Dynamic DNS Server: Select the DDNS service you have established an account with.
@ Wildcard: Select this check box to enable the DYNDNS Wildcard.

@ Domain Name, Username and Password: Enter your registered domain name and
your username and password for this service.
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@ Period: Set the time period between updates, for the Router to exchange information
with the DDNS server. In addition to updating periodically as per your settings, the router will
perform an update when your dynamic IP address changes. If the period is 0, the router will
check the DNS server every 5 min.

F 5394VLAN

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN segments
that can communicate with each other as if they were all on the same physical LAN
segment.

~VLAN
Parameters
SEAREBR AR i Ethernet Part gy LinkYLAN Graup to WAk Connection interface /
# #2 # #4 WAN Tagging
[ [ R ES I EOA s s =ir
[ [ S i B E R L sir
[ I | = e e | e e R s
[ | === =] s | B =i
[ [ NG BER Bl BT R K v =ir
[ [ A EE B ECTE T i - Bl
[ . | s e | e e el R =ir
[ [T IR T WCTIS BTN e B v =i
LAMN Tagging | [ M - =

LAR Tagging: Inser or keep WLAN tag ofthe packets flow through the specific ethermet port.
WAN Tagging: Insert or keep VLAN tag of the packets flow through the specific Bridged WAN interface. (Only for Bridge)

Apply | Cancel |

B 5.3.9.5 Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

ICDniigura{inn ;% .

¥ Device Management

Device Host Name

Host Mame |h-:|me.gate=.-va;.

Embedded Web Server

HTTF Port [eo (The defaultHTTP port numberis 80.)
Expire to auto-logout |37 min{s)

Universal Plug and Play (UPnP)

UPnP (& Enable ) Disable

UPRP Port [2800

Embedded Web Server:
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@ HTTP Port: The port number of the router’'s embedded web server (for web-based
configuration uses. The default value is the standard HTTP port, 80. You may specify an
alternative if, for example, you are running a web server on a PC within your LAN.

For Example: User A changes HTTP port number to 100, specifies their own IP address of
192.168.1.55, and sets the logout time to be 100 minutes. The router only allows User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 minutes, the device automatically
logs out User A.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

@ Disable: Check to disable the router’s UPnP functionality.

@ Enable: Check to enable the router’'s UPnP functionality.

@ UPNP Port: The Default setting is 2800. It is highly recommended you use this port value.
If this value conflicts with other ports already in use you may wish to change the port.

Installing UPNP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components
selection box. Click Details.
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Add/Hemove Programs Properties E I

Install/Uninstall  “indows Setup I Startup Dizk I

To add or remowe a component, select or clear the check boxs. IF
the check bowx iz shaded, only part of the component will be
inztalled. To zee what's included in a component. click Details.

Components:

1 [E] Accessibility 0.0 ME il

.-'fxc:c:essories 13.8 MBE
G Address Book 1.5 KB
& Communications 7.0 KB
E% Deskiop Themes 5.9 MEBE ;l
Space uzed by inztalled components: 428 MB
Space required: 0.0 MB
Space awvailable on dizk: 2574 4 MB
Diescription

Includes accezsories to help you connect to ather computers
and anline services.

5 of 9 components selected
Hawe Digk. .. I

OFk. Cancel I Aol I
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Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

]

Toinstall & component. select the check box nest to the
component name, of clear the check box if you do not wank to
install it. & shaded box means that only part of the component wil
be installed, To see what's included in a componert, click Detals.

LCompanents:

¥ i NetMesting 42MB =]

| @y Phone Disler 0.2MB

0 Universal Plug and Flay

U1 (g2 Virtual Private Networking 0.0ME j
Space uzed by installed components: 42 4 MB
Space required: 0.0MB
Space available on disk: BEE.3 MB
— Description

Universal Plug and Play enables seamless connectivity and
communication between ‘Windows and mteligent appliances.

Dretats

oK Cancel

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select
Optional Networking Components.

‘.‘.’- Metwork Connections

File

Edit  Wiew Favorites Tools BEGESEEEEE Help

= | Cperator-Assisted Dialing
[E F 3e Dial-up Preferences. ..

Address

ﬂ__; Mebwark Connections Metwork Identification. .
; Bridge Connections

Advanced Settings...
Cptional Metworking Components. .,

The Windows Optional Networking Components Wizard window displays.
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Step 4: Select Networking Service in the Components selection box and click Detalils.

Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add or remove components of YWindows =P

To add ar remove a compaonent, click the checkbox. A& shaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click

Details.

Components;

!I:| EEJ ki anagement and Maonitaring Tools 22 MB |
i 7] : o Metworking Services 1.3 kB

||:| EEJ Other Metwork, File and Print Services 0.1 ME

Deszcription:  Containg a wvariety of specialized, network-related zervices and protocaols.

Total dizk zpace required: 0.0MB :
Dgtails. .
Space avalable on disk: 11457 & MB el

< Back [ Mest » ] [ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.
Step 6: Click OK to go back to the Windows Optional Networking Component Wizard
window and click Next.

Networking Services E|

To add or remove a component, click the check box. & shaded box means that only part
aof the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Mebwaorking Services;

! Internet Gateway Device Dizcovery and Control Client 0.0MBE
|1 ™ Peer-to-Pesr 0.0ME
O] = RIP Listerer 0.0 MB
] Simple TCR/P Services 0.0MB

T 2 UPHP User Interface 02 ME

Dezcrption;  Displaps iconz in My Metwork Places for UPRP devices detected on the
nebwaork. Alzo, opens the required YWindows Firewall parts.,

Total disk space required: 0.0MB e
Space available on dizk; 114553 ME

] ] [ Cancel
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Auto-discover Your UPnP-enabled Network Device
Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays

under Internet Gateway.
Step 2: Right-click the icon and select Properties.

‘,'_s Metwork Connections

File Edit View Favorites Tools  Advanced  Help

'-_.:':I Back J |? /.ﬁ} Search ll- Falders -

Address |ﬂ__; Metwork Connections

.|~ Internet Gateway

Metwork Tasks

[Internet Connection
By oot e Nisconnected
canneckion L ..
e Conneck

_';:l Set up a hame ar small
~ office network

LAN or High-Speed Ir - -

Zopy

& Change Windows
Firewall settings

ﬂ_} Skart this connection A Local Area C) create Shorkeuk j

Rename this conmection Connected, { | izlete ]
@ A MVIDLE mFar| [
Change settings af this | Rename

conneckion

Propetties

Step 3: In the Internet Connection Properties window, click Settings to see the port
mappings that were automatically created.

"2 Internet Connection Properties

General |

Connect to the Intemet using:

‘:g Internet Connection

Thiz connection allows vou to connect to the Intemet through a
shared connection on another computer.

Settings...

[] 5how icon in natification area when connected

[ ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port
mappings.
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Advanced Settings

Services |

Select the services running on your network that Intemet users can
ACCEsE.

Services

service]

Service Settings

Description of service:
]Test

Mame or [P address [for example 192.168.0.12] of the
computer hosting thiz semvice an waur nebwark:

|192.1EB.1.11

E sternal Part number far this service;

143 & TP LDP
Internal Part number for this service:

]143

Add.. Edit. ] Delete ]

0k | Cancel

ok (Gl

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray

,_ilj Internet Conneckisn is now connecked |
Click here for mors information. .

£ uanps - Paint B a4ipM

-

Step 6: Double-click on the icon to display your current Internet connection status.

General |

[mtemet Gateway

Status: Connected 05:50:45
Speed: 576.0 Kbps
Artivity
Irtemet Imtemet Gateway My Computer

Packets Sent: 58.353
Received: 64,347

ot
e Y e |
Lo on
=L
[
[y

Web Configurator Easy Access
With UPnP, you can access web-based configuration for the BIPAC 7300(N) without first
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finding out the IP address of the router. This helps if you do not know the router’s IP address.
Follow the steps below to access web configuration.

Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

‘:» Network Connections rE

File Edit Yiew Favortes Tools Advanced  Help a“'
3 5ackc b 0 @ "= =
a Dot (P | r_ﬁ 7 Search W= Falders
Address | € Network Connections v| &
> LAN or High-Speed Internet

Network Tasks

- . A Local Area Connection = Local Area Connection ¢
[5] Create anew connection Acquiring nebwork address, Fir... Metwork cable unplugged, Fire...
3 Set up a home or small |—EEE\ MYIDIA nForce MCP Metworkin,. |—Eﬁil D-Link DFE-530T% PCI Fast Ef..,
office network

& Change Windows Firewall
settings

See Also

A Metwork Troubleshooter

Other Places

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BiPAC 7300(N) and select Invoke. The web
configuration login screen displays.

Step 6: Right-click on the icon of your BIiPAC 7300(N) and select Properties. A properties
window displays basic information about the BiPAC 7300(N).
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E 53.9.6IGMP
IGMP, known as Internet Group Management Protocol, is used to management hosts from

multicast group.

Iconfiguraiiu}n 1“'\{' .

*IGMP

Parameters

IGMP Proxy () Enable (3 Disable
IGMP Snooping () Enable () Disable

Apply Cancel

@ IGMP Proxy: Accepting multicast packet. Default is set to Disable.

@ IGMP Snooping: Allowing switched Ethernet / Wireless to check and make correct
forwarding decisions. Default is set to Disable.

E 5.3.9.7 SNMP Access Control
Software on a PC within the LAN is required in order to utilize this function — Simple Network

Management Protocol.
ICunﬁguratiun

T SHMP Access Control

Parameters

SHMP () Enahle &) Disahle
SNMP V1 and W2

Read Community IP Address
Write Community IP Address

SHMP V3

Llsernarme Fassward

SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP
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address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be able to
view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be sent
SNMP Traps.

SNMP V3:

Specify a name and password for authentication. And define the access right from identified
IP address. Once the authentication has succeeded, users from this IP address will be able
to view and modify the data.

SNMP Version: SNMPV2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPvV2 security. The "c" comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for "security”, but is widely accepted as the SNMPv2 standard.

SNMPv3 is a strong authentication mechanism, authorization with fine granularity for remote
monitoring.

Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:
From RFC 1213 (MIB-Il):

System group

Interfaces group

Address Translation group
IP group

ICMP group

TCP group

UDP group

EGP (not applicable)

Transmission

N 8 6 8 8 8 8 8 X

SNMP group
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From RFC1650 (EtherLike-MIB):

M  dot3Stats

From RFC 1493 (Bridge MIB):

M dotldBase group

M  dotldTp group

M  dotldStp group (if configured as spanning tree)
From RFC 1471 (PPP/LCP MIB):

M  pppLink group

pppLar group

From RFC 1472 (PPP/Security MIB):
M  PPP Security Group)

From RFC 1473 (PPP/IP MIB):

M PPPIP Group

From RFC 1474 (PPP/Bridge MIB):
M PPP Bridge Group

From RFC1573 (IfMIB):

M ifMIBObjects Group

From RFC1695 (atmMIB):

M atmMIBObjects

From RFC 1907 (SNMPv2):

only snmpSetSerialNo OID
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B 5.3.9.8 Remote Access
ICunﬁguratiun

YRemote Access

Parameters

Remmaote Access Contral [JEnable Duratian min(s) (0: Always On)
Apply

Allowed Access IP Address Range
Yalid IF Address Range -

@ Remote Access Control:

Enable: Select Enable to allow management access from remote side (mostly from
internet).

Duration: Set how many minutes to allow management access from remote side. Zero
means always on.

@ Allowed Access IP Address Range:
Valid: Select Valid to allow remote management from these IP ranges.

IP Address Range: Specify what ip address to be allowed to access device from remote
side. Clink Add to insert management ip address list.
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5.4 Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid losing them after turning off or resetting your router. Click
“Save Config“ and click “Apply” to write your new configuration to FLASH.

[ save Config

ICurrﬁguratiun

> Save Config to FLASH
Write settings to FLASH

5.5 Restart
Click Restart with option Current Settings to reboot your router (and restore your last
saved configuration).

+* Restart

ICunﬁguratiun

*Restart
After restarting. Please wait for several seconds to let the system come up.

() Factory Default Settings
Restart device with

(%) Current Settings

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.
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5.6 Logout

To exit the router’s web interface, choose Logout. Please ensure that you have saved the
configuration settings before you logout.

Be aware that the router is restricted to only one PC accessing the configuration web pages
at a time. Once a PC has logged into the web interface, other PCs cannot get access until
the current PC has logged out of the web interface. If the previous PC forgets to logout, the
second PC can access the page after a user-defined period, by default 30 minutes. You can
modify this value using the Advanced — Device Management section of the web interface.
Please see the Advanced section of this manual for more information.

i Logout
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Troubleshooting

If your ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider support. This can save you time and
effort but if symptoms persist, consult your service provider.

Problems starting up the router

None of the LEDs are | Check the connection between the adapter and the router. If
on when you turn on | the error persists, you may have a hardware problem. In this
the router. case you should contact technical support.

Problems with the WAN Interface

Initialization of the PVC | Ensure that the telephone cable is connected properly from
connection the ADSL port to the wall jack. The ADSL LED on the front
(“linesync”) failed. panel of the router should be on. Check that your VPI, VCI,
encapsulation type and type of multiplexing settings are the
same as those provided by your ISP. Reboot the router. If you
still have problems, you may need to verify these settings with

your ISP.
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Frequent loss of ADSL
linesync
(disconnections).

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax machines,
analogue modems) have a line filter connected between them
and the wall socket (unless you are using a Central Splitter or
Central Filter installed by a qualified and licensed electrician),
and ensure that all line filters are correctly installed and the
right way around. Missing line filters or line filters installed the
wrong way around can cause problems with your ADSL
connection, including causing frequent disconnections. If you
have a back-to-base alarm system you should contact your
security provider for a technician to make any necessary
changes.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping any PCs on
the LAN.

Check the Ethernet LEDs on the front panel. The LED should
be on for a port that has a PC connected. If it is off, check the
cables between your router and the PC. Make sure you have
uninstalled any software firewall for troubleshooting.

Verify that the IP address and the subnet mask are consistent
between the router and the workstations.
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Product Support & Contact

Following the suggestions listed in the Troubleshooting section of the user manual can help
you solve most of your problems. However if your problems persist or you come across
other technical issues that are not listed in the Troubleshooting section, please contact the
dealer from where you purchased your product.

Contact Billion

Worldwide: http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP, Windows Vista and Windows 7 are

registered Trademarks of Microsoft Corporation.
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