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Chapter 1: Product

Introduction to your Router

Thank you for purchasing Billion BiPAC 8500/ 8520/ 8501/ 8501 R2/ 8521 SHDSL (bis) Router. Your
SHDSL (bis) router is an “all-in-one” unit, combining an SHDSL (bis) modem, SHDSL (bis) router
and Ethernet network switch, providing everything you need to get the machines on your network
connected to the Internet over your SHDSL (bis) broadband connection. With features such as
an SHDSL (bis) Quick-Start wizard and DHCP Server, you can be online in no time at all and with
minimum fuss and configuration, catering for both first-time users and professionals who require
advanced features to control their Internet connection and network.

Features
SHDSL (bis) Multi-Mode Standard

BiPAC 8500 / 8520 SHDSL supports downstream and upstream transmission rates of up to 2.3 /
4.6 Mbps, respectively, and BiPAC 8501 R2 SHDSL bis can support up to 5.7 Mbps on 2-wire and
8521 SHDSL.bis can support up to 11.4 Mbps on 4-wire. BiPAC 85xx series also supports rate
management that allows SHDSL (bis) subscribers to select an Internet access speed suiting their
needs and budgets. BiPAC 8500/ 8520 and 8501 R2/ 8521 follows ITU standard PAM16 Line Code
complies with G.991.2 and G.994.1 standards, and BiPAC 8501 R2 follows PAM 32 Line code with
G.991.2 and G.991.2.bis standards. These models can support Annex A and B operating mode.

Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or crossover cable can be used
directly for auto detection.

Multi-Protocol to establish a connection

It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

Quick Installation Wizard

It supports a WEB GUI page to install this device quickly. With this wizard, end users not only can
enter the information they get from their ISP easily, it also enables immediate internet suffing.

Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes networking simple and affordable for users. UPnP architecture
leverages TCP/IP and the Web to enable seamless proximity networking in addition to controling
data transfer among networked devices. With this feature enabled, users can now connect to Net
meeting or MSN Messenger seamlessly.

Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateways (ALG) are supported such as
web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.



SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker pattern-
filtering protection. It can automatically detect and block Denial of Service (DoS) attacks. The router
is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed access to the
private LAN through the firewall.

Domain Name System (DNS) relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router IP address, every
DNS conversion request packet from the PC to this router will be forwarded to the real DNS of an
outside network.

Dynamic Domain Name System (DDNS)
The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.

This dynamic IP address is the WAN IP address. For example, to use the service, you must first
apply for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers
are supported.

Quality of Service (QoS)

QoS gives you full control over which type of outgoing data traffic should be given priority by the router,
ensuring important data like gaming packets, customer information, or management information
move through the router speed fast, even under heavy load. The QoS features are configurable by
source |IP address, destination IP address, protocol, and port. You can throttle the speed of different
types of outgoing data passing through the router to ensure P2P users don’t saturate the upload
bandwidth, or office browsing doesn’t bring client web serving to a halt. Alternatively, you can simply
change the priority of different types of upload data and let the router sort out the actual speeds of
each data transmission.

Virtual Private Network (VPN) (BiPAC 8500 /8520 /8501 Only)

It allows user to establish a virtual network with a remote computer. In this way data can be transmitted
securedly through the virtual tunnel formed within the network. User can use embedded PPTP and
L2TP client/server, IKE and IPSec which are supported by this router to make a VPN connection or
run the PPTP client in PC and the router which provides IPSec and PPTP pass through function to
establish a VPN connection if the user likes to run the PPTP client in his local computer.

Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to specific local computer for
handling. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from and to the Internet. It also provides a higher level of security control.

Dynamic Host Configuration Protocol (DHCP) client and server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses including
IP address, subnet mask as well as DNS IP address and distribute them to local computers. It
provides an easy way to manage the local IP network.



Static and RIP1/2 Routing

It has routing capability and supports easy static routing table or RIP1/2 routing protocol.

Simple Network Management Protocol (SNMP)

It is an easy way to remotely manage the router via SNMP.

Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with on-
line help. It also supports remote management capability for remote users to configure and manage
this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.

Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users

can use terminal applications through the console port to configure and manage the device, or
Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.



Chapter 2: Installing the Router

Package Contents

+SHDSL Firewall Bridge/Router (BiPAC 8500/8520) or SHDSL.bis Firewall Bridge/Router
(BiPAC 8501/ 8501 R2/ 8521)

*CD-ROM containing the online manual

*RJ-11 SHDSL/telephone Cable (One Cable for BiPAC 8500/ 8501/ 8501 R2) (Two Cables
for BiPAC 8520/8521)

*Ethernet (CAT-5 LAN) Cable
*Console (PS2-RS232) Cable
*Power Adapter

* Quick Start Guide

Important note for using this router
4 ™y

& [0 not use the router in high humidity or high temperatures.

& Do not use the same power source for the router as other equipment.

& Do not open or repair the case yourself. If the router is too hot, turm off the
Warning power immediately and have itrepaired at a qualified service center.

& Avoid using this product and all accessories outdoors.

& Flace the router on a stable surface.

& Onlky use the power adapter that comes with the package. Using a different
Attention woltage rating power adaptor may damage the router.

. ;




Device Description

BiPAC 8500
Front Panel LED

LED Meaning

1 LINE Lit when the device is successfully connected to SHDSL line and
synchronized.

LAN Port Lit green when one of the LAN ports is connected to an Ethernet
) 1 ax device of 100Mbps. Blinking when data is transmitted/ received.

Lit orange when one of the LAN ports is connected to an 100Mbps
(RJ-45 connector) | ¢ 1oMbps. Blinking when data is transmitted/received.

3 SYS Lit when the system is ready.

4 Power Lit when power is turned on.




Rear Ports
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Port Meaning
1 LINE Connect the supplied RJ-11 (“telephone”) cable to this port
(RJ-11 connector) when connecting to the SHDSL line.
Connect a PS2/RS-232 cable to this port when connecting to
2 | CONSOLE a PC’s RS-232 port (9-pin serial port).
LAN Connect an UTP Ethernet cable (Cat-5 or Cat-5e) to one of
3 [ 1X -4X the four LAN ports when connecting to a PC or an office/
(RJ-45 connector) home network of 10Mbps or 100Mbps.
Press this button for 1-3 seconds at least to reset device to
restore the device to factory default settings.
Note: Be sure that the device is being turned on when
4 | RESET press Reset button.
(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).
5 | PWR Connect it with the supplied power adapter.
6 | Power Switch Power ON/OFF switch.




BiPAC 8520
Front Panel LED

LED Meaning

Lit when the device is successfully connected to SHDSL line and
1 LINE1&2 synchronized.

LAN Port Lit green when one of the LAN ports is connected to an Ethernet
) 1X ax device of 100Mbps. Blinking when data is transmitted/ received.

) Lit orange when one of the LAN ports is connected to an 100Mbps
(RJ-45 connector) of 10Mbps. Blinking when data is transmitted/received.

3 SYS Lit when the system is ready.

4 Power Lit when power is turned on.




Rear Ports
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Port

Meaning

LINE
1 |1X-2X
(RJ-11 connector)

Connect the supplied RJ-11 (“telephone”) cable to this port
when connecting to the SHDSL line.

Connect a PS2/RS-232 cable to this port when connecting to

2 | CONSOLE a PC’s RS-232 port (9-pin serial port).
LAN Connect an UTP Ethernet cable (Cat-5 or Cat-5e) to one of
3 [ 1X -4X the four LAN ports when connecting to a PC or an office/

(RJ-45 connector)

home network of 10Mbps or 100Mbps.

Press this button for 1-3 seconds at least to reset device to
restore the device to factory default settings.

Note: Be sure that the device is being turned on when

4 | RESET press Reset button.
(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).

5 | PWR Connect it with the supplied power adapter.

6 | Power Switch

Power ON/OFF switch.




BiPAC 8501
Front Panel LED

LED Meaning

1 LINE Lit when the device is successfully connected to SHDSL line and
synchronized.

LAN Port Lit green when one of the LAN ports is connected to an Ethernet
2 1 ax device of 100Mbps. Blinking when data is transmitted/ received.

Lit orange when one of the LAN ports is connected to an 100Mbps
(RJ-45 connector) | ¢ 1oMbps. Blinking when data is transmitted/received.

3 SYS Lit when the system is ready.

4 Power Lit when power is turned on.




Rear Ports
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Port

Meaning

LINE
1 |1X-2X
(RJ-11 connector)

Connect the supplied RJ-11 (“telephone”) cable to this port
when connecting to the SHDSL line.

Connect a PS2/RS-232 cable to this port when connecting to

2 | CONSOLE a PC’s RS-232 port (9-pin serial port).
LAN Connect an UTP Ethernet cable (Cat-5 or Cat-5¢e) to one of
3 [ 1X -4X the four LAN ports when connecting to a PC or an office/

(RJ-45 connector)

home network of 10Mbps or 100Mbps.

Press this button for 1-3 seconds at least to reset device to
restore the device to factory default settings.

Note: Be sure that the device is being turned on when

4 | RESET press Reset button.
(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).

5 | PWR Connect it with the supplied power adapter.

6 | Power Switch

Power ON/OFF switch.

10




BiPAC 8501 R2
Front Panel LED

LED Meaning

1 LINE Lit when the device is successfully connected to SHDSL line and
synchronized.

LAN Port Lit green when one of the LAN ports is connected to an Ethernet
) 1x X device of 100Mbps. Blinking when data is transmitted/ received.

(RJ-45 connector) Lit orange when one of the LAN ports is connected to an 100Mbps

of 10Mbps. Blinking when data is transmitted/received.

3 SYS Lit when the system is ready.

4 Power Lit when power is turned on.
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Rear Ports
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Port Meaning
LINE
1 11x-2x Connect the supplied RJ-11 (“telephone”) cable to this port
when connecting to the SHDSL line.
(RJ-11 connector)
Connect a PS2/RS-232 cable to this port when connecting to
2 | CONSOLE a PC’s RS-232 port (9-pin serial port).
LAN Connect an UTP Ethernet cable (Cat-5 or Cat-5¢e) to one of
3 | 1X -4X the four LAN ports when connecting to a PC or an office/
(RJ-45 connector) home network of 10Mbps or 100Mbps.
Press this button for 1-3 seconds at least to reset device to
restore the device to factory default settings.
Note: Be sure that the device is being turned on when
4 | RESET press Reset button.
(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).
5 | PWR Connect it with the supplied power adapter.
6 | Power Switch Power ON/OFF switch.

12




BiPAC 8521
Front Panel LED

LED Meaning

1 LINE Lit when the device is successfully connected to SHDSL line and
synchronized.

LAN Port Lit green when one of the LAN ports is connected to an Ethernet
) 1X ax device of 100Mbps. Blinking when data is transmitted/ received.

Lit orange when one of the LAN ports is connected to an 100Mbps
(RJ-45 connector) of 10Mbps. Blinking when data is transmitted/received.

3 SYS Lit when the system is ready.

4 Power Lit when power is turned on.
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Rear Ports
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Port

Meaning

LINE
1 |1X-2X
(RJ-11 connector)

Connect the supplied RJ-11 (“telephone”) cable to this port
when connecting to the SHDSL line.

Connect a PS2/RS-232 cable to this port when connecting to

2 | CONSOLE a PC’s RS-232 port (9-pin serial port).
LAN Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the
3 | 1X -4X four LAN ports when connecting to a PC or an office/home

(RJ-45 connector)

network of 10Mbps or 100Mbps.

Press this button for 1-3 seconds at least to reset device to
restore the device to factory default settings.

Note: Be sure that the device is being turned on when

4 | RESET press Reset button.
(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).

5 | PWR Connect it with the supplied power adapter.

6 | Power Switch

Power ON/OFF switch.

14




Chapter 3: Basic Network Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista/7,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed |IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

ﬂarﬁ' Any TCPAP capable workstation can be used to communicate with or through
E\ this router. To configure other types of workstations, please consult your
manufacturer documentation.

15



Applications of the device

1. Connect the Router to a LAN (Local Area Network) and the SHDSL LINE.
2. Power on the device.

3. Make sure the PWR and SYS LEDs are lit steadily and that the relevant LAN LED are lit.
Back-to-back Application

QoS (Prioritization, IP Throttling)

SR e Pl = e e

16



Network Configuration

Configuring PC in Windows 7

1.Go to Start. Click on Control Pan-
el.

1.Then click on Network and Inter-

net.

e,

=) |ﬂ » ConwolPanel » - |45

Adjust your computer’s settings View by:

Category *

System and Security

ser Accnunts and Family Safety
omputer's status <

d or remove user acco

ip parental contrals

Appearance and Personalization
Chan:

Eme

= background
ring options

creen resol ution

Q Clock, Language, and Region
Ik

Change keyboards or other ingut methods

(L

fjust commanly used mokility setings

Programs

Uninstall & program

1.When the Network and Sharing
Center window pops up, select and
click on Change adapter settings

@Gv':‘-‘ o Network and Internet # Metwork and Sharing Center

= ;?l' eearch Eonirol Parna Ie)

Control Panel Home 2 . ) |
Wiew your basic network information and set up connections

on the left window panel.

1.Select the Local Area Connection,
and right click the icon to select
Properties.

Manage wireless nebworks
Change adzpter semings

Change advanced sharing
settings

| T
A —
'*TEST-PC BGEION-CHC

(This computer]

Wiew your active networks
BGS10N-CNC
Public network

Change your netwerking settings

S 5ot up 3 new connection or netwark
-

c e full map

Ink=rnet

Cannect or disconnact

Arcess type Internet
Connectione: 8 Wirgless Matwoik Connection
(BGELON-CRIC)

Setup a wireless, broadiband, dial-up, ed hoc, or VPN connection; or st up 2 router or access

point.

Connect to = network

Cannect or reconnect o & wireless, wired, dial-up, or VPM nebwark connection.

[E= =R X

)= [F « Network andTntemet » Network Connections »

QOrganize = Disable this network device

Diagnose this connection

| Metwork Extender

|| Local Area Connection
kf' Nety Disable
X @ Brog

&

Status
™ Wire 5
k’iﬂ it Diagnose
by ) Bridge Connections

Create Shortcut
Delete

Rename

L]
&

Properties

f~_ Disconnected
# Network Extender SSLVPN Adapter

™ Wireless Wetwork Connection 3
ﬂﬂ Not connected

17
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Rename this connection EE ~

Microsoft Virtual WiFi Miniport A...

il @

[ (@) Standalone Metwork Extender
M= Disconnected

h':.‘ Standalone Network Extender 55L...




5.Select Internet Protocol Version
4 (TCP/IPv4) then click Proper-
ties.

1.In the TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server
address automatically radio but-
tons. Then click OK to exit the set-
ting.

1.Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

[E] Local Area Connection Properties Fﬂ
4 =5

Metworking | Sharing

Connect using:

I_TI" Broadcom 57k Gigabit Integrated Contraller

This connection uses the following tems:

8 Cligrt for Microsoft Networks

QGDS Packet Scheduler

Q File: and Printer Sharing for Microsoft Networks

wba [mtemet Protocol Version & (TCPA1PvE)

o ntemet Protocol Version 4 (TCF/IPvé) |

wda Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

Imstall... ] Uninstall Properies

Description

Transmission Control Protocal/Intemet Protocal. The default
wide area networlc protocol that provides communication
across diverse interconnected netwarks.

Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration |

‘fou can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically

{7 Use the following IP address:
IP address:
Subnet mask:

Default gateway:

i@ Obtain DMS server address automatically
i) Use the following DNS server addresses:

Preferred DNS server:

Alkernate DMNS server:

Validate settings upon exit

[ oK ] [ Cancel

)
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Configuring PC in Windows Vista

1. Go to Start. Click on Network.

1. Then click on Network and Sharing
Center at the top bar.

1.When the Network and Sharing
Center window pops up, select and
click on Manage network connec-
tions on the left window column.

1.Select the Local Area Connection,
and right click the icon to select
Properties.

This computer is not connected to a network. Click to connect...

T +
Favorite Links MNarne

E Documents

E Pictures

ﬂ Music

|4 Recently Changed
E Searches

1 b Public

Category

Warkgroup Metwork location

Tasks
Network and
View computers and devices

Connect to a network

Set up a connection or network

Manage network connections

Diagnose and repair

1.

- ¢« MNetwork and Internet » MNetwork and Sharing Center - |44 I Search

Sharing Center
— ?
3*} —— U
TESTL-WHQL Internet

(This computer)
5,- Mot connected

You are currently not connected to any networks,

Connect to a network

Mame
Dial-up (2}

= _@' Metwork Extender
e [Disconnected

Status

LANM or High-Speed Internet (1)

Local Area Connection

Device Mame

i
3 Network Extender SSLVPN A...

Dhsable this network device

L3 Diagnos

Metwork Cate

Connectivity

I_ . Standalone Network Extende
e Disconnected

&5 1SDN WAN Device

R

¥ &2 In

Pptcinrt: mab

Disable
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

19



5.Select Internet Protocol Version e e e —— S
4 (TCP/IPv4) then click Proper-

ties. MNetworking

Connect using:
E" Intel(R) 825660M Gigabit Metwork Connection

I This connection uses the following items:

& Clignt for Microsoft Networks

381 (05 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networkes

<t |ntemet Protocel Version & (TCP/1PvE)

S Iicmet Protocol Version 4 (TCP/IPv4)

& |ink-Layer Topology Discovery Mapper 140 Driver
<. |ink-Layer Topology Discovery Responder

[ Install... ] Lninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected netwonks.

0K || Cancel |

1.0

Internet Protocol Version 4 (TCP/IPv4) Properties m

1.In the TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server General | alternate Configuration |

address aUtomatica”y radio but- You can get IP settings assigned automatically if your network supports

tons. Then click OK to exit the set- this capability. Otherwise, you need to ask your network administrator
ti ’ for the appropriate IP settings.
Ing.

(@ Obtain an IP address automatically
(71 Use the following IP address:

1.Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

(@) Obtain DNS server address automatically
(7 Use the following DMS server addresses:

Preferred DMNS server:

E Ok Cancel

20



Configuring PC in Windows XP

1.Go to Start > Control Panel (in Classic
View). In the Control Panel, double-
click on Network Connections

1. Double-click Local Area Connection.

1.In the Local Area Connection Status win-
dow, click Properties.

1.Select Internet Protocol (TCP/IP) and
click Properties.

1. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

1. Click OK to finish the configuration.

B Control Panel |Z||E|E|

Help a
©- 3 P i -

Address G’ Control Panel

File Edit  Wiew Favorites  Tools

Folders

v|G0

o F -~
ﬂ" Control Panel €3 g Eﬁ ib
Phone and  Power Options
3@ switch to Category Yiew Maderm ...
| P :9 | E_:g
See Also = B
Printers and  Regional and  Scanners and
ﬁ Ywindows Update Faxes Language ... Cameras
(7] Help and Support .1 @ S
Scheduled Sounds and Speech
Tasks Audio Devices 3

—— Local Area Connection Status

General | Supportl
Connection
Status Conrected
Druration: oo:19:32
Speed: 100.0 Mbp=
Ly chiviby T
Sent ﬁj Feceived
T,
Packets: 27 u]
[ Froperties ] [ Dizable ]

I Local Airea Connection Properties

General | authentication || Advanced

Connect using:
| == ASUSTek/Broadcom 440x 104100 Intearated Controller |

This cornnection uses the following items:

= Client for Micrasoft Metworks
4= File and Frinter S haring for Microsaft Metworks
4=l oS Packet Schedulsr

et Protocol [TEPAP]

D escription

Transmission Control Protacalintermet Pratocol. The default
wide area netwaork pratocol that provides communication
acrass diverse interconnected networks.

[ Show icon in notification area when connected

[ oe ]I

Internet Protocol (TCP/IP) Properties

General | Alternate Corfiguration

“You can get |IP_settings assigned automatically if your nebwork supports
thiz capability. Othervize. vou need to ask wour network administrator for
the appropriate 1P settings.

(& Obtain an IP address automatically

) Use the following IP address:

(& Obtain DMS server address automatically
¥ Use the following DMS server addresses:

)
e

I Ok ] [ cancel

]
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Configuring PC in Windows 2000

{9 Network and Dial-up Connections

1. Go to Start > Settings > Control Panel. In
. File Edt \View Favortes Tools Advanced Help
the Control Panel, double-click on Net- = o s T e

Work and Dlal'u p ConneCtlonS . Address I Metwork and Dish-up Connections j e ‘
=
4k

1. Double-click Local Area Connection. T

U Make New
Network and Dial-up  Comnection
Connections
Local Area Connection
Type: LAN Connection

Status: Enabled

A5USTek [Broadeom 440x 10/100
Integrated Contraller

1.In the Local Area Connection Status win- Local Area Connection Status 21|
dow click Properties. General |

— Conmnection

Status: Connected

D uration: O6:16:26

Speed: 100.0 kbp=
— achiviky

Receirsad

=
Sent —— 1
Loy

FPackets: 12,215 I 109,427

Froperties I Clizable I

Cloze I

a4 |

1.Select Internet Protocol (TCP/IP) and XTSI el e

General |

click Properties. —

I ASUST ek ABroadcom 440= 10100 Integrated Controller

Components checked are used by this connection:

=1 Client for Microsoft Metvorks
File and Printer Sharing for Micrasaoft B ebwarks

Intermet Protocol [TCRAIP)

Install... | U ninstall | Froperties |

D escription
Transmission Contral Frotocol/intermet Protocol. The default
wide area network protocol that provides communication

across diverse nterconnected netvsorks

I Shovs icon in taskbar vwwhen connected

oK | Cancel |

1.Select the Obtain an IP address auto- O e 2l

General |

matlca”y and the Obtaln DNS server ou can gst IP settings assigned autamatically if wour network supports

this capability. Otherwise. pou need to ask pour netvwork administrator for

address automatically radio buttons. the appropriater P seitinge
i+ Obtain an IP address automatically
1. Click OK to finish the configuration. e . T Y/
S ubnet mast —
O sfault gateway —

= Obtain DMS server address automatically

— Usze the following DMNS server addresses:

Frefermed DS serwern I o 5 5
Aliernate DHS servern I . . .

Advanced I
oK. | Cancel |
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Configuring PC in Windows 95/98/Me

1.Go to Start > Settings > Control Panel. Hetwork =z =]

In the Control Panel, double-click on Eenfiguation | Idenification | Access Contral |
Network and choose the Configuration
tab.

1.Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface T [ e
Card (NIC) in your PC. IF'lil.'nary Metwork Logon: -

File and Frint Sharing... I

The following petvsork. components are installed:

Microzoft Family Logon

S8 ASUST ek /Broadcom 440= 104100 Integrated Controller

EH3 Dial-Up Adapter

¥ TCPAP -> ASIUST ek ABroadcom 440 104100 Integrated
»

M TCPAP -» Dial-Up Adapter

<1 |

Drescription
TCRAP iz the protocol you use to cannect to the Internet and
wide-area nebworks.

Ok I Cancel I
1. Select the Obtain an IP address auto-
matica”y radio bUtton' DMS gr:fii;ifation IIEatew:f\ia:\cfle:S Cn:inI’ilgu.lraticnﬁNEH?FI'D-G\-SE‘E"Ess I

A P address can be automatically azsigned to this computer.
If your network, does not automatically assign IFP addiesses. ask
wour netwark administrator for an address. and then twpe it in
the space below,

=" i0btain an [P address automaticalis

& Specify an IP address:

1B Addiess: | | R | |

Swbnet FMask: | | - - |

ITI Cancel I
1.Then select the DNS Configuration

tab Bindings | advanced | MetBI0S |
DS Configuration I G ateveay I WS Configuration I IF Address
=0 &

1. Select the Disable DNS radio button and B
click OK to finish the configuration. - _
g Hozt: I— \ENeifgi= 1l I—

[ E Serven Search W rder
| i . i | e |

[Warnatt Stz Seanch W rder,
| gl

| Eemowe I

Ok I Cancel
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel. In
the Control Panel, double-click on Net-
work and choose the Protocols tab.

1. Select TCP/IP Protocol and click Proper-
ties.

1.Select the Obtain an IP address from
a DHCP server radio button and click

OK.

Network
Identitic:ation] Services Protocols ]Adaplersl Bindings]

Metwork Protacals:

¥ NetBEUI Protocol
I NwWLink IPX/SPX Compatible Transport

- NWLInk NetBIOS

saa. | Bevove |CEopmmn  iiise |

— Description:
Transport Control Protocol/Intermet Protocol. The default wide
area network protocol that provides communication across

diverse interconnected networks.

Microsoft TCP/IP Properties
IP Address | DMS | ww/INS Address | Reuting |

L IP address can be automatically azsigned to this network card
by a DHCP server. If pour network does not hawve a DHCR serwer.
ask your nebtwork. administrator for an address, and then type it in

the space below.

!- Obtain an IF address rom a DHER server

— & Specify an IP address

IE S |

Subriet Masks |

Eiefaulb Eate v I

Advanced. .. I

e e,
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

P Username: admin
B Password: admin
The default username and password are “admin” and “admin” respectively.

4 N

If wou have forgotten your username or password for the router, yoll can
restore your device to its default setting by pressing the Reset button for more
than 1 second.
Attention
. /

Device LAN IP settings

P IP Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

ISP setting in WAN site
= PPPoE

DHCP server

B DHCP server is enabled.
B Start IP Address: 192.168.1.100
P IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255 255 255 0 The PPPoE function is enabled
DHCP server function Enabled to automatlcalyy get the WAN
100 IP add -~ port configuration from the ISP.
istribu- adaaresses contunuing However, you have to set the
IP addresses for distribu- | g5 192 168.1.100 through username and password first.
tionto PCs 192.168.1.199
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPINCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE Name, and Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE / PPPoE | Name, and Domain Name System (DNS) IP address (it can be automatically
with Pass-through | assigned by your ISP when you connect or be set manually). In addition, an
additional WAN address can be assigned using PPPoE dialer.

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPoA Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

RFC 1483 Bridged | VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.

VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
RFC 1483 Routed | address, and Domain Name System (DNS) IP address (it is a fixed IP ad-
dress).

IPoA Routed VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
(IP over ATM) address, and Domain Name System (DNS) IP address (it is a fixed IP ad-
dress).
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Easy Internet Access Configuration

To easily configure this device for internet access, you must have IE 5.0 / Netscape 4.5 or above
installed on your computer. There is basically one way to configure your router before you are able

to connect to the internet: Web Interface. Configuration of this method will be discussed in detail in
the following section.

Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and
password are “admin” and “admin” respectively.

Connect to 192.168.1.254
|
FRY

The server 192,168, 1,254 at \WebAdmin requires a username
and password.,

wWarning: This server is requesting that wour username and
passwiord be sent in an insecure manner (basic authentication
without & secure connection),

User name: | £ W |

Password: | |

[Jremember my password

I oK ] ’ Cancel ]

Congratulations! You are now successfully logon to the Gateway Router!

If the authentication succeeds, the homepage Status will appear on the screen.

F BILLION | SHDSL bis Firewall Bridge/Router
~
Status Status
FARP Tabie Dewrica Infanmatian
Routing Tabia el Mikaares BFRAL BE21
OHICP Tablo Hoest Hame 10 home. galaway
Email Status Spmbern Up-Time 00:03:26=
Ewant Log Currenl Tima Sal, 03 Jan 1970 - 00:03: M1 Syne Mow
Emor Log Herdware Wersion Helium 210-B0 SHOSL bis (OrionPhes) «1.00
MAT Sassions Softwers YErsion 5ETH
D e MALC Sddess D0:D4:E0-10C-BO:TA
LIPRF FPoitmap Hormea LIEL Bilion Elactnc Co., Lid
Qukck; Sian LAM
i IP Addre=s ) 192 168.1.254
Save Config 1o FLASH Bubnat Mask 255 P55 265610
chce Saner © cranes
WEH
ipwyan 1
FRROE Conneciion x0SL limaig mol gynchronized
IP Ackdnecsz n.onog
Subnet Mask 0.0.0.0
Primary OHS 0.0.0.9
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Chapter 4: Configuration

Once you have logged on to your router GUI via your web browser, you can begin to configure the
router according to your needs. On the configuration homepage, the left navigation pane provides
the links to different setup pages.

Status:
ARP Table
Routing Table
DHCP Table
PPTP Status (BiPAC 8500 /8520 Only)
IPSec Status (BiPAC 8500 /8520 Only)
L2TP Status (BiPAC 8500 /8520 Only)
Email Status
Event Log
Error Log
NAT Sessions
Diagnostic
UPnP Portmap
Quick Start

Configuration:
LAN
WAN
System
Firewall
VPN (BiPAC 8500/ 8520/ 8501 Only)
QoS
Virtual Server
Time Schedule
Advanced

Save Config to FLASH

Language

Each of these setup pages will be discussed in detail in sections that follow ahead.
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Device Information
Model Name: Displays the model name.

Host Name: Provide a name for the router for identification purposes. Host Name lets you change
the router name.

System Up-Time: Records system up-time enabling a user to determine how long has the system
being online or the time that an unexpected restart or fault occured.The system up-time is restarted
when there is a power failure or upon software or hardware reset.

Current Time: Set the current time. See the Time Zone section for more information.

Software Version: The version number of firmware on the flash.

MAC Address: The LAN MAC address.

Home URL: Displays the manufacturer’s website.

LAN

IP Address: Displays the IP address for the LAN.

Subnet Mask: Displays the subnet mask for the LAN.

DHCP Server: Displays DHCP server status for the LAN (Disable / DHCP Server / DHCP
Relay Agent).

WAN

PPPoE Connection: The current connection status for the WAN.
IP Address: WAN port IP address.

Subnet Mask: WAN port IP subnet mask.

Primary DNS: The IP address of the primary DNS server.
Secondary DNS: The IP address of the secondary DNS server.

LAN

Port Status: User can look up to see if they are connected to Ethernet and SHDSL.

Statistics

Displays the Ethernet and SHDSL connection statistics (eg. sent and received data).
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ARP Table

This section displays the router ARP (Address Resolution Protocol) Table which shows the mapping
of Internet (IP) addresses to Ethernet (MAC) addresses. This is a quick way of determining the MAC
address of the network interface of your PCs that use the Firewall — MAC Address Filter function.
See the Firewall section of this manual for more information on this feature.

ARP Table

IP <> MAC List
IP Address MAC Address Interface Static
192.168.1.11 00:05:5d:6a:58:d2 iplan no

IP Address: Shows a list of IP addresses of devices on your LAN (Local Area Network).
MAC Address: Shows the MAC (Media Access Control) addresses of each device on your LAN.
Interface: Shows the interface for the ARP item.
Static ARP: Shows the state of the static ARP item:
*no for dynamically-generated ARP table entries.

e yes for static ARP table entries added by the user.
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Routing Table

The Routing Table provides administrators with a database in the router that contains current
network topology such as current paths for transmitted packets.

Routing Table
Routing Table

Walid Destination MNetmask Gateway/Interface Cost

RIP Routing Table

Destination MNetmask Gateway Cost

Routing Table

Valid: Indicates a successful routing status.

Destination: Displays the IP address of the destination network.

Netmask: Displays the destination subnet mask address.

MAC Address: Shows the MAC (Media Access Control) addresses of each device on your LAN.
Gatewayl/Interface: Displays the IP address of the gateway or existing interface that this route uses.

Cost: Displays the number of hops counted as the cost of the route.

RIP Routing Table

Destination: Displays the IP address of the destination network.

Netmask: Displays the destination subnet mask address.

Gateway: Displays the IP address of the gateway or existing interface that this route uses.

Cost: Displays the number of hops counted as the cost of the route.
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DHCP Table

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP
server in the device.

DHCP Table
Type
Leased Q Expired Permanent
Leased: The DHCP assigned IP addresses information.
Expired: The expired IP addresses information.

Permanent: The fixed host mapping information.

Leased Table
Leased Table
IP Address MAC Address Client Host Name Expiry
IP Address: The current corresponding DHCP-assigned dynamic IP address of the device.
MAC Address: The MAC Address of internal dhcp client host.
Client Host Name: The Host Name of the internal dhcp client.
Expiry: The current lease time of client.
Expired Table
Expired Table
IP Address MAC Address Client Host Mame Expiry
192.166.1.100 00:05:5d:6a:58:d2 chris-Tcdc197a4 Expired

IP Address: The current corresponding DHCP-assigned dynamic IP address of the device.
MAC Address: The MAC Address of internal dhcp client host.

Client Host Name: The Host Name of the internal dhcp client.

Expiry: The current lease time of client.

Permanent Table

Permanent Table
Mame IP Address MALC Address Maximum Lease Time

Name: The name you assigned to the Permanent configuration.
IP Address: The fixed IP address for the specific client.
MAC Address: The MAC Address that you want to assign the fixed IP address.

Maximum Lease Time: The maximum lease time interval you allow of clients.
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PPTP Status (BiPAC 8500/ 8501/ 8520 Only)

This screen shows details of your configured PPTP VPN Connections.

PPTP Status

VPN/PPTP for Remote Access Application
Tunnel Call

MName Type Enable Active Connactad Connected Encryption
VPN/PPTP for LAN-to-LAN Application
: Tunnel Call :
MName Type Enable Active Connected Connected Encryption

Name: The name you assigned to the particular PPTP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently activate.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: Whether the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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IPSec Status (BiPAC 8500/ 8501/ 8520 Only)

This screen shows details of your configured IPSec VPN Connections.

IPSec Status
VPN Tunnels

Mame  Active  Connection State  Statistics  Local Subnet  Remote Subnet
Name: The name you assigned to the particular VPN entry.
Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.
Local Subnet: The local IP Address or Subnet used.
Remote Subnet: The Subnet of the remote site.
Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.
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L2TP Status (BiPAC 8500/ 8501/ 8520 Only)

This screen shows details of your configured L2TP VPN Connections.

L2TP Status

VPN/LZTP for Remote Access Application
Tunnel Call

MName Type Enable Active Connactad Connected Encryption
VPN/LZTP for LAN-to-LAN Application
: Tunnel Call :
MName Type Enable Active Connected Connected Encryption

Name: The name you assigned to the particular L2TP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently activate.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: Whether the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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Email Status

This screen shows the details and status for the Email Account you have configured. Please refer
to the Advanced section of this manual for the detail information.




Event Log

Event Log displays the log information of any unexpected events that occurs to your setting. This
page displays the router Event Log entries which have been recorded when you have enabled
Intrusion Detection or Block WAN PING on the Firewall screen. Please see the Firewall section of

this manual for more detail informtaion.

Event Log

----------- swstem log buffer head --------------
Jan 01 00:00:13 home.gatewaw: lm:none: Changed iplan IP address to 192.168.1.254
Jan 03 00:00:01 home.gateway: im:none: Feset SNMP communlty to factory defanlt

settings

[ Refresh ][CMar]

Refresh: Click to update the event log.

Clear: Click to clear the current log from the screen.
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Error Log

Displays any error encountered by the router (e.g. invalid names given to entries) accumulated up
to the present time. You can trace its historical information with this function.

Error Log

Error Log (times are in seconds since last reboot)

When Process Error Log
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal
(LAN).

Mo active NAT sesslions between interfaces of types external and Internal.
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Diagnostic

It tests the connection of computer(s) which is connected to LAN ports and the WAN Internet
connection as well. If PING www.google.com is shown FAIL and the rest is PASS, you ought to
check if your PC’s DNS setting is correct.
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UPnP Portmap

The section lists all established port-mapping using UPnP (Universal Plug and Play). Please see
the Advanced section of this manual for more details on UPnP and the router’s UPnP configuration
options.

UPNnP Portmap
UPnP Portmap Table

Mame Protocol External Port  Redirect Port  IP Address Duration(s)

Name: The Host Name of the internal UPnP client.
Protocol: The connection protocol of the UPnP client.
External Port: The external port for this connection.
Redirect Port: The internal port for this connection.

IP Address: IP of the internal UPnP client.

Duration(s): Time (in seconds) of port mapping session that exists in UPnP Portmap.
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Quick Start

Click Quick Start link to WAN Port setup pages. Please see the WAN section for detailed instructions
on configuring your WAN settings.

Quick Start

Connection
Encapsulation PPPoE w || Auto Scan
VP 8
VCI 35
MAT (+)Enable ) Disable

Optional Settings
0.0.0.0
('0.0.0.0" means "Obtain an IP address automatically’)

Subnet Mask 0.0.0.0
Default Gateway

DNS
Obtain DNS automatically [v] Enable
Primary DNS
Secondary DNS

PPP

IP Address

Username

Fassword

[Apply” Cancel ]

Usually, the information you will need for the Quick Start wizard to configure the connection is your
login name (often in the form of username@ispname), password and the encapsulation type. In
addition, you can provide a specific DNS or check the Enable box to get the DNS automatically from

your ISP.

Your ISP will be able to provide all the information you need. Alternatively, if you have deleted the
current WAN Connection through WAN > ISP page, you are allowed to use the router’s PVC Scan
feature to determine the Encapsulation types offered by your ISP.

Auto Scan

Before you scan the PVCs, please DELETE all the WAN interfaces.
IP Address if provided by ISP
Gateway if provided by ISP
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Click Start to start scanning. If the scan is successful, you will be presented with a list of supported
options:

[1 found PPPoE PVC on 0/33

Quick Start
Configuration
Save Config to FLASH

Language

Auto Scan

Cancel

Select the desired option from the list and click Apply to return to the Quick Start screen to continue
configuring your ISP connection. Please note that the contents of this list will vary depending on
what is supported by your ISP.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, WAN, System, Firewall, QoS, Virtual Server, Time Schedule and Advanced.

The function of each configuration sub-item is described in the following sections.

49



LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system to which many computers are
attached together and is limited to the immediate area, usually within the same building or storey of
a building.

These are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client
Filter, Port Setting and DHCP Server.

Bridge Interface

Bridge Interface

Parameters
Bridge Interface VLAN Port
Ethemet v]P1 P2 P3 P4
Ethemet1 P1 [“]P2 [¥]1P3 [~]P4
Ethernet2 P1 P2 P3 P4
Ethernet3 P1 P2 P3 P4

Device Management

Management Interface

Apply

(%) Ethernet

You can setup member ports for each VLAN group under Bridge Interface section. For example
shown as above, 2 VLAN groups need to be created.

Ethernet: P1 (Port 1)

Ethernet1: P2, P3 and P4 (Port 2, 3, 4). Uncheck P2, P3, P4 from Ethernet VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in

this order.

Bridge Interface

VLAN Port (Always starts with)

Ethernet P1/P2/P3/P4
Ethernet1 P2/ P3 /P4
Ethernet2 P3 /P4
Ethernet3 P4

Edit Ethernet Interface Parameter

Click on a specific Ethernet you that you wish to edit its interface parameter under the Bridged
Interface section.

You can also edit the Ethernet Interface parameter such as its Acceptable Frame Type; Filter Type

or PVID for Untagged Frames. When the editing is complete, click Apply to save the changes and
then click Return to go back to the Bridged Interface page.
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Edit ethernet Interface

Parameters
Acceptable Frame Type ALL v
Filter Type Ip v

PVID for Untagged Frames |1

Return ©

Management Interface: To specify which VLAN group is responsible for device management, like
doing web management.

Note: NAT/NAPT can be applied to management interface only.
Click Apply to confirm the settings.

Ethernet

The router supports more than one Ethernet IP addresses in the LAN that supports multiple internet
access at the same time. Users usually only have one subnet in their LAN. The default IP address
for the router is 192.168.1.254.

Ethernet
Primary IP Address
IP Address 192 | 168 | |1 | 254
Subnet Mask 255 | |285 |28 [0
RIP LIRIPvi [ RPw2 [ RIPv2 Multicast

IP Address: The default IP address of this router.

Netmask: The default subnet mask of this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
Click Apply to confirm the settings.

IP Alias

This function enables the creation of multiple virtual IP interfaces for this router. It helps to connect
two or more local networks to the ISP or remote node. In this case, an internal router is not required.

Ethernet
IP Alias
IP Address Subnet Mask Security Interface

Click Add to add a new IP alias.
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IP Alias

Parameters
IP Address
Subnet Mask i . L
Security Interface (® Internal ) External O DMZ

’Apply“ Cancel ]

IP Address: Specify an IP address for this virtual interface.
SubNetmask: Specify a subnet mask for this virtual interface.
Security Interface: Specify the firewall setting for this virtual interface.

*Internal: The network is behind NAT. All traffic will translate network address when being
sent out to the Internet if NAT is enabled.

* External: There is no NAT for this IP interface and it is connecting to the Internet directly. It
is used when provided with multiple public IP addresses by ISP. In this case, you allow to use
the public IP address in the local network with gateway IP address point to the IP address for
this interface.

*DMZ: Specify the network to the DMZ area. There is no NAT for this interface.
Click Apply to confirm the settings.

Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage
your network control to accept traffic from specific authorized machines or to restrict unwanted
machine(s) to access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add filter rules to meet your
requirements.

Ethernet Client Filter

Filtering Rules
Ethernet Client Filter (*) Disable O Allowed  Blocked

MAC Address List  Candidates
(MAC Address Format 15 X0 xxxy)
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Ethernet Client Filter: Default setting is Disable.

* Allowed: check to authorize specific device accessing your LAN by inserting the MAC Ad-
dress in the space provided or click Candidates. Make sure your PC’s MAC is listed.

*Blocked: check to prevent unwanted device from accessing your LAN by inserting the MAC
Address in the space provided or click Candidates. Make sure your PC’s MAC is not listed.

MAC Address List: You are allowed to set up to 16 entries for MAC Address Filter. The length of
MAC address is 6 bytes and can be input by number O - 9 or letter a - f.

Note: Mac address is presented only in hexadecimal characters. The format of MAC
address could be: xX:xX:XX:XX:XX:XX Or XX-XX-XX-XX-xx-xx. Semicolon ( : ) must be included.

E&ndid?tes: Click the link to automatically detect devices connected to the router through the
ernet.

ﬂ" Active PC in LAN - Windows Internet Explorer g|§|@|
=] 192, 168.1,254 ]

Active PC in LAN

IP Address MAC Address
[1192.168.1.11 00:05:5d-6a:58:d2

Active PC in LAN displays a list of IP Address & MAC Address of each individual Ethernet device
which is connected to the router. You can check the box next to the IP address to block or allow and
then click Add to add the entry to the Ethernet Client Filter table.

Click Apply to confirm the settings.

Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some of the
compatibility problems that may be encountered while connecting to the Internet, as well allowing
users to tweak the performance of their network.

Port Setting
Parameters
Port1 Connection Type Auto v
Port2 Connection Type Auto v
Port3 Connection Type Auto b
Port4 Connection Type Auto b
IPv4 TOS Priority Control (O Enable () Disable
Set High Priority TOS [Pl lel /s[4 321 ]0

Port # Connection Type: There are 6 options to choose: Auto, 10M half-duplex, 10M full-duplex,
100M half-duplex, 100M full-duplex and Disable. Sometimes. There are Ethernet compatibility
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problems with legacy Ethernet devices, and you can configure different types to solve compatibility
issues. Default setting is Auto, which users should keep it unless there is specific problem occured
with PCs and you cannot access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2nd octet of an IP
packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow first
and will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the router’s
Ethernet switch will check the 2nd octet of each IP packet. If the value in the TOS field matches the
checked values in the table (0 to 63), this packet will be treated as high priority.

Click Apply to confirm the settings.

DHCP Server

The device enables to act as a DHCP server for your network. You can disable or enable the DHCP
(Dynamic Host Configuration Protocol) server or enable the router’s DHCP relay functions. Disable
this function if the stations that connect to the device’s LAN ports using static IP addresses.

DHCP Server
Configuration
() Disable
DHCP Server Mode (+) DHCP Server

(' DHCP Relay Agent

Mext

DHCP Server Status

Allow Bootp true

Allow Unknown Clients true

Enable true

Subnet Definitions
Subnet Value 192.168.1.0
Subnet Mask 2552552550
Maximum Lease Time 86400 seconds
Default Lease Time 43200 seconds
Use local host address as DNS server true

Use local host address as default gateway  true
Get subnet from IP interface iplan
IP Range 192 166.1.100- 192.168.1.199

Option domain-name-servers= 0.0.0.0
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DHCP Server Mode:
*Disable: Choose Disable if IP addresses are assigned manually to stations on your network.

*DHCP Server: Choose DHCP Server to have the BiPAC 85xx series devices assign IP ad-
dresses automatically to stations on your network.

*DHCP Relay Agent: Choose DHCP Relay Agent if you want to place DHCP servers and

clients on different networks, making DHCP management easier when there is more than one
subnet on the network.

Disabling DHCP Server

Click the Disable radio button and then click Next to display the confirmation screen.

DHCP

Disable server and relay agent

The DHCP server and relay agent will be disabled.
Apply
Click Apply to disable the DHCP server and relay agent.

Configuring DHCP Server

To configure the router’'s DHCP Server, select DHCP Server from DHCP Server Mode and click
Next.

DHCP
DHCP Server
Allow Bootp (+)Enable O Disable
Allow Unknown Clients (+)Enable ) Disable
lUse Default Range o
Starting IP Address 192.166.1.100
Ending IP Address 192.168.1.199
Default Lease Time 43200 seconds
Maximum Lease Time 86400 seconds
Use Router as DNS Server

Primary DNS Server Address

Secondary DNS Server Address

lUse Router as Default Gateway
DMNS Suffix

| Apply | | Reset | Fixed Host ©

You can then configure parameters of the DHCP Server. These details are sent to the DHCP client
(i.e. your PC) when it requests an IP address from the DHCP server. If you check “Use Router
as a DNS Server”, the router will perform the domain name lookup, find the IP address from the
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outside network automatically and forward it back to the requesting PC in the LAN (your Local Area
Network).

Fixed Host

Create
MName
IP Address
MAC Address 00:00:00:00:00:00 (MAC Address Format is oo xy)

Maximum Lease Time

Fixed Host: Click this link to add a specific fixed MAC Address Mapping to a fixed Address.

Fixed Host

Host Table
Mame IP Address MALC Address Maximum Lease Time
host 192 168.1.33 00:00-00:00:00:00 0 Edit @  Delete ©
Create O

Fill in the Host Name, MAC Address and IP Address fields. After clicking Apply, the new entry is
listed.

You can edit or delete the MAC Address by clicking Edit or Delete next to the item you want to
modify/remove.

Configuring the DHCP Relay Agent

Choose DHCP Relay Agent if you want to place DHCP servers and clients on different networks.
Click Next to display the screen as below.

DHCP
DHCP Relay Agent
DHCP Server IP Address

You must enter the IP address of the DHCP server that assigns an IP address to the DHCP client in
the LAN. Use this function only if advised to do so by your network administrator or ISP. Click Apply
to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and the
Internet. There are 2 items within the WAN section: ISP and SHDSL.

ISP

WAN Connection
WAN Services Table

MName Description Creator VPRI VCl
wanlink PPPoE WAN Link Factory Defaults 8 35 Edit © Change
Create

Default setting is PPPoE. If your ISP uses this access protocol, click Edit to input other parameters.
(On the Edit screen, click Advanced Options to modify the associated parameters.) If your ISP does
not use PPPOE, you can change the default WAN connection entry by clicking Change.

Some ISP may provide more service via different WAN connection. In this case, you can create
more connections by clicking Create to go to the configuration page to setup the type of sevice from
the list and then press Next to continue with the configuration. There are 5 types of ISP service to
choose from: RFC 1483 Routed, RFC 1483 Bridged, PPPoA Routed, IPoA Routed and PPPoE
Routed. The device can support maximum of up to 8 WAN connections.

Note: The application of multiple WAN connections depends on your Internet Service
Provider.

ISP
Please select the type of service you wish to create
() RFC 1483 Routed (O RFC 1483 Bridged
ATH (O PPPoA Routed ) IPoA Routed
(O PPPoE Routed
Quick Start
Mext

A simpler alternative is to select Quick Start from the main menu on the left window pane. Please
see the Quick Start section of the manual for more information.
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RFC 1483 Routed

WAN Connection
RFC 1483 Routed

Description RFC 1483 routed mode
VPI 0

VCI 0

ATM Class LUBR v

NAT (*)Enable (O Disable
Encapsulation Method LLC Bridged v

() Obtain an IP address automatically via DHCP client
() Use the following IP address

IP Assignment IP Address
Metmask
Gateway
RIP LI RIPvi [ RIPvZ [] RIPv2 Multicast
MTU 1500
Obtain DNS automatically [+] Enable
Primary DNS

Secondary DNS

Description: User-definable name for the connection.
VPI / VCI: Enter the information provided by your ISP.
ATM Class: Select thehe Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses for accessing Internet directly, the NAT function can be disabled.

Encapsulation method: Select the encapsulation format, the default is LLC Bridged. Select the
one provided by your ISP.

IP Assignment:

Obtain an IP address automatically via DHCP client: Specify if the Router can get an IP
address from the ISP (Internet Service Provider) automatically.

Use the following IP Address: Specify the IP address manually; the IP should be given by
you our ISP.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

TCP MSS Clamp: This option helps to auto detect the optimal MTU size. Default is enabled.
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MAC Address Spoofing: This option is required by Service Providers. You must fill in the MAC
address that is specified by your Service Provider if this is required. Default is disabled.

Click Apply to confirm the settings.



RFC 1483 Bridged

WAN Connection

RFC 1483 Bridged
Description RFC 1483 bridged mode
VPI 0
VCI 0
ATM Class UBR +
Encapsulation Method LLC Bridged b
Acceptable Frame Type ALL w
Filter Type All b
PVID for Untagged Frames 1

Description: User-definable name for the connection.

VPI / VCI: Enter the information provided by your ISP.

ATM Class: Select thehe Quality of Service for ATM layer.

Encapsulation method: Select the encapsulation format, this is provided by your ISP.

Acceptable Frame Type: Specify what kind of traffic can pass through this connection, all traffic
or only VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.
« All: Allow all types of ethernet packets through the port.
*Ip: Allow only IP/ARP types of ethernet packets through the port.
*Pppoe: Allow only PPPoE types of ethernet packets through the port.

PVID for Untagged Frames: PVID is known as Port VLAN Identifier. When an untagged packet is

received by input port(s), this packet will be tagged with a specific PVID. The valid value range for
PVID is 1~4094.

Click Apply to confirm the settings.
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PPPoA Routed

WAN Connection
PPPoA Routed

Description PPPoA Routed
VPI 0
VCI 0
ATM Class LBR v
MAT (+)Enable ) Disable
Username
Password
IP Address
('0.0.0.0° means ‘Obtain an IP address automatically’)
Authentication Protocol Chap(Auta) +
Connection Always On w
Idle Timeout 0 minutes
RIP [1RIPvi [ RIPv2 [] RIP v2 Multicast
MTU 1500
Obtain DNS automatically Enahble
Primary DMNS

Secondary DNS

Description: User-definable name for the connection.
VPI / VCI: Enter the information provided by your ISP.
ATM Class: Select thehe Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This will usually be in the format of “username@ispname” instead of
simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

IP Address: Specify if the Router can get an IP address from the Internet Server Provider (ISP)
automatically or not. Please click Obtain an IP address automatically via DHCP client to enable the
DHCP client function or click Specify an IP address to disable the DHCP client function, and specify
the IP address manually. The setting of this item is specified by your ISP.

Authentication Protocol: Default is Chap (Auto). Your ISP will advise you whether to use Chap or
Pap.
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Connection:

« Always on: If you want the router to establish a PPPoA session when starting up and to au-
tomatically re-establish the PPPoA session when disconnected by the ISP.

* Connect to Demand: If you want to establish a PPPoA session only when there is a packet
requesting to access the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

* Detail: You can define the destination port and packet type (TCP/UDP) without being checked
by the timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

Obtain DNS automatically: A Domain Name System (DNS) contains a mapping table for domain
name and IP addresses. DNS helps to find the IP address for the specific domain name. Check
the checkbox to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Click Apply to confirm the settings.
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IPoA Routed
WAN Connection

IPoA Routed
Description IPoA routed
VP 0
VCI 0
ATM Class UBR v
MAT () Enable ) Disable
() Obtain an IP address automatically via DHCP client
() Use the following IP address
IP Assignment IP Address
Metmask
Gateway
RIP 1 RIPv1 [] RIP w2 [] RIP v2 Multicast
MTU 1500
Obtain DNS automatically [+] Enable
Primary DNS

Secondary DNS

Description: User-definable name for the connection.
VPI /| VCI: Enter the information provided by your ISP.
ATM Class: Select thehe Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP Assignment:

*Obtain an IP address automatically via DHCP client: Specify if the Router can get an IP
address from the ISP (Internet Service Provider) automatically.

*Use the following IP Address: Specify the IP address manually; the IP should be given by
you our ISP.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Click Apply to confirm the settings.
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PPPoE Routed

WAN Connection
PPPoE Routed

Description PPPoE Routed

VPI 0

VCI 0

ATM Class LUBR v

MAT () Enable C Disable
Username

FPassword

Semvice Mame

IP Address
('0.0.0.0° means ‘Obtain an IP address automatically’)
Authentication Protocol Chap(Auto) +
Connection Always On w
ldle Timeout 0 minutes
RIP [ RPv1 ] RIPv2 [] RIP v2 Multicast
MTU 1492
Obtain DNS automatically Enable
Primary DMNS

Secondary DNS

Description: User-definable name for the connection.
VPI | VCI: Enter the information provided by your ISP.
ATM Class: Select the Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This will usually be in the format of “username@ispname” instead of
simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you the
information. Maximum input is 20 alphanumeric characters.

IP Address: Specify if the Router can get an IP address from the Internet Server Provider (ISP)
automatically or not. Please click Obtain an IP address automatically via DHCP client to enable the
DHCP client function or click Specify an IP address to disable the DHCP client function, and specify
the IP address manually. The setting of this item is specified by your ISP.
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Authentication Protocol: Default is Chap (Auto). Your ISP will advise you whether to use Chap or
Pap.

Connection:

+ Always on: If you want the router to establish a PPPoA session when starting up and to au-
tomatically re-establish the PPPoA session when disconnected by the ISP.

* Connect to Demand: If you want to establish a PPPoA session only when there is a packet
requesting to access the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

* Detail: You can define the destination port and packet type (TCP/UDP) without being checked
by the timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

Obtain DNS automatically: A Domain Name System (DNS) contains a mapping table for domain
name and IP addresses. DNS helps to find the IP address for the specific domain name. Check the
checkbox to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Click Apply to confirm the settings.
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PPPoE Routed with Pass-through

To access PPPoE with Pass-through Connection, press Change > PPPoE Routed with Pass-
through.

ISP
Please select the type of service you wish to create
(O RFC 1483 Routed (O RFC 1483 Bridged
() PPPoA Routed (O IPoA Routed
() PPPoE Routed O Multiple Session with PPPoE pass-through
(*) PPPoE Routed with Pass-through Quick Start @

ATM

PPPoE with pass-through adapts the following method: PPPoE Routed mode + 1483 Bridge
Mode. With pure PPPoE connection, the router can get one WAN address to the router. With the
PPPoE and PPPoE pass-through, concurrently, it allows user to have a WAN address assigned
to the router but also able to get another WAN IP from ISP using PPPoE dialer (e.g WinPoETor
Windows XP PPPoE Dialer) at the same time.

WAN Connection
PPPoE Routed

Description PPPoE with Pass-through
VPI g

VCI 35

ATM Class UBR hd

NAT (*) Enable ) Disable
Username

Password

Semvice Mame
IP Address

Authentication Protocol
Connection

Idle Timeout

RIP

MTU

TCP MSS Clamp

Obtain DNS automatically
Primary DNS

Secondary DNS

('0.0.0.0° means ‘Obtain an IP address automatically’)
Chap(Auta) +

Always On v

0 minutes

[1 RIPv1 [ RIPv2 [] RIP v2 Multicast

1492

(*)Enable ) Disable
[+] Enable
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TCP MSS Clamp: This option helps to auto detect the optimal MTU size. Default is enabled.
Click Apply to confirm the settings.
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Multiple Session with PPPoE Pass-through Connection

To access Multiple Session with PPPoE Pass-through Connection, press Change > Multiple
Session with PPPoE pass-through.

ISP
Please select the type of service you wish to create
(O RFC 1483 Routed (O RFC 1483 Bridged
AT () PPPoA Routed (O IPoA Routed
() PPPoE Routed (*) Multiple Session with PPPoE pass-through

(_'PPPoE Routed with Pass-through Quick Start ©

WAN Connection
PFPFPoE Routed

Description Multiple Session with PPF
VPI 8

VCI 35

ATM Class UBR v

MAT (+)Enable () Disable
lUsername

Password

Semice Mame

IP Address
('0.0.0.0° means 'Obtain an IP address automatically’)
Authentication Protocol Chap(Auto) +
Connection Always On v
ldle Timeout 0 minutes
RIP L1 RIPv1 [ RIPv2 [] RIP v2 Multicast
MTU 1492
TCP MSS Clamp (*)Enable ) Disable
Obtain DNS automatically [¥] Enable
Primary DMNS

Secondary DNS

TCP MSS Clamp: This option helps to auto detect the optimal MTU size. Default is enabled.
Click Apply to confirm the settings.
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SHDSL

BiPAC 8500

SHDSL

Parameters
Mode CPE »
Annex Type Annex_A A
Framer Type Level2
Bit Rate Mode Adaptive +
Fixed Bit Rate 2312kbps +
Activate Line true v
DSP Firmware Version R3.1.1
Connected false
Line State HandShake
Bit Rate 0
SHR Margin 0.0dB
Line Attenuation 0.0dB

[Applyl ’ Cancel ] [ Refresh l

Mode: The SHDSL device can operate as a CPE (Customer Premises Equipment) or CO (Central
Office). Select CPE mode when the BiPAC 8500 is connected to your ISP.

Note: Back-to-back feature is a direct connection between two SHDSL devices that one is set
to be CPE and the other CO by using a standard RJ-11 telephone cable.

Annex Type: It is the DSL operating mode standard. Select Annex A or Annex B to support up to
2.3Mpbs SHDSL function.

Note: Make sure that the Annex type is the same for the BiPAC 8500 and the remote router.
Consult with your ISP to set the same annex for the other device.

Framer Type: The mode

Bit Rate Mode: The mode selections are Adaptive and Fixed. Selecting the Adaptive mode, the best
connection rate will be automatically negotiated with the CO / ISP. Selecting the Fixed mode, the
connection rate will be fixed to the specific fixed bit rate selected with the CO / ISP.

Fixed Bit Rate: Specify the fix transfer rate when Fixed Mode is selected. Specify the maximum
transfer rate when Adaptive Mode is selected. Bit Rate range is 72kbps ~ 5704kbps.

Activate Line: Line active true is set by default. Select false to disable and true to enable SHDSL
SHDSL connection

Note: Once Active Line is selected as false, you have to enable the Active Line to true again
and click the Apply button to reactivate SHDSL connection.

DSP Firmware Version: Displays the SHDSL line code firmware version.

Connected: Displays current SHDSL line sync status.
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Line State: Displays current SHDSL line status.

Bit Rate: Displays SHDSL line synch speed rate.

SNR Margin: Displays
Line Attenuation: Displays

Click Apply to confirm the settings.
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BiPAC 8520

SHDSL

Parameters
4-\Wired Connection Enhanced +
Mode CPE
Annex Type Annex_A v
Framer Type Level2
Bit Rate Mode Adaptive w
Fixed Bit Rate 2312kbps v
Activate Line true v
DSP Firmware Version R3.1.1
Connected false
Line State HandShake
Bit Rate 0
SHR Margin 0.0dB
Line Attenuation 0.0dB

[Apply] ’ Cancel ] ’ Refresh

4-Wired Connection: BiPAC 8520 supports 4 types of SHDSL.bis connection: false, Enahnced,
Standard & Sustain2W. Select the type of SHDSL.bis connection from the 4-wired connection
drop-down menu, and then press Apply to activate the configuration page.

Note: When select 2-wired mode, only Port 1 settings need to be configured and the SHDSL
(RJ-11 cable) must be connected to LINE 1 on the back of the device.

Mode: The SHDSL device can function as a CPE (Customer Premises Equipment) or CO (Central
Office). Select CPE mode when the BiPAC 8520 is connected to your ISP.

Note: Back-to-back feature is a direct connection between two SHDSL devices that one is set
to be CPE and the other CO by using a standard RJ-11 telephone cable.

Annex Type: It is the DSL operating mode standard. Select Annex A or Annex B to support up to
2.3Mpbs SHDSL function.

Note: Make sure that the Annex type is the same for the BiPAC 8520 and the remote router.
Consult with your ISP to set the same annex for the other device.

Framer Type: Packet Framing format. There are 3 types: Level2, Level1A and Level1B . Level2 is
the same as ATM framing.

Bit Rate Mode: The mode selections are Adaptive and Fixed. Selecting the Adaptive mode, the best
connection rate will be automatically negotiated with the CO / ISP. Selecting the Fixed mode, the
connection rate will be fixed to the specific fixed bit rate selected with the CO / ISP.

Fixed Bit Rate: Specify the fix transfer rate when Fixed Mode is selected. Specify the maximum
transfer rate when Adaptive Mode is selected. Bit Rate range is 72kbps ~ 5704kbps.

Activate Line: Line active true is set by default. Select false to disable and true to enable SHDSL
SHDSL connection
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Note: Once Active Line is selected as false, you have to enable the Active Line to true again
and click the Apply button to reactivate SHDSL connection.

DSP Firmware Version: Displays the SHDSL line code firmware version.
Connected: Displays current SHDSL line sync status.

Line State: Displays current SHDSL line status.

Bit Rate: Displays SHDSL line synch speed rate.

SNR Margin: Displays SNR value when line is synchronized. It indicates the signal quality; the
higher the ratio, the higher signal quality it has.

Line Attenuation: Displays signal attenuation. The longer loop dostance, the larger line attenuation
value is.

Click Apply to confirm the settings.

False 4-wired Connection
This mode is used when 4-wired connection is disabled.

SHDSL

Parameters
4-Wired Connection false “
Port Port 1 Port 2
Mode CFE CPE +
Annex Type Annex_A b Annex_ A hd
Framer Type Level2 Level2
Bit Fate Mode Adaptive « Adaptive +
Fixed Bit Rate 2312kbps # 2312kbps +
Activate Line true true »
DSP Firmware Version R3.11 R3.1.1
Connected false false
Line State HandShake HandShake
Bit Rate 0 0
SMR Margin 0.0 dB 0.0dB
Line Attenuation 0.0dB 0.0dB

[Apply] [ Cancel ] [ Refresh ]
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Enhanced 4-wired Connection
Conexant enhanced 4-wired mode and compliant with Conexant Legacy codes.

Standard 4-wired Connection

The 4-wired handshaking procedure that is compliant with ITU-T standard.




Sustain2W 4-wired Connection

This mode is used to auto detect whether the device uses 2-wired connection or 4-wired
connection.
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BiPAC 8501

SHDSL

Parameters
Mode CPE »
Annex Type Annex_A w
Framer Type LevellA w
Bit Rate Mode Adaptive
Fixed Bit Rate 2312kbps +
Activate Line true v
DSP Firmware Version R4.3
Connected false
Line State HandShake
Bit Fate 0
SHNR Margin 0.0dB
Line Attenuation 0.0dB

[Apply] [ Cancel l [ Refresh ]

Mode: The SHDSL device can operate as a CPE (Customer Premises Equipment) or CO (Central
Office). Select CPE mode when the BiPAC 8500 is connected to your ISP.

Note: Back-to-back feature is a direct connection between two SHDSL devices that one is
set to be CPE and the other CO by using a standard RJ-11 telephone cable.

Annex Type: It is the DSL operating mode standard. Select Annex A or Annex B to support up to
2.3Mpbs SHDSL function.

Note: Make sure that the Annex type is the same for the BiPAC 8501 and the remote router.
Consult with your ISP to set the same annex for the other device.

Framer Type: Packet Framing format. There are 3 types: Level2, Level1A and Level1B. Level2 is
the same as ATM framing.

Bit Rate Mode: The mode selections are Adaptive and Fixed. Selecting the Adaptive mode, the
best connection rate will be automatically negotiated with the CO / ISP. Selecting the Fixed mode,
the connection rate will be fixed to the specific fixed bit rate selected with the CO / ISP.

Fixed Bit Rate: Specify the fix transfer rate when Fixed Mode is selected. Specify the maximum
transfer rate when Adaptive Mode is selected. Bit Rate range is 72kbps ~ 5704kbps.

Activate Line: Line active true is set by default. Select false to disable and true to enable SHDSL
SHDSL connection

Note: Once Active Line is selected as false, you have to enable the Active Line to true again
and click the Apply button to reactivate SHDSL connection.

DSP Firmware Version: Displays the SHDSL line code firmware version.
Connected: Displays current SHDSL line sync status.

Line State: Displays current SHDSL line status.
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Bit Rate: Displays SHDSL line synch speed rate.

SNR Margin: Displays SNR value when line is synchronized. It indicates the signal quality; the
higher the ratio, the higher signal quality it has.

Line Attenuation: Displays signal attenuation. The longer loop dostance, the larger line
attenuation value is.

Click Apply to confirm the settings.
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BiPAC 8501R2

SHDSL

Parameters
Maode CPE |+
Annex Type Annex_A hd
Framer Type Level2
Bit Rate Mode Adaptive
Fixed Bit Rate 5704kbps
Activate Line trug
D3P Firmware Version 592
Connected false
Line State HandShake
Bit Rate 0
SHR Margin 0.0dB
Line Attenuation 0.0dB

[.& When modify the Framer Type to/from EFM, must save configuration and reboot the device!)

[ﬁ.ppl}f] [ Cancel ] ’ Refresh I

Mode: The SHDSL device can operate as a CPE (Customer Premises Equipment) or CO (Central
Office). Select CPE mode when the BiPAC 8500 is connected to your ISP.

Note: Back-to-back feature is a direct connection between two SHDSL devices that one is set
to be CPE and the other CO by using a standard RJ-11 telephone cable.

Annex Type: It is the DSL operating mode standard. Select Annex A or Annex B to support up to
2.3Mpbs SHDSL function.

Note: Make sure that the Annex type is the same for the BiPAC 8501R2 and the remote router.
Consult with your ISP to set the same annex for the other device.

Framer Type: Packet Framing format. There are 4 types: Level2, Level1A , Level1B and EFM.
Level2 is the same as ATM framing.

Bit Rate Mode: The mode selections are Adaptive and Fixed. Selecting the Adaptive mode, the best
connection rate will be automatically negotiated with the CO / ISP. Selecting the Fixed mode, the
connection rate will be fixed to the specific fixed bit rate selected with the CO / ISP.

Fixed Bit Rate: Specify the fix transfer rate when Fixed Mode is selected. Specify the maximum
transfer rate when Adaptive Mode is selected. Bit Rate range is 72kbps ~ 5704kbps.

Activate Line: Line active true is set by default. Select false to disable and true to enable SHDSL
SHDSL connection

Note: Once Active Line is selected as false, you have to enable the Active Line to true again
and click the Apply button to reactivate SHDSL connection.

DSP Firmware Version: Displays the SHDSL line code firmware version.

Connected: Displays current SHDSL line sync status.

Line State: Displays current SHDSL line status.

Bit Rate: Displays SHDSL line synch speed rate.

SNR Margin: Displays SNR value when line is synchronized. It indicates the signal quality; the
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higher the ratio, the higher signal quality it has.

Line Attenuation: Displays signal attenuation. The longer loop dostance, the larger line attenuation
value is.

Click Apply to confirm the settings.
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BiPAC 8521

SHDSL

Parameters
4-Wired Connection Enhanced v
[ode CPE »
Annex Type Annex A v
Framer Type Level2
Bit Rate Maode Adaptive
Fixed Bit Rate 5704kbps w
Activate Line true
D'SP Firmware Version G92
Connected false
Line State HandShake
Bit Rate 0
SNR Margin 0.0dB
Line Attenuation 0.0dB

(-_!\ When modify the Connection Type toffrom EFMBond, must save configuration and reboot the device!)

’,&.pply] [ Cancel ] [ Refresh ]

Standard 4-wired connection: BiPAC 8521 supports 4 types of SHDSL.bis connection: False,
Enahnced, Standard&EFMBond. Select the type of SHDSL.bis connection from the 4-wired
connection drop-down menu, and then press Apply to activate the configuration page.

Note: When select 2-wire mode, only Port 1 settings need to be configured and the SHDSL
(RJ-11 cable) must be connected to LINE 1 on the back of the device.

Mode: The SHDSL device can operate as a CPE (Customer Premises Equipment) or CO (Central
Office). Select CPE mode when the BiPAC 8500 is connected to your ISP.

Note: Back-to-back feature is a direct connection between two SHDSL devices that one is set
to be CPE and the other CO by using a standard RJ-11 telephone cable.

Annex Type: It is the DSL operating mode standard. Select Annex A or Annex B to support up to
2.3Mpbs SHDSL function.

Note: Make sure that the Annex type is the same for the BiPAC 8521 and the remote router.
Consult with your ISP to set the same annex for the other device.

Framer Type: Packet Framing format. There are 4 types: Level2, Level1A, Level1B and EFM.
Level2 is the same as ATM framing; EFM is EFM framing.

Bit Rate Mode: The mode selections are Adaptive and Fixed. Selecting the Adaptive mode, the best
connection rate will be automatically negotiated with the CO / ISP. Selecting the Fixed mode, the
connection rate will be fixed to the specific fixed bit rate selected with the CO / ISP.

Fixed Bit Rate: Specify the fix transfer rate when Fixed Mode is selected. Specify the maximum
transfer rate when Adaptive Mode is selected. Bit Rate range is 72kbps ~ 5704kbps.

Activate Line: Line active true is set by default. Select false to disable and true to enable SHDSL
SHDSL connection

Note: Once Active Line is selected as false, you have to enable the Active Line to true again
and click the Apply button to reactivate SHDSL connection.
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DSP Firmware Version: Displays the SHDSL line code firmware version.
Connected: Displays current SHDSL line sync status.

Line State: Displays current SHDSL line status.

Bit Rate: Displays SHDSL line synch speed rate.

SNR Margin: Displays SNR value when line is synchronized. It indicates the signal quality; the
higher the ratio, the higher signal quality it has.

Line Attenuation: Displays signal attenuation. The longer loop dostance, the larger line
attenuation value is.

Click Apply to confirm the settings.

False 4-wired Connection
This mode is used when 4-wired connection is disabled.

SHDSL

Parameters
4-Wired Connection false ¥
Part Port 1 Port 2
Mode CPE » CPE »
Annex Type Annex_ A ¥ Annex A ¥
Framer Type Level2 Level2 +
Bit Rate Mode Adaptive ¥ Adaptive
Fixed Bit Rate 5704kbps 5704kbps
Activate Line true true
DSP Firmware Version 92 592
Connected false false
Line State HandShake HandShake
Bit Rate 0 ]
SMR Margin 0.0dB 0.04dB
Line Attenuation 0.0dB 0.0dB

(.&1 When modify the Connection Type to/from EFMBond, must save configuration and reboot the device!)

[ﬁ.pply] ’ Cancel ] [ Refresh ]
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Enhanced 4-wired Connection
Conexant enhanced 4-wired mode and compliant with Conexant Legacy codes.

Standard 4-wired Connection
The 4-wired handshaking procedure that is compliant with ITU-T standard.




EFMBond 4-wired Connection

EFMBond ¥

CPE v
e e Wl
CReneTws few v
el [fmamev]
CRedtRes [yl
st fwey
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System

These are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart and User Management.

Time Zone
Time Zone
Parameters
Time Zone (*)Enable C Disable
Time Zone List (#) By City O By Time Difference
Local Time Zone (+-GMT Time) (GMT)Greenwich Mean Time v
1_|carl.css.gov 2 |india.colorado_edu
SNTP Sener [P Address 3. |time_nist.gov 4 time-b_nist.gov
Daylight Saving []Enabled
Resync Period 1440 minutes

’Apply] ’ Cancel ]

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone from the drop down menu. To apply the selected local time zone, check Enable and
click the Apply button. After a successful connection to the Internet, the router will retrieve the correct
local time from the SNTP server you have specified. If you prefer to specify an SNTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days. The default value is set at 1440 minutes.
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Remote Access

Remote Access

You may temporarily permit remote administration of this network device

Allow Access for 30

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time
period the router will permit remote access and click Enable. You may change other configuration

options for the web administration interface using Device Management options in the Advanced
section of the GUI.

minutes. { 0 means allowed always )

If you wish to permanently enable remote access, choose a time period of 0 minutes.
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Firmware Upgrade

Your router’s firmware is the software that enables it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software that runs in your
router. Thus, by upgrading the newly improved version of the firmware allows you the advantage to
use newly integrated features.

Firmware Upgrade

You may upgrade the system software on your network device

MNew Firmware Image
Upgrade

New Firmware Image: Click on Browse button to select the new firmware image file you have
downloaded to your PC. Once the correct file is selected, click Upgrade to update the firmware to
your router.

DO MOT power down the router ar interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router.

Warning
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Backup / Restore

These functions allow you to save a backup of the current configuration of your router to a defined
location on your PC, or to restore a previously saved configuration. This is useful if you wish to
experiment with different settings, knowing that you have a backup in hand in case any mistakes
occur. It is advisable that you backup your router configuration before making any changes to your
router configuration.

Backup/Restore

Allows you to backup the configuration settings to your computer,
or restore configuration from your computer.

Backup Configuration

Backup configuration to your computer.

Restore Configuration

Configuration File

"Restore” will overwrife the curment configuration and restart the device. If you want fo keep the current
configuration, please use "Backup” first fo save current configuration.

Backup Configuration

Press Backup to select where on your local PC you want to store your setting file. You may also
change the name of the file if you wish to keep multiple backups.

Restore Configuration

Press Browse to select a file from your PC to restore. You should only restore your router setting that
has been generated by the Backup function which is created with the current version of the router
firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, press Restore will load those settings into the router.

Note: Do NOT perform any more actions while the device is restoring.
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Restart

There are two options for you to choose from before restarting the your 85xx devices. You can either
choose to restart your device to restore it to the Factory Default Settings or to restart the device
with your current settings applied. Restarting your device to Factory Default Setting will be useful
especially after you have accidentally changed your settings that may result in undesirable outcome.

If you wish to restart the router using the factory default settings (for example, after a firmware
Restart Router

After restarting, please wait for a few seconds for system to come up.If you would like to reset
all configuration to factory default settings,please select the "Factory Default Settings" option.

() Current Settings

Restart Router with
(O Factory Default Settings

upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

After selecting the type of setting you want the device to restart with, click the Restart button to initiate
the process. After restarting, please wait for several minutes to let the selected setting applied to the

system.

Note: Do NOT perform any more actions while the device is being restarted.

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.
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User Management

In order to prevent unauthorized access to your router configuration interface, it requires all users to
login with a username and password. Therefore only system administrator can access the system.

This feature allows you to set up multiple user accounts which contains a unique password of its
own. In addition, you can also edit any existing user accounts or add new users to allow access to
the device configuration interface.

User Management
Current Defined Users

Valid User Comment
true admin Default admin user Edit ©
Create O

Screeni

Edit Account Information

You can change the informations of any account whether the account is active or valid.

1. To edit an account, click on the Edit radio button of the account you want to edit.

2.0n the Edit screen, delete the information to be edited and replace it with the new one.
User Management

Edit
lUsername admin
Password Tl
Confirm Password ssese
Valid true w
Comment Default admin user
[Apply] [ Reset l

3. When it is done, simply click on the Apply button to save your changes.

Note: It is highly recommended that you change the password immediately to prevent
security breach to your GUI.
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Add an Account
1.In Screen 1, click Create, then the user creating page appears. In this page select true or false

from the Valid drop-down menu, fill in all the information: User name, Comment (optional), Pass-
word, Confirm Password.

Create || Reset

i

2.When it is done, click the Create button.

Delete a user account

1. Check the Delete beside the account you want to delete.

2. Then click the Delete button to confirm the deletion.

&

Note: You can delete any user account except for the default admin account. Thus there is
no delete radio button available for this account.
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Firewall

Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access
from your LAN, as well as helping to prevent attacks from hackers. In addition to this, when using
NAT (Network Address Translation) the router acts as a “natural” Internet firewall, since all PCs on
your LAN use private IP addresses that cannot be directly accessed from the Internet. See the WAN
configuration section for more details on NAT.

¥ gl
- t_.--'
I
J._'; s'l
- —
J._'; s'l
& Fouter
I
Access Control

- Unauthorized users &
applications

- Unwanted wehsite
ACCESS

_ - NAT
- Packetfilter _p, oy et filter
- MAC filter - Intrusion Detection
- URL filter - Blacklisting

= Unauthorized users &
applications
- Malicious attacks

Firewall & Filter

Firewall: Prevents access from outside your network.

NAT natural firewall: This masks LAN users’ IP addresses, which are invisible to outside users on
the Internet, making it much more difficult for a hacker to target a machine on your network. This
natural firewall is on when the NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules prevent
unauthorized computers or applications accessing your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent, and log malicious attacks.

Access Control: Allow the filtering of unauthorized users from other networks or WAN, unwanted
websites & malicious programs from accessing the local network.

MAC Filter rules: Prevents unauthorized computers accessing the Internet.

URL Filter: Blocks PCs on your local network from unwanted websites.

A detailed explanation of each of the following items appears in the Firewall section below: General
Settings, Packet Filter, Intrusion Detection, URL Filter, IM/P2P Blocking and Firewall Log.
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General Settings

You can choose enable or disable Firewall. If you disable this function, you will not able to add filter
rules by yourself in the Packet Filter. If you enable this function using preset filter rules, you are
allowed to modify the packet filter rules as required. The Packet Filter is used to filter packets based-
on Applications (Port) or IP addresses.

General Settings
Firewall Security
Security (O Enable () Disable
All blocked/User-defined
. High security level
Policy
Medium security level

Low security level

[.&Uf some applications cannot work after enabling Firewall, please check the Packet Filter
especially Port Filter rules. For example, adding (TCP:443, outbound allowed) will let HTTPS data go
through Firewall.)

Block WAN Request (O Enable (= Disable
[.&Enab}e for preventing any ping fest from Infernet, such as hacker aftack )
SIP ALG (+)Enable ( Disable
FTP ALG (+)Enable ) Disable

There are 4 options to choose when you enable Firewall:

* All blocked/User-defined: no pre-defined port or address filter rules by default, meaning
that all inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked. Us-
ers have to add their own filter rules for further access to the Internet.

* High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of the Packet Filter.

Select either High, Medium or Low security level to enable Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is
the same for all levels; it is only the list of preset port filters that changes between each setting. For
more detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

Note: The changes or added custom filters on a previous security level will be remembered
whenever newer security level is selected. There is no need to reconfigure all settings again
if switching back to the previous level.

The “Block WAN Request” is a stand-alone function and is not affected by whether security is
enabled or disabled. Mostly this is for preventing any scan tools from the hacker from WAN site.

]
”072; Any remaote user who is attempting to perform this action may result in
blocking all the access to configure and manage the device from the Internet.
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Packet Filter

Packet filtering enables you to configure your router to block specific internal / external users (IP
address) from Internet access, or disable specific service requests (Port number) to / from the
Internet.

This function is only available when Firewall is enabled and one of these four security levels is
chosen (All blocked, High, Medium and Low). The predefined port filter rules in the Packet Filter
must modify according to the level of Firewall, which is selected. See Table1: Predefined Port Filter
for more detailed information.

Packet Filter
Badd TEPUDE Filker {3 Add Ban P Fiker

Paciat Filter Aulas

Sowrca P f
Rua Tima Notmask i Sounce pom(a) nkaund
hame Schadiile Destiralion IP 7 .
Nt Dastingtion pos)  Outbound
0.0.00/0000 0 - {5535 Biock
mei_hitp  Always On TGP Edid 3 Deleie
e 0000/ 0000 a0 ~ 80 HAlow
I 0 ~ BEG3E Bk ) .
mei_dres &hways On (= Edi i3 Delele £
0.0.0a/00.00 63 ~ B3 HAllow
0.0.0.3/ 0.0.0.0 0 ~ GEG3E Block o
mei_tdrs  Always On TCP Edi 3  Delete O
= 0.0.03/0.0.00 53 ~ K3 Allow
0.0.0.0/00.00 0 ~ 35535 Biock
i _fip Mways On TP Edit 3 Daleto
0.0.0.8/0.0.00 H~1 Alow
0.0.0.0/0.0.00 0 ~ 86635 Block Edi @ Dalets @3
med_] =1]] HiEle
sl pihls 0.0.0.8/0.0.00 L 1-N1 Alow
R 5 0.0.08/00.00 . i — BL535 Biazk 4D Delete O
e _s wakd Lin o :
0.0.08/0000 25 - 25 Alos
00.0a/ 0000 0 - 55535 Bixck
mei_popd  Always On TCP Edi 3 Delete 3
0.0.0.0/0000 110 - 110 Al
0.0.00/0000 0 ~G6636 Biock
mei_nntp  Ahways On TCP Edd{d Deleie
= 0.0.0.0/0.0.00 118 = 118 Al
0.0.0.3/ 0.0.00 0 ~ 5636 HAllawr )]
mai_ra Hhways On LDE Edi i [Delee S
0.0.0.3 / 0.0.00 TA70 ~ TOTO Hillawr
o -~ 0.0.03/0.0.00 e & Black Ed Q) Duleto Q3
ikl _icm Ahways On d 0
L 0.0.0.0/0.0.00 Mt Alow
0008/ 0.0.00 0 ~ 6636 Block Edt @ Duleto @3
mE_hd23  Aways On TGP e alida
= 2 0.0.0.8/0.0.00 1720 - 1720 Alaw
0008/ 0.0.00 0 — B8535 Biack N4 Delote O3
mei_t130 Always Cn TCF ={H]] saigla
00,00/ 0.0.00 1503 - 1503 Alow
00.0a/0000 0 - 65535 Biock
mmi ==h Bhways Cn TCR Edi 4 Deleie £
- 0.0.00/0000 22 — 22 Al
0000/ 0000 0 - £5535 Biock
mei_sntp  Ahways On LCF Ediid Deleie G
0.0.0.0/0000 123 ~ 123 Alow
0.0.00/00.00 0 ~ GE63E Black : -
ma_hitps  Always On TCP Edit i Delete O
0.0.0.3/ 0.0.0.0 443 ~ 443 HAllawr
e . 0.0.03/0.0.00 S 0 ~ 35535 Block Edi 4 Duleto €
Yk Ahways On dr Jelein
i 0.0.0.0/ 0000 AOB0 — BOED Al
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Example: Predefined Port Filters Rules

The predefined port filter rules for High, Medium and Low security levels are listed. See Table:
Predefined Port Filter as below.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules
yourself. No predefined rule is set.

Table: Predefined Port Filter

o Port Number Firewall - High Firewall - Medium Firewall — Low
Application Protocol
Start End Inbound | Outbound | Inbound | Outbound | Inbound | Outbound

HTTP(80) TCP(6) 80 80 NO YES NO YES NO YES
DNS (53) UDP(17) 53 53 NO YES NO YES YES YES
DNS (53) TCP(6) 53 53 NO YES NO YES YES YES
FTP(21) TCP(6) 21 21 NO NO NO YES NO YES
Telnet(23) TCP(6) 23 23 NO NO NO YES NO YES
SMTP(25) TCP(6) 25 25 NO YES NO YES NO YES
POP3(110) TCP(6) 110 110 NO YES NO YES NO YES
NEWS(119) TCP(6) 119 119 NO NO NO YES NO YES
RealAudio(7070) UDP(17) 7070 7070 NO NO YES YES YES YES
PING ICMP(1) N/A N/A NO YES NO YES NO YES
H.323(1720) TCP(6) 1720 1720 NO NO NO YES YES YES
T.120(1503) TCP(6) 1503 1503 NO NO NO YES YES YES
SSH(22) TCP(6) 22 22 NO NO NO YES YES YES
NTP(123) UDP(17) 123 123 NO YES NO YES NO YES
HTTPS(443) TCP(6) 443 443 NO NO NO YES NO YES
ICQ (5190) TCP(6) 5190 5190 NO NO NO NO YES YES

Inbound: Internet to LAN ; Outbound: LAN to Internet.
YES: Allowed ; NO: Blocked ; N/A: Not Applicable.
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Add TCP/UDP Filter
On the Packet Filter Rules screen, click Add TCP/UDP Filter link to add TCP/UDP filter rule.

Packet Filter
Add TCP/UDP Filter
Rule Mame Helper

Time Schedule Always On

Source |IP Addressies) 0.0.0.0 MNetmask 0000
Destination IP Address{es) 0000 Metmask 0000
Type TCP w

Source Port 0 - |B5535

Destination Port 0 - |B5535

Inbound Allow

Outbound Allow »

Return ©

Rule Name: User-define description to identify this entry or click Helper link to select existing
predefined rules. The maximum name length is 32 characters.

Time Schedule: Itis a self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section.

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range

you wish to allow/block the trafficn direction; set IP address and Subnet Mask to 0.0.0.0 to inactivate
the Address-Filter rule.

Note: To block access, to/from a single IP address, enter that IP address as the Host IP
Address and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application. Select either TCP or UDP or both of
TCP/UDP.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Apply to apply the settings.
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Add Raw IP Filter
On the Packet Filter Rules screen, click Add Raw IP Filter link to add raw IP filter rule.
Packet Filter

Add Raw IP Filter
Rule Name Helper

Time Schedule Always On
Protocol Number

Inbound Allow »
COutbound Allow

Return ©

Rule Name: A user-defined name for identifying the rule.

Time Schedule: Itis a self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section.

Protocol Number: Insert the port number, i.e. GRE 47.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Apply to apply the settings.
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Example: Configuring your firewall to allow for a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same whether the firewall is set to a
high, medium or low security level. To setup a web server located on the local network when the
firewall is enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through
HTTP to your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the
Internet

Configuring Packet Filter

1. Click Port Filter. You will then be presented with the predefined port filter rules screen (in this
case for the low security level) shown as below:

Note: You can click Edit the predefined rule instead of Delete it. This example shows you
how to add a filter.

Packet Filter

Add TCP/UDP Filter © Add Raw IP Filter ©

Packet Filter Rules
Source [P/

Rule Time Netmask orotec Source port(s) Inbound
Mame Schedule Destination IP / Pessimciion poeifs)|| Cubomsd
Metmask
0.000/00.0.0 0 ~ 65635 Block _
mei_http  Always On IcE Edit ©  Delete O
0.000/00.0.0 80 ~ 80 Allow
0.000/00.0.0 0 ~ 65535 Block _
mei_dns  Always On UDP Edit @ Delete ©
0.000/00.0.0 53 ~53 Allow
0.000/00.0.0 0 ~ 65535 Block _
mei_tdns  Always On TCP Edit @ Delete ©
0.000/00.0.0 53 ~53 Allow
0.000/000.0 0 ~ 65535 Block _
mei_ftp  Always On TCP Edit @ Delete ©
0.0.0.0/0.0.0.0 21-21 Allow
0.000/00.0.0 0 ~ B5535 Block _
mei_tnet  Always On TCP Edit ©  Delete ©
- 0.000/00.0.0 23~23 Allow
0.000/00.0.0 0 ~ 65535 Block _
mei_smtp  Always On TGP Edit  Delete
0.000/00.0.0 25 ~25 Allow
annnni/Annn N ~ BEEQ2E Blrnl-

2. Click Delete to delete the existing HTTP rule.

3. Click Add TCP/UDRP Filter.

4.Enter the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,
Inbound and Outbound.

Example:

Application: Cindy HTTP
Time Schedule: Always On
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Source / Destination IP Address(es): 0.0.0.0 (I do not wish to activate the address-filter, instead |

use the port-filter.)

Type: TCP (Please refer to Table: Predefined Port Filter.)
Source Port: 0-65535 (I allow all ports to connect with the application.)
Redirect Port: 80-80 (This is Port defined for HTTP.)

Inbound / Outbound: Allow

Packet Filter

Add TCP/UDP Filter
Rule Name Helper
Time Schedule
Source P Address(es)
Destination IP Address(es)
Type
Source Port
Destination Port
Inbound

Qutbound

Return ©

Cindy_HTTP

Always On

0.0.0.0 Metmask
0.0.0.0 Metmask
TCP A

0 - 65535

80 - 80

Allow »

Allow »

0.0.0.0
0.0.0.0

5. Click Apply to save the settings. The new port filter rule for HTTP will be added to the Port Filter

Rules table.

0.0.0.0/00.0.0

Cindy_HTTP Always On

TCP

0~ 65535 Allow
0.0.0.0/00.00 80 ~ &0 Allow

Edit  Delete

6. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on port
80 will be forwarded to the PC running your web server:

Note: To configure the HTTP in Virtual Server, please refer to Add Virtual Server in Virtual

Server section for more details.

Virtual Server (Port Forwarding)

Add Virtual Server

Virtual Server Table
Application Time Schedule
HTTP _server  Always On

Edit DMZ HostQ

External Port  Redirect Port P Address
192168111 Edit i Delete

80 - 80 80 - 80
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Intrusion Detection

The router Intrusion Detection System (IDS) is used to detect hacker’s attack and intrusion
attempts from the Internet. If the IDS function of the firewall is enabled, inbound packets are
filtered and blocked depending on whether they are detected as possible hacker attacks, intrusion
attempts or other connections that the router determines to be suspicious.

Intrusion Detection

Parameters

Intrusion Detection ) Enable () Disable

Victim Protection Block Duration 600 seconds

Scan Attack Block Duration 86400 seconds

DOS Attack Block Duration 1800 seconds
Maximum TCP Open Handshaking Count 100 per second
Maximum Ping Count 15 per second
Maximum ICMP Count 100 per second

| Clear Blacklist

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be
added to the Blacklist. Any further attempts using this IP address will be blocked for the time
period specified as Block Duration. Default setting for this function is false (disabled). Some
attack types are denied immediately without using the Blacklist function, such as Land attack and
Echo/CharGen scan.

Intrusion Detection: Check Enable if you wish to detect intruders accessing your computer
without permission.

Block Duration:

*Victim Protection Block Duration: This is the duration for blocking Smurf attacks. Default
value is 600 seconds.

*Scan Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Scan attack. Scan attack types include X’mas scan, IMAP SYN/FIN scan and similar attempts.
Default value is 86400 seconds.

*DOS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service (DoS) attack. Possible DoS attacks this attempts to block include Ascend Kill
and WinNuke. Default value is 1800 seconds.

Maximum TCP Open Handshaking Count: This is a threshold value to decide whether a SYN
Flood attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Maximum Ping Count: This is a threshold value to decide whether an ICMP Echo Storm is
occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.

Maximum ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not.
Default value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It
cannot protect against such attacks.

Click Apply to confirm the settings.
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Table: Hacker attack types recognized by the IDS

Intrusion Name

Detect Parameter

Blacklist

Type of Block

Drop Packet

Show Log

Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139, Src IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf Des IP is broadcast Dst IP Protection Yes Yes
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port and Yes Yes
Scan CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan TCP Flag: X’mas Src IP Scan Yes Yes
IMAP TCP Flag: SYN/FIN
SYN/FIN Scan DstPort: IMAP(143) Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP
SYN/FIN/RST/ACK | No Existing session Sre P Scan Yes Yes
Scan And Scan Hosts more
than five.
TCP
No Existing session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346, 3456
e UDP, DstPort = Orifice
Back Orifice Scan Port (31337) SrclP Scan Yes Yes
Max TCP Open
SYN Flood Handshaking Count Yes
(Default 100 c/sec)
Max ICMP Count
CNEL (Default 100 c/sec) Yes
ICMP Echo Max PING Count Yes

(Default 15 c/sec)
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Src IP: Source IP

Src Port: Source Port
Dst Port: Destination Port
Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator) (e.g. an address in the form of http://www.abcde.com or http://
www.example.com) filter rule allows you to prevent users on your network from accessing specific
websites defined by their URL. There are no predefined URL filter rules, therefore you can add filter

rules to meet your requirements.

URL Filter
Configuration
URL Filtering (O Enable () Disable
Block Maode Always On
Keywords Filtering [] Enable Details ©

[] Enable Details ©

[] Disable all WEB traffic except for Trusted Domains
[] Block Java Applet

[] Block surfing by IP address

Domains Filtering

Restrict UREL Features

[Applyl [ Cancel ]
Exception List
Mame IP Address

URL Filtering: Click Enable to activate URL Filter feature.

Block Mode: A list of modes that you can choose from to check the URL filter rules.

Keywords Filtering: Allow blocking against specific keywords within a particular URL rather than
having to specify a complete URL (e.g. to block any image called “advertisement.gif’). When enabled,
your specified keywords list will be checked to see if any keywords are present in URLs accessed
to determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

Keywords Filtering
Create

Keyword

Block WEB URLs which contain these keywords
MName Keyword

Return

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword
“abcde” occurs in the URL.
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Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed
against your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)
or dropped (Forbidden). For this function to be activated, both check-boxes must be checked. Here
is the checking procedure:

Domains Filtering
Domain Name
Domain Mame

Type Forbidden Domain +

Trusted Domain
Mame Domain
Forbidden Domain

Mame Domain

Return
1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.
2. Ifnot, check ifitis listed in the forbidden list. If yes, then the connection attempt will be dropped.
3. If the packet does not match either of the above two items, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For example
to block traffic to www.google.com.au, enter “www.google” or “www.google.com”.

In this example, the URL request for www.abc.com will be sent to the remote web server because
it is listed in the trusted list, whilst the URL request for www.google or www.google.com will be
dropped, because www.google is in the forbidden list.

Trusted Domain
Mame Domain

item www_abc Delete

Forbidden Domain

MName Domain
itermn 0 www._google Delete ©
Return

Example:

Andy wishes to disable all WEB traffic except for the ones listed in the trusted domain list, which
would prevent Bobby from accessing other web sites. Andy selects both functions in the Domain
Filtering and thinks that it will stop Bobby. Nevertheless, Bobby knows that Domain Filtering will
ONLY disable all WEB traffic except for the one in the Trusted Domain, BUT not its IP address. If
this is the situation, Block surfing by IP address function can be handy and helpful to Andy. With
this feature, Andy can prevent Bobby from accessing unwanted websites.
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Restrict URL Features: This function enhances the restriction to your URL rules.

*Block Java Applet: Blocks Web content which includes the Java Applet to prevent someone
who wants to damage your system via the standard HTTP protocol.

*Block surfing by IP address: Preventing someone who uses the IP address as URL for
skipping Domains Filtering function. Activate only and if Domain Filtering is enabled.

Except IP Address: The except IP address list. Enter the Name and IP Address and then click
Apply to save the configuration.

IP Exception

Create

MName
IP Address Candidates{Q

Click Apply to confirm the settings.



IM / P2P Blocking

IM, short for Instant Message, is required to use client program software that allows users to
communicate, in exchanging text message, with other IM users in real time over the Internet. A
P2P application, known as Peer-to-peer, is a group of computer users who share files with specific
groups of people across the Internet. Both Instant Message and Peer-to-peer applications make
communication faster and easier but your network can become increasingly insecure at the same
time. Billion’s IM and P2P blocking helps to restrict LAN PCs from accessing the commonly used IM
such as Yahoo and MSN, and P2P, BitTorrent and eDonkey applications over the Internet.

IM/P2P Blocking

Configuration

Instant Message Blocking Disabled  +
Yahoo Messenger [ ] Block
MSM Messenger [ ] Block
Peer to Peer Blocking Disabled +
BitTorrent (BitTorrent, BitComet) [ ] Block
eDonkey (eDonkey, eMule) [] Block
[Apply] ’ Cancel ]

Instant Message Blocking: Default is set to Disable.
*Disabled: Instant Message blocking is not triggered. No action will be performed.
* Always On: Action is enabled.

*TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time
period to trigger the blocking, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

Yahoo/MSN Messenger: Tick the checking box to block either or both Yahoo or/and MSN
Messenger. Be sure you enabled the Instant Message Blocking first.

Peer to Peer Blocking: Default setting is Disable.
*Disabled: Instant Message blocking is not triggered. No action will be performed.
* Always On: Action is enabled.

*TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time
period to trigger the blocking, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

BitTorrent / eDonkey: Tick the checking box to block either or both Bit Torrent or/and eDonkey.
Be sure you enabled the Peer to Peer Blocking first.

Click Apply to confirm the settings.
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Firewall Log
Firewall Log displays log information of all unexpected action taken by your firewall settings.

This feature is disabled by default. To activate the logs, check the Enable box then click the Apply
button.

Log information can be seen in the Status > Event Log after enabling.
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VPN (Virtual Private Networks) (BiPAC 8500/ 8501/ 8520 Only)

Virtual Private Networks is a way to establish a secured communication tunnel to an organization’s
network via the Internet. Your router supports three main types of VPN (Virtual Private Network):
PPTP, IPSec and L2TP.

PPTP (Point-to-Point Tunneling Protocol)

PPTP
VPN/PPTP for Remote Access Application

Enable Disable Mame Type Status

VPN/PPTP for LAN-to-LAN Application
Enable Disahle Mame Type Status

Create O

[Aeply

If you have created a PPTP connection, the account information will be shown.

Enable / Disable: This function activates or inactivates the PPTP connection. To interrupt the
tunnel, check the Disable radio button and click the Apply button to inactivate the connection.

Name: This is the user-defined name of the connection.
Type: Refers to your router which operates as a client or a server, Dialout or Dialin respectively.
Status: Shows the condition of your PPTP tunnel connection.

Click Create to configure a new VPN connection. There are 2 types of PPTP VPN supported:
Remote Access and LAN-to-LAN.

PPTP

Configuration

(*) Remote Access

Connection Type
(OLAN to LAN

Mext
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PPTP Connection - Remote Access

PPTP
Remote Access Connection

Connection Mame

(*) Dial out, Server IP Address (or Domain Mame)
o= ) Dial in, Private IP Address Assigned to Dialin User
Username
Password
Auth. Type Chap(Auta) +
Diata Encryption Auto ¥ Key Length Auto hd Mode stateful +
Idle Timeout 0 minutes

Active as default route [ |Enable

Connection Name: A user-defined name for the connection (e.g. “connection to office”).

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In if you want the router to operate as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Domain
Name) you wish to connect to.

When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are
a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Auth. Type: Default is Auto, allows the router to determine which the type of authentication to
use. You can also manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or the authentication type you want clients to use (when acting as a server). When using
PAP, the password is sent unencrypted, CHAP encrypts the password before sending. This presents
challenges at different periods to ensure that an intruder has not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by a MPPE algorithm.
Default is Auto, which means this setting is negotiated when establishing a connection. You can also
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto,
it is negotiated when establishing a connection. 128 bit keys provide stronger encryption than 40 bit
keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when
you select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Idle Timeout: Auto-disconnect the VPN connection when there is no activity on the connection for
a predetermined period of time. 0 means this connection is always on.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, activate the function may degrade the Internet
performance.

Click the Apply button to apply your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

An office of a company establishes a PPTP VPN connection with a file server located at a different
location. The router is installed at the office, connecting to a couple of PCs and Servers.

Office LAN

Public IP
69.121.1.33 192.168.1.254
. < % -
Server Rowrer
Encryption Data
PPTP Servel —elsssssssssssssssssssssiiims— PPTP Client
VPN Connection

192.168.1.024

PPTP VPN-Remote Access (Dial-out)
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Configuring the PPTP VPN in the Office

You can either input the IP address (69.1.121.33 in this case) or the hostname to reach the server.

PPTP
Remote Access Connection
Connection Name VPN_PRTR
(%) Dial out, Server |P Address (or Domain MName) 69.121.1.33
= ) Dial in, Private IP Address Assigned to Dialin User
Usermame username
Password sssnnn
Auth. Type ChaplAuta) +
Data Encryption Auto | # Key Length Auto hd Mode stateful +
Idle Timeout 0 minutes

Active as default route [ |Enable

Connection Name: Specify a name for the PPTP connection (VPN_PPTP).

Dial out: Check Dial out and enter a Dialed server IP (69.121.1.33) on the Server |IP Address (or
Hostname) field.

Username / Password: Specify the username (username) & password (123456).
Auth.Type/Data Encryption/Key Length/Mode: Keep as default value in most of the cases.
PPTP server & client will determine the value automatically. Refer to manual for details if you want
to change the setting.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.
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PPTP Connection - LAN to LAN

PPTP
LAMN to LAN
Connection Mame
(+) Dial out, Server IP Address (or Domain Name)
i C Dial in, Private IP Address Assigned to Dialin User
Peer Network IP Metmask
Username
FPassword
Auth. Type ChaplAuto) =
Data Encryption Auto ¥ Key Length Auto b Mode stateful +
Idle Timeout 1] minutes

Connection Name: A user-defined name for the connection.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In if you want it to operate as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Hostname)
you wish to connect to.

When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Peer Network IP: Enter the Peer network |IP address.
Netmask: Enter the subnet mask of the peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are
a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are
a Dial-In user (server), enter your own password.

Authentication Type: Default is Auto, allows the router to determine which authentication type to
use. You can also manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or the authentication type you want clients to use (when acting as a server). When using
PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending. This
presents challenges at different periods to ensure that an intruder has not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by a MPPE algorithm.
Default is Auto, which means this setting is negotiated when establishing a connection. You can also
manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto,
it is negotiated when establishing a connection. 128 bit keys provide stronger encryption than 40 bit
keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when
you select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Idle Timeout: Auto-disconnect the VPN connection when there is no activity on the connection for
a predetermined period of time. 0 means this connection is always on.

Click the Apply button to apply your changes.
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Example: Configuring a PPTP LAN-to-LAN VPN Connection
The branch office establishes a PPTP VPN tunnel with the head office to connect two private

networks over the Internet. The routers are installed in the head office and the branch office
respectively.

Branch Office Head Office

Public IP
69.121.1.33 192.168.1.254

Encryption Data
PPTP Client ——aijesssssssssssssslle=— PPTP Server

VPN Connection

192.168.0.0:24 192.168.1.0124
PPTP VPN-LAN to LAN

{ Y
Both office LAN networks MUST be in different subnet with LAM to LAN
application.

Attention
o S

111



Configuring PPTP VPN in the Head Office

The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please
make sure this IP is not used in the head office LAN.

PPTP
LAM to LAN
Connection Name HeadOffice
() Dial out, Server IP Address (or Domain Mame)
= () Dial in, Private IP Address Assigned to Dialin User 192.168.1.200
Peer Metwaork IP 192.168.0.0 Metmask 255 255 255 10
Username username
FPassword ssssee
Auth. Type ChaplAuto) +
Data Encryption Auto ¥ Key Length Auto b Mode stateful
ldle Timeout 0 minutes

Connection Name: Specify a name for the PPTP connection (HeadOffice).

Type: Check Dial in and enter an IP address assigned to branch office network (192.168.1.200).

Peer Network IP and Netmask: Enter the IP address (192.168.0.0) & subnet mask
(255.255.255.0) of branch office network.

Username / Password: Specify the username (username) & password (123456) to authenticate
branch office network.

Auth.Type/Data Encryption/Key Length/Mode: Keep as default value in most of the cases.
PPTP server & client will determine the value automatically. Refer to manual for details if you want
to change the setting.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.

112



Configuring PPTP VPN in the Head Office

The IP address 69.1.121.30 is the Public IP address of the router located in the head office. If
you registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

PPTP
LAN to LAN

Connection Mame BranchOffice

(+) Dial out, Server IP Address (or Domain Mame) 69.121.1.33
Type (O Dial in, Private IP Address Assigned to Dialin User
Peer Metwaork IP 192.168.1.0 Metmask 255 255 255 1)
lUsername USername
FPassword TITTIY
Auth. Type ChaplAuto) +
Data Encryption Auto v Key Length Auto b Mode stateful
Idle Timeout 1] minutes

[ el ]

Connection Name: Specify a name for the PPTP connection (BranchOffice).

Type: Check Dial out and enter the IP address (69.121.1.33) of the head office router (in WAN
side).

Peer Network IP and Netmask: Enter the IP address (192.168.1.0) & subnet mask
(255.255.255.0) of head office network.

Username / Password: Specify the username (username) & password (123456) to authenticate
branch office network.

Auth.Type/Data Encryption/Key Length/Mode: Keep as default value in most of the cases.
PPTP server & client will determine the value automatically. Refer to manual for details if you want
to change the setting.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.
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IPSec (IP Security Protocol)

IPSec
VPN Tunnels

Enable Disable Mame Local Subnet Remote Subnet Remote Gateway |IPSec Proposal

Create D

If you have created an IPSec connection, the account information will be shown.

Enable / Disable: This function activates or inactivates the IPSec connection. To interrupt the tunnel,
check the Disable radio button and click the Apply button to inactivate the connection.

Name: This is the user-defined name of the connection.
Local Subnet: Displays IP address and subnet of the local network.
Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or the Domain Name of the remote VPN device that is
connected and used to establishe a VPN tunnel.

IPSec Proposal: This is the selected IPSec security method.

Click Create to configure a new IPSec VPN connection account.
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IPSec VPN Connection
IPSec

Create

Connection Name

Local
(%) Single Address
Metwark ) Subnet
(JIP Range
Remote

Secure Gateway Address{or Hostname)

(+) Single Address

Metwark () Subnet
O IP Range
Proposal
Authentication
ESP -
Encryption
[]AH Authentication

Perfect Forward Secrecy MODP 1024 (Group 2) #

Pre-shared Key

Connection Name: A user-defined name for the connection.
Local Network: Set the |IP address, subnet or address range of the local network. .
*Single Address: The IP address of the local host.

*Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1 through

to 192.168.1.254).

*IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:

192.168.1.10.

Remote Secure Gateway Address (or Domain Name): The IP address or hostname of the remote
VPN device that is connected and is used to establishe a VPN tunnel.

Remote Network: Set the IP address, subnet or address range of the remote network.
Proposal: Select the IPSec security method. There are two methods of checking the authentication

information, AH (authentication header) and ESP (Encapsulating Security Payload). Use ESP for
greater security so that data will be encrypted and authenticated. Using AH data will be authenticated

but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures that it is not
tampered with during transmission. There are three options, Message Digest 5 (MDS5), Secure Hash
Algorithm (SHA1) or NONE. SHA1 is more resistant to brute-force attacks than MDS5, however it is

slower.

*MD5: A one-way hashing algorithm that produces a 128-bit hash.

IP Address
IP Address
IP Address

IP Address
IP Address
IP Address

MD5  w
JDES
MD5 +

b

Metmask

End IP

Metmask

End IP

*SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are several options,
DES, 3DES, AES (128, 192 and 256) and NULL. NULL means it is a tunnel only with no encryption.
3DES and AES are more powerful but increase the latency.
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*DES: Stand for Data Encryption Standard, it uses 56 bits as an encryption method.

*3DES: Stand for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

* AES: Stand for Advanced Encryption Standards, you can use 128, 192 or 256 bits encryption
method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change the encryption keys during second phase of VPN negotiation. This function
will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a public-key
cryptography protocol that allows two parties to establish a shared secret over an unsecured
communication channel (i.e. over the Internet). There are three modes, MODP 768-bit, MODP 1024-
bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key to the router or hosts at both ends.

Click the Apply button to save your setting.

Edit IPSec VPN Tunnels
To change the information of IPSec VPN Tunnels, click Edit.

IPSec
VPN Tunnels
Enable Disable MName Local Subnet Remote Subnet  Remote Gateway  |PSec Proposal
O ® ol e | e | Egg:majdes Edt @  Delet= @
Create O
IPSec
Edit
Connection Name cindy
Local
() Single Address IP Address
Metwork (*) Subnet IP Address 192 163.3.0 Metmask  |255 255 2550
) IP Range IP Address End IP
Remote
Secure Gateway Address(or Hostname) 0.0.0.0
() Single Address IP Address
Metwork =) Subnet IP Address 192.168.4.0 Metmask |255.255.255.0
) IP Range IP Address End IP
Proposal
Authentication MDs
ESP :
Encryption 3DES b
[JaH Authentication MD5

Perfect Forward Secrecy MODP 1024 (Group 2} +
Pre-shared Key

Apply | Advanced Options©
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Advanced Options

On the IPSec Edit screen, click Advanced Options link to change the settings.

IPSec

IKE Mode Main W
IKE Proposal
Hash Function MDs w
Encryption 3DES b
Diffie-Hellman Group MODP 1024 (Group 2) +
Local ID
Type Default b
Content
Remote ID
Type Default e
ldentifier
SA Lifetime
Phase 1 {IKE) 430 minutes
Phase 2 (IPSec) 60 minutes
PING for keepalive
Keepalive C'None  @PING (O DPD
PING to the IP 0.0.0.0 (0.0.0.0 means NEVER)
Interval 10 seconds (0-3600, 0 means NEVER)
Disconnection Time after no traffic 180 seconds (180 at least)
Reconnection Time 3 minutes (3 at least)
[ﬁ.pply] [ Reset ]

IKE Mode: Set IKE (Internet key Exchange) mode to Main mode or Aggressive mode. This IKE
provides secured key generation and key management.

IKE Proposal

Hash Function: It is a Message Digest algorithm which coverts any length of a message into a
unique set of bits. It is widely used MD5 (Message Digest) and SHA-1 (Secure Hash Algorithm)
algorithms. SHA1 is more resistant to brute-force attacks than MD5, however it is slower. SHA1 is
more resistant to brute-force attacks than MD5, however it is slower

*MD5: A one-way hashing algorithm that produces a 128-bit hash.

*SHA1: A one-way hashing algorithm that produces a 160-bit hash
Encryption: Select the encryption method from the drop-down menu. There are several options,
DES, 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase the
latency.

*DES: Stands for Data Encryption Standard and uses 56 bits encryption method.
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* 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits encryption method.

* AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits encryp-
tion method.

Diffie-Hellman Group: It is a public-key cryptography protocol that allows two parties to establish a
shared secret over an unsecured communication channel (i.e. over the Internet). There are 3 modes,
MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation
Groups.

Local ID

Type: Specify a local ID type.

Content: Input ID information, such as domain name www.ipsectest.com.

Remote ID

Type: Specify a Remote ID type.

Identifier: Input remote ID information, like domain name www.ipsectest.com.

SA Lifetime

Specify the number of minutes that a Security Association (SA) will stay active before a new
encryption and an authentication key will be exchanged. There are two kinds of SAs, IKE and IPSec.
IKE negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. The range can be from
5 to 15,000 minutes. Default is 240 minutes.

Phase 2 (IPSec): To negotiate and establish a secure authentication. The range can be from 5 to
15,000 minutes. Default is 60 minutes.

Note: A short SA time increases security by forcing two parties to update the keys. However,
every time the VPN tunnel re-negotiates, access through the tunnel will be temporarily
disconnected.

PING to Keepalive

Keepalive: It is used to detect IPSec tunnel connection failure. Connection failure is defined as
abort or in NO response state. In such event Ping to Keepalive takes proper action to ensure the
connection quality of IPSec.

PING to the IP: It can IP Ping the remote PC with the specified IP address and issue alert when
the connection fails. Once alter message is received, Router will drop this tunnel connection. Re-
establishing of this connection is required. Default setting is 0.0.0.0 which disables the function.

Interval: This sets the time interval of Pings to the IP function to monitor the connection status.
Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 seconds; 0 indicates
disabing the function.

Ping to the IP Internal (sec) Ping to the IP Action

0.0.0.0 0 No

0.0.0.0 2000 No

XXX XXX XXX XXX 0 No

(A valid IP Address)

XXX XXX XXX XXX 2000 Yes, activate it in every 2000
(A valid IP Address) seconds.

Disconnection Time after no traffic: It is the NO Response time clock. When no traffic stage time
is beyond the Disconnection time set, Router will automatically halt the tunnel connection and re-
establish it base on the Reconnection Time set. Default setting is 1200 seconds; 180 seconds is the
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minimum time interval for this function.

Reconnection Time: It is the reconnecting time interval after NO TRAFFIC is initiated. Default
setting is 15 minutes; 3 minutes is the minimum time interval for this function.

Click the Apply button to update the settings.

Example: Configuring an IPSec LAN-to-LAN VPN Connection

The branch office establishes a PPTP VPN tunnel with the head office to connect two private networks
over the Internet. The routers are installed in the head office and the branch office respectively.

Branch Office Head Office

FPublic IP Public IP
192.168.0.254 69.121.1.30 69.121.1.3  192.168.1.24
= - = T
Roater Router

Encryption Data
IPSec --W_—- IPSec

VPN Connection

192.168.0.0:24 192.168.1.0724
IPSec VPN-LAN to LAN
Branch Office Head Office
Local Network ID 192.168.0.0/24 192.168.1.0/24
Local Router IP 69.1.121.30 69.1.121.3
Remote Network ID 192.168.1.0/24 192.168.0.0/24
Remote Router IP 69.1.121.3 69.1.121.30
IKE Pre-shared Key 12345678 12345678
VPN Connection Type Tunnel mode Tunnel mode
Security Algorithm ESP:MD5 with AES ESP:MD5 with AES
4 Y

Both office LAN networks MU 3T be in different subnet with LAN to LAN
application. Functions of Pre-shared Key, VPN Connection Type and
Security Algorithm MUST BE identically set up at both ends.

Attention

e A
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Configuring IPSec VPN in the Head Office

IPSec
Create
Connection Name IPSec_HeadOffice
Local
(O Single Address IP Address
Metwork {(*) Subnet IP Address 192.168.1.0 Metmask = |255.265.225.0
(P Range IP Address End IP
Remaote
Secure Gateway Address(or Hostname) 61.121.1.30
() Single Address IP Address
Metwork (*) Subnet IP Address 192.168.0.0 Metmask 255255 2550
(JIP Range IP Address End IP
Proposal
Authentication MDs  +
ESP :
Encryption 3DES b
C]AH Authentication MDs v
Perfect Forward Secrecy Mone “
Pre-shared Key 12345678

Connection Name: Specify a name for the PPTP connection (IPSec_HeadOffice).

Local Network: Check the Subnet radio button and enter the IP address (192.168.1.0) and subnet
mask (255.255.255.0) of head office network.

Remote Secure Gateway Address (or Hostname): Enter the IP address (69.121.1.30) of the head
office router (in WAN side).

Remote Network: Check the Subnet radio button and enter the IP address (192.168.0.0) and subnet
mask (255.255.255.0) of branch office network.

Proposal: Check the ESP radio button. Select MD5 from the Authentication drop-down menu and
3DES from the Encryption drop-down menu.

Prefer Forward Security and Pre-shared Key: Select the prefer forward security (None) and enter
the pre-shared key (12345678) for security policy.

Click Apply to confirm the settings.
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Configuring IPSec VPN in the Branch Office

IPSec
Create
Connection Name IPSec_BranchOffice
Local
(0 Single Address IP Address
Metwork (%) Subnet IP Address 192.165.0.0 Metmask  |255.255.225.0
O IP Range IP Address End IP
Remaote
Secure Gateway Address(or Hostname) 61.121.1.3
) Single Address IP Address
Metwork (*) Subnet IP Address 192.168.1.0 Metmask  |255. 255 2550
() IP Range IP Address End IP
Proposal
Authentication MDs  +
ESP :
Encryption 3DES A
[]AaH Authentication MDs  w
Perfect Forward Secrecy Mone “
Pre-shared Key 123456738

Connection Name: Specify a name for the PPTP connection (IPSec_BranchOffice).

Local Network: Check the Subnet radio button and enter the IP address (192.168.0.0) and subnet
mask (255.255.255.0) of branch office network.

Remote Secure Gateway Address (or Hostname): Enter the IP address (69.121.1.3) of the head
office router (in WAN side).

Remote Network: Check the Subnet radio button and enter the IP address (192.168.1.0) and subnet
mask (255.255.255.0) of head office network.

Proposal: Check the ESP radio button. Select MD5 from the Authentication drop-down menu and
3DES from the Encryption drop-down menu.

Prefer Forward Security and Pre-shared Key: Select the prefer forward security (None) and enter
the pre-shared key (12345678) for security policy.

Click Apply to confirm the settings.
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Example: Configuring a IPSec Host-to-LAN VPN Connection

Head Office
Public IP Public IP
69.121.1.30 69.121.1.3 192.168.1.254
— ) —
Windows XP Rowter

Encryption Data

IPSec IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN
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Configuring IPSec VPN in the Office

IPSec
Create
Connection Name IPSec
Local
() Single Address IP Address
Metwork (*) Subnet IP Address 192.168.1.0 Metmask 2652552250
()P Range IP Address End IP
Remote
Secure Gateway Address(or Hostname) 61.121.1.30
(%) Single Address IP Address  |61.121.1.30
MNetwork () Subnet IP Address MNetmask
(P Range IP Address End IP
Proposal
Authentication MDE
ESP :
Encryption 3DES b
[ 1AH Authentication MDE
Perfect Forward Secrecy Mone b
Pre-shared Key 123456738

Connection Name: Specify a name for the PPTP connection (IPSec).

Local Network: Check the Subnet radio button and enter the IP address (192.168.1.0) and subnet
mask (255.255.255.0) of head office network.

Remote Secure Gateway Address (or Hosthame): Enter the |IP address (69.121.1.30) of the head
office router (in WAN side).

Remote Network: Check the Single Address radio button and enter the Remote worker’s IP address
(69.121.1.30).

Proposal: Check the ESP radio button. Select MD5 from the Authentication drop-down menu and
3DES from the Encryption drop-down menu.

Prefer Forward Security and Pre-shared Key: Select the prefer forward security (None) and enter
the pre-shared key (12345678) for security policy.

Click Apply to confirm the settings.
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L2TP (Layer Two Tunneling Protocol)

If you have created a L2TP connection, the account information will be displayed.

Enable / Disable: This function activates or inactivates the L2TP connection. To interrupt the tunnel,
check the Disable radio button and click the Apply button to inactivate the connection.

Name: This is the user-defined name of the connection.
Type: Refers to your router which operates as a client or a server, Dialout or Dialin respectively.
Status: Shows the condition of your L2TP tunnel connection.

Click Create to configure a new VPN connection. There are 2 types of L2TP VPN supported: Remote
Access and LAN-to-LAN.
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L2TP Connection - Remote Access
L2TP
Remote Access Connection
Connection Name
(¥ Dial out, Server IP Address (or Domain Mame)
S (O Dial in, Private IP Address Assigned to Dialin User
Username
Password
Auth. Type Chap({Auto) +
ldle Timeout 0 minutes
Active as default route [|Enable
IPSec [ |Enable
Authentication
Encryption
Perfect Forward Secrecy

Pre-shared Key

Remote Host Mame (Optional)
Local Host Name (Optional)
Tunnel Authentication [ |Enable

Secret

Connection Name: A user-defined name for the connection (e.g. “connection to office”).

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In if you want the router to operate as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Hostname)
you wish to connect to.

When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Username / Password: If you are a Dial-Out user (client), enter the username/password provided
by your Host. If you are a Dial-In user (server), enter your own username/password.

Auth. Type: Default is Auto, allows the router to determine which the type of authentication to
use. You can also manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or the authentication type you want clients to use (when acting as a server). When using
PAP, the password is sent unencrypted, CHAP encrypts the password before sending. This presents
challenges at different periods to ensure that an intruder has not replaced the client.

Idle Timeout: Auto-disconnect the VPN connection when there is no activity on the connection for
a predetermined period of time. 0 means this connection is always on.

Active as default route: Commonly used by the Dial-out connection which all packets will route
through the VPN tunnel to the Internet; therefore, activate the function may degrade the Internet
performance.

IPSec: Enable for enhancing your L2TP VPN security. (L2TP over IPSec (L2TP/IPSec) VPN
Connection)
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Note: Authentication, Encryption, Perfect Forward Secrecy and Pre-shared Key will only be
available for selection after IPSec is enabled.

* Authentication: Authentication establishes the integrity of the datagram and ensures it is
not tampered with during transmission. There are three options, Message Digest 5 (MD5),
Secure Hash Algorithm (SHA1) or None. SHA1 is more resistant to brute-force attacks than
MD5, however it is slower.

MD5: A one-way hashing algorithm that produces a 128-bit hash.
SHA1: A one-way hashing algorithm that produces a 160-bit hash.

* Encryption: Select the encryption method from the pull-down menu. There are four options,
DES, 3DES, AES and None. None indicates that it is only a tunnel with no encryption. 3DES
and AES are more powerful but increase the latency.

DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

3DItEhS:dStands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

*Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change the encryption keys during second phase of VPN negotiation. This
function will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a
public-key cryptography protocol that allows two parties to establish a shared secret over an
unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-
bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

*Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string consists of
4 to 128 characters. Both sides should use the same key. IKE is used to establish a shared
security policy and authenticated keys for services (such as IPSec) that require a key. Before
any IPSec traffic can be passed, each router must be able to verify the identity of its peer. This
can be done by manually entering the pre-shared key into the router or host at both ends.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier
from the Remote VPN device that will match the Remote hostname provided. If the remote
hostname is matched, the tunnel will be connected; otherwise, it will be dropped.

Note: This is used only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected /
establishes a VPN tunnel. As default, Router default Hosthame is home.gateway.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Click the Apply button to save your changes.
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft VPN
Adapter (included with Windows XP/2000/ME, etc.). The router is installed in the head office,

connecting to a couple of PCs and Servers.

Office LAN

Public IP
61.56.158.112 192.168.1.254

Remote Worker
Router

Encryption Data

L2TP Client ——esssssssssssssssi L 2TP Server

VPN Connection

192.168.1.024

L2TP VPN-Remote Access (Dial-in)
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Configuring L2TP VPN in the Office-Dial In

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this
IP is not used by the Office LAN.

L2TP

Remote Access Connection

Connection Mame VPN _L2TP
C Dial out, Server I[P Address (or Domain Name)

Type (%) Dial in, Private IP Address Assigned to Dialin User 192.165.1.200
Username usermame

Password ssssss
Auth. Type Chap(Auto)
ldle Timeout ] minutes
Active as default route Enable
IPSec [“]Enable

Authentication MDs  »

Encryption 3DES A

Perfect Forward Secrecy Mone b

Pre-shared Key 12345678
Femote Host Name (Optional)
Local Host Name (Optional)
Tunnel Authentication [ |Enable

Secret

Connection Name: Specify a name for the L2TP connection (VPN_L2TP).

Type: Check Dial in and enter an assigned IP address (192.168.1.200) for the remote worker on
the Private IP Address Assigned to Dialing User field.

Username / Password: Enter the username (username) & password (123456) to authenticate
remote worker.

Auth.Type: Keep as default value in most of the cases.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.

IPSec: Enabled for enhancing your L2TP VPN security and then set the Authentication/Encryption/
Perfect Forward Secrecy/Pre-shared Key parameters. Both sites should use the same value.

Click Apply to save your settings.
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection

A company’s office establishes a L2TP VPN connection with a file server located at a different
location. The router is installed in the office, connecting to a couple of PCs and Servers.

Office LAN

Public IP
G9.121.1.33 197.168.1.254

Server
Encryplion Data
L2TP Servel ——mii i | 2TP Client
VPN Cennection

192.168.1.0:24

L2TP VPN-Remote Access (Dial-out)
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Configuring L2TP VPN in the Office-Dial Out

L2TP
Remote Access Connection
Connection Mame VPMN_L2TP
() Dial out, Server IP Address {or Domain Name) 69.121.1.33
Type (O Dial in, Private IP Address Assigned to Dialin User
Username username
Password ssssss
Auth. Type Chap({Auto) +
ldle Timeout ] minutes
Active as default route [|Enable
IPSec [v] Enable
Authentication MD&  »
Encryption 3DES v
Perfect Forward Secrecy Mone b
Pre-shared Key 12345678
Remote Host Name (Optional)
Local Host Mame (Optional)
Tunnel Authentication [|Enable
Secret

Connection Name: Specify a name for the L2TP connection (VPN_L2TP).

Type: Check Dial out and enter a Dialed server IP (69.121.1.33) on the Server IP Address (or
Hostname) field.

Username / Password: Enter the username (username) & password (123456).
Auth.Type: Keep as default value in most of the cases.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.

IPSec: Enabled for enhancing your L2TP VPN security and then set the Authentication/Encryption/
Perfect Forward Secrecy/Pre-shared Key parameters. Both sites should use the same value.

Click Apply to save your settings.

Example: Configuring a Remote Access L2TP VPN Dial-out Connection

Currently, Microsoft Windows operation system does not support L2TP incoming service.
Additional software may be required to set up your L2TP incoming service.
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L2TP Connection - LAN to LAN

L2TP
LAN to LAN
Connection Mame
() Dial out, Server I[P Address (or Domain Name)
) Dial in, Private IP Address Assigned to Dialin User
Peer Netwark IP Metmask

Type

Username
Password
Auth. Type Chap(Auto) »
ldle Timeout 0 minutes
IPSec [ |Enable
Authentication
Encryption
Perfect Forward Secrecy

Pre-shared Key

Remote Host Mame (Optional)
Local Host Marme (Optional)
Tunnel Authentication [|Enable

Secret

Connection Name: A user-defined name for the connection.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN
server, e.g. your office server), check Dial In if you want it to operate as a VPN server.

. When configuring your router to establish the connection with a remote LAN, enter the re-
mote Server IP Address (or Hostname) you wish to connect to.

When configuring your router as a server to accept incoming connections, enter the Private
IP Address Assigned to Dial in User address.

Peer Network IP: Enter the Peer network |P address.
Netmask: Enter the subnet mask of the peer network based on the Peer Network IP setting.

Username / Password: If you are a Dial-Out user (client), enter the username/password provided
by your Host. If you are a Dial-In user (server), enter your own username/password.

Authentication Type: Default is Auto, allows the router to determine which authentication type to
use. You can also manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a
client), or the authentication type you want clients to use (when acting as a server). When using
PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending. This
presents challenges at different periods to ensure that an intruder has not replaced the client.

Idle Timeout: Auto-disconnect the VPN connection when there is no activity on the connection for
a predetermined period of time. 0 means this connection is always on.

IPSec: Enabled for enhancing your L2TP VPN security. (L2TP over IPSec (L2TP/IPSec) VPN
Connection)
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Note: Authentication, Encryption, Perfect Forward Secrecy and Pre-shared Key will only be
available for selection after IPSec is enabled.

* Authentication: Authentication establishes the integrity of the datagram and ensures it is
not tampered with during transmission. There are three options, Message Digest 5 (MD5),
Secure Hash Algorithm (SHA1) or None. SHA1 is more resistant to brute-force attacks than
MD5, however it is slower.

MD5: A one-way hashing algorithm that produces a 128-bit hash.
SHA1: A one-way hashing algorithm that produces a 160-bit hash.

* Encryption: Select the encryption method from the pull-down menu. There are four options,
DES, 3DES, AES and None. None indicates that it is only a tunnel with no encryption. 3DES
and AES are more powerful but increase the latency.

DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

3DItEhS:dStands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

*Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key
cryptography to change the encryption keys during second phase of VPN negotiation. This
function will provide better security, but extends the VPN negotiation time. Diffie-Hellman is a
public-key cryptography protocol that allows two parties to establish a shared secret over an
unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-
bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

*Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string consists of
4 to 128 characters. Both sides should use the same key. IKE is used to establish a shared
security policy and authenticated keys for services (such as IPSec) that require a key. Before
any IPSec traffic can be passed, each router must be able to verify the identity of its peer. This
can be done by manually entering the pre-shared key into the router or host at both ends.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier
from the Remote VPN device that will match the Remote hostname provided. If the remote
hostname is matched, the tunnel will be connected; otherwise, it will be dropped.

Note: This is used only when the router performs as a VPN server. This option should be
used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected /
establishes a VPN tunnel. As default, Router default Hosthame is home.gateway.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Click the Apply button to save your settings.
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with the head office to connect two private
networks over the Internet. The routers are installed in the head office and branch office
respectively.

Branch Office Head Office

Public IP
192.168.0.254 69.121.1.33 192.168.1.254

. Encryption Data
L2TP Client —asgessssssssli | 2TP Servel

VPN Connection

192.168.0.0/24 192.168.1.0:24
L2TP VPN-LAN to LAN

4 N

Both office LAN networks MUST be in different subnet with LAN to LAN
application. Functions of Pre-shared Key, VPN Connection Type and
Security Algorithm MUST BE identically set up at both ends.

Attention

e A
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Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located at the branch office. Please
make sure that this IP is not used by the head office LAN.

L2TP
LAN to LAN
Connection MName HeadOffice
O Dial out, Server [P Address (or Domain Name)
Type (=) Dial in, Private IP Address Assigned to Dialin User 192.168.1.200
Peer Netwark IP 192.1658.0.0 Metmask 2552552550
Username username
Password sssene
Auth. Type Chap{Auto) +
ldle Timeout 0 minutes
IPSec [v] Enable
Authentication MD5s =
Encryption JDES b
Perfect Forward Secrecy Mone b
Pre-shared Key 12345678
Remote Host Mame (Optional)
Local Host Mame (Optional}
Tunnel Authentication [|Enable

Secret

Connection Name: Specify a name for the L2TP connection (HeadOffice).

Type: Check Dial in and enter the IP address (192.168.1.0) assigned to the branch office network
on the Private IP Address Assigned to Dialing User field.

Peer Network IP: Enter the IP address (192.168.0.0) and subnet mask (255.255.255.0) of branch
office network.

Username / Password: Enter the username (username) & password (123456) to authenticate
remote worker.

Auth.Type: Keep as default value in most of the cases.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.

IPSec: Enabled for enhancing your L2TP VPN security and then set the Authentication/Encryption/
Perfect Forward Secrecy/Pre-shared Key parameters. Both sites should use the same value.

Click Apply to confirm the settings.
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Configuring L2TP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located at head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

L2TP
LAN to LAN
Connection Mame BranchOffice
(*) Dial out, Server IP Address (or Domain Name) 69.121.1.33
S () Dial in, Private IP Address Assigned to Dialin User
Peer Netwark IP 192.168.1.0 Metmask 255 2552550
Username usermame
Password ssssss
Auth. Type Chap(Auto) +
ldle Timeout 0 minutes
IPSec [“]Enable
Authentication MDs  »
Encryption 3DES v
Perfect Forward Secrecy Mone »
Pre-shared Key 12345678
Femote Host Name (Optional)
Local Host Name (Optional)
Tunnel Authentication [ |Enable

Secret
Connection Name: Specify a name for the L2TP connection (BranchOffice).

Type: Check Dial out and enter the IP address (69.121.1.33) of the head office router (in WAN
side).

Peer Network IP: Enter the IP address (192.168.1.0) and subnet mask (255.255.255.0) of head
office network.

Username / Password: Enter the username (username) & password (123456) to authenticate
branch office network.

Auth.Type: Keep as default value in most of the cases.

Idle Timeout: The connection will be disconnected when there is no traffic in a predefined period
of time. 0 means always on.

IPSec: Enabled for enhancing your L2TP VPN security and then set the Authentication/Encryption/
Perfect Forward Secrecy/Pre-shared Key parameters. Both sites should use the same value.

Click Apply to confirm the settings.
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QoS - Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet and/
or Wireless) to WAN (Internet). It facilitates you the features to control the quality and speed of
throughput for each application when the system is running with full upstream load.

You can find three items under the QoS section: Prioritization and Outbound / Inbound IP
Throttling (bandwidth management).
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Prioritization

Prioritization
Configuration (from LAN to VUAN packet)

Source |P Address Range
Source Pord (0.0.0.0' means Any)

Apicaion  Time Schedule Pty  Protocdl ?&?,"_‘S_‘.;‘-“'n? gfn?i{:,r:fs Range DSCP Marking

FFTF | Disabled % | High | GRE ::: IEE EE :z EEE | | Dizabled v
T W
i [ Aweys on | (High | any ¥ I H I IEEEE :zzzz | | Disabled v
T " T -
i [ aweys on | (High #| any ¥ I H I IEEEE :EEEE | | Disabled v
e T -
il [aways on | (High #| any ¥ I H I IEEEE :EEEE | | Disabled v
T —T T —
[ |Aways On % High | any %] I H I IEEEE :EEEE | | Dizabled v
R T M-
[ | Aways On ¥ High | any (] I H I IEEEE :EEEE | | Dizabled -

Application: Assign a name that identifies the new QoS application rule.
Time Schedule: Scheduling your prioritization policy.

Priority: The priority given to each policy/application. Its default setting is set to High; you may
adjust this setting to fit your policy/application.

Protocol: Select the supported protocol from the drop down list. For GRE protocol, there is no
need to specify the IP addresses or Application ports in this page. For other protocols, at least one
value shall be given.

any: No protocol type is specified.
tcp

udp

icmp

gre: For PPTP VPN Connections.

Source/Destination Port: The packet source/destination port to be monitored.

Source/Destination IP Address Range: The source/destination IP address or range of packets to
be monitored.

Priority: The priority given to each policy/application. You may adjust this setting to fit your policy
/ application. For examples, you are allowed to specify two different QoS policies for different
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applications. Both applications need minimal or higher bandwidth, besides the assigned one, if
there is any available/non-used one available, you can specify which application can have higher
priority by acquiring the non-used bandwidth. Average utilization of each priority type: High (60%),

Normal (30%) and Low (10%).
High
Normal: The default is set to normal.
Low
For the sample priority assignment for different policies, it is served in a First-In-First-Out way.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the traffic of the application to be executed according to

the DSCP value. See DSCP Mapping Table.

Note: Make sure that the router(s) in the network backbone are capable to execute and check
the DSCP throughout the QoS network.

DSCP Mapping Table

DSCP Mapping Table

(Wireless) GPON Router Standard DSCP

Disabled None
Best Effort Best Effort (000000)

Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Class 1, Silver (001100)

Gold service (M)

Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)

Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)

Class 3, Gold (011010)
Class 3, Silver (011100)
Class 3, Bronze (011110)

Bronze service (L)
Bronze service (M)
Bronze service (H)

Remember clicking Apply to save your settings.
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Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value multiple of 32kbps.

Qutbound IP Throttling
Configuration [from LAN to WAN packet)
Source IP Address Rangs

Application Time Schedule  Frotocol Sauce for QAT et | Rate Limit
A Destination IP Address Range
Deetination Port (0.0.0.0" means Any) g
L 0000 ~0.0.0.0
|E[| |P.Jwayscln = | any *-*| | l~ T000 o000 1 *32 (kbps)
| b 0.0.00 ~1.0.0.0
0.0.0.0 —0.0.0.0
|Eﬁ |FJ'-'-'aysl:In W any "«-'| I t Totin TTTT 1 *32 (kbps)
| E 0.0.0.0 ~0.0.0.0
o PO | T |
[ 0.0.0.1 —10.0.0.0
F -y ,
e Sl 8 | - 0.0.00 J0.0.00 : 32 (kops)
| ke 0.0.00 ~1.0.0.0
| EE | ) e | T O
0.0.0.0 —0.0.0.0
F .y | ,
|.ﬁ |.ﬂdw'aysﬂn W any '-'| | l‘ T B0 000 1 32 (kbps)
| L 0.0.0.0 ~0.0.0.0
||:[| |P-Jwag,f5 On = ||| any '~*| | l‘v T P 1 “32 (kbps=)
% | b 0.0.0.0 ~0.0.0.0
|[I] |."-"J1'.I‘EI§.-'S On = | any v| | |_ TYT IYET, 1 *32 (kbps)
| h 0.0.00 ~0.0.0.0
|E[l |P.]ways On » |any ,v| | |~ T T 1 *32 (kbps)

Application: Assign a name that identifies the new QoS application rule.
Time Schedule: Scheduling your prioritization policy.

Protocol: Select the supported protocol from the drop down list.
Source/Destination Port: The packet source/destination port to be monitored.

Source/Destination IP Address Range: The source/destination IP address or range of packets to
be monitored.

Outbound Rate Limit: To limit the speed of outbound traffic.

Click Apply to confirm the settings.
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Inbound IP Throttling (WAN to LAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value multiple of 32kbps.

Inbound IP Throttling
Configuration (from WAN to LAN packet)

Source IP Address Range
(0.0.0.0° means Any)
Destination IP Address Range
((0.0.0.0° means Any)

) 0.0.0.0 0.0.0.0
| 0| Aways On ¥ |any | I g | & I 1 %32 (kbps)

Source Port
Application Time Schedule  Protocol Rate Limit

Destination Port

H | 10.0.0.0 |~0.0.0.0
| 1l [ Aways on ] [any | | H | 0000 <0000 | o
| B | 0.0.0.0 |~0.0.0.0 |
8 o ) e Rl e
— e e e T
e i T e RET
I meron ) oy ) B[ atemn
— I T T
e i T e RET
I meron ) oy ) B[ atemn
A [men o) e | [ e

Application: Assign a name that identifies the new QoS application rule.
Time Schedule: Scheduling your prioritization policy.

Protocol: Select the supported protocol from the drop down list.
Source/Destination Port: The packet source/destination port to be monitored.

Source/Destination IP Address Range: The source/destination IP address or range of packets to
be monitored.

Inbound Rate Limit: To limit the speed of inbound traffic.

Click Apply to confirm the settings.
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Example: QoS for your Network

Connection Diagram

n—-—m——d\:_ -

Restricted PC

Information and Settings
Upstream: 928 kbps
Downstream: 8 Mbps

VolP User :192.168.1.1
Normal Users :192.168.1.2~192.168.1.5
Restricted User: 192.168.1.100

Prioritization
Configuration (from LAN to WAN packet)

Source [P Address Range

Source Port (70.0.0.0" means Any)

Application Time Schedule  Priority  Protocol Dectination Port Destination IP Address Range DSCP Marking
estination mo (0.0.0.0° means Any)
: none 0000 1~0000 | :
PPTP |Always On | |High v| GRE | Gold senice (L) ¥
none 0000 1~0000 |
. 192 168.1.1 192 168 1.1
ValP i | Atways on | [High ~| [any | | H I Ia_n_n_n Hu_u_u_u I ' Gold senice (L) +|
. 192.168.1.100 | ~192.168.1.100
Restricted [l | TimeSlot1 | |High | |any | g il - | Gold senice (L) ¥
| H | 0000 1~0000 |
Throughput

m VolP/VPN
HIGH

m Others
NORMAL

O Restricted
LOW

kbps

VolP/VPN Others Re stricted
HIGH NORMAL LOwW
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Mission-critical application

VPN connection is a mission-critical application used for data exchange between head office and
branch office. This mission-critical application must be sent out smoothly without any dropping. Set
this application as high priority to prevent other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VolP devices use SIP protocol and the port number will
be assigned by SIP module automatically. It is recommended to set a high priority for catching VolP
packets with a fixed IP address. The settings will help to improve the quality of your VoIP service
when the traffic loading is full.

Restricted Application

Some companies will setup a FTP server for customers to download files or home users to share
their files via FTP. The settings help to limit upstream utilization of the FTP. Time schedule feature
also helps to limit daytime utilization.

Advanced setting by using IP throttling

With IP throttling you can set more detailed parameters to manage bandwidth allocation even when
the applications are located on the same level.

Upstream: 928kbps (29*32kbps)
Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)

6+4+14+5=29, 29*32kbps=928kbps

Outbound IP Throttling

Configuration (from LAN to WAN packet)
Source IP Address Range

SR E T (0.0.0.0° means Any)
Application Time Schedule  Protocol D R v Rate Limit
Destination Port estination IP Address Range
((0.0.0.0" means Any)
PPTP M Aways O N 0000 50000 6
ways On v re |+ *
Y J N 0000 J0000 32 (kbps)
Vol ﬁi al o - 0.0.0.0 ~0.0.0.0 A
0 ways On % | | an b *
Y Y N 0000 J0000 32 (kbps)
Restricted ['li ——— - 192.168.1.100 | ~192.168.1.100 :
estricte imeslot | lan b =
Y N 0000 J0000 32 (kbps)
ot ['li ——— - 192.168.1.2 ~192.168.1.5 "
thers imeslot | lan b *
Y N 0000 J0000 32 (kbps)

Sometime your customers or friends may upload their files to your FTP server and saturate your
downstream bandwidth. The settings below can help you to limit the bandwidth for the restricted
application.

Inbound IP Throttling

Configuration (from WAN to LAN packet)

Source IP Address Range

Source Port (0.0.0.0° means Any)

Application Time Schedule  Protocol Destination Port Destination IP Address Range Rate Limit
((0.0.0.0" means Any)
- ~ 0.0.0.0 ~(0.0.0.0
Restricted M | TimeSlot1 ~| |any 64 *32 (kbps)

~ 192.168.1.100 | ~{192.1658.1.100
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Virtual Server (Port Forwarding)

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External
port) to the Internal server with private IP address on the LAN side. The Internal port is required only
if the external port needs to be converted to a different port number used by the server on the LAN
side.

The device can be configured as a virtual server so that remote users accessing services such
as Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

In TCP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you need to
configure your router to forward these incoming connection attempts using specific ports to the PC
on your network running the application. You also need to use port forwarding if you wish to host an
online game server.

Virtual Server (Port Forwarding)
Add Virtual Server Edit DMZ Hosti) Edit One-to-one NAT €

Virtual Server Table
Application  Time Schedule Protocol External Port Redirect Port IP Address
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Add Virtual Server

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your
router unless you specifically create new Virtual Server entries to forward those ports to a PC on
your network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP
server, Email server or game server, the router can act as a “virtual server”. You can set up a local
server with a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21),
Telnet (port 23), SMTP (port 25), or POP3 (port 110), When an incoming access request to the router
for a specified port is received, it will be forwarded to the corresponding internal server.

Add Virtual Server in ‘ipwan’ IP interface
Virtual Server Entry

Time Schedule Always On
Application Helper &

Protocol tcp v

External Part fram |0 to |0
Redirect Port from |0 to |0

Internal IP Address Candidates{Q

Return@

Time Schedule: A self-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to Time
Schedule section

Application: Users-define description to identify this entry or click Helper to select existing predefined
rules. There are 20 predefined rules. Click the Radio button to select the rule; Application, Protocol
and External/Redirect Ports will be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port number
to be used, you will also need to specify the protocol being used. The protocol used is determined
by a particular application. Most applications will use TCP or UDP.

External Port: The Port number which will be used by the Remote/WAN client when accessing the
virtual server.

Redirect Port: The Port number which is used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server
application. Candidates list all the existing PCs connecting to the network. You can assign a PC a
specific IP address and MAC from this list.

Example:

If you like to access your Router remotely through the Web/HTTP at all time, you would need
to enable port number 80 (Web/HTTP) and map to the Router IP Address. Then all incoming
HTTP requests from you (Remote side) will be forwarded to the Router with the IP address of
192.168.1.254. Since port number 80 has already been predefined, next to the Application click
Helper. When a predefined rule window pops up, select HTTP_Sever from the rule list.

Application: HTT _Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80
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IP Address: 192.168.1.254

Virtual Server Table
Application Time Schedule  Protocol  External Pot Redirect Port IP Address

HTTP_Server  Always On tcp 80 - 80 80 - 80 192.168.1.254 Edit Q Delete ©

Edit: Click to change virtual server application parameters.

Delete: Click to remove virtual server application entry.

4 ™
Using port forwarding does have security implications, as outside users will
”07‘5! be able to connect to PCs on your network. For this reason you are advised
to use specific Virtual Server entries just for the ports your application
requires, instead of using DMZ. As doing so will result in all connections
from the WAN attempt to access to your public IP of the DMZ PC specified.

(. A

4 N
If ywou have disabled the NAT option in the WAN-ISF section, the Virtual Server
will hence become invalid. If the DHCP option is enabled, you have to be very
careful in assigning the IP addresses of the virtual servers in arder to avoid
conflicts. The easiest way of configuring Virtual Servers is to manually assign

. static IF addresses to each virtual server PC, with an address that does not

Attention fall into the range of IF addresses that are to be issued by the DHCP server.
You can configure the wvirtual server [P address manually, but it must still be in

the same subnet as the router.

A v
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal 1P
address as the DMZ Host, all incoming packets that use the port number different from the one used
by other Virtual Server entries will be checked by the Firewall and NAT algorithms before being
passed to the DMZ host.

Note: The local computer exposing to the Internet may face various security risks.

Edit DMZ Host

DMZ Host for “ipwan’ IP interface

() Enabled (¥ Disabled
Internal IP Address CandidatesD

Return@

*Disabled: As set in default setting, it disables the DMZ function.

*Enabled: Select to activate your DMZ function.
Internal IP Address: Specify a static IP address to the DMZ Host when the Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet. Candidates list all the existing
PCs connecting to the network. You can assign a PC a specific IP address and MAC from this list.

Click Apply to confirm the change.
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Edit One-to-one NAT

One-to-One NAT maps a specific private/local IP address to a global/public IP address. If you have
multiple public/WAN IP addresses from you ISP, you are eligible for One-to-One NAT to utilize these
IP addresses.

Global IP Pool in ‘ipwan’ IP interface
Global Address Pool
NAT Type () Disable O Public to Private Subnet O Public to DMZ Zone
(*) Subnet IP Address Metmask
(P Range IP Address End IP

Global IP Addresses

Return©®

One-to-one NAT Table Add Entry
Application  Time Schedule Protocol  External Port Redirect Port IP Address

NAT Type: Select the desired NAT type. As set in default setting, it disables the One-to-One NAT
function.

Global IP Address:

*Subnet: The subnet of the public/WAN IP address given by your ISP. If your ISP has pro-
vided this information, you may insert it here. Otherwise, use IP Range method.

*IP Range: The IP address range of your public/WAN IP addresses. For example, IP address:
192.168.1.1, End IP: 192.168.1.10.

Click Apply to confirm the settings.
Add a new rule
Check Add Entry to create a new One-to-One NAT rule. Please refer to Add Virtual Server section.

Global IP: Define a public/WAN [P address for this Application to use. This Global IP address
Add Virtual Server in ‘ipwan’ IP interface

Virtual Server Entry

Time Schedule Always On v
Application Helper $

Protocol tcp v

Global IP

External Paort from |0 to |0
Redirect Port from |0 to |0

Internal IP Address Candidates{$

Return@

must be defined in the Global IP Address.
Click Apply to confirm the settings.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of
unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only ports
numbers 0 to 1023 are reserved for privileged services and are designated as “well-known ports”
(Please refer to Table below). The registered ports are numbered from 1024 through 49151. The
remaining ports, referred to as dynamic or private ports, are numbered from 49152 through 65535.

Examples of well-known and registered port numbers are shown below, for further information,
please see IANA's website at: http://www.iana.org/assignments/port-numbers.

For help on determining which private port numbers are used by common applications on this list,
please see the FAQs (Frequently Asked Questions) at http://www.billion.com.

Table: Well-known and registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol) / SNTP (Simple Network
Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP Real Audio
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet connection.
In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or
allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time clock
on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an SNTP
server from the Internet. Refer to Time Zone for details. You router time should correspond with your
local time. If the time is not set correctly, your Time Schedule will not function properly.

Time Schedule

Time Slot

|0 Mame Day in a week Start Time End Time

1 TimeSlot1 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
2 TimeSlot2 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
3 TimeSlot3 sMTWTFs 08 - 00 18 - 00 Edit © Clear §
4 TimeSlotd sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
5 TimeSlot5 sMTWTFs 08 : 00 18 - 00 Edit © Clear ©
6 TimeSlot6 sMTWTFs 08 : 00 18- 00 Edit © Clear ©
7 TimeSlot? sMTWTFs 08 - 00 18- 00 Edit © Clear ©
8 TimeSlot8 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
9 TimeSlot9 sMTWTFs 08 - 00 18 - 00 Edit © Clear §
10 TimeSlot10 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
11 TimeSlot11 sMTWTFs 08 : 00 18 - 00 Edit © Clear ©
12 TimeSlot12 sMTWTFs 08 : 00 18- 00 Edit © Clear ©
13 TimeSlot13 sMTWTFs 08 - 00 18- 00 Edit © Clear ©
14 TimeSlot14 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
15 TimeSlot15 sMTWTFs 08 - 00 18 - 00 Edit © Clear ©
16 TimeSlot16 sMTWTFs 08 : 00 18- 00 Edit © Clear ©

Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Sunday through Saturday. You may specify the days for the
schedule to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.

Click the Edit/Clear button to save your changes.
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Configuration of Time Schedule

Edit a Time Slot

1. To edit a time schedule, click on the Edit link of the schedule slot you want to edit.

Note: The days you have selected will be shown with a capital letter.

2.0n the Edit screen, delete the information to be edited and replace it with the new one.
Time Schedule

Edit Time Slot

D 1

MName TimeSlot1

Day [1Sun. [¥IMon. [¥]Tue [¥]Wed [¥]Thu [¥]Fr. []8Sat.
Start Time 08 » . 00

End Time 18 # .00 »

ID: This is the index of the time slot.
Name: A user-define description to identify the time profile.

Day: Default is set from Monday through Friday. You may specify the days for the schedule to be
applied.

Start Time: Default is set at 8:00 AM. You may specify the schedule starting time.
End Time: Default is set at 18:00 (6:00PM). You may specify the schedule ending time.

3. When it is done, simply click on the Apply button to save your changes.
Delete a Time Slot

Click Clear to delete the existing Time profile, i.e. erase the Day and reset it to the default setting
for the Start Time / End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of the
more advanced features of the router. Users who do not understand the features should not attempt
to reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Dynamic DNS, Check Email, Device
Management, IGMP and Remote Access.

Static Route

With static route feature, you are equipped with the capability to control the routing of the all the
traffic across your network. With each routing rule created, you can specifically assign the destination
where the traffic will be routed to.

Static Route

Create

Destination

Metmask

via Gateway or Interface v

Cost 1

’Apply“ Cancel ]

Destination: Enter the destination IP where the traffic is to be forwarded.

Netmask: Enter the netmask of the destination.
via Gateway: Enter the gateway address for the traffic.
or Interface: Select an appropriate interface for the new routing rule from the drop down menu.

Cost: This is the same meaning as Hop and represents the cost of transmission for routing purposes.
The number needs not be precise, but it must between 0 and 65535; usually be left at 1.

Click Apply to confirm the settings.
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Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if your ISP
does not assign you a static IP address you can still use a domain name. This is especially useful
when hosting servers via your GPON connection, so that anyone wishing to connect to you may use
your domain name, rather than the dynamic IP address which is assigned to you by ISP.

You need to first register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/.

Dynamic DNS

Parameters
Dynamic DNS (Enable () Disable
Dynamic DNS Server www . dyndns.org (dynamic)
Wildcard [|Enable
Domain Mame
Username
Password

Period 25 Dayis)

[Apply] [ Cancel ]

Dynamic DNS:
Disable: Check to disable the Dynamic DNS function.

Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
required.

Dynamic DNS Server: Select the DDNS service you have established an account with.

Wildcard: When enabled, you allow the system to lookup on domain names that do not exist to
have MX records synthesized for them.

Domain Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Enter the length of the period in the blank, you can set the period unit in day (d), hour (H)

or minute (M). In addition to updating periodically as per your settings, the router will perform an
update when your dynamic IP address changes.

Click Apply to confirm the settings.
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Check Email

This function allows you to have the router check your POP3 mailbox for new Email messages. The
Mail LED on your router will light when it detects new messages waiting for download. You may also
view the status of this function using the Status > Email Status section of the web interface, which
also provides details on the number of new messages await for download.

Check Email
Parameters
Check Email (O Enable () Disable
Account Name
Password
POP3 Mail Server
Period 60 minutes

Dial-out for Checking Emails [ ] Automatic

Check Email: Choose to Enable or Disable the router Email checking function. The following fields
will be required when this function is enabled.

Account Name: Enter the name (login) of the POP3 account you wish the system to check. Normally,
it is the name of your email address before the “@” symbol. If you have trouble with it, please contact
your ISP.

Password: Enter the account password.

POP3 Mail Server: Enter your (POP) mail server name. Your Internet Service Provider (ISP) or
network administrator will be able to supply you with this.

Period: Enter the value in minutes between each mail checking interval.

Automatically dial-out for checking emails: When the function is enabled, the ADSL router will
connect to your ISP automatically to check for emails if your Internet connection drops. Please be
careful when using this feature if your ADSL service is charged by time online.

Click Apply to confirm the settings.
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Device Management

The Device Management advanced configuration settings allows you to control your router’s security
options and device monitoring features.

Device Management
Device Host Name

Host Name home gateway

Embedded Web Server
*HTTP Port gl (80 is default HTTP port)
Management IP Address 0.0.0.0 ('0.0.0.0" means Any)
Management IP Metmask 255 255 255 255

Management IP Address(2) 0.0.0.0
Management IP Netmask(2) 255 255 255 255

Expire to auto-logout 180 seconds
Universal Plug and Play (UPnP)
UPnP (*)Enable  ( Disable
*UPnP Port 2800
SNMP Access Control
SNMP (*)Enable O Disable
SNMP V1 and V2
Read Community public IP Address 0.0.0.0
Write Community password IP Address 0.0.0.0
Trap Community IF Address
SNMP V3
Username Passwaord
Access Right (*)Read ) Read/Write IP Address

* : This setting will become effective after you save to flash and restart the router.
* - When you enable remote access, please disable/enable the remote access fo update the HTTP
port.

Device Host Name
Host Name: Assign it a name.

(The Host Name cannot be used with one word only. There are two words should be
connected with a *.’ at least.

Example:

Host Name: homegateway ==> Incorrect

Host Name: home.gateway or my.home.gateway ==> Correct)
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Embedded Web Server ( 2 Management IP Accounts)

HTTP Port: This is the port number the router’s embedded web server (for web-based configuration)
will use. The default value is the standard HTTP port, 80. Users may specify an alternative if, for
example, they are running a web server on a PC within their LAN.

Management IP Address: You can specify an IP address used to logon and access the router’s
web server. Setting the IP address to 0.0.0.0 will disable IP address restrictions, and allowing users
to login from any IP address.

Expire to auto-logout: Specify a time length for the system to auto-logout user from the configuration
session.

Example: User A enters 100 for HTTP port number, specifies 192.168.1.55 for his/hser own IP
address, and sets the logout time to 100 minutes. The router will allow User A to access only
from the IP address 192.168.1.55 to logon to the Web GUI by typing: http://192.168.1.254:100
in their web browser. After 100 minutes, User A is logged out by the device automatically.

Universal Plug and Play (UPnP)

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with the
feature to control data transfer between devices. UPnP offers many advantages for users running
NAT routers through UPnP NAT Traversal, and on supported systems. By letting the application
control the required settings and removing the need for the user to control the advanced configuration
of their device will make tasks such as port forwarding become easier.

Both user’s Operating System and its relevant applications must support UPnP in addition to the
router. Windows XP and Windows Me have a native built-in support for UPnP (when the component
is installed). Windows 98 users may have to install the Internet Connection Sharing client from
Windows XP in order to support UpnP feature. Windows 2000 does not support UPnP.

*Disable: Check to inactive the router's UPnP functionality.
*Enable: Check to active the router's UPnP functionality.

UPnNP Port: Default setting is 2800. It is highly recommended for users to use this port value. If this
value conflicts with other ports that have been used, you are allowed to change the port number.

SNMP Access Control

(Software on a PC within the LAN is required in order to utilize this function) — Simple Network
Management Protocol

Click to enable or disable this function.
SNMP V1 and V2

Read Community: Specify a name to be identified as the Read Community, and an IP address.
This community string will be checked against the string entered in the configuration file. Once the
string name is matched, user who obtains this IP address will be able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string
name is matched, user from this IP address will be able to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string
name is matched, user from this IP address will be sent to SNMP Traps.
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SNMP V3

Specify a name and password for authentication. And define the access right from an identified IP
address. Once the authentication has succeeded, user from this I[P address will be able to view and
modify the data.

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the SNMPv2

security. The “c” comes from the fact that SNMPv2c uses the SNMPv1 community string paradigm

for “security”, but is widely accepted as the SNMPv2 standard.
SNMPVv3is a strong authentication mechanism, authorizing with fine granularity for remote monitoring.
Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:

*From RFC 1213 (MIB-Il):

System group

Interfaces group

Address Translation group

IP group

ICMP group

TCP group

UDP group

EGP (not applicable)

Transmission

SNMP group

*From RFC1650 (EtherLike-MIB):

dot3Stats

*From RFC 1493 (Bridge MIB):

dot1dBase group

dot1dTp group

dot1dStp group (if configured as spanning tree)

*From RFC 1471 (PPP/LCP MIB):

pppLink group

pppLar group

*From RFC 1472 (PPP/Security MIB):

PPP Security Group)

*From RFC 1473 (PPP/IP MIB):

PPP IP Group

*From RFC 1474 (PPP/Bridge MIB):

PPP Bridge Group

- From RFC1573 (IfMIB):
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ifMIBObjects Group
*From RFC1695 (atmMIB):
atmMIBObijects

*From RFC 1907 (SNMPv2):

only snmpSetSerialNo OID
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.
Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

Add/Remove Programs Properties EE3 I

InstallUninstall  indows Setup I Startup Dizk I

Ta add aor remove a component. select or clear the check bos. If
the check box iz shaded, only part of the component will be
inztalled. To see what's included in a component. click Details.

LComponents:

1 [E] Accessibili 0.0ME =
[ Accessories 13.8 ME

EEl) Address Book 1.5MB

& Communications 7.0rE

ﬁ Desktop Themes 5.9 MBE LI
Space uzed by installed components: 428 B
Space required: 0.0 MB
Space awvailable on dizk: 2574 .4 B

Diezcription

Includes accessories to help you connect to ather computers
and online services.

5 of 9 components selected
Hawe Digk... |

Ok I Cancel I i m) (8] I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

x|

Toinztall a component. zelect the check box next to the
component name, of clear the check box f you do not wank o
inztall it. & shaded box means that only part of the comporent will
be inztalled To see what's included in a component, click Detals.

Comparents:

¥ i Nethesting 42MB af

| @ Phone Disler 0.2MB

2 Universal Plug and Flay 0.4 MB

1 (2] Virtual Private Networking D.0MB
Space uzed by installed components: 42 4 MB
Space required: 0.0 MBE
Space available on disk: 8EE.3 MB

Description -|

Universal Plug and Play enables seamless connectivity and
commmunication between ‘Windows and mtelligent apphances. |

oK
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Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.
Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

Step 4: When the Windows Optional Networking Components Wizard window appears, select
Networking Service in the Components selection box and click Details.

" Metwork Connections

File  Edit VWiew  Favarites  Tools Help
Opetator-Assisted Dialing

Dial-up Preferences, .,

Q- © - 3,04

t}, Mebwaork Connections Network. Identification. ..

Bridge Conneckions

Metwork Tasks Advanced Settings...
i Cpkional Mekworking Components.,

| TR

Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and
click Next.

Windows Optional Hetworking Components Wizard

Windows Components
You can add or remove components of ‘Windows =P,

To add or remove a component, chick the checkbox. A shaded box means that anly
part of the component will be inztalled. To zee what's included in a companent, click
Details.

Compaotients:

= EEJ bl anagement and Monitoring Tools 2.2 MB

W it ; 0.3 B
O EEJ Other Metwark. File and Print Services 0.1 MB

Dezcrption:  Containg a variety of specialized, network-related services and protocols.

Total disk space reguired: 0.0 B :
Detsils...
Space available on disk: 11457 .8 ME el

¢ Back [ Menxt > ][ Cancel ]
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Hetworking Services

To add or remove a compaonent, click the check box, A shaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

Subcomponents of Hetworking Services:

[nternet Gateway Device Dizcovery and Cantral Client 0.0 B
| g Peer-to-Peer 0.0 HE
[ ELRIP Listener 0.0 MB
[ g Simple TCPAR Services 0.0 MBE

0.2 ME

Dezcrption:;  Displays iconz in My Metwork Places for UPnP devices detected on the
nebwork. Alza, opens the required YWindows Firewall parts.

Total dizk space required: 0.0MB
Space available on dizk: 114553 ME

Dretailz. ..

k. ] [ Cancel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under
Internet Gateway.

Step 2: Right-click the icon and select Properties.

*5 Metwork Connections

File  Edit Miew Favorites Tools  Advanced Help

n\_)} Back ,_J lﬁ‘ /':3 Search ll__ Folders v

Address |i}, Metwork Connections

. Internet Galcwiy

Metwork Tasks

S5 Create anew
canneckion

Q Set up a home or small
office netwark, |
LAN or High-Speed I

& Change Windows
Firewall settings

e,‘a Start this conmection @T‘J Local Area C Craake Shorkok j

Connected, | :

Iﬂ Rename this connection - '3 MYIDIA rFor] Delete !:

Change settings of this
conneckion

Rename

Fropetties

Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.
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"2 Internet Connection Properties

General |

Connect to the [nternet using:

& Intemet Connection

Thiz connection allows vou to connect o the Intemet through a
zhared connection on another computer.

Settings... |

[ Show icon in natification area when connected

[ ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.

Advanced Settings

Services |

Select the services running on your network that Intemet ugers can
access.

Services
service]

servioe? Service Settings
serviced

Description of service:
ITest

Mame or |P address [for example 192 168.0.12] of the
computer hosting this service on paur netwark:

|192.1ss.1.11

Esternal Part nurber for this semvice:
[143 @& TCP C LDP

Intemal Part number far thiz zervice:

|143

Add.. ] Delate I

[ ak. H Cancel ] Ok | Cancel

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray.

i/ Intermet Connection is now connected |
Click here for more information. ..

& ypnpe -Pant L B GdipM

Step 6: Double-click on the icon to display your current Internet connection status.
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Step 6: Double-click on the icon to display your current Internet connection status.

General |
[Mtemet Gateway
Status: Connected 05:50:45
Speed: 576.0 Kbps
Letivity
Imtemet Imtemet Gateway My Computer
Packets Sent: 68,353 3,056,450
Feceived: 64,342 4081.813

Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 9300(V)NX without first finding
out the IP address of the router. This helps if you do not know the router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.
Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

"= Network Connections

File Edit VYiew Favorites Tools Advanced Help z'
J Back J 'l@ /'._ ) Search IL_ Folders v
Address a_, Metwark Connections v| &

LAN or High-Speed Internet
Metwork Tasks

. a Local Area Connection A Local Area Connection 4
[5] create a new connection Acquiring network address, Fir... Metwork cable unplugged, Fire. ..
%) Set up a home or small |_d3= MVIDIA nForce MCP Metworkin, ., |_EJ'_lD D-Link DFE-530T% PCI Fast EE..,
office network

& Change Windows Firewall
setkings

See Also

j) Metwork Troubleshooter

Other Places

G» Contraol Panel
&J My Network Flaces
E] My Documents
W My Compiiter

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BiPAC 85xx and select Invoke. The web configuration login
screen displays.

Step 6: Right-click on the icon of your BiPAC 85xx and select Properties. A properties window
displays basic information about the BiPAC85xx.
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IGMP

IGMP, known as Internet Group Management Protocol, is used to manage hosts from multicast
group.

IGMP

Parameters

IGMP Forwarding (*)Enable ( Disable
IGMP Snooping (O Enable () Disable

IGMP Forwarding: Accept multicast packet. Default is Enable.

IGMP Snooping: Allows a layer 2 switch to manage the transmission of any incoming IGMP
multicast packet groups between the host and the router. Default is set to Disable.

Click Apply to confirm the changes.

Example:

When IGMP snooping is enabled, the feature will analyze all incoming IGMP packets between
the hosts that are connected to the switch and the multicast routers in the network. When the
layer 2 switch receives an IGMP report from a host requesting for a given multicast group,
the switch will add the host’s port number to the multicast list for that multicast group to be
forwarded to. And, when the layer 2 switch has detected that an IGMP has left, it will remove
the host’s port from the table entry.
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VLAN Bridge

This section allows you to create a VLAN group and specify the members of the VLAN group..

Edit: Edit your member ports in selected VLAN group.
Create VLAN: Click to create another VLAN group.
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Advanced VLAN Setup Example (Triply Play)
VLAN_data

Ethernet Port 1, Wireless and Wireless WDS are reserved for Internet

- On Ethernet port 1 | also need VC 0/40 bridged.
VLAN_Vedio

Ethernet ports: 2, 3 and 4:
0/33 Bi-directional IP

0/34 Video
0/35 Video

0/36 Video Subscriber Services (EPG, EAS, etc.)
0/37 Video

0/38 Video

0/39 Spare

Step 1: Setup Member Ports
Go to Configuration > LAN > Bridge Interface.

You can setup member ports for each VLAN group under Bridge Interface section. From the
example, two VLAN groups need to be created first.

Ethernet: P1 (Port 1)
Ethernet1: P2, P3 and P4 (Port 2, 3, 4) Please uncheck P2, P3, P4 from Ethernet VLAN Port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged
in this order.

Bridge Interface

Parameters
Bridge Interface VLAN Port
ethemet Q [VIP1 [¥IP2 [v]P3 [v]P4
ethernet P1 P2 P3 P4
ethernet2 P1 P2 P3 P4
ethernet3 P1 P2 P3 P4
Device Management
Management Interface (*) ethernet
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Bridge Interface VLAN Port (Always starts with)
Ethernet P1/P2/P3/P4
Ethernet1 P2/ P3 /P4
Ethernet2 P3 /P4
Ethernet3 P4

Step 2: Create WAN Interface
Go to Configuration > WAN > |ISP.

WAN Connection
WAN Services Table

MName Description Creator VPRI VCl
wanlink PPPoE WAN Link Factory Defaults 8 35 Edit © Change ©
Create O

wanlink is the factory default WAN interface which provides service for data/internet access. If
your ISP uses this access protocol, click Edit to input other parameters if needed. If your ISP does
not use PPPoOE, you can change the default WAN connection entry by clicking Change.

ISP
Please select the type of service you wish to create
(O RFC 1483 Routed (*)RFC 1483 Bridged
() PPPoA Routed () IPoA Routed
ATIM
() PPPoE Routed
Quick Start
Mext

From the example, 0/40 is used for data/internet and with the assumption that PPPoE is used;
click the Edit button to change the VPI/VCI to 0/40.

WAN Connection
RFC 1483 Bridged

Description RFC 1483 bridged mode
VPI 0

VClI 33

ATM Class UBR  +
Encapsulation Method LLC Brndged A
Acceptable Frame Type ALL b

Filter Type All v

PVID for Uintagged Frames 1
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Click Create to setup up an additional WAN interface for video applications. A total of 8 VLAN is
supported; therefore, only 8 WAN interfaces can be created in the table.

WAN Connection
WAN Services Table

Name Description Creator VPl VCI

wanlink PPPoE WAN Link QuickStart 0 40 Edt @  Change ©
fc1483-0  RFC 1483 bridged mode WebAdmin 0 33 Edit @  Delete ©
rfc1483-1 RFC 1483 bridged mode WebAdmin 0 34 Edit © Delete ©
fc1483-2  RFC 1483 bridged mode WebAdmin D 35 Edt ©  Delete ©
fc1483-3  RFC 1483 bridged mode WebAdmin 0 36 Edit ©  Delete ©
fc1483-4  RFC 1483 bridged mode WebAdmin 0 37 Edit ©  Delete ©
rfc1463-5 RFC 1483 bridged mode WebAdmin 0 36 Edit © Delete ©
fc1483-6  RFC 1483 bridged mode WebAdmin 0 39 Edit ©  Delete ©

From the example, PVC 0/33 to 0/39 is assigned to video using 1483 Bridged mode. Check RFC
1483 Bridged and click Next to continue the setup.

Enter O for VPI and 33 for VCI in their respective blanks provided. Select an appropriate ATM
Class, Encapsulation Method, Acceptable Frame Type and Filter Type from their drop down menus
and enter the correct PVID for Untagged Frames in the blank. When all information has been
entered, press Apply to save changes.

From the example, only VPI and VCI sections need to be filled in and leave the rest of the section
as itis. Repeat the same procedure by clicking Create > select RFC1483 Bridged > fill-in the rest
of the PVC 0/34 to 0/39.

VLAN Bridge
Parameters
VLAN  Tagged -
Name D Ports Untagged Ports Edit Delete
ethernet wireless wireless_wds ethernet1,rfc1483-
DefaultVlan 1 None 0,rc1483-1,1fc1483-2 rfc1483-3 rfc1483-4 rfc1483- EdIO

5,Mc1483-6,
Create VLAND

Step 3: Setup Member Ports
Go to Configuration > Advanced > VLAN Bridge.

DefaultVlan lists all its member ports. It is necessary to group specific member ports for each
VLAN.

In the example, 2 VLAN groups are requested: Data and Video. To create another VLAN group for
Video, click Create VLAN.

Give a name and ID (PVID) to identify the Video group. The valid value range for PVID is 1 ~
4094.

From the example:

VLAN untagged ports for Data/Internet: ethernet, wireless and wireless_wds.
VLAN untagged ports for Video: ethernet1, rfc-1483-0 ~ rfc-1483-6.

Click Apply to made changes effective immediately.
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Mapping the VLAN Bridge with Bridge Interface created in Step1, you will see the relationship in
these two screenshots.

Step 4: Enable IGMP Snooping

Go to Configuration > Advanced > IGMP.

IGMP Snooping must be enabled in order to allow video stream forwarding correctly.
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Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid losing them after turning off or resetting your router. Click “Save
Config“ and click “Apply” to write your new configuration to FLASH.

Save Config to FLASH

Please confirm that you wish to save the configuration.

There will be a delay while saving as configuration information is wntten fo FLASH chips.
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Restart

Click “Restart” with option Current Settings to reboot your router (and restore your last saved
configuration).

Restart Router

After restarting, please wait for a few seconds for system to come up.If you would like to reset
all configuration to factory default settings,please select the "Factory Default Settings” option.

() Current Settings

Restart Router with
() Factory Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to

factory default settings
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Logout

To exit the router web interface, click “Logout”. Please save your configuration setting before
logging out of the system. A Warning screen will appear as below.

Windows Internet Explorer, [')__<|
L] "j successiul
L

o< |

Click OK and a message displays. Click Yes to close the window.

Windows Internet Explorer X

<P The webpage vou are viewing is trying to close the window,
\.._"/

Do ol wank bo close Ehis window?

Yes l [ Mo

Be aware that the router configuration interface can only be accessed by one PC at a time. Therefore
when a PC has logged into the system interface, the other users cannot access the system interface
until the current user has logged out of the system. If the previous user forgets to logout, the second
PC can only access the router web interface after a user-defined auto logout period which is by
default 3 minutes. You can however modify the value of the auto logout period using the Advanced
> Device Management section of the router web interface. Please see the Advanced section of this
manual for more information.
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem Suggested Action

None of the LEDs lit when the router |Check the connection between the router and the
is turned on adapter. If the problem persists, most likely it is due to
the malfunction of your hardware. Please contact your
service provider or Billion for technical support.

You have forgotten your login Try the default username & password (Please refer to

username or password Chapter 3). If this fails, restore your router to its default
setting by pressing the Reset button for more than 6
seconds.

Problems with WAN interface

Problem Suggested Action
Initialization of SHDSL connection Make sure that telephone cable is properly connected
(linesync) fail between the SHDSL port and the wall jack. When the

SHDSL LED on the front panel does not light, check
your VPI, VCI, encapsulation type and the multiplexing
settings type to see if thet are as same as those pro-
vided by your ISP and then reboot the router. If you still
have problems, please verify these settings with your

ISP.
Problem with LAN interface
Problem Suggested Action
Cannot PING any PC on LAN Check the Ethernet LEDs on the front panel. The LED

should be on for the port that has a PC connected. If it
does not light, check to see if the cable between your
router and the PC is properly connected. Make sure
you have first uninstalled your firewall program before
troubleshooting.

Verify that the IP address and the subnet mask are consistent between the router and the worksta-
tions.
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Appendix: Product Support & Contact

Following the suggestions listed in the Troubleshooting section of the user manual can help you to
solve most of your problems. However, if your problems persist or you come across other technical
issues that are not listed in the Troubleshooting section, please contact the dealer from where you
purchased your product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are
registered Trademarks of Microsoft Corporation.
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