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Chapter 1: Product

Introduction to your Router

Thank you for purchasing BiPAC 9300(V)NX Wireless-N Gateway Router. Your new router is

a next-generation Gigabit Passive Optical Network (GPON) integrated access device (IAD). It
uses BroadLight's BL2348 embedded System-on-Chip solution and is fitted with a 4-port Gigabit
Ethernet Switch and Wi-Fi 802.11n access point.

BiPAC 9300(V)NX is a cost-effective solution for point-to-multipoint; fiber-to-the-premises
network architecture in which passive optical splitters are used to allow a single optical fiber to
serve multiple premises. Compliant with the ITU-T G.984 GPON standards, the device supports
maximum downstream rates up to 2.5Gbps and upstream rates up to 1.25Gbps. With this
technology, users can enjoy high-speed GPON services and bandwidth-consuming multimedia
applications such as interactive gaming, video streaming and real-time audio much easier and
faster than ever before.

BiPAC 9300(V)NX also has two RJ-11 FXS ports for connecting to regular telephones, allowing
users to make economical VolIP calls.

BiPAC 9300(V)NX supports the ONT Management and Control Interface (OMCI), which ensures
that Billion’s GPON ONT router is easy to configure, activate and manage remotely from a Optical
Line Terminal (OLT). By reducing call-outs, deployment and support costs of the ONT device are
greatly reduced.

Mini IP-PBX for VolIP calls

BiPAC 9300VNX Series is compliant with SIP standard (RFC3261) and supports SIP registrar.
The unique feature of the gateway is that it can be used as a mini IP-PBX that supports up to 20
user accounts for SIP extensions and 2 SIP accounts for making economical VolIP calls provided
by Internet Telephony Service Providers (ITSP). This router series integrates two FXS ports
allowing users to make or receive phone calls over the Internet simply by connecting the device
to their existing telephone set. This state-of-the-art feature is ideal for SOHO users, delivering
free communication between branch offices and client sites. Making VolP calls is just as easy as
dialing an extension number!

OMCI remote management

In order to meet the ITU-T G.984.4 requirements for OMCI (ONT Management Control Interface),
and defined compatibility and message transfer between OLT and ONT, and Management
Information Base (MIB) physical device management, BiPAC 9300VNX Series uses OpenCon’s
OMCI management. This tool is field-proven and interoperable with other GPON Systems with
OMCI capabilities for both OLT and ONT equipment. OpenCon’s OMCI management has been
thoroughly tested to consistently meet ITU-T G.984.4 and is approved by the Full Service Access
Network (FSAN) Group.



Optimal Wireless Speed and Coverage

With an integrated 802.11n Wireless Access Point, the router delivers up to 6 times the speed

and 3 times the wireless coverage of an 802.11b / g network device. It supports a link rate up to
300Mbps and is also compatible with 802.11b/g equipment. The Wi-Fi Protected Access (WPA-
PSK/WPA2-PSK) and Wired Equivalent Privacy (WEP) features enhance the level of transmission
security and access control over Wireless LAN. The router also supports the Wi-Fi Protected
Setup (WPS) standard, allowing users to establish a secure wireless network by simply pushing

a button. If the user’s network requires wider coverage, the built-in Wireless Distribution System
(WDS) repeater function expands the wireless network without needing any external wires or
cables.



Features

* ITU-T G.984 GPON compliant

» Supports bandwidth maximum downstream rates up to 2.5Gbps and upstream rates up to
1.25Gbps

* Supports transmission distance up to 20km

* Dual-wavelength: Tx at 1310nm and Rx at 1490nm

» Supports OMCI (ONT Management and Control Interface) remote management
* Voice over IP compliant with SIP standards

* Two FXS ports for connecting to regular telephones

* Supports FAX Transmission: T.38 fax relay, G.711 pass-through

* Supports mini-IP PBX Features

* Draft 802.11n wireless and delivers up to 300Mbps link rate

» 802.11n Wireless AP with WPA-PSK/WPA2-PSK Supported

» Supports Wi-Fi WMM prioritization

* SOHO Firewall Security with DoS Prevention and SPI

* Quality of Service for traffic prioritization and bandwidth management
 Supports IPTV Applications

 Easy Sign-On (EZSO)

* |[deal for Home, SOHO and Office users

GPON Compliance
* GPON Compliance

» Compliant with ITU-T G.984 GPON standards

* G.984.1 General characteristics

* G.984.2 Physical Media Dependent (PMD) layer specifications
» G.984.3 Transmission convergence layer specifications

* G.984.4 Management and control interface

Network Protocols and Features
* NAT, static routing and RIP-1/2

* Universal Plug and Play (UPnP) compliant
* Dynamic Domain Name System (DDNS)



* Virtual Server and DMZ
* SNTP, DNS relay and IGMP proxy

Firewall
« Stateful Packet Inspection (SPI)

* DoS attack prevention including IP Spoofing, Land Attack, Smurf Attack, Ping of Death, TCP
SYN Flooding, etc.

* Packet Filtering - port, source IP address, destination IP address, MAC address

* URL Content Filtering - string or domain name detection in URL string

Quality of Service Control
 Supports the DiffServ approach

« Traffic prioritization and bandwidth management based-on IP protocol, port number and
address

IPTV Applications

IPTV application may require subscription to IPTV services from a Telco / ISP.
* IGMP proxy and snooping for video service
* Virtual LAN (VLAN)
* Quality of Service (QoS)

Wireless LAN
» Compliant with IEEE 802.11n draft 2.0, 802.11g and 802.11b standards

» 2.4GHz - 2.484GHz frequency range

» Up to 300Mbps wireless operation rate

» Wi-Fi Protected Setup (WPS) for easy setup

* 64- / 128-bit WEP supported for encryption

» Wireless Security with WPA-PSK / WPA2-PSK support

* WDS repeater function support

VolP

» Two RJ-11 FXS ports for connecting to regular telephones
 Supports two SIP accounts for connecting to Internet Telephony Service Provider (ITSP)
* Supports SIP extensions

* Supports G.711 A/u law, and G.729 Audio CODEC standards



» Supports FAX Transmission: T.38 fax relay, G.711 pass-through

» Supports Telephony Features: silence suppression, Voice Activity Detection (VAD), Comfort
Noise Generation (CNG), G.168 echo cancellation, packet loss concealment

» Supports mini-IP PBX Features: Call Waiting, Call Transfer, Call Hold, Call Forward, Speed
Dial, Direct Inward Dialing (DID), Do Not Disturb (DND), Caller ID, Call Detail Record, Call
blocking (future release), 3-way conference (future release), Meeting Room (future release)
 Adaptive jitter buffer support

* DTMF: In-band/out-of-band (RFC2833) / SIP INFO

Management

* Quick Installation Wizard and Auto-scan for GPON settings

» Web-based GUI for remote and local management

» Firmware upgrades and configuration data upload and download via web-based GUI
» Embedded Telnet server for remote and local management

* SNMP v3, MIB-I and MIB-Il support

» Supports DHCP server / client / relay

» OMCI supports remote management

* TR-069



Hardware Specifications

Physical Interface
* WLAN: detachable antenna

« WAN: SC/APC GPON port

* Telephone: 2-port FXS

* LAN: 4-port Gigabit auto-crossover (MDI/MDI-X) Switch
« USB 2.0 host port (BiPAC 9300VNX only)

* Factory default reset button

* WPS button

* Power jack

* Power switch

Physical Specifications
* Dimensions: 9.04” x 6.10” x 1.69” (229.5 x 155 x 43mm)

» Power Requirements: Input: 15V DC, 1.6A

Operating Environment
Operating temperature: 0 — 40°C
Storage temperature: -20 — 70°C
Humidity: 20 — 95% non-condensing



Chapter 2: Installing the Router

Package Contents

BiPAC 9300(V)NX GPON (VolP) Wireless-N Gateway Router

CD containing the online manual

Ethernet (RJ-45) cable

Three 2dBi detachable antennas

Power adapter

Quick Start Guide

4 h £ A A
GPON Gateway Quick Start Guide CD
%
N g 4 X J
4 R A N
EtheBﬁJe-# gable Antennas (The fp?n?;{,edi;eﬁ‘ﬂgeﬂﬁte o:.untry)
. AN




Important note for using this router

-

& [0 not use the router in high humidity or high temperatures.

& Do not use the same power source for the router as other equipment.

& Do not open or repair the case yourself. If the router is too hot, turm off the
Warning power immediately and have itrepaired at a qualified service center.

& Avoid using this product and all accessories outdoors.

.
(_
& Flace the router on a stable surface.
& Onlky use the power adapter that comes with the package. Using a different
Attention voltage rating power adaptor may damage the router.
.




Device Description

BiPAC 9300VN(X)
Front Panel LED
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LED Meaning
Lit red when the device is booting.
1 Power Lit green when the system is ready.

Blinking when the device is rebooting or firmware is upgrading.

Lit green when one of the LAN ports is connected to an office/
home network of 1Gbps. Blinking when data is transmitted/

Ethernet Port received.

2 1IX — 4X

(RJ-45 connector) Lit orange when one of the LAN ports is connected to an office/

home network of 10/100Mbps. Blinking when data is transmitted/
received.

Lit green when a wireless connection is established.
3 Wireless o . . )
Blinking when data is transmitted/received.

4 WPS Blinking when WPS is in progress.
Lit up brightly and then lit off within 5 seconds when WPS ends.

Phone . .
S (RJ-11 connector) Lit green when phone is off hook.

6 VolP After SIP registration is OK, the LED will lit green whenever the
(RJ-11 connector) | phone is off hook.
Lit green when GPON is operational.
7 | GPON . Lo . :
Lit off when fiber is disconnected or GPON is not operational.
Lit red when WAN port fails to get IP address.
8 Internet Lit green when WAN port gets IP address successfully.

Lit off when the device is in bridge mode or when WAN connection
is absent.




Rear Ports

| —— SN S pe—— =]
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Port Meaning

1 | Antenna Connect the detachable antenna to this port.

Phone
2 [1X-2X Connect this port to an analog phone set with RJ-11 cable.

(RJ-11 connector)

GPON
3 | SC/APC Connect the SMF fiber cable to the GPON SC/APC port.

(SC/APC connector)

Connect a UTP Ethernet cable (Cat-5e or smaller) to one of
the LAN ports when connecting to a PC or an office/home

. Giga Ethernet network of 10/100Mbps.
Zé(J::g(connector) Connect a UTP Ethernet cable (Cat-5e or larger) to one of

the LAN ports when connecting to a PC or an office/home
network of 1Gbps.

5 | USB Connect the USB cable to this port (BiPAC 9300VNX only).

6 | WPS Push this button to trigger Wi-Fi Protected Setup function.

Press this button for 6 seconds at least to reset device to
restore the device to factory default settings.

7 | Reset Note: Be sure that the device is being turned on when
press Reset button.

(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).

8 | Power Connect it with the supplied power adapter.

9 | Power Switch Power ON/OFF switch.

10




BiPAC 9300N(X)
Front Panel LED

|
,E:ﬁ I— e ——— . — I = = = - -
k — Ethemet—_, J
Power 1 2 3 4  Wireless WPS GPON Internet
e [ 1 11 [ g
LED Meaning
Lit red when the device is booting.
1 Power Lit green when the system is ready.

Blinking when the device is rebooting or firmware is upgrading.

Ethernet Port
2 1IX — 4X
(RJ-45 connector)

Lit green when one of the LAN ports is connected to an office/
home network of 1Gbps. Blinking when data is transmitted/
received.

Lit orange when one of the LAN ports is connected to an office/
home network of 10/100Mbps. Blinking when data is transmitted/
received.

3 Wireless

Lit green when a wireless connection is established.
Blinking when data is transmitted/received.

Blinking when WPS is in progress.

4 |WPS : . . L
Lit up brightly and then lit off within 5 seconds when WPS ends.
Lit green when GPON is operational.

5 | GPON . L . .
Lit off when fiber is disconnected or GPON is not operational.
Lit red when WAN port fails to get IP address.

6 Internet Lit green when WAN port gets IP address successfully.

Lit off when the device is in bridge mode or when WAN connection
is absent.

11



Rear Ports
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ien E O
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Port Meaning
1 | Antenna Connect the detachable antenna to this port.
GPON
2 |SC/APC Connect the SMF fiber cable to the GPON SC/APC port.

(SC/APC connector)

Giga Ethernet

3 |1X-4X
(RJ-45 connector)

Connect a UTP Ethernet cable (Cat-5e or smaller) to one of
the LAN ports when connecting to a PC or an office/home
network of 10/100Mbps.

Connect a UTP Ethernet cable (Cat-5e or larger) to one of
the LAN ports when connecting to a PC or an office/home
network of 1Gbps.

4 | USB

Connect the USB cable to this port (BiPAC 9300NX only).

5 | WPS

Push this button to trigger Wi-Fi Protected Setup function.

6 | Reset

Press this button for 6 seconds at least to reset device to
restore the device to factory default settings.

Note: Be sure that the device is being turned on when
press Reset button.

(If you cannot login to the router or forget your Username/
Password, press this button for more than 6 seconds).

7 | Power

Connect it with the supplied power adapter.

8 | Power Switch

Power ON/OFF switch.

12




Recovery Operation

1. Recovery procedures for non-working routers (e.q. after a failed firmware upgrade flash):

The system will check the firmware of this device automatically while turning on the modem. Once
the firmware is not integrated, the system enters the recovery state. The modem emergency-reflash
web interface will then be accessible via http://192.168.1.254 where you can upload a firmware
image to restore the modem to a functional state. Please note that the modem will only respond
via its web interface at this address, and will not respond to ping requests from your PC or to telnet
connections.

2. Recovery procedures for a lost web interface password:

After turning the router on, please press the Reset Button on the back of the modem, and hold
the button until all the lights on the modem begin to flash and then it will reboot itself to restore the
factory default settings. The login username and password will then be reset to admin. You can then
access its GUI via its default IP address at http://192.168.1.254/.

4 ™
Eefore the router is turmed on to initiate its recovery process, pleasse
”07‘5: configure the IP address of the PC to 192 168 1.1 and then proceed with the
' following steps:
1. Turn off the router.
2. Turn on the router (the IF of the router will reset to an Emergency IP
address, like 192168 1.254).

13



Cabling

One of the most common causes of problem is bad cabling or GPON line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and GPON line LEDs are lit. If they are not, verify if you are using the proper cables.

Fiber cable is very fragile, please be careful not to snap the cable when you use it. In order to
avoid dust entering, please put a lid on the head-end of the fiber cable when not in use. If you
still have problem, please contact your ISP and tell them the serial number of this device (can be
found on the Status page).

14



Chapter 3: Basic Network Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

ﬂarﬁ' Any TCPAP capable workstation can be used to communicate with or through
E\ this router. To configure other types of workstations, please consult your
manufacturer documentation.

15



Applications of the device

BiPAC 9300VN(X)
P = *:u IF-':';I' Er:tl' :2:::1

T % :
Mini P-FEX .
-

— Etwrrad Dbl
s $:immb|rrm '-HF;J:;IWI'I'F VolP
—_— ?ﬁpﬂl‘n’mtrﬁnmﬂm __'.:—_l:'.'--. Bk Pt

i Business rip

LIS Branch in Eurcipa
BiPAC 9300N(X)

Central Office (CO)
e
Fiber

mm—=  Ethernet Cable

Internet @
Access N

IPTV

) :l:
~ I . ;:ﬁg:f optical - optical Line Terminal
BiPAC 9300NXL (OLT)

GPON IAD il

(Integrated Access Device) .
o E

VolP
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Hardware Installation
It is easy to connect BiPAC 9300(V)NX simply by performing the following instructions:

Power Connection

Plug one side of the supplied power adapter into the wall jack and connect the other side to the
gateway.

Power ConnectionL

Note: The plug type may vary from country to country.

GPON Connection
Connect the supplied SC/APC cable to the gateway’s GPON port.

LGPON Connection

ﬁﬁ\

SC/APC cable

17



LAN Connection

Connect one side of the supplied RJ-45 Ethernet cable to one of the Giga Ethernet ports, and the
other side to other Ethernet interface.

I_\bAN Connection

lll!llllll"l”ll

llHlIIIIHHHll
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Network Configuration

Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select
and click on Manage network
connections on the left window
column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

\dd & printer Wi Add 3 Wire

This computer is not connected te a network. Click to connect..

Eavonte Links | Name Category Workgroup Metwork location

E Documents

g Pictures

ﬂ Music

4 Recently Changed
E Searches

My Public

i ¥ Oy "
'< - |%= « Metworkand Internet » Metwork and Sharing Center v | #4 || Search

Yk Network and Sharing Center

g = 4 b

4&# —RK— U
TESTL-WHQL Internet
(This computer)

View computers and devices
Connect to a network

Set up a connection or network

Manage network connections

Diagnose and repair
5,- Not connected

You are currently not connected to any networks,

Connect to a network

Dhsable this network device

= Diagnos

Metwork Cate

Mame Status Device Mame
Dial-up (2}

= @' Metwark Extender = Standalone Metwark Extende
l - - ‘ - 3
i -u,‘;,__ Disconnected : -..,‘:,_ Disconnected

z..-‘ MNetwork Extender S5LVPM A... 5.,:‘ ISDM WAN Device

LAN or High-Speed Internet (1)
o

® w2 In

Connectivity

Local Area Connection
r-J + L bl | P ]
Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

19



5. Select Internet Protocol Version 4

6.

(TCP/IPv4) then click Properties.

In the TCP/IPv4 properties window,
select the Obtain an IP address
automatically and Obtain DNS
Server address automatically radio
buttons. Then click OK to exit the
setting.

Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

— — - . — "
" Local Area Connection Properties ﬁ‘

™

MNetworking

Connect using:
E" Intel(R) 825660M Gigabit Metwork Connection

This connection uses the following items:

& Clignt for Microsoft Networks

381 (05 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networkes

<t |ntemet Protocel Version & (TCP/1PvE)

S Iicmet Protocol Version 4 (TCP/IPv4)

& |ink-Layer Topology Discovery Mapper 140 Driver
<. |ink-Layer Topology Discovery Responder

[ Ingtall... ] Uninstall

Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected netwonks.

0K || Cancel |

[

i

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(71 Use the following IP address:

(@) Obtain DNS server address automatically
(7 Use the following DMS server addresses:
Preferred DMS

G

Ervier

Alternate DS server:

E Ok Cancel

20




Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic ® Control Pancl [E[=ES

View). In the Control Panel, double-click e é) ’ j' i - &
. T 2 ' Search || Folders -
on Network Connections 2, ]
Address G’ Control Panel b | Go
2. Double-click Local Area Connection. - T——— n @ b % -
- Ip\ﬂhoodneemaﬁé Paower Options
See Also L\‘:;j :Q ﬁj_
Printers and  Regional and  Scanners and
ﬁ Ywindows Update Faxes Language ... Cameras
(7] Help and Support A _—
Scheduled Sounds and Speech
Tasks Audio Devices 3

3. In the Local Area Connection Status -4 Local Area Connection Status
window, click Properties. General | Support|

Connection

Status Conrected

Druration: oo:19:32

Speed: 100.0 Mbp=
Ly chiviby

Sent 31 Feceived
T

Packets: 27 u]

[ Froperties ][ Dizable ]

4. Select Internet Protocol (TCP/IP) and - Local Area Connection Properties
ClICk Propel’tles General | Authentication | Advanced

Connect using:
| == ASUSTek/Broadcom 440x 104100 Intearated Controller |

This cornnection uses the following items:

= Client for Micrasoft Metworks
4= File and Frinter S haring for Microsaft Metworks
4=l oS Packet Schedulsr

et Protocol [TEPAP]

D escription

Transmission Control Protacalintermet Pratocol. The default
wide area netwaork pratocol that provides communication
acrass diverse interconnected networks.

[ Show icon in notification area when connected

5. SeleCt the Obtain an |P addreSS auto— Internet Protocol (TCP/IP) Properties
matically and the Obtain DNS server e ——————
address automatically radio buttons. e SPRp T e e e e ok e

(& Obtain an IF address automatically
3 Use the following IP address:

6. Click OK to finish the configuration. e
(—
[——

(& Obtain DMS server address automatically
¥ Use the following DMS server addresses:

)
e

[ oK ] [ cancel |

21



Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.
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Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel. Hetwork =z =]
In the Control Panel, double-click on Eenfiguation | Idenification | Access Contral |
Network and choose the Configuration
tab.
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click Prop-
erties.

3. Select the Obtain an IP address from

a DHCP server radio button and click
OK.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

P Username: admin
B Password: admin
The default username and password are “admin” and “admin” respectively.

4 N

If wou have forgotten your username or password for the router, yoll can
restore your device to its default setting by pressing the Reset button for more
than 1 second.
Attention
. /

Device LAN IP settings

P IP Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

ISP setting in WAN site
= PPPoE

DHCP server

B DHCP server is enabled.
B Start IP Address: 192.168.1.100
P IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254 The PPPoE function is
Subnet Mask 255.255.255.0 enabled to automatically get
DHCP server function Enabled the WAN port configuration

- 100 IP addresses continuing from the ISP. However, you
[P addresses for distribu- | from 192.168.1.100 through have fo set the username

tion to PCs 192.168.1.199 and password first.
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Easy Internet Access Configuration

To easily configure this device for internet access, you must have IE 5.0 / Netscape 4.5 or above
installed on your computer. There is basically one way to configure your router before you are able

to connect to the internet: Web Interface. Configuration of this method will be discussed in detail

in the following section.

Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and

password are “admin” and “admin” respectively.

Congratulations! You are now successfully logon to the Gateway Router!

I Status

Connect to 192.168.1. 254

The server 192,168, 1,254 at BPAC 9300YML requires a
username and passward.

Warning: This server is requesting that your username and
passward be sent in an insecure mannet (basic authentication
without & secure connection).

User name:

| ﬂ admin w |

Passward: | |

[Cremember my password

I oK ][ Cancel ]

T Device Information T Port Status

Model Name BiFAC 9300WrML Ethernet y
Systermn Lip-Time 3 minis) GPORM '
Software Version 1.00j YWireless » \‘,
TWAN

Port Protocol Alloc_ID/Port_ID Cperation  Connection IP Adidress

GPOM  dymanic 3021002

If the authentication succeeds, the homepage Status will appear on the screen.

Mo Response
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Chapter 4: Configuration

Once you have logged on to your router GUI via your web browser, you can begin to configure the
router according to your needs. On the configuration homepage, the left navigation pane provides
the links to different setup pages.

Sections embedded within the Basic Configuration mode:

Advanced (Press to switch to Advanced Configuration mode)
Status

Quick Start

WAN

WLAN

Quick VolP (Only for 9300VN(X))

Sections embedded within the Advanced Configuration mode:

Basic (Press to switch to Basic Configuration mode)

Status {GPON Status / ARP table / DHCP table / System Log / Firewall Log / VolP CDR
Log / SIP Accounts (ITSP) / SIP Extensions / VolP Call Status / UPnP portmap)

Quick Start

Configuration (LAN / WAN / System / Firewall / QoS / Virtual Server/ Time Schedule /
Advanced)

Advanced VolP (Extensions / SIP Accounts (ITSP) / Mini IP-PBX) (Only for 9300VN(X))

Each of these setup pages will be discussed in detail in sections that follow ahead.

27



Quick Start

Whether on the Basic or Advanced Configuration Mode, click Quick Start link to WAN Port setup
pages.

II:?Juick Start

N N

*WAHN Port (WAN = Wireless )

WAN Port

Connect Mode GPOM

Frotocal Obtain an IP Address Automatically (DHCP Client)
IP Address Obtain an IP Address Automatically
Alloc_IDiPort_ID 8531344

[ Continue ] [ Jump to Wireless setting ]

1. Select the appropriate connect mode from the drop down menu. Then press Continue to go to

the next configuration page.

2. Press Continue to auto scan for the presence of GPON line.

ICIuick Start

N N

~WAN Port (WAN = Wireless )
GPON Line Is Ready.

Auto scan

&) Manually

Note: If the GPON line is not ready, a page will display as below and your new configuration

can not be saved.
N N

IOLlick Start

TWAHN Port  (WAN = Wireless )

GPON Line Is Not Ready. Please Check your GPON Line and wait for a while.

3. Configure the WAN, then click Continue. The device will then configure itself. There are several
types of WAN protocol in this version. The detail of these protocols will be discussded in the
next sections.

|
S N

I Chaick Start

*WAN Port  ({WAN = Wireless)
Select protocol

Frotocal | Dhtain an IP Address Automatically (DHCP Client) v|
ALLOC_IDSPORT_ID |BIIIE Mooz
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I Cuick Start l‘% -

*WAN Port  ({WAN = Wireless)
Please wait while the device is configured.

4. After your WAN is configured, press Next to Wireless button to proceed with your wireless
configuration.

IGuick Start l‘\tl_ .

~WAN Port (WAN = Wireless )
Congratulations !

Your WARN port has been successfully configured.

[ Mext to Wireless ]

Note: If the WAN line is not ready, a page will display as below and your new configuration
can not be saved.

IOuick Start l‘\é_ .

¥ WAN Port
Faill!

WAMN part sefting is not successful, you can da this pracedure again.

5. To activate wireless function, click on the enable radio button and then fill in its ESSID, select its
channel ID and security mode. When it is done, click Continue to apply the setting. The system
will save your configuration and update your new setting.

IOuick Start i‘\é .

TWireless [WAN = Wireless )

Set Wireless configuration.

WLAN Service (#1Enable () Disahble

ESSID |wian-ap

Channel ID | Channel 1 (2 412 GHz) v|
Security Mode | Disable v|

IOLlick Start i‘\% -

> Save confguration

Saving configuration to FLASH. Please wait for 10 seconds

ICIuick Start l‘\é— .

> Process finished

Success.
The Quick Start process is finished. Your device has been Sl.,lI:I:ESSfLJII‘_n,-r CDﬂﬂgUFEd.
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Basic Configuration Mode

Status

9300VN(X)

I Status

T Device Information
Model Mame
Systermn Lp-Time Jmings)
Soffware Wersion 1.00j

~WAN

Port Protocol Alloc_ID/Port_ID
GPOM  dymanic 80201002

9300N(X)

I Status

* Device Information

Model Mame BiPAC 9300ML
System Up-Time 13 minis)
Software Version 1.04f

T WAN

Port Protocol Alloc_IDVPort_ID
GPOM  dymanic 8531344

BiPAC 9300%WML

Ciperation

Operation

N N

*Port Status
Ethernet y
GROM \.z
Wireless e W
Connection IP Adidress

Mo Response

Connection IP Address
Mo Response

30

Hetmask Gateway Primary DNS

N N

~ Port Status

Ethernet '
GPOMN i
Wireless » oy

Hetmask Gateway Primary DNS



Device Information
Model Name: Provide a name for the router for identification purposes.
System Up-Time: Record system up-time.

Software Version: Firmware version.

Port Status

Port Status: User can look up to see if they are connected to Ethernet, GPON and Wireless.

If % is shown in GPON, the GPON port has not successfully connected or detected the
optical signal.

If . isshownin GPON, the GPON port has correctly connected.

If @ isshown in GPON, the GPON connection has not been activated by OLT.

WAN

Port: Name of the WAN connection.

Protocol Alloc_ID/Port_ID: Allocation Identifier and GEM Port Identifier.
Operation: Current status in WAN interface.

Connection: Current connection status.

IP Address: WAN port IP address.

Netmask: WAN port IP subnet mask.

Gateway: IP address of the default gateway.

Primary DNS: IP address of the primary DNS server.
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WAN

For WAN connect mode there are 4 types of connection protocols: PPPoE, Obtain an IP Address
Automatically (DHCP Client), Static IP and Pure Bridge.

PPPoE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

I Configuration i“‘}é_ !

*WAN Pont

Parameters

Protocol | PPPOE (RFC2516, PPF over Ethemnet) v
ALLOC_ID i PORT_ID 853 i|1344

sername |

Fasswiord |

Service Marme |

Auth, Protocal Auta |

P Address |EI.EI.III.EI ('0.0.0.0" means 'Obtain an P address automatically’

Protocol: Select the protocol you will use in the device.

ALLOC_ID/PORT_ID: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is the format of username “username@ispname” instead of
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.

IP Address: Your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

Click Apply to confirm the settings.
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DHCP Client

By configuring DHCP settings, the device is able to obtain IP settings automatically from the ISP.

I Configuration l‘\é—

~WAN Port
Parameters
Protacal | Chtain an IP Address Automatically (DHCP Client) v|

ALLOC_IDFPORT_ID |E=53 1344

Protocol: Select the protocol you will use in the device.
ALLOC_ID/PORT_ID: Enter the information provided by your ISP.
Click Apply to confirm the settings.
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Static IP

A Static WAN connection will be configured according to the IP properties defined by your ISP.

I Configuration [“% !

*WAN Port

Parameters

Protocal Static P v

ALLOC_IDFPORT_ID |853 i1344

IP Address |IZI.IZI.III.III ('0.0.0.0" means 'Ohtain an IP address automatically?
Metmask |255.255.255.D

G ateneay |

Protocol: Select the protocol you will use in the device.
ALLOC_ID/PORT_ID: Enter the information provided by your ISP.

IP Address: Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.
Type the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
Click Apply to confirm the settings.
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Pure Bridge

I Configuration l‘%

TWAN Port

Parameters

Protocol |F'ure Bridge L

ALLOC_|IDFFORT_ID |853 1344

Protocol: Select the protocol you will use in the device.
ALLOC_ID/PORT_ID: Enter the information provided by your ISP.
Click Apply to confirm the settings.

35



WLAN

I Configuration 1“‘}[‘! .

FWLAN

Wireless Parameters

WLARN Service (#1Enable () Disable
ESSID twlan-ap

Hide ESSID (1Enable (&) Disable
Regulation Domain MLAIMEBricE

Channel D Channel 1 {(2.412 GHz) »
Security Parameters

Security Mode Disahle w
[Applﬁ;] [ Cancel ]

Wireless Parameters
WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

ESSID: The ESSID is a unique name of a wireless access point (AP) used to distinguish one from
another. For security purpose, change the default wlan-ap to a unique ID name that is already
built into the router wireless interface. Make sure your wireless clients have exactly the ESSID as
the device in order to connect to your network.

Note: It is case sensitive and must not exceed 32 characters.

Hide ESSID: It is used to broadcast its ESSID on the network so that when a wireless client
searches for a network, the router can be discovered and recognized. Default setting is Disable.

Enable: When enabled, you do not broadcast your ESSID. Therefore, no one will be able to
locate the Access Point (AP) of your router.

Disable: When disabled, you allow anybody with a wireless client to be able to locate the Ac-
cess Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection ID channel that you would like to use.

Note: Wireless performance may degrade if the selected ID channel is already being
occupied by other AP(s).

Security Parameters

Security Mode: You can disable or enable the function with WPA or WEP to protect the wireless
network. The default mode of wireless security is Disable.
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Security Mode
WPA / WPA2 | WPA/WPA2 Pre-Shared Key

Security Parameters

Security Mode |‘.“JP.MNF'A2 Pre-Shared Key |+

WPA Shared Key |
Group Key Renewal |35EIEI seconds

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.

WEP
Security Parameters
Security Mode | WEP v
WEF Authentication |Open System +
Default Used WEF Key ®1020304
Passphrase (Generate Key) | | weps4 || wep128
Key 1 |Hex |+ |
Key 2 |Hex |+ |
Key 3 |Hex |+ |
Key 4 |Hex |+ |

WEP 64 - Hex: 10 Hex codes, (1~9, a~f, A~F). EX. 113a22cc33.

WEP 64 - ASCII: 5 ASCIl characters are required. Insert your WEP key manually. EX: 1a3eb.

WEP 123 - Hex: 26 Hex codes, (1~9, a~f, A~F). EX. 11aaZ2cci3dddddeebbefffedsf

WEP 128 - ASCII: 13 ASCI characters are required. Insert your WEP key manually. EX; 1a3e?!dbd3er.

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are three options to select from: Open System, Share key and
Both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP

Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX or ASCII style, 5 and 13 ASCII codes are required for
WEP64 and WEP128 or 10 and 26 HEX codes are required for WEP64 and WEP128 respectively.
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Quick VolIP (Only for 9300VN(X))

VolP provides you the convenience & efficiency to make phone calls through your internet
broadband. VoIP technology not only provides all the features and functions that PSTN (Public
Switched Telephone Network) posseses, it also eables you to make international & long distance
phone calls using IP at charging rate much lower than traditional phone. Thus, by using VoIP
technology, you can save more money and embrace more functions.

BiPAC 9300VN(X) has a full support for SIP feature, it also has 2 fxs ports and a fxo port. User can
apply for an SIP account from a phone company that offers internet phone service. You can then
call your friends as you will use a traditional phone through the SIP account. In addition, the built
in SIP proxy server feature also provides SIP phone terminal registration and connection within a
company.

Quick VolP provides a quick and simple way to configure the basic setting of your VoIP setting
under the basic configuration mode.

I Quick VolP l‘% .

*VolP Quick Start

ITSP

SIP Accounts Mini IP-PBX

SIP Accounts Setting » SIP Accounts [TO |TSPS] 1 Inbound Rules

ITSF ¥ 1 Qutbound Rules
Extensions m IREEBX 14 Speed Dial

Fx3 Extensions »

1 Call Feature

SIP Extensions » 1 Setting

Analog Phones SIP Devices
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SIP Accounts

SIP account is the SIP server that makes connection to the external VolP service provider easy to
establish. You can click SIP Accounts Setting and ITSP links to configure SIP accounts.

Extensions

The BiPAC router comes with 2 built in phone ports (FXS port) that enables the device to connect
up to 2 phones. You can click FXS Extensions and SIP Extensions links to configure SIP
Extensions.

Mini IP-PBX

Please click Inbound Rules, Outbound Rules, Speed Dial, Call Feature and Setting links to
configure Mini IP-PBX parameters.

For VoIP configuration please refer to the Advanced VoIP section for detail description.
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Advanced Configuration Mode

Status
9300VN(X)
Status ‘\é_ .
[ \
T Device Information T Port Status
mModel MName BiPAC 9300WML Ethernet y
Host Marme » home. gatewsay GROM » o
System Lip-Time 4 minis) YWireless » \‘,
Current Time » ThuJdan 1 00:04:10 1970
Software Version 1.00j
MAC Address 00:04:ed:11:22:a49
Serial Number Qooooo0o0oooooo00z
~WAN
Port Protocol Alloc_IDVPort_ID Operation  Connection IP Adidress  MNetmask Gateway Primary DNS
GRORE  dymanic 8021002 Mo Response
9300N(X)
Status ‘\é .
[ \
¥ Device Information ~ Port Status
Model Mame BiPAC 9300mML Ethernet vy
Host Mame » home.gateway GPOM ¥ W
System Up-Time 14 minis) Wireless » vy
Current Time » Thu Jan 1 00:14:05 1970
Software Version 1.04f
MAC Address 00:50:c2:59:77.88
Serial Number Ooooooooooooooes
~WAHN
Port Protocol Alloc_ID/Port_ID Operation Connection IP Address Hetmask Gateway Primary DN5
GPOMY  dymanic 8531344 Mo Response
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Device Information
Model Name: Displays the model name.

Host Name: Provide a name for the router for identification purposes. Host Name lets you change
the router name.

System Up-Time: Records system up-time.

Current Time: Set the current time. See the Time Zone section for more information.
Software Version: Firmware version.

MAC Address: The LAN MAC address.

Serial Number: Displays the serial number of this router.

Port Status

Port Status: User can look up to see if they are connected to Ethernet, GPON and Wireless.

If % is shown in GPON, the GPON port has not successfully connected or detected the
optical signal.

If -~ is shownin GPON, the GPON port has correctly connected.

If @ isshownin GPON, the GPON connection has not been activated by OLT.

WAN

Port: Name of the WAN connection.

Protocol Alloc_ID/Port_ID: Allocation Identifier and GEM Port Identifier.
Operation: The current status in WAN interface.

Connection: The current connection status.

IP Address: WAN port IP address.

Netmask: WAN port IP subnet mask.

Gateway: The IP address of the default gateway.

Primary DNS: The IP address of the primary DNS server.
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GPON Status

This section displays the overall status of GPON, such as DSP firmware version, Optical Signal,
Admin Status and Sub Status.

IStatus i“‘\g— !

*GPON Status

Parameters

D3P Firmware Version 1.0.6
Optical Signal Detected
Admin Status Active
Sub Status Standby

DSP Firmware Version: DSP code version

Optical Signal: Current signal status

Admin Status: Current admin status

Sub Status: Show the state of GPON operation.

Note: Admin Status shows “Active” and Sub Status shows “Standby” when the router is

ready. Admin Status shows “Active” and Sub Status shows “Operational” when the GPON
connection is operated.
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ARP Table

This section displays the router ARP (Address Resolution Protocol) Table which shows the

mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is a quick way of

determining the MAC address of the network interface of your PCs that use the Firewall - MAC

Address Filter function. See the Firewall section of this manual for more information on this

feature.

IStatus l“‘\g

T ARP Table

Wired & Wireless
IF Address MAC Address Interface Static ARP
192.168.1.199 00:05:5D:6458:D2 lan Ma

IP Address: Shows a list of IP addresses of devices on your LAN (Local Area Network).

MAC Address: Shows the MAC (Media Access Control) addresses of each device on your LAN.

Interface: Shows the interface for the ARP item.

Static ARP: Shows the state of the static ARP item.
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DHCP Table

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP
server in the device.

I Status 1“‘%}_ .

* DHCP Table

Leased Table
IP Address » MAC Address Client Host Mame Reqgister Information

IP Address: The current corresponding DHCP-assigned dynamic IP address of the device.
MAC Address: The MAC Address of internal dhcp client host.
Client Host Name: The Host Name of the internal dhcp client.

Register Information: Register time information.
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System Log

Display system logs accumulated up to the present time. You can trace its historical information
with this function.

I Status i“ﬁ%ﬁ_ !

¥ System Log
Current Time: Thu Jan 1 00:05:09 1970

Jan 1 00:00:01 Sysinfo: SW Ver= #1588 Mon May 11 09:42:29 CST 2009 L
Jan 1 00:00:01 SysInfo: CPU revision is: 0001937c

Jan 1 00:00:01 Sysinfo: Memory: 93536k/98304k available

Jan 1 00:00:01 Sysinfo: BLPCI driver initialized

Jan 1 00:00:01 Sysinfo: Setting flash for 16MB flash

Jan 1 00:00:01 gpon_drv:Config mapping port id 2.

Jan 1 00:00:01 gpon_drv:CPU MAC 00:50:c2:59:77.88.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t_ priority_queue(0, 0, 50), ret = 0.

Jan 1 00:00:01 gpon_drvdi_bl configure_emac_tx_priority_queue(0, 1, 50), ret = 0.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t priority_queue(0, 2, 50), ret = 0.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t priority_queue(0, 3, 50), ret = 0.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t priority_queue(0, 4, 50), ret = 0.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t priority_queue(0, 5, 50), ret = 0.

Jan 1 00:00:01 gpon_drv:fi_bl configure_emac_t priority_queue(0, &, 50), ret = 0. r

[ Refresh ] [Clear]

Refresh: Click to update the system log.

Clear: Click to clear the current log from the screen.

- N
I Status i“‘f

¥ System Log
Current Time: Thu Jan 1 00;09:54 1970

Refresh ] [Clear]
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Firewall Log

Firewall Log displays the log information of any unexpected events that occurs to your firewall
settings. This page displays the router Firewall Log entries which have been recorded when you
have enabled Intrusion Detection or Block WAN PING in the Configuration — Firewall section of the
interface. Please see the Firewall section of this manual for more details on how to enable Firewall

event logging.

IStatus i“‘}é— !

* Firewall Log

Current Time: Thu Jan 1 03:26:27 1970

Refresh ] [Clear]
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VoIP CDR Log (Only for 9300VN(X))

Display VolP CDR logs accumulated up to the present time. You can see the associated
information, including Caller, Callee, Start Time, End Time, Duration, Talk and Disposition, with this
function.

IStatus l“\‘% !

T VolP CDR Log
Current Time: Thu Jan 1 03:26:48 1970

Caller Callee  Start_Time End_Time Duration Talk Disposition
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SIP Accounts Status (ITSP) (Only for 9300VN(X))

This section lists the informaion of all the SIP accounts.

I Status

¥ S5IP Accounts Status

Current Time: Thu Jan 1 03:28:56 1970

SIP Account FPhone Mumber ser Mame Senvice Provider
SIP Account 1
SIP Account 2

SIP Account: Display all the SIP accounts.
Phone Number: The phone number of the SIP account.

User Name: The registered user name of the SIP account.

Service Provider: The VolIP service provider for the SIP account.

Direct Inward Dial: The direct inward dial of the SIP account.

Status: The connection state of the SIP account.
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SIP Extensions Status (Only for 9300VN(X))

Displays the information of SIP extensions.

I Status

¥ S5IP Extensions Status

Current Time: Thu Jan 1 03:29:32 1970

Phone Mumber Display Mame Status

Phone Number: The phone number of the SIP extended connection.
Display Name: The name of this connection.
Status: The state of this connection.

Host: The host name of this connection.
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VolIP Call Status (Only for 9300VN(X))

VolP (Voice over Internet Protocol) is a technology for delivery of voice communications over IP
networks such as the Internet. It involves in originating an Internet telephone call conversing the
analog voice signal to digital format and compressing/translating the signal into Internet protocol
packets for transmission over the Internet; the process is reversed at the receiving end.

This page displays the information of VolP Call.

I Status 1“1\({ -

*VolP call Status

Current Time: Thu Jan 1 03:30:00 1970

Caller Callee Time Status

Caller: The terminal of the caller that initiates the call.
Callee: The terminal of the callee that is being called.
Time: The length of time for this VoIP call.

Status: The state of this VoIP call.
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UPnP Portmap

This section lists all the established port-mapping using UPnP (Universal Plug and Play).

IStatLls i“}e—

*UPnP Portmap

Table
Mame Protocol External Port Internal Port IP Address

Name: The Host Name of the internal UPNP client.
Protocol: The connection protocol of the UPNP client.
External Port: The external port for this connection.
Internal Port: The internal port for this connection.

IP Address: IP of the internal UPNP client.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your GPON router.

LAN, WAN, System, Firewall, QoS, Virtual Server, Time Schedule and Advanced

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system to which many computers are
attached together and is limited to the immediate area, usually within the same building or storey
of a building.

These are the items within the LAN section: Ethernet, IP Alias, Wireless, Wireless Security,
WPS and DHCP Server.

Ethernet

The router supports more than one Ethernet IP addresses in the LAN that supports multiple internet
access at the same time. Users usually only have one subnet in their LAN. The default IP address
for the router is 192.168.1.254.

I Configuration [‘% .

~Ethernet

Parameters

IP Address |192.1EE.1.254
Metmask |255.255.255.0

RIP | Disable v
[Applﬁ;] [ Cancel ]

IP Address: The default IP address of this router.
Netmask: The default subnet mask of this router.

RIP: RIP v1, RIP v2 Broacast, RIP v2 Multicast and RIP v1+v2 Broacast. Check to enable RIP
function.

Click Apply to confirm the settings.
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IP Alias

This function enables the creation of multiple virtual IP interfaces for this router. It helps to connect two
or more local networks to the ISP or remote node. In this case, an internal router is not required.

Ii:mrri_um ation l“%‘ .

TIP Alias
Parameters

IF Address Metmask

|

IP Address: Specify an IP address for this virtual interface.
Netmask: Specify a subnet mask for this virtual interface.

Click Add to confirm the settings.
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Wireless

ICDnﬁguratiDn l“% !

TWireless
Parameters
WLAN Service (#)Enable () Disable
Mode 802 11g+n w
ESSID lwian-ap
Hide ESSID {JEnable (&) Disable
Regulation Domain M.AMerica »
Channel ID Channel 1 (2412 GHz) »
Channel Width 20/40MHZ
Tx PowerLevel 100 (0 ~100)
AP MAC Address 00:04:ED:11:22: A4
AP Firmware Version RT2880IMIC 1.1.8.0
WPS Semvice {JEnable (&) Disable
WPS State Configured Unconfigured
W {JEnable (&) Disable
Wireless Distribution System (WD5)
WDS Senvice (" Enable () Disable

1. 2 |
Peer WDS MAC address

el 4|

*WD?Z2 depends on the settings of main security encrption type, **

[Apply] [ Cancel ] Security settings »

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or do not have both
11g and 11b devices on your network, then keep the setting in mixed mode. From the drop-down
menu, you can select 802.11g if you have only 11g card. If you have only 11b card, then select
802.11b. And if you have 11n card, select 802.11n.

ESSID: The ESSID is a unique name of a wireless access point (AP) used to distinguish one from
another. For security purpose, change to a unique ID name which is already built into the router
wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your wireless
clients have exactly the ESSID as the device in order to connect to your network.

Hide ESSID: This function enables the router to become invisible on the network. Thus, any
clients using the wireless setting to search for available or specific router on the network will not
be able to discover the router whose Hide ESSID function is set to enabled. The default setting is
disabled.

Enable: When enabled, you do not broadcast your ESSID. Therefore, no one will be able to
locate the Access Point (AP) of your router.

Disable: When disabled, you allow anybody with a wireless client to be able to locate the Ac-
cess Point (AP) of your router.
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Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection ID channel that you would like to use.

Note: Wireless performance may degrade if the selected ID channel is already being
occupied by other AP(s).

Channel width: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher the
bandwidth the better the performance will be.

TX PowerLevel: Itis a function that enhances the wireless transmission signal strength. User
may adjust this power level from minimum 0 up to maximum 100.

Note: The power level may be different in each accss network uer premise environment, so
choose the most suitable level for your network.

AP MAC Address: It is a unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.

WPS Service: Select Enable if you would like to activate WPS service.

WPS State: You can set the WPS state as Configured or Unconfigured.

WMM: This feature is used to control the prioritization of traffic according to 4 Access categories:
Voice, Video, Best Effort and Background. Default is set to disable.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other access
points. It is easy to install simply by defining the peer’'s MAC address of the connected AP. WDS
takes advantage of the cost saving and flexibility which no extra wireless client device is required to
bridge between two access points and extending an existing wired or wireless infrastructure network
to create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS also enhances its link connection security mode. Key encryption and channel
must be the same for both access points.

WDS Service: The default setting is disabled. Check Enable radio button to activate this function.

Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that your peer’s
AP must include your MAC address in order to acknowledge and communicate with each other.

1. Peer WDS MAC Address: It is the second associated AP’'s MAC Address.
2. Peer WDS MAC Address: It is the third associated AP’s MAC Address.
3. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.

Note: For MAC Address, semicolon ( : ) must be included.

You can click Security settings link next to Cancel button to go to Wireless Security screen (see
Wireless Security section).

Click Apply to confirm the settings.
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Wireless Security

You can disable or enable the wireless security function using WPA or WEP for wireless network
protection.

The default mode of wireless security is disabled.

I Configuration L‘% .

*Wireless Security
Parameters

Security Mode Disahle W

[Apply] [ Cancel ]

WPA | WPA2 | WPA/WPA2 Pre-Shared Key

ICDnﬂguratiDn l‘% .

*Wireless Security

Parameters

Security Mode |‘.“.fF'.ﬂ.ﬂ.".fF'.ﬂ.2 Pre-Shared Key |«
WPA Algorithms ITKIP v

WPA Shared Key |

Group Key Renewal |35I:IEI seconds
[ Apply ] [ Cancel ]

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WPA Algorithms: There are 3 types of the WPA-PSK, WPA2-PSK & WPA/WPA2-PSK. The WPA-
PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates
Message Integrity Code (MIC) to provide protection against hackers. The WPA2-PSK adapts
CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES (Advanced
Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.

Click Apply to confirm the settings.
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WEP

ICDnﬂguratiDn l‘% .

*Wireless Security

Parameters

Security Mode | WEP v

WEP Authentication | Open System v

Default Used WEF Key ®1020304

Passphrase (Generate Key) | | werss || wepP12g
Key 1 |Hex b |

Key 2 |Hex | |

Key 3 |Hex | |

Key 4 |Hex | |

WEP 64 - Hex: 10 Hex codes, (1~9, a~f A~F). EX_ 113a22cc33.

WEP 64 - ASCII: 5 ASCIl characters are required. Insert your WEP key manually. EX: 1a3eb.

WEP 128 - Hex: 26 Hex codes, (1~9, a~f, A~F). EX. 11aaZ2cc33dd4deebbefffe 35

WEP 128 - AZCII: 13 ASCIl characters are required. Insert your WEP key manually. EX; 1a3e?ldbd3er.

[ Apply ] [ Cancel ]

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are three options to select from: Open System, Share Key or
Both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1~4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX or ASCII style, 5 and 13 ASCII codes are required for
WEP64 and WEP128 or 10 and 26 HEX codes are required for WEP64 and WEP128 respectively.

Click Apply to confirm the settings.
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WPS

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi networks for a residential or an office setting.
WPS supports two types of configuration methods which are commonly known among consumers:
PIN Method & PBC Method.

i
ICDnﬂguratiDn l“"kt! .

TWPS

Parameters

WPS Senvice (1Enable (&) Disable
Role Registrar Enrollee
WPS PIN 58633045

Enrolleg’s PIM

[ Start ] [ Cancel ]
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Wi-Fi Network Setup
PIN Method: Configure AP as Registrar

1. Jot down the client’s Pin (eg. 16837546).

IConIiguratiun | “.‘\C{ .
Y —

TWPS

Parameters

WPS Service @ Enable Disable
Role @ Reqgistrar Enrollee
WPS PIN 25879810

Enrollee’s PIN 16837546

2. Enter the Enrollee’s PIN number and then press Start.

3. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Enrollee,
press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column.
Then press the PIN button located on the middle left of the page to run the scan.

E = & & @ @ 3 Z

I

Profile Metwaork Advanced Statistics WPS Radio On/Off  About
WPS AP List
Rescan
ID : 00000 wlan-ap 00-10-92-C0-13-CD 1 i [Eeen
ID: wlan-ap 00-04-ED-00-00-01 1 - Pin Code

4 e 4 16837546  Renew

WPS Profile List Config Mode

Enrolee -

4 I 3
FIH |E| WPS Associate IE Progress =» 0%
REC @ WF5 Probe IE WPS5 status is disconnected Disconnect
r.
Status »> Disconnected Link Quality »» 0%
Extra Info == Signal 5trength 1 == 0%
Channel == Signal 5trength 2 == 0%
Authentication => MNoise Strength == 0%
Encryption ==
Network Type == Transmit
IP Address =» Link Speed ==
Sub Mask
ub Mask == Throughput == 0.000
Default Gateway == Kbps
Receive
HT Max
Link Speed =>
BW ==n/a SHRD == nfa
Throughput >> 0.000
Gl =» nfa MC5=> n/a SHR1 =» n/a

Kbps
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4. The client's SSID and security setting will now be configured to match the SSID and security
setting of the registrar.

% &
ks el @ ,
Profile Metworl Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wlan-ap 00-1D-92-C0-13-CD 1 (R
ID: wlan-ap 00-04-ED-38-F7-2E 1 52 Fin Code
‘| m | ¥ 16837546  Renew
WP Profile List 'CDI'Iﬁ'E Mode
’ \-\.{an-ap Enrollee &
1| m | »
EIN [l wPs Associate IE I Froc e - 100 - Rotate
L5 (@] vees Probe IE PIN - Get WPS profile successfuly. Disconnect
Export Profile
.
Status >>  wian-ap =--» 00-10-92-C0-13-CD . LinkQuality >> 100% R |
Extra Info ==  Link is Up [TxPower:100%] Signal Strength 1 == 64%
Channel == 1 <= 2412 MHz; central channel : 3 _‘Eﬂﬂl Strength 2 >> 34%
Authentication >> Open D Noise Strength =» 26%
Encryption => MNOME
Network Type == Infrastructure Transmit
IP dddress =>  192.168.1.100 Link Speed == 270.0 Mbps
Sub Mask => 255.255.255.0 Throtghput =» 5.600 Kbps
Default Gateway =» 192.168.1.254
Receive
HT
Link Speed == 54.0 Mbps
BW =40 SMRO == 19
Throughput =>81.608 Kbps 146.840
Gl == long MC5== 15 SMR1 == nia Kbps
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PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.
2. Jot down the WPS PIN (eg. 25879810).

I Configuration

TWPS
Parameters

WPS Senvice

@ Enable () Disable

Role () Registrar @ Enrollee
WPS PIN 25879810

Mode

PN

3. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from
the WPS AP List section before pressing the PIN button to run the scan.

3 -4
e T ,
Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
1D : 0x0000 wian-ap 00-10-92-C0-13-CD 1 Information
ID: D2-VPN 00-1B-11-E4-DA-D5 7 @ - Fin Code
14| T ’ 25879810
'WF5 Profile List Config Mode

ExRegNWEA4D36

= Registrar -

BIM
PBC

Status ==

Extra Info ==
Channel ==
Authentication ==
Encrypticn ==
Hetwork Type ==

IP Address ==

Sub Mask =»
Default Gateway »=

BW ==n/fa

Gl == nfa

L

[@] WPs Associate IE
[l WPS Probe IE

Disconnected
HT
5MRO == nfa
MC5=> nfa SHR1 == nfa

Progress == 0% Rotate

Disconnect
Export Profile

Link Guality == 0%
Signal Strength 1 == 0%
Signal Strength 2 == 0%

Noise Strength == 0%

Transmit
. Max
Link Speed =»
Throughput »= 0.000
Kbps
Receive
an
Link Speed == e

Throughput ==

0.000

Kbps
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4. The router’s (AP’s) SSID and security setting will now be configured to match the SSID and

security setting of the registrar.

P= ok
Es e & DY ) § 2
Profile Netwaork Advanced Statistics WM WPS Radio On/0Off  About
WPS AP List
Rescan
ID: ExRegHWEA4036 00-1D-92-C0-13-CD vdin Information
ID: wian-ap 00-04-ED-38-F7-2E < Pin Code
1| 1 ’ 25879810
WPS Profile List Config Mode

a2 Registrar -

P ExRegNWEA4D36

‘|

I

BN s socte e B e rotate
£0C IEWPS sl PIM - Get WPS profile successfuly. Disconnect
Export Profile
Status »>» ExRegNWEA4036 =--» 00-1D-92-C0-13-CD _

Extra Info ==
Channel »»
Authentication ==
Encryption =>
Network Type >=
IP Address =»

Sub Mask »»
Default Gateway »>

BW ==40
Gl == long

Link 15 Up [TxPower:100%]

1 2--= 2412 MHz; central channel : 3
WPAZ-PSK

AES

Infrastructure

192.168.1.100

255.255.255.0

192.168.1.254

HT

SMRO == 20

MCS5=> 14 5MR1 == nfa

Transmit

Link Speed == 243.0 Mbps

Throughput >> 0.000 Kbps

Receive

Link Speed == 40.5 Mbps

Throughput ==98.612 Kbps

Signal Strength 1 == 65%
Signal Strength 2 =» 39%
MNoise Strength >= 26%

5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security
setting of the registrar setting match with the parameters found on both Wireless Configuration
and Wireless Security Configuration page.
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-~ & & @ © I Z @

Profile Network  Advanced Statistics WMM WPS  Radio On/Off  About

WPS AP List

Rescan
ID: wian-ap 00-1D-92-C0-13-CD 1 i Information

ID: wlan-ap 00-04-ED-22-22-23 1 - Pin Code

< m ke Iz&a?';ram Renewy

WPS Profile List :Cﬂﬂﬁﬁ Mode

ExRegNWEA4036 = I Registrar - I

Detai

14| 1 r

FIN [@] wPs Associate IE | Progress »> 0% Rotate
PEC [l WPS Probe IE

[WPS status is disconnected

SSID >> IExRegNWEMDS&

BSSID =>  O0-00-00-0:0-00-00

Authentication Type »> IWPA?_-P'SK v| Encryption Type »> |,q.5 -

Key Length >» |5 j Key Index == |1 j

Key Material =» |31 1B5B9F3403DCBOBBATIBFIE4TRYRE1C37DC4BDD147C4E62526D4EBCIIDEFTE

[@]show Password
Ok Cancel
¥ Wireless
Parameters
WLAN Service @ Enable () Disable
Mode B0211g+n v
ESSID ExRegMNWEA4036
Hide ESSID ) Enable @ Disable
Regulation Domain W
Channel ID Channel 1 (2412 GHz) ~
Channel Width 20/40MHZ ~
Tx Power Level 100 (0 ~100)
AP MAC Address 00:1D:92:C013:CD
AP Firmware Version 1.1.7.0
WPS Senice @ Enable () Disable
WPS State @ Configured ) Unconfigured
WM (C)Enable @ Disable
Wireless Distribution System (WDS)
WDS Senvice () Enable @ Disable
Peer WDS MAC address L
3

Security settings »

64



*Wireless Security
Parameters
Security Mode

WPA Algorithms
WPA Shared Key

Group Key Renewal

WPAZ Pre-Shared Key
AES -
81185B9F3403DCB0O8I
3600

seconds
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PBC Method:

1. Press the PBC button of the AP.

2. Launch the wireless client’'s WPS Utility (eg. Ralink Utility). Set the Config Mode as Enrollee.
Then press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List
section before pressing the PBC button to run the scan.

E e & D & ® Z

Prn_ﬁLe Metworl Advanced Statistics WM WPS Radio On/Off ﬁ:bout

[

WPS AP List
Rescan

ID: wian-ap 00-04-ED-00-00-01 1 i Information

1D : O 0004 wlan-ap 00-10-92-C0-13-CD 1 52 Pin Code

1 m r 16837546  Renew

WPS Profile List Config Mode

Enroles -

PIN [@] wPs Associate IE Progress == 0%

£5C IE‘ e LIE WPS status is disconnected Disconnect

Link Guality => 0%
Signal Strength 1 == 0%
Signal Strength 2 == 0%

Status == Disconnected
Extra Info =>
Channel ==
Authentication >= Moise Strength == 0%

Encryption =»

MNetwork Type »> Transmit
IP Address =» Link 5peed ==
fllnEEi=s Throughput ==
Default Gateway ==
Receive
HT
Link Speed ==
BW =:=nifa SHRO == nfa
Throwghput == 147.408
Gl == nfa MCS== nia SMR1 == nia Kbps
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3. When the PBC button is pushed, a wireless communication will be established between your
router and the PC. The client’'s SSID and security setting will now be configured to match the

SSID and security setting of the router.

g o .
Es . & % ,
Profile Netwaork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wian-ap 00-10-92-C0-13-CD 1 it P
ID: wlan-ap 00-04-ED-38-F7-2E 1 < Pin Code
4 il G 16837546  Renew
WPS Profile List CC'I'If'iE, Mode
’ wilan-ap Enrolee -
4 T 3
R L e R——
PEC [ vPs Probe IE PBC - Get WPS profile successfully. Disconnect
Export Profile
Status >>  wian-ap <-—-» 00-1D-92-C0-13-CD Link Quality => 100%
Extra Info »>  Link is Up [TxPower:100%] Signal Strength 1 == 60%
Channel => 1 <--= 2412 MHz; central channel : 3 Signal Strength 2 »> 44%
Agthentication =>  Open Haoise Strength == 26%
Encryption => MNONE
Network Type => Infrastructure Transmit
IP Address =>  192.168.1.100 Link Speed = 243.0 Mbps

Sub Mask >
Default Gateway =»

BW »>=40
Gl == long

2h5.255.255.0
192.168.1.254

HT

SMRO == 20

MC5=> 14 5MR1 => nfa

Throughput == 0.192 Kbps

Receive

Link Speed =+ 81.0 Mbps

Throughput »=93.732 Kbps

Mbps
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Wi-Fi Network Setup with Windows Vista WCN:

1. Jot down the AP PIN from the Web (eg. 25879810).

2. Access the Wireless configuration of the web GUI. Enable WPS service, set the WPS State to
Unconfigured and then click Apply.

TWireless

Parameters

WLAN Service @ Enable () Disable

Mode g802.11g+n -

ESSID wlan-ap

Hide ESSID () Enable @ Disable

Regulation Domain MN.America -

Channel ID Channel 1 (2412 GHz) -

Channel Width 20M40MHZ -

Tx Power Level 100 (0 ~100)

AP MAC Address 00:1D:92:C013:.CD

AP Firmware Yersion 1.1.7.0

WPS Sernvice @ Enable () Disable

WPS State ) Configured @ Unconfigured

WHM Z) Enable @ Disable

Wireless Distribution System (WDS)

WDS Service 7 Enable @ Disable

Peer WDS MAC address e =
2 4.

Security settings »

3. In your Vista operating system, access the Control Panel page, then select Network and Inter-
net > View Network Computers and Devices. Double click on the BiPAC 9300VN(X)/9300N(X)
icon and enter the AP PIN in the column provided then press Next.

=|@| 3£

P ——— - —
() - [& » Network » oL Jlscort .

File Edit View T o o= |
IE;H_,,' Corfigure a ¥WCH device
evortte Link
[ Documents Type the PIN for the selected device
E Fictures
B Music Tor configure this device for use on your network, type the PN, You can find the PIN in the
¥ N nformation that came with the device or on 2 sticker on the deace,
Vione
Felders
B Desking PN:
B user F5a7ea1|
L Puklc
% Computer ] Display characters
F etwork
M USER-PC
H Control Pansl
o) Recycle Bin

= BiPAC SAMWNL
Categories: Nebwork Infrastructure
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4. Enter the AP SSID then click Next.

=B R
OO |@> Metwork ¥ v|$,||559p_—}, p|

File Edit View Tools Help

By Organize - Views ey A printer Wi Add a wireless device

Favorite Links Name Category Workg;oup Metwork location
[El Documents - W

E Pictures
ﬁ Music @ Configure a WCN device
More
Folders .
Give your network a name
Ml Desktop
H? (s Choose a name that people who connect to your network will recognize
1. Public
= Computer Metwork name (S5I0):
@ Network USER-PC_N k
Control Panel -PC_Networl
5] Recycle Bin

You can type up to 32 letters or numbers.

!-.,-i:. 2 items | Next ][ Cancel

5. Enter the passphrase then click Next.

==
(O [F » Network » ~ [ 43 ][ Search )

File Edit View Tools Help

‘ Organize ~

Favorite Links Name Category Workg;oup Netwerk location

E| Documents e L oy =
E Pictures —

E Music @ Configure a WCHN device

More »»

Folders .
Help make your network more secure with a passphrase
Bl Desktop
H; U= Windows will use the passphrase provided below to generate a WPA security key for you. The first
1 Public time that people connect to this network, they will need the passphrase,
1% Computer
@ Metwork
Control Panel Passphrase:

a] R le Bi .. - -
S NHFiBj619NExxiNuLE64]

The passphrase must be at least & characters and cannot begin or end with a space.

Display characters

Create a different passphrase for me

Show advanced network security options

§-: 2 items [ Mext H Cancel
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6. When you have come to this step, you will have comleted the Wi-Fi network setup using the
built-in WCN feature in Windows Vista.

I'\.,.}I Configure 3 WCN device

Configured the selected device for wps_test
If thiz can be used wirelessly, you can disconnect the cable,

To use this with other netwerk computers, you might need to install the appropriate drivers first,

J
f | ==

[ =
e o |

Close
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DHCP Server

DHCP allows networked devices to obtain information on the parameter of IP, Netmask, Gateway as
well as DNS through the Ethernet Address of the device.

I Configuration 1“‘\% !

*DHCP Server

Parameters

DHCP Server Mode DHCF Server »

Domain Mame |hnme.gateway

Range Start |1 921681100

Range End |1 921681184

Default Lease Time |432IZIIZI seconds
Maximurm Lease Time |EE4EIIII seconds
Use Router as DME Servar

Primary DMNS Server Address |

Secondary DME Server Address |

Fixed Host »

Current Mode: DHZP Server

To configure the router’'s DHCP Server, select DHCP Server from the DHCP Server Mode drop-
down menu. You can then configure parameters of the DHCP Server including the domain, IP pool
(starting IP address and ending IP address to be allocated to PCs on your network), lease time
for each assigned IP address (the period of time the IP address assigned will be valid), DNS IP
address and the gateway IP address. These details are sent to the DHCP client (i.e. your PC) when
it requests an IP address from the DHCP server. If you check “Use Router as a DNS Server”, the
GPON Router will perform the domain name lookup, find the IP address from the outside network
automatically and forward it back to the requesting PC in the LAN (your Local Area Network). Click
Apply to enable this function.

If you select DHCP Relay from the DHCP Server Mode drop-down menu, you must enter the IP
address of the DHCP server that assigns an IP address to the DHCP client in the LAN. Use this
function only if advised to do so by your network administrator or ISP. Click Apply to enable this
function.

I Configuration l“}é! !

TDHCP Server
Parameters
DHZP Server Maode DHZP Relay =

DHCP Relay Server
Apply

Current Mode:DHCP Server
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and the
Internet.

WAN Profile
PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

ICDnﬂguratiDn l“‘\g— !

*WAHN Profile

Parameters

Frotocal PPPoE (RFC2516, PPP over Ethernet) R

'ﬁ'é?t'iTl':)Df [a53  1[1344

Username | Password | Senvice Name |

MAT Enable IP {0.0.0.0; Auta) |I:I.EI.EI.EI Auth. Protocol Alto W
Obtain DMNS [+] Automatic Primary | Secondary |

Caonnection [#] Always On |dle Timeout min{s) MTL 1492
Apply

Protocol: Select the protocol you will use in the device.

Alloc_ID/Port_ID: Enter the information provided by your ISP.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is the format of username “username@ispname” instead of
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.
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Connection:

Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoOE session when disconnected by the ISP.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

Click Apply to confirm the settings.
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Obtain an IP Address Automatically (DHCP Client)

By configuring DHCP settings, the device is able to obtain IP settings automatically from the ISP.

ICDnﬂguratiDn l“‘}t‘! !

T WAN Profile

Parameters

Frotocol | Obtain an IP Address Automatically (DHCF Client) s

Alloc_ID/Port_ID (853 1[1344

MAT [+] Enahble

Qbtain DMNE [#] Automatic Primary Secondary

Protocol: Select the protocol you will use in the device.
Alloc_ID/Port_ID: Enter the information provided by your ISP.
NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet

through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Click Apply to confirm the settings.
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Static IP
A Static WAN connection will be configured according to the IP properties defined by your ISP.

ICDnﬂguratiDn l“‘i\t‘! !

*WAN Profile

Parameters

Protocol | Static IP v

Alloc_ID/Port_ID (853  1[1344

MAT [+] Enahble

IP (0.0.0.0: Auto) {0.0.0.0 Netmask | Gateway |
Obtain DME [w] Automatic Primary | Secondary |

Protocol: Select the protocol you will use in the device.

Alloc_ID/Port_ID: Enter the information provided by your ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Specify an IP address allowed to logon and access the router’s web server.

Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the
device and modify data.

Netmask: The default is 255.255.255.0. Type the subnet mask assigned to you by your ISP (if
given).

Gateway: Enter the IP address of the default gateway (if given).

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Click Apply to confirm the settings.
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Pure Bridge

-

ICDnﬂguratiDn l

*WAHN Profile

Parameters

Frotocal | Fure Bridge

Alloc_ID/ Port_ID |853 11344

Protocol: Select the protocol you will use in the device.

Alloc_ID/Port_ID: Enter the information provided by your ISP.
Click Apply to confirm the settings.
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System

These are the items within the System section: Time Zone, Firmware Upgrade, Backup/Restore,
Restart, User Management and Mail Alert.

Time Zone
I Configuration “_‘\E_ .
i -

*Time Zone

Parameters

Tirme Zane %) Enahble () Disable

Local Time Zone {+-GMT Time) (GMT) Greemwich Mean Time w
[192.43.244.18 128.138.140.44

SMTP Server P Address
1129.6.15.29 131.107.1.10

Daylight Saving Altomatic

Resync Period |144EI minutes

[Apply] [ Cancel ]

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone from the drop down menu. To apply the selected local time zone, check Enable and
click the Apply button. After a successful connection to the Internet, the router will retrieve the correct
local time from the SNTP server you have specified. If you prefer to specify an SNTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days. The default value is set at 1440 minutes.
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Firmware Upgrade

Your router’s firmware is the software that enables it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software that runs in your

router. Thus, by upgrading the newly improved version of the firmware allows you the advantage to
use newly integrated features.

I Configuration L“‘}é‘ !

TFirmware Upgrade

You may upgrade the system software on your network device.
Arter upgrading.let your device restart with factory default settings or current settings.

(%) Factory Default Settings
(3 Current Settings

Restart device with

Mew Firmware Image | [ Browse... |

[ Lpgrade ] [ Cancel ]

Factory Default Settings: If select this setting, the device will reboot to restore the parameters of
all its applications to its default values.

Current Settings: If select this setting, the device will reboot and retain the customized settings of
all applications.

Click on Browse button to select the new firmware image file you have downloaded to your PC.
Once the correct file is selected, click Upgrade to update the firmware to your router.

LY
IFirm'.r.rare Upgrade L“\% -

T firmware upgrade progress

do not switch off device during flash update

DO MOT power down the router ar interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router.

Warning
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Backup / Restore

These functions allow you to save a backup of the current configuration of your router to a defined
location on your PC, or to restore a previously saved configuration. This is useful if you wish to
experiment with different settings, knowing that you have a backup in hand in case any mistakes
occur. It is advisable that you backup your router configuration before making any changes to your
router configuration.

I Configuration L“% !

TBackup/Restore

Allowis you to backup the configuration settings to your computer, of restore configuration from your coimputer.
Backup Configuration

Backup configuration to your computer.

Restore Configuration

Configuration File |[ Erowse...

Festore will overwtrite the current configuration and restart the device. Ifyou want to keep the current configuration, please
use "Backup" first to save current configuration.

Backup Configuration

Press Backup to select where on your local PC you want to store your setting file. You may also
change the name of the file if you wish to keep multiple backups.

Restore Configuration

Press Browse to select a file from your PC to restore. You should only restore your router setting that
has been generated by the Backup function which is created with the current version of the router
firmware. Settings files saved to your PC should not be manually edited in any way.

Select the settings files you wish to use, and press Update Settings to load the setting into the router.
Click Restore to begin restoring the configuration and wait for the router to restart before performing
any actions.

A
IRelere Configuration l“_\t‘_ .

~ restore config progress

do not switch off device during flash update

total : . 2%
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Restart

There are two options for you to choose from before restarting the your 9300(V)NX device. You
can either choose to restart your device to restore it to the Factory Default Settings or to restart the
device with your current settings applied. Restarting your device to Factory Default Setting will be
useful especially after you have accidentally changed your settings that may result in undesirable
outcome.

I Configuration l“‘%! !

T Restarnt
After restarting. Please wait for several seconds to let the system come up.

oy Factory Default Settings
Restart device with

& Current Seftings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to

factory default settings.

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

After selecting the type of setting you want the device to restart with, click the Restart button to
initiate the process. After restarting, please wait several minutes to let the selected setting applied
to the system.

1
ICDnﬂguratiun i“‘}[i .

¥ Restart

Since settings are changed, the router will reboot to make the changes take effect! Please wait for seconds.

total : . 8%

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.
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User Management

In order to prevent unauthorized access to your router configuration interface, it requires all users
to login with a username and password. Therefore only system administrator can access the

system.

This feature allows you to set up multiple user accounts which contains a unique password of its
own. In addition, you can also edit any existing user accounts or add new users to allow access to
the device configuration interface.

I Configuration l“}é! .

T User Management

Parameters
Yalid Llser Password Camfirm Login Mode Level

IF | Basic w Super |

|#dd| | Edit/Delete |

Edit Yalid Llzer Login Mode Level Delete
I frue aoimin Basic Super Administrator

Edit Account Information
You can change the informations of any account whether the account is active or valid.

1. To edit an account, click on the Edit radio button of the account you want to edit. Once selected,
all information of that account will be displayed.

2. Delete the information to be edited and replace it with the new one.

3. When it is done, simply click on the Edit/ Delete button to save your changes.

I Configuration l“‘% .

T User Management

Parameters
Yalid Llser Password Carmfirm Login Mode Level

|admin enne enen Basic w Super v

|add| | Edit/Delete |

Edit Yalid Llser Login Mode Level Delete
O] frue aoimin Basic Super Administratar

Note: It is highly recommended that you change the password immediately to prevent
security breach to your GUI.
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Add an Account

1. Check the Valid checkbox, fill in all the information: User name, Comment (optional), Password,
Confirm Password.

2. When it is done, click the Add button.

Delete a user account

1. Check the Delete checkbox of the account you want to delete.

2. Then click the Edit/Delete to confirm the deletion.

Note: You can delete any user account except for the default admin account. Thus there is
no delete radio button available for this account.
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Mail Alert

Mail Alert allows administrator to receive notifications from the router through email about
important events that is occurring in real time. This allows administrator to be able to take
immediate actions to counteract any possible hacking or to restore the router to its original status
should any failover / failback ever occurs.

I Configuration l“‘% !

*Mail Alert
Senver Information

SMTF Semer

Lzername

|
|
Passwird |
Sender's E-mail |
WAN IP Change Alert

Recipient's E-mail | (Must e ey 2225
Intrusion Detection

Alert Mail Time |3I:I mingsd

ihust be wouEhny 222

Recipient's E-mail | (hust he ey 222

[Apply] [ Cancel ]

Server Information

SMTP Server: Enter the SMTP (mail) server address.
Username: Enter the username of your SMTP server.
Password: Enter the password associated with the username.

Sender’s E-mail: Enter the email address you wish to send the mail alert email to.

WAN IP Change Alert

Recipient’s E-mail: Enter the email address you wish to send the WAN IP Change email to.

Intrusion Detection
Alert Mail Time: Set the time for sending the Alert mail.
Recipient’s E-mail: Enter the email address you wish to send the Intrusion Detection email to.

Click Apply to confirm the settings.
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Firewall

Listed are the items under the Firewall section: Packet Filter, MAC Filter, Intrusion Detection,
Block WAN PING and URL Filter.

Packet Filter

Packet filtering enables you to configure your router to block specific internal / external users (IP
address) from Internet access, or disable specific service requests (Port number) to / from the
Internet. This configuration program allows you to set up different filter rules for different users
based on their IP addresses or their network Port number. The relationship among all filters is “or”
operation, which means that the router checks these different filter rules one by one, starting from
the first rule. As long as one of the rules is satisfied, the specified action will be taken.

I Configuration ‘“‘}é’_ .

T Packet Filter

Parameters

Rule Mame | == | --gelect- w | (hvpe or select from listhow

Internal IP Address | ~|

External IP Address | ~|

Frotocol TCP v Artion forweard w
Internal Port | s External Port s
Direction outgoing W Titme Schedule Alweays On Log FI
Internal IP Address Internal Port i
Edit Crder Pl Frotocol Direction  Action Tl Delete
Marne External IP Address External Port Schedule
Ay Ay )
Default Ay outgoing  forward Abways On
Ay Ay

Rule Name: User defined description for entry identification. The maximum name length is 20
characters, or choose an application that you want from the listbox.

Internal IP Address / External IP Address: This is the Address-Filter used to allow or block traffic
to/rom particular IP address(es). Input the range you want to filter out. If you leave these four fields
empty or enter 0.0.0.0, it means any IP address.

Protocol: Specify the packet type (TCP, UDP, ICMP, etc.) that the rule applies to. Select TCP if
you wish to search for the connection-based application service on the remote server using the
port number. Or select UDP if you want to search for the connectionless application service on the
remote server using the port number.

Action: If a packet matches this filter rule, forward (allows the packets to pass) or drop (disallow
the packets to pass) this packet.

Internal Port: This Port or Port Range defines the ports allowed to be used by the Remote/WAN
to connect to the application. Default is set from range 0 ~ 65535. It is recommended that this
option be configured by an advanced user.

External Port: This is the Port or Port Range that defines the application.
Direction: Determine whether the rule is for outgoing packets or for incoming packets.
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Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

Log: Check the checking box if you wish to generate logs when the filer rule is applied to a packet.

Add: Click this button to add a new packet filter rule and the added rule will appear at the bottom
table.

Edit: Tick Edit next to the item you wish to edit, and then change parameters as desired. Complete
it by press “Edit/Delete”.

Delete: Tick Delete next to the item you wish to delete, and press “Edit/Delete” to remove this rule.

Order: Be aware that packet filtering parameters appear in priority order i.e. the first one takes
precedence over all other rules. There is a sort function next to the Rule Name column, you can
move the rule to higher or lower priority by clicking the Order arrow, and press “Reorder” to save
the new priority.

: Fule Internal IP Address Internal Port : Time
Edit Crder Frotocol Direction  Action Delete
Marme External IP Address External Port Schedule
4 FTF Ay TCP il tgoi fi i Al 0
outgoin onar rays I
o Ay 21~ HEtil i O
1 HTTP all] TCF Ay autgain forward Alweays On
o Ay 20-~20 St i O
Ay Ay i
Default Ay outgoing  forward Alweays On
Ay Ay
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MAC Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router’s MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN.

There are no pre-defined MAC address filter rules, you can add the filter rules to meet your
requirements.

i
ICDnﬂguratiDn l“\.‘g— !

T MACL Filter
Filter Action
Action () Disable O Allow (&) Block

Parameters

MAC Address | == | —5elect—- L | (type ar select from listhox)

Time Schedule Always On | w

The format of MAC address could be: XX:XX:XX:XX:XX: XX OF XX-XX-XX-XX-XX-XX.

Filter Action

Action: Select an action for MAC Filter. Default is Block. You can check Disable this feature or
Allow to activate the filter. Click Apply to confirm the change.

Server Information
MAC Address: Enter the MAC addresses you wish to have the filter rule applies.

Time Schedule: It is a self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

Click Add to apply the settings.
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Intrusion Detection

The router Intrusion Detection System (IDS) is used to detect hacker’s attack and intrusion
attempts from the Internet. If the IDS function of the firewall is enabled, inbound packets are
filtered and blocked depending on whether they are detected as possible hacker attacks, intrusion
attempts or other connections that the router determines to be suspicious.

I Configuration i“‘% !

Tintrusion Detection

Parameters

Intrusion Detection {1 Enable (&) Disable
Maximum TCP Open Handshaking Count li per secand
Maximum Ping Count li persecond
Maximum ICMP Count li per secand
Log

[Apply] [ Cancel ]

Intrusion Detection: Check Enable if you wish to detect intruders accessing your computer
without permission.

Maximum TCP Open Handshaking Count: This is a threshold value to decide whether a SYN
Flood attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Maximum Ping Count: This is a threshold value to decide whether an ICMP Echo Storm is
occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.

Maximum ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not.
Default value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

Log: Check Log if you wish to generate logs when the filer rule is applied to the Intrusion
Detection.

Click Apply to confirm the settings.
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Table: Hacker attack types recognized by the IDS

Intrusion Name

Detect Parameter

Blacklist

Type of Block

Drop Packet

Show Log

Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139, Src IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf Des IP is broadcast Dst IP Protection Yes Yes
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port and Yes Yes
Scan CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan TCP Flag: X’mas Src IP Scan Yes Yes
IMAP TCP Flag: SYN/FIN
SYN/FIN Scan DstPort: IMAP(143) Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP
SYN/FIN/RST/ACK | No Existing session Src IP Scan Yes Yes
Scan And Scan Hosts more
than five.
TCP
No Existing session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346, 3456
e UDP, DstPort = Orifice
Back Orifice Scan Port (31337) SrclP Scan Yes Yes
Max TCP Open
SYN Flood Handshaking Count Yes
(Default 100 c/sec)
Max ICMP Count
GalPlrerne (Default 100 c/sec) Yes
ICMP Echo Max PING Count Yes

(Default 15 c/sec)
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Src IP: Source IP

Src Port: Source Port
Dst Port: Destination Port
Dst IP: Destination IP
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Block WAN PING

This feature is to be enabled when you want the public WAN IP address on your router not to
respond to any ping command.

This feature is disabled by default. To activate the Block WAN PING feature, check the Enable box
then click the Apply button.

I Configuration L‘% .

*Block WAN PING
Parameters
Block WAN PING () Enahle (&) Disable

[Applﬁ;] [ Cancel ]
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URL Filter

URL (Uniform Resource Locator) (e.g. an address in the form of http://www.abcde.com or http://
www.example.com) filter rule allows you to prevent users on your network from accessing specific
websites defined by their URL. There are no predefined URL filter rules, therefore you can add
filter rules to meet your requirements.

I Configuration i“‘% !

TURL Filter

Parameters

kewawords Filtering []Enahle Detail ¥

Daomains Filtering []Enahle Detail v

Restrict URL Features Block [JdavaApplet [JActivex []Cookie [[]Proxy
Except IP Address Detail »

Time Schedule Always On .v._-

Log Fi

[Applﬁ;] [ Cancel ]

Keywords Filtering: Allow blocking against specific keywords within a particular URL rather

than having to specify a complete URL (e.g. to block any image called “advertisement.gif’). When
enabled, your specified keywords list will be checked to see if any keywords are present in URLs
accessed to determine if the connection attempt should be blocked. Please note that the URL filter
blocks web browser (HTTP) connection attempts using port 80 only.

I Configuration i“‘\é_ !

T Keywords Filtering

Parameters

Fennword

Return ¥

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword
“abcde” occurs in the URL.

Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed
against your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)
or dropped (Forbidden). For this function to be activated, both check-boxes must be checked. Here
is the checking procedure:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.

2. If not, check if it is listed in the forbidden list. If yes, then the connection attempt will be
dropped.

3. If the packet does not match either of the above two items, it is sent to the remote web server.
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4. Please be note that the completed URL, “www” + domain name shall be specified. For example
to block traffic to www.google.com.au, enter “www.google” or “www.google.com”.

I Configuration i“‘% !

*Domains Filtering

Parameters

Domain Mame | Type _ F.I:irbi'd.ﬂeri Dnmain w;

|add| | EditiDelete | Return »

Forbidden Domain

Edit Daomain Mame Delete
3w gongle P
Trusted Domain

Edit [Domain Mame Delete
T weneweabc F]

Restrict URL Features: This function enhances the restriction to your URL rules.

Block Java Applet: Blocks Web content which includes the Java Applet to prevent someone
who wants to damage your system via the standard HTTP protocol.

Block ActiveX: Blocks ActiveX.
Block Cookies: Blocks Cookies.

Block Proxy: Blocks Proxy.

Except IP Address: The except IP address list.

I Configuration i“‘}é !

TExcept IP Address

Parameters

Internal IP Address ~

Feturn ¥

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

Log: Check this checking box if you wish to generate logs when the filer rule is applied to the URL
Filter.

Click Apply to confirm the settings.
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QoS - Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet and/
or Wireless) to WAN (Internet). It facilitates you the features to control the quality and speed of
throughput for each application when the system is running with full upstream load.

I Configuration 1“‘% .

T os

Non-Assigned Bandwidth Ratio => Upstream (LAN to WAN) : 100% Downstream (WAN to LAN) : 100%
Parameters

Application Direction LAM to WAN

Protocol Ay W DECP Marking Disahle b

Fate Type Guaranteed (Minimum) | Ratio Ii% Priority Maormal
Internal IP Address | ~| Internal Port | ~|

External IP Address | ~| External Port | ~|

Time Schedule Alweays On W

After clicking the QoS item, you can Add/Edit/Delete a QoS policy. This page will show the brief
information for policies you have added or edited. This page will also display the total available
(Non-assigned) bandwidth, in percentage, can be assigned.

Application: Assign a name that identifies the new QoS application rule.

Direction: The traffic flow direction to be controlled by the QoS policy. There are two settings to be
provided in the Router:

LAN to WAN: Control the traffic flow from the local network to the outside world. For example,
when you have a FTP server inside the local network and want to have a limited traffic rate
controlled by the QoS policy, you need to add a policy with LAN to WAN direction setting.

WAN to LAN: Control Traffic flow from the WAN to LAN. (The connection maybe either issued
from LAN to WAN or WAN to LAN.)

Protocol: Select the supported protocol from the drop down list. For GRE protocol, there is no
need to specify the IP addresses or Application ports in this page. For other protocols, at least one
value shall be given.

Any: No protocol type is specified.
TCP

UDP

ICMP

GRE: For PPTP VPN Connections.
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DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the traffic of the application to be executed according to

the DSCP value. See DSCP Mapping Table.

Note: Make sure that the router(s) in the network backbone are capable to execute and check
the DSCP throughout the QoS network.

DSCP Mapping Table
DSCP Mapping Table

(Wireless) GPON Router Standard DSCP

Disabled None
Best Effort Best Effort (000000)

Express Forwarding (101110)
Class 1, Gold (001010)
Class 1, Silver (001100)

Premium
Gold service (L)

Gold service (M)

Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)

Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)

Class 3, Gold (011010)
Class 3, Silver (011100)
Class 3, Bronze (011110)

Bronze service (L)
Bronze service (M)
Bronze service (H)

Rate Type: Two types are provided:

Limited (Maximuml):§ Specify a limited data rate for this policy. It is the maximal rate for this
policy. As above FTP server example shows, if you want to “throttle” the outgoing FTP speed

to 20% of 100M and limit to it, please choose this type.

Guaranteed (Minimum): Specify a minimal data rate for this policy. For example, if you want to
provide a guaranteed data rate for gour outside customers to access your internal FTP server
with, say at least, 20% of your total bandwidthm, please choose this type. Then, if the available
bandwidth is not used, it will be given to this policy by following priority assignment.

Ratio: Assign the data ratio for this policy to be controlled. For examples, when we want to allow
only 20% of the total data transfer rate for the LAN-to-WAN direction to be used for FTP server, we
can specify here with data ratio = 20. If you have GPON LINE with 100M/bps.rate, the estimated
data rate, in kbps, for this rule is 20%*100*0.9 = 20Mbps. (For 0.9 is an estimated factor for the
effective data transfer rate for a GPON LINE from LAN to WAN. For WAN-to-LAN, it is 0.85 to 0.8).

Priority: The priority given to each policy/application. You may adjust this setting to fit your policy
/ application. For examples, you are allowed to specify two different QoS policies for different

applications. Both applications need minimal or higher bandwidth, besides the assigned one, if
there is any available/non-used one available, you can specify which application can have higher

priority by acquiring the non-used bandwidth.
High

Normal: The default is set to normal.

Low

For the sample priority assignment for different policies, it is served in a First-In-First-Out way.
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Internal IP Address: The IP address values for Local LAN machines you want to control. (For IP
packets from LAN to WAN, it is the source IP address. For IP packages from WAN to LAN, it is the
destination IP address.)

Internal Port: The Application port values for local LAN machines you want to control. (For TCP/
UDP packets from LAN to WAN, it is the source port value. For TCP/UDP packets from WAN to
LAN, it is the destination port value.)

External IP Address: The IP address values for Remote WAN machines you want to control. (For
IP packets from LAN to WAN, it is the destination IP address. For IP packages from WAN to LAN,
it is the source |IP address.)

External Ports: The Application port values for remote machines you want to control. (For TCP/
UDP packets from LAN to WAN, it is the destination port value. For TCP/UDP packets from WAN
to LAN, it is the source port value.)

Time Schedule: Scheduling your prioritization policy.

Remember clicking Add to save your settings.
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Example: QoS for your Network

Connection Diagram

i,
=)

Restricted PC

Application

IP / Ports

Control Flow

Data Rate

Time Schedule

VolIP user

192.168.0.1

Outgoing

Minimal 20%
with high priority
for non-used
bandwidth with
DSCP marking
Class 1 Gold
Service.

Always

FTP Server

192.168.0.100

Incoming &
Outgoing

Outgoing :minimal
30% data rate.

Incoming :minimal
30% data rate.

Both with low
priority for non-
used bandwidth.

Only during
working hours

9:00 to 17:00
Monday to Friday

HTTP Web user

80

Incoming &
Outgoing

Outgoing : limited
20% data rate.

Incoming : limited
30% data rate.

Always
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Example: QoS Setup

I Configuration
QoS
Hon-Assigned Bandwidth Ratio => Upstream (LAN to WARN) : 45%  Downstream (VAN to LAN) : 65%
Parameters
Application | Direction
Frotocal Any | DSCF Marking
Fate Type |Guaranteed (Minimum} v| Ratio

Internal IP Address |

External IP Address |

Time Schedule

|Add| | Edit/Delete |

Edit Application Direction

" YOIP LAMN to WARN

I FTF Server (OUT) LAMN to WAN

I FTF Server (IM)  WAN to LAN
HTTP Borwing

" (OUT) LAMN to WARN

O HTTF Borwing WAN to LAN
()

VoIP application

Voice is latency-sensitive application. Most VoIP devices are used SIP protocol and the port

Always On  »

Rate Type

Guaranteed
Guaranteed
Guaranteed

Limited

Limited

Ratio
20%
15%
15%

20%

20%

LAM to WAN

| Disable v

%% Priority

\ A

Marmal |«

Internal Port |

External Port |

Time Schedule
Always On
Timeslaot
TimeSlot

Timeslot2

Timeslot2

O O0O00

Delete

number will be assigned by SIP module automatically. Better to use fixed IP address for catching

VolIP packets as high priority.
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Virtual Server

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and
External port) to the Internal server with private IP address on the LAN side. The Internal port is
required only if the external port needs to be converted to a different port number used by the
server on the LAN side.

The device can be configured as a virtual server so that remote users accessing services such
as Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

In TCP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that
are pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are
referred to as “well-known ports”. Servers follow the well-known port assignments so clients can
locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you need to
configure your router to forward these incoming connection attempts using specific ports to the PC
on your network running the application. You also need to use port forwarding if you wish to host
an online game server.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment

of unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only
ports numbers 0 to 1023 are reserved for privileged services and are designated as “well-known
ports” (Please refer to Table below). The registered ports are numbered from 1024 through 49151.
The remaining ports, referred to as dynamic or private ports, are numbered from 49152 through
65535.

Examples of well-known and registered port numbers are shown below, for further information,
please see IANA's website at: http://www.iana.org/assignments/port-numbers.

For help on determining which private port numbers are used by common applications on this list,
please see the FAQs (Frequently Asked Questions) at http://www.billion.com.

Table: Well-known and registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol) / SNTP (Simple Network
Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP Real Audio
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Port Mapping

Since NAT acts as a “natural” Internet firewall, your router protects your network from accessed
by outside users, as all incoming connection attempts point to your router unless you specifically
create Virtual Server entries to forward those ports to a PC on your network. When your router
needs to allow outside users to access internal servers, e.g. a web server, FTP server, Email
server or game server, the router can act as a “virtual server”. You can set up a local server with
a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port
23), SMTP (port 25), or POP3 (port 110). When an incoming access request the router for a
specified port is received, it is forwarded to the corresponding internal server.

I Configuration l“‘% .

TPort Mapping

Parameters

Application | == | --zelect- » | (type or select from listbog
Protocaol TCF w External Port | - |

Internal IP Address | == | --gelegt-- w | itype or select from listhox

Internal Port Time Schedule Alweays On

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local server
(PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined application, you
need to add it manually.

Edit Application Protocol External Fort  Internal IP Address  Internal Port Time Schedule  Delete
@ |FUFE TCP 21~21 192.168.1.25 Any Always On IF]
) HTTP TCP a0~20 192.168.1.2 Any Always On ]

In addition to specifying the port number used, you also need to specify the protocol used. The
protocol is determined by a particular application. Most applications use TCP or UDP, however you
may also specify other protocols using the drop-down Protocol menu. Setting the protocol to “all”’
causes all incoming connection attempts using all protocols on all port numbers to be forwarded to
the specified IP address.

Application: Select the service you wish to configure.

Protocol: A protocol is automatically applied when an Application is selected from the listbox or
you may select a protocol type which you want. The protocol used to be determined by a particular
application. Most applications will use TCP or UDP.

External Port & Internal Port: Enter the public port number & range you wish to configure.

Internal IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

Time Schedule: Scheduling your prioritization policy.
Add: Click to add a new virtual server rule. Click again and the next figure appears.

Edit: Check the Edit radio button to display the parameter of the selected application, then after
changing the parameters click the Edit/Delete button to apply the changes.

Delete: To remove a port mapping application, check the Delete box of the selected application
then click the Edit/Delete button.
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DMZ

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP

address as the DMZ Host, all incoming packets that do not use a port number which is already

used by any other Virtual Server entries will first be checked by the Firewall and NAT algorithms

before it is passed to the DMZ host.

Cautious: This Local computer exposing to the Internet may face various security risks.

N N

I Configuration

*DMZ

Parameters

Internal IP Address

Titme Schedule

[Apply] [ Cancel ]

== | --5glect-- w | (type or select from listbo®

Always On w

Time Schedule: Scheduling your prioritization policy.

Click Apply to confirm the settings.

-

Attention

o

If wou have disabled the MAT option in the WAN-ISP section, the Virual Server
will hence become invalid. If the DHCP option is enabled, you have to be very
careful in assigning the IP addresses of the virtual servers in order to avoid
conflicts. The easiest way of configuring Virtual Servers is to manually assign
static IF addresses to each virtual server P, with an address that does not
fall into the range of IF addresses that are to be issued by the DHCP server.
You can configure the virtual server [P address manually, but it must still be in

the same subnet as the router.

\

p
AOTE!

.

Since outside users are able to connect to the PCs on your networl:, port
mapping utiization imposes secunty implications. You are therefore advised
to use specific Virtual Server entries just for those ports that your applications
reguire.

A
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to
restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Time Zone for details. You router time should correspond
with your local time. If the time is not set correctly, your Time Schedule will not function properly.

I Configuration J “3[‘ .
A -

*Time Schedule

Parameters

Mame | Dayinaweek [ ]Sun [JMon []Tue [ ]Wed [JThu []Fri []Sat
Start Tirme 08 » || 00 = End Time 18 » || 00 »

Edit Marme Diay in & week Start Time End Time Clear
" TimeSlot1 smitwtfs 0e:00 18:00 IF]
" TimeSlot2 smitwtfs 0e:00 18:00 IF]
" TimeSlot3 smitwtfs 0e:00 18:00 ]
" TimeSlotd smitwtfs 0e:00 18:00 IF]
I TimeSlota smitwtfs 0e:00 18:00 IF]
¥ TimeS|oth Smwifs 0g:00 18:00 ]
3 TimeSIot? Smwifs 0g:00 18:00 ]
¥ TimeSiotd Smwifs 0g:00 18:00 ]
¥ TimeSiot9 Smwifs 0g:00 18:00 [F]
" Timeslot10 srmtwfs 000 18:00 ]
"3 Tirneslot11 srmtwfs 0g:.00 18:00 ]
Y Timeslot! 2 Srmitwfs 0&:00 18:00 ]
I Timeslot! 3 Srmitwfs 0&:00 18:00 [F]
" Timeslot! 4 Srmitwfs 0&:00 18:00 ]
@ Timeslot! & Srmtwfs 0&:00 18:00 ]
3 Timeslot & Srmtwfs 0&:00 18:00 [F]

Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Sunday through Saturday. You may specify the days for the
schedule to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.

Click the Edit/Clear button to save your changes.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of
the more advanced features of the router. Users who do not understand the features should not
attempt to reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Static ARP, Dynamic DNS, VLAN,
Device Management, IGMP and Remote Access.

Static Route

With static route feature, you are equipped with the capability to control the routing of the all
the traffic across your network. With each routing rule created, you can specifically assign the
destination where the traffic will be routed to.

I Configuration L“‘}é‘ .

T Static Rowute
Parameters

Destination MHetmask Gatenray Interface Cost
| 4 |

Destination: Enter the destination IP where the traffic is to be forwarded.

Netmask: Enter the netmask of the destination.

Gateway: Enter the gateway address for the traffic.

Interface: Select an appropriate interface for the new routing rule from the drop down menu.

Cost: This is the same meaning as Hop and represents the cost of transmission for routing
purposes. The number needs not be precise, but it must between 0 and 65535; usually be left at 1.

Click Add to confirm the settings.

Edit: Check the Edit radio button to display the parameter of the selected rule, then after changing
the parameters click the “Edit/Delete” button to apply the changes.

Delete: To remove a static route entry, check the Delete box of the selected entry then click the
“Edit/Delete” button.

103



Static ARP

This feature allows you to map the layer-2 MAC (Media Access Control) address that corresponds
to the layer-3 IP address of the device.

I Configuration l‘\é‘ .

T Static ARP
Parameters
IP Address MAC Address

IP Address: Enter the IP of the device that the corresponding MAC address will be mapped to.
MAC Address: Enter the MAC address that corresponds to the IP address of the device.
Click Add to confirm the settings.
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Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if your ISP
does not assign you a static IP address you can still use a domain name. This is especially useful
when hosting servers via your GPON connection, so that anyone wishing to connect to you may use
your domain name, rather than the dynamic IP address which is assigned to you by ISP.

You need to first register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/.

I Configuration L“E[:! !

T ynamic DNS

Parameters

Crynamic DNE () Enahle &) Disahle
Cynamic DME Server

Wildcard Enable

Damain Mame

Lzername

|

|
Fasswird |
Petiod

[Apply] [ Cancel ]

Dynamic DNS:
Disable: Check to disable the Dynamic DNS function.

Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
required.
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Dynamic DNS Server: Select the DDNS service you have established an account with.

I Configuration 1“‘}[‘! .

T ynamic DNS

Parameters

Dynamic ORS (%1 Enable (" Disable
Cynamic DMNE Server vy dyndns. org (dynamic)

whaty dyndns. org (custam)
swanwy dyndns.org fdynamic)
Domain Mame whan dyvndns.org (static)
dyhamic.zoneedit.cam —
Usermname Wiy 0rgans.org
whaty RS 0D
iy, YIS CX
Ferind Wt minidns. net
ity 0= 1[0
[Apply] [ Cancel ] Wy 3322010
dyndns. dk
whity 20 C 0
Wit BNDIMLCOIM
whany, Idamain bk
ity 1]

ddns. mweh . net

Wildcard

Password

Wildcard: When enabled, you allow the system to lookup on domain names that do not exist to
have MX records synthesized for them.

Domain Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Enter the length of the period in the blank, you can set the period unit in day (d), hour (H)
or minute (M). In addition to updating periodically as per your settings, the router will perform an
update when your dynamic IP address changes.

Click Apply to confirm the settings.
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VLAN

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN segments that
can communicate with each other as if they were all on the same physical LAN segment.

ICDnﬂguratiDn “% -

~VLAN

Parameters

VLAN Group Name e Ethernet Port Wiany Link VLAN Group to WAN Connection interface /
#1 #2 #3 #4 WAN Tagging

| | O O O O O [N vl

| | OO 0O O O [N vl

| | O O O O O [N vl

| | OO O O O [N v

| | O OO0 O [N vli

| | O O O O O [N vl

| | OO O O O [N vl

| | O O O O O [N vl

LAN Tagging AN A A

LAM Tagaing: Insert or keep VLAM tag of the packets flow through the specific ethernet port.
WARMN Tagging: Insert or keep VLAN tag of the packets flow through the specific Bridged WARN interface. (Only for Bridge)

[Apply] [ Cancel ]

VLAN Group Name: Please input VLAN name of this rule.

VLAN ID: Please input VLAN ID that will be used for Tagged member port(s).

Ethernet Port(s): Please check the interface that you would like to use in this VLAN ID group.
WLAN: Please check the interface that you would like to use in this VLAN ID group.

Link VLAN Group to WAN connection interface / WAN Tagging: Select the WAN interface from
the drop-down menu to associate the VLAN Group with it.

Click Apply to confirm the settings.
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Device Management

The Device Management advanced configuration settings allows you to control your router’s
security options and device monitoring features.

I Configuration

T Device Management

Device Host Name

Host Mame

Embedded Web Server

HTTF Fort

Expire to auto-logaut

Universal Plug and Play (UPnP}
LIPnP

LPnP FPort

[Apply] [ Cancel ]

Device Host Name

Host Name: Assign it a name.

(The Host Name cannot be used with one word only. There are two words should be
connected with a *.’ at least.

Example:

I

|hnme.gateway

|BEI (The default HTTFP port number is 80.)

|3 Frings)

(& Enahle () Disable
2800

Host Name: homegateway ==> Incorrect
Host Name: home.gateway or my.home.gateway ==> Correct)

Embedded Web Server ( 2 Management IP Accounts)

HTTP Port: This is the port number the router’'s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may specify an
alternative if, for example, they are running a web server on a PC within their LAN.

Expire to auto-logout: Specify a time length for the system to auto-logout user from the

configuration session.

J~--.-

Example: User A enters 100 for HTTP port number, specifies 192.168.1.55 for his/hser own IP
address, and sets the logout time to 100 minutes. The router will allow User A to access only
from the IP address 192.168.1.55 to logon to the Web GUI by typing: http://192.168.1.254:100
in their web browser. After 100 minutes, User A is logged out by the device automatically.
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Universal Plug and Play (UPnP)

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with the
feature to control data transfer between devices. UPnP offers many advantages for users running
NAT routers through UPnP NAT Traversal, and on supported systems. By letting the application
control the required settings and removing the need for the user to control the advanced
configuration of their device will make tasks such as port forwarding become easier.

Both user’s Operating System and its relevant applications must support UPnP in addition to the
router. Windows XP and Windows Me have a native built-in support for UPnP (when the component
is installed). Windows 98 users may have to install the Internet Connection Sharing client from
Windows XP in order to support UpnP feature. Windows 2000 does not support UPnP.

Disable: Check to inactive the router's UPnP functionality.
Enable: Check to active the router's UPnP functionality.

UPnNP Port: Default setting is 2800. It is highly recommended for users to use this port value.
If this value conflicts with other ports that have been used, you are allowed to change the port
number.
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.
Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

Add/Remove Programs Properties EE3 I

InstallUninstall  indows Setup I Startup Dizk I

Ta add aor remove a component. select or clear the check bos. If
the check box iz shaded, only part of the component will be
inztalled. To see what's included in a component. click Details.

LComponents:

1 [E] Accessibili 0.0ME =
[ Accessories 13.8 ME

EEl) Address Book 1.5MB

& Communications 7.0rE

ﬁ Desktop Themes 5.9 MBE LI
Space uzed by installed components: 428 B
Space required: 0.0 MB
Space awvailable on dizk: 2574 .4 B

Diezcription

Includes accessories to help you connect to ather computers
and online services.

5 of 9 components selected
Hawe Digk... |

Ok I Cancel I i m) (8] I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

x|

Toinztall a component. zelect the check box next to the
component name, of clear the check box f you do not wank o
inztall it. & shaded box means that only part of the comporent will
be inztalled To see what's included in a component, click Detals.

Comparents:

¥ i Nethesting 42MB af

| @ Phone Disler 0.2MB

2 Universal Plug and Flay

1 (2] Virtual Private Networking D.0MB ﬂ
Space uzed by installed components: 42 4 MB
Space required: 0.0 MBE
Space available on disk: 8EE.3 MB

Description -|

Universal Plug and Play enables seamless connectivity and
commmunication between ‘Windows and mtelligent apphances. |

oK
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Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.
Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

Step 4: When the Windows Optional Networking Components Wizard window appears, select
Networking Service in the Components selection box and click Details.

" Metwork Connections

File  Edit VWiew  Favarites  Tools Help
Opetator-Assisted Dialing

Dial-up Preferences, .,

Q- © - 3,04

t}, Mebwaork Connections Network. Identification. ..

Bridge Conneckions

Metwork Tasks Advanced Settings...
i Cpkional Mekworking Components.,

| TR

Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and
click Next.

Windows Optional Hetworking Components Wizard

Windows Components
You can add or remove components of ‘Windows =P,

To add or remove a component, chick the checkbox. A shaded box means that anly
part of the component will be inztalled. To zee what's included in a companent, click
Details.

Compaotients:

= EEJ bl anagement and Monitoring Tools 2.2 MB

W it ; 0.3 B
O EEJ Other Metwark. File and Print Services 0.1 MB

Dezcrption:  Containg a variety of specialized, network-related services and protocols.

Total disk space reguired: 0.0 B :
Detsils...
Space available on disk: 11457 .8 ME el

¢ Back [ Menxt > ][ Cancel ]
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Hetworking Services

To add or remove a compaonent, click the check box, A shaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

Subcomponents of Hetworking Services:

[nternet Gateway Device Dizcovery and Cantral Client 0.0 B
| g Peer-to-Peer 0.0 HE
[ ELRIP Listener 0.0 MB
[ g Simple TCPAR Services 0.0 MBE

0.2 ME

Dezcrption:;  Displays iconz in My Metwork Places for UPnP devices detected on the
nebwork. Alza, opens the required YWindows Firewall parts.

Total dizk space required: 0.0MB
Space available on dizk: 114553 ME

Dretailz. ..

k. ] [ Cancel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under
Internet Gateway.

Step 2: Right-click the icon and select Properties.

*5 Metwork Connections

File  Edit Miew Favorites Tools  Advanced Help

n\_)} Back ,_J lﬁ‘ /':3 Search ll__ Folders v

Address |i}, Metwork Connections

. Internet Galcwiy

Metwork Tasks

S5 Create anew
canneckion

Q Set up a home or small
office netwark, |
LAN or High-Speed I

& Change Windows
Firewall settings

e,‘a Start this conmection @T‘J Local Area C Craake Shorkok j

Connected, | :

Iﬂ Rename this connection - '3 MYIDIA rFor] Delete !:

Change settings of this
conneckion

Rename

Fropetties

Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.
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"2 Internet Connection Properties

General |

Connect to the [nternet using:

& Intemet Connection

Thiz connection allows vou to connect o the Intemet through a
zhared connection on another computer.

Settings... |

[ Show icon in natification area when connected

[ ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.

Advanced Settings

Services |

Select the services running on your network that Intemet ugers can
access.

Services
service]

servioe? Service Settings
serviced

Description of service:
ITest

Mame or |P address [for example 192 168.0.12] of the
computer hosting this service on paur netwark:

|192.1ss.1.11

Esternal Part nurber for this semvice:
[143 @& TCP C LDP

Intemal Part number far thiz zervice:

|143

Add.. ] Delate I

[ ak. H Cancel ] Ok | Cancel

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray.

i/ Intermet Connection is now connected |
Click here for more information. ..

& ypnpe -Pant L B GdipM

Step 6: Double-click on the icon to display your current Internet connection status.
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Step 6: Double-click on the icon to display your current Internet connection status.

General |
[Mtemet Gateway
Status: Connected 05:50:45
Speed: 576.0 Kbps
Letivity
Imtemet Imtemet Gateway My Computer
Packets Sent: 68,353 3,056,450
Feceived: 64,342 4081.813

Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 9300(V)NX without first finding
out the IP address of the router. This helps if you do not know the router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.
Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

"= Network Connections |:| |E| FZ|
File Edit VYiew Favorites Tools Advanced Help z'

J Back J 'l@ /':) Search IL_ Folders v

Address a_, Metwark Connections v| &
: LAN or High-Speed Internet

Network Tasks

. a Local Area Connection A Local Area Connection 4
[5] create a new connection Acquiring network address, Fir... Metwork cable unplugged, Fire. ..
%) Set up a home or small |_d3= MVIDIA nForce MCP Metworkin, ., |_EJ'_lD D-Link DFE-530T% PCI Fast EE..,

office network

& Change Windows Firewall
setkings

See Also

j) Metwork Troubleshooter

Other Places

G» Contraol Panel
&J My Network Flaces
E] My Documents
W My Compiiter

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BiPAC 9300(V)NX and select Invoke. The web configuration
login screen displays.

Step 6: Right-click on the icon of your BiPAC 9300(V)NX and select Properties. A properties
window displays basic information about the BiPAC 9300(V)NX.
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IGMP

IGMP, known as Internet Group Management Protocol, is used to manage hosts from multicast
group.

I Configuration L“‘% !

*IGMP

Parameters

IGMP Proxy () Enahle (& Disable
IGMP Snooping (1Enable & Disahle
[Apply] [ Cancel ]

IGMP Proxy: IGMP proxy enables the system to issue IGMP host messages on behalf of the
hosts that the system has discovered through standard IGMP interfaces. The system acts as a
proxy for its hosts.

IGMP Snooping: Allows a layer 2 switch to manage the transmission of any incoming IGMP
multicast packet groups between the host and the router. Default is set to Disable.

Click Apply to confirm the changes.

Example:

When IGMP snooping is enabled, the feature will analyze all incoming IGMP packets
between the hosts that are connected to the switch and the multicast routers in the
network. When the layer 2 switch receives an IGMP report from a host requesting for a
given multicast group, the switch will add the host’s port number to the multicast list for
that multicast group to be forwarded to. And, when the layer 2 switch has detected that an
IGMP has left, it will remove the host’s port from the table entry.
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Remote Access

I Configuration i“‘% !

*Remote Access
Parameters

Remote Access Contral  []Enable Duration mingsy (0 Always On)

Allowied Access IP Address Range
Yalid IP Address Range -

Remote Access Control

Enable: Select Enable to allow management access from remote side (mostly from internet).

Duration: Set how many minutes to allow management access from remote side. Zero(0)
means always on.

Click Apply to confirm the settings.
Allowed Access IP Address Range

Valid: Tick this check box to allow remote management from these IP ranges.

IP Address Range: Specify the remote IP address which will be allowed access device.
Clink Add to insert management IP address(es) to the list.

Click Add to save the settings.
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Advanced VoIP (Only for 9300VN(X))

VolIP (Voice over Internet Protocol) enables telephone calls through existing Internet connection
instead of going through the PSTN (Public Switched Telephone Network). It is not only cost-

effective, especially for a long distance telephone charges, but also toll-quality voice calls over the
Internet.

4 N

After completing VolP configuration, remember to apply the changes. Fress
Save Config and restart to activate your VolP.

Attention

e A

When you click this item, the column will expand to display the sub-items that will allow you to
configure the advanced VolP settings.

Here are the items within the this section: Extensions, SIP Accounts (ITSP) and Mini IP-PBX.

The function of each configuration sub-item is described in the following sections.
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Extensions

FXS Extensions

i
I Advanced VolP l“‘k‘g— .

* FX5 Extensions

FXS Fhone Mumber Display Mame

FXS 1 1001 | 1001 |

FXS 2 1002 | 1002 |
[Apply] [ Cancel ]

The BiPAC router comes with 2 built in phone ports (FXS ports) that enables the device to connect
up to 2 phones. The local number is a unique number that is assigned to each phone. With the
local number feature, 2 different users can call each other simply by dialing the local number of the
phone.

Phone Number FXS 1 / Phone Number FXS 2: The internal SIP proxy number of FXS1 / FXS2.
Fill in the Local Number. If you have only a phone connected to the FXS port, you only need to
fill out one Local number. But if you have two phones connected, assign your phones with two
different local numbers.

Note: Local number can be assigned by the administrator. It is higly recommended that you
use 3 digits for the local number.

Display Name FXS 1 / Display Name FXS 2: This is the name of FXS1 / FXS2 that will be
displayed.

After the Local Number has been assigned, press Apply to apply the changes to the setting.
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SIP Extensions

This is the server that provides registration service for SIP ATA / SIP Phone.

I Advanced VolP l‘% .

* SIP Extensions

Extension
Phone Mumber | | Fassword
Display Mame | |
Fhone Mumber Display Mame Edit Delete
[Apply][ Cancel ]

Phone Number: Enter the phone number or your registered user ID.
Password: Enter the authenticated password which is required to logon to SIP server.

Display Name: Enter the name that you wish to be displayed when making a SIP call.

INSERT: Click this button to add a new SIP extension entry and the added entry will appear at the
bottom table.

Edit / UPDATE: Check Edit radio box next to the item you wish to modify, and then change
parameters as desired. Complete it by press UPDATE.

Delete / DELETE: Check Delete checking box next to the item you wish to remove, and press
DELETE to remove this entry.

Click Apply to confirm the settings.
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SIP Accounts (ITSP)

SIP Accounts

SIP account is the SIP server that makes connection to the external VolP service provider easy to
establish.

i
I Advanced VolP L“‘}g_ !

* S5IP Accounts (ITSP)

Setting for SIP Account (Register to ITSP)

SIP Account —Please select SIP Account —

|5&$'1-:|5

Phone Mumber

Lser Mame

Display Mame

Password | |

Expire Time

Senvice Provider (ITSP)

SIP Account FPhone Mumber Lser Mame Service Provider Direcéilg;ward Status Edit

SIP Account 1 e O
SIP Account 2 e O

Setting for SIP Account (Register to ITSP): This is the SIP account setting for the external VolP
Service Provider.

SIP Account: The SIP account that you want to configure.
Phone Number: Enter the phone number or your registered user ID.

User Name: Enter your registered user name.

Password: Enter the authenticated password which is required to logon to SIP server.
Display Name: Enter the name that will be displayed when you dial the SIP phone.

Expir% Time: Duration (in seconds) of incoming/outgoing registration. Default vaule is 120
seconds.

Service Provider (ITSP): Select the external VolP Service Provider profile that you wish to
connect to from the drop down menu.

Edit / Update: Check Edit radio box next to the item you wish to modify, and then change
parameters as desired. Complete it by press Update.

Delete: Check Edit radio box and then press Delete to cancel the configuration you set to this
acconut.

Click Apply to confirm the settings.
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ITSP

You are allowed to edit the information of the external VoIP service provider or add new service
providers on this screen.

I Advanced VolP “\é&_ !

* TSP - Internet Telephony Service Provider
ITSP

Service Provider

Registrar Address

Reagistrar Port (if empty.default "5080" )

Proxy Address {if emipty,it is the same as Registrar Addrass. )
Proxy Port (if erpty. it is the same as Registrar Port )

Outbound PFU}Q-' Address (if @mpty,it is the same a5 Registrar Addrass )
Outbound PFU}Q-' Port (if @mpty.it is the sams 83 Registrar Port )

INSERT

Senice ) Registrar )

Provider Registrar Address Fort Proxy Address OQutbound Proxy Address Edit Delete
FWD fwd.pulver.com 5060 fwd.pulver.com fwd.pulver.com 3 IF]
Iptel iptel.org 5060 iptel.org iptel.org 3 IF]

FreelpCall sip freeipcall.com 5060 sip freeipcall.com sip freeipcall. com 3 IF]

VolPTalk voiptalk.org 5060 voiptalk.org voiptalk.org 3 IF]
ATF gw2.austechpartnerships.com 5060 gwZ2.austechpartnerships.com gw2.austechpartnerships.com 3 IF]

AnnaTel sip.annatel.net 5060 sip.annatel.net sip.annatel.net 3 ]

myTCOM sip.mytcom.it 5060 sip.mytcom.it sip.mytcom.it 3 IF]

Service Provider: Enter the name of the service provider.
Registrar Address: Enter the SIP register server IP address.

Registrar Port: Enter the port number of the SIP register server. If this field is left empty, it will be
assigned 5060 by default.

Proxy Address: Enter the IP Address of the SIP proxy server. If this field is left empty, it will be set
the same |IP as Registrar Address by default.

Proxy Port: Specify the port of the SIP proxy server on which it will listen for messages. If this
field is left empty, it will be set the same value as Registrar Port by default.

Outbound Proxy Address: Indicate the SIP outbound proxy server IP address. This parameter
is very useful when VolIP device is located behind a NAT. If this field is left empty, it will be set the
same IP as Registrar Address by default.

Outbound Proxy Port: Specify the port of the SIP outbound proxy on which it will listen for
messages. If this field is left empty, it will be set the same value as Registrar Port by default.
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INSERT: If you do not find the name of your service provider in the list, you can add a new service
provider to the list. To add a new service provider, enter all the necessary information in the correct
spaces and then click INSERT button. The added entry will appear at the bottom table.

Edit / UPDATE: Check Edit radio box next to the item you wish to modify. Once a service provider
is selected, all the information of this service provider will be displayed. You can then edit the

information by deleting the old information and entering the new ones. Complete it by press
UPDATE.

Delete / DELETE: Check Delete checking box next to the item you wish to remove, and press
DELETE to remove this service provider.

Click Apply to save the changes and apply the newly configured setting to the device.
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Mini IP-PBX
Inbound Rules

Direct Inward Dialing (DID) is a trunking arrangement that allows direct inward call routing to each
extension without the need for an operator or attendant. It saves time and reduces cost. DID
service is usually combined with direct outward dialing (DOD).

IL’JLlick VolP h“‘\c" -

* Inbound Rules

SIP Account 1

Direct Inward Dial FXS1 »
SIP Account 2

Direct Inward Dial FX3 2 »
[Apply] [ Cancel ]

Direct Inward Dial SIP Account 1 / SIP Account 2: Select FXS1 or FXS2 from the drop-down
manu.

Click Apply to confirm the settings.
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Outbound Rules

Direct Outward Dialing is an automated PBX (private branch exchange) service that allows users
to make outbound calls directly, without the need to go through an operator or dial other numbers
first. This page allows you to set-up rules for making an outbound call.

I Advanced VolP L“‘\g !

* Outbound Rules
Parameters

Prefix Min: ax: Cel:

Add: SIP SIP Account 1 | [To ITSP)

Account:

Outbound Rules
Prefix Min-Digits Max-Digits Del-Digits Add SIP Account Edit Delete

[Apply][ Cancel ]

Prefix: This number is required whenever the user wants to dial out a call using VolP instead of PSTN.
The numbers defined in this field will be inserted at the beginning of the dialing pattern. Numbers 0 and 9
must not be used in order to avoid conflict with PSTN Prefix.

Min: This field allows you to set the minimum number of digit that needs to be key-in before
your dialing becomes invalid after a set interval. For example: If the minimum value is set to 3,
whenever you make the call, if you only dial 2 digits and pause for a long time, your dialing will
automatically be cut.

Max: This field allows you to set the maximum number of digit that can be key-in before your
dialing becomes invalid. For example: If the maximum value is set to 10, and if you dial for more
than 10 digits, your call will not go through.

Del: The number of digit defined in this field will be removed from the dialing pattern. For example,
if we dial 81352109378 and the delete digit is set to 2, then the actual number that will be
displayed is 352109378 as the first 2 digits are already removed.

Add: The numbers set in this field will be added at the beginning of your dialing numbers. For
example, if 001 is set in this field, the number you dial out will be displayed as 001+the rest of the
numbers.

SIP Account: Choose the outbound rule for SIP Account 1, 2 or All from the drop-down menu.

INSERT: Enter all the necessary parameters of your new outbound rule in the blanks provided.
Then press INSERT to add a new rule. The added entry will appear at the bottom table.

Edit / UPDATE: Check Edit radio box next to the item you wish to modify. Once a outbound

rule is selected, all the information of this rule will be displayed. You can then change its values.
Complete it by press UPDATE.

Delete / DELETE: Check Delete checking box next to the item you wish to remove, and press
DELETE to remove this outbound rule.

Click Apply to confirm the settings.
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Speed Dial

Speed Dial comes in handy to store frequently used telephone numbers which you can press
number from 1 to 8 and the pound sign (*) on the phone keypad to activate the function. For
example, speed dial to phone number lists on 3, just press keypad 3 then *. Your router will
automatically call out to number listed on entry 3.

IAcr'.'ancecI VolP l"\é‘ -

¥ Speed Dial

Extension:
1* 5P Account1 | |2 (5P Account 1 v
7 [P Account 1 ¥ 8 [P Account 1 | |

3* | 8IP Account 1 vl |
6" | 8IP Account 1 vl |

Extension: Select FXS:1001 or FXS:1002 that you want to configure from the drop-down menu.

1* ~ 8*: Select SIP Account 1,2 or Extension from the drop-down menu and enter a telephone
number.

Click Apply to confirm the settings.
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Call Feature

VolIP has all the basic features of a traditional phone. Besides the provided basic features, VolP
also comes with several enhanced features that allows you to further customize their settings to
suit your personal needs such as call forwarding setting when no one answers the call, or when
the phone is being used at the moment, you can even set the condition to have all incoming calls
being forwarded to the forwarding number under all circumstances.

I Advanced VolP l‘% .

* Call Feature

Call Forward

Extension

Mo Answer [] Enable| SIP Account 1 v|| |
Busy O Enable| SIP Account 1 v|| |
Unconditional [ Enable | SIP Account 1 v |
[Apply] [ Cancel ]

Extension: Select FXS:1001 or FXS:1002 that you want to configure from the drop-down menu.

No Answer: VoIP device will forward all incoming calls to the forwarding number when user is
unavailable to pick up the phone. Check Enable to activate this function. Select SIP Account 1,2 or
Extension from the drop-down menu and enter a telephone number.

Busy: VoIP device will forward all incoming calls to the forwarding number when the phone is
currently being used. Check Enable to activate this function. Select SIP Account 1,2 or Extension
from the drop-down menu and enter a telephone number.

Unconditional: VoIP device will forward all incoming call to the forwarding number under all
circumstances. Check Enable to activate this function. Select SIP Account 1,2 or Extension from
the drop-down menu and enter a telephone number.

Click Apply to confirm the settings.
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Setting

I Advanced VolP h“‘\g— !

¥ Setting
Parameters
F¥S Ring Timeout(sec) 50
DTMF Method Mfc2833
Country Specific Ring & Tone nited States / Month America
Woice Activity Detection (VAD) (*)Enable ) Disable
Packet Loss Concealment (PLC) (¥) Enable O Disable
T.38 Fax Relay ® Enable O Disable
SIF Listen Port 5060
RTF Port Range 5070 .| 5090
UDPTL Port Range 4000 - 4020
Special Digit Sequences
*78 enable DMD /*79 disable DMD Enable
*§7 Anonymous Call Enable
Codec Preference
Priarity 1 G729 w Priority 2 | PCMU (G711 u-Law) » | Priority3 |PCMA (G711 A-Law)
[Apply] [ Cancel ]
Parameters

FXS Ring Timeout(sec): The IAD (Integrated Access Device) will automatically reject a call in if the call is
not picked up within the set amount of time.

DTMF Method: This is a type of telephone signaling that is used to signal your call over the line in the voice
-frequency band to the call switching center. There are basically 3 types of DTMF method to choose from:
rfc2833, info and inband. The default is rfc2833.

Country Specific Ring & Tone: Specify the country that has the dialing tone which fits the local telco system
requirement

Voice Activity Detection (VAD): The voice activity detection (VAD) is a component in the DSP
software that examines a caller’s incoming signal and determines if the signal contains significant
energy and is likely to be speech rather than a click. This function is enabled by default.

Packet Loss Concealment (PLC): This is a technique to mask the effects of packet loss in VolP
communications. Because the voice signal is sent as packets on a VoIP network, they may travel
different routes to get to destination. Thus, a packet might arrive very late, corrupted or simply
might even not arrive at the receiver. One of the situations in which the last situation could happen
is where a packet is rejected by a server which has a full buffer and cannot accept any more data.
In a VoIP connection, error-control techniques such as ARQ are not feasible and the receiver
should be able to cope with packet loss. This function is enabled by default.

T.38 Fax Relay: T.38 is an ITU standard for sending FAX across IP networks in the real-time
mode. This function is enabled by default.

127



SIP Listen Port: Specify the port of the SIP proxy server on which it will listen for messages. Port
5060 is the standard port for SIP and is set as the default. This port number relies on your SIP
Service Provider; you should enter the correct port number if your SIP provider uses a different
port number other than 5060.

RTP Port Range: One VoIP call opens two RTP ports for communication; one for the media
stream, and the other for control - RTCP.

UDPTL Port Range: One T.38 FAX call opens one port. T.38 FAX messages are sent as UDP
packets. UDPTL port is used by T.38 FAX call.

Special Digit Sequences

*78 enable DND / *79 disable DND: When the phone that is connected to the FXS port is picked
up, you can press number *78 to activate the DND (don’t disturb) feature. If you press *79, the
DND (don’t disturb) feature will be disabled. Default is checked to activate this function.

*67 Anonymous Call: If you dial *67 first followed by the phone number, your caller ID will not be
displayed. Default is checked to activate this function.

Codec Preference

Priority 1/ 2/ 3: You may set the level of priority of the voice codec. There are 3 types of codec
you can select from: G.729, PCMU (G.711 u-Law) & PCMA (G.711 a-Law).

Click Apply to confirm the settings.
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Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid losing them after turning off or resetting your router. Click “Save
Config“ and click “Apply” to write your new configuration to FLASH.

I Configuration t‘_\tx_ .

*Save Config to FLASH
Write settings to FLASH
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Restart

Click “Restart” with option Current Settings to reboot your router (and restore your last saved
configuration).

I Configuration [‘1[1' .

*Restarnt
After restarting. Please wait for several seconis to let the system come up.

(3 Factory Default Settings
Restart device with

(® Current Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings
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Logout

To exit the router web interface, click “Logout”. Please save your configuration setting before
logging out of the system. A Warning screen will appear as below.

Windows Internet Explorer, [')__<|
L] "j successiul
L

o< |

Click OK and a message displays. Click Yes to close the window.

Windows Internet Explorer X

<P The webpage vou are viewing is trying to close the window,
\.._"/

Do ol wank bo close Ehis window?

Yes l [ Mo

Be aware that the router configuration interface can only be accessed by one PC at a time.
Therefore when a PC has logged into the system interface, the other users cannot access the
system interface until the current user has logged out of the system. If the previous user forgets to
logout, the second PC can only access the router web interface after a user-defined auto logout
period which is by default 3 minutes. You can however modify the value of the auto logout period
using the Advanced > Device Management section of the router web interface. Please see the
Advanced section of this manual for more information.
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem

Suggested Action

None of the LEDs lit when the router
is turned on

Check the connection between the router and the
adapter. If the problem persists, most likely it is due to
the malfunction of your hardware. Please contact your
service provider or Billion for technical support.

You have forgotten your login
username or password

Try the default username & password (Please refer to
Chapter 3). If this fails, restore your router to its default
setting by pressing the Reset button for more than 6
seconds.

Problems with WAN interface

Problem

Suggested Action

Initialization of GPON connection
(linesync) fail

Make sure that the fiber is properly connected between
the GPON port and the wall jack. When the GPON
LED on the front panel does not light, there are 2 ways
to access the web interface to check the GPON port is
properly connected:

« Status page:

If % is shown on Status page, the GPON port has
not successfully connected or detected the optical
signal.

If + is shown on Status page, the GPON port has
correctly connected.

If (@ is shown in GPON, the GPON connection has
not been activated by OLT.

* GPON Status page:

Select Advanced > Status > GPON Status. If
Detected in Optical Signal is not shown, the GPON
connection has not ready.

When the GPON LED on the front panel lit, but you
are unable to access the Internet, check that your
Alloc_ID and Port_ID are the same as those provided
by your ISP and reboot the router. If you still have
problem, please verify these settings with your ISP.
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Problem with LAN interface

Problem

Suggested Action

Cannot PING any PC on LAN

Check the Ethernet LEDs on the front panel. The LED
should be on for the port that has a PC connected. If it
does not light, check to see if the cable between your
router and the PC is properly connected. Make sure
you have first uninstalled your firewall program before
troubleshooting.
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Appendix: Product Support & Contact

Following the suggestions listed in the Troubleshooting section of the user manual can help you to
solve most of your problems. However, if your problems persist or you come across other technical
issues that are not listed in the Troubleshooting section, please contact the dealer from where you
purchased your product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are
registered Trademarks of Microsoft Corporation.
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